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Abstract

Net wor k Anomaly Detection is the act of detecting problens in the
network. Accurately detecting problens is very challenging for
networ k operators in production networks. Good results require a |ot
of expertise and know edge around both the inplied network
technol ogi es and the connectivity services provided to custoners,
apart froma proper nmonitoring infrastructure. |In order to
facilitate network anomaly detection, novel techniques are being

i ntroduced, including progranmatical, rul e-based and Al -based, with
the promise of inproving scalability and the hope to keep a high
detection accuracy. To guarantee acceptable results, the process
needs to be properly designed, adopting well-defined stages to
accurately collect evidence of anonalies, validate their rel evancy
and i nprove the detection systens over tinme, iteratively.

Thi s docunent describes a well-defined approach on managi ng the
I'ifecycle process of a network anomaly detection system spanning
across the recording of its output and its iterative refinement, in
order to facilitate network engineers to interact with the network
anomal y detection system enable the "human-in-the-Ioop" paradi gm and
refine the detection abilities over tine. The major contributions of
this docunent are: the definition of three key stages of the
Iifecycle process, the definition of a state machi ne for each anomaly
annotati on on the systemand the definition of YANG data nopdel s
describing a comprehensive format for the anomaly |abels, allowing a
wel | -structured exchange of those between all the interested actors.

Di scussi on Venues

This note is to be renoved before publishing as an RFC

Ri ccobene, et al. Expires 25 May 2026 [ Page 1]



I nternet-Draft net wor k- anonal y-1i fecycl e Noverber 2025

Di scussi on of this docunent takes place on the Operations and
Management Area Working G oup Wrrking Goup mailing |ist
(nnmop@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ nnop/.

Source for this docunent and an issue tracker can be found at
https://github. com net wor k-anal ytics/draft-ietf-nnop-network-
anomal y-1ifecycl e/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The main objective of a network anonaly detection syste is to
identify Relevant States of the network as those are States that
could lead to problens or mght be clear indications of problens
al r eady happeni ng.

An architecture for network anomaly detection is defined in
[1-D.ietf-nmop-network-anomal y-architecture].

It is still remarkably difficult to gain a full understanding and a
conpl ete perspective of "if" and "how' a Relevant State is actually
an indication of a Problemor it is just unexpected, but has no

i npact on services and end users. Providers of solutions for network
anomal y detection should aimat increasing accuracy, by m nim zing
Fal se Positives and Fal se Negatives. Moreover, the behaviour of the
network naturally changes over tine. \Wen nore connectivity services
are depl oyed, nore custoners are on-boarded to the network, network
devi ces are upgraded or replaced, and therefore, it is al nost

i mpossible to identify anomaly detection techniques that can keep
wor ki ng accurately over tinme, wthout changing the detection
criterias (or nethodol ogi es) over tine.

This opens up to the necessity of further validating notified

Rel evant States to check if a detected symptomis actually inpacting
connectivity services: this mght require different actors (both
human and al gorithm c) to act together during the process and refine
their understanding across the network anomaly |ifecycle.
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Finally, once validation has happened, this mght lead to refinenents
to the logic that is used by the detection, so that this process can
i nprove the detection accuracy over tine.

Perform ng network anonaly detection is a process that requires a
continuous | earning and continuous inprovenent. Relevant States are
det ected by aggregati ng and understandi ng Synptons, then validated,
confirmng that Synptons actually inpacted connectivity services and
eventually need to be further analyzed by perform ng postnortem
analysis to identify any potential adjustment to inprove the
detection capability. Each of these steps represents an opportunity
to learn and refine the process, and since inplenentations of these
steps m ght also be provided by different parties and/or products,
this document also contributes a formal data nodel to capture and
exchange Synptom i nformation across the |ifecycle.

The adj ustnment of the detection process can happen after problens are
sol ved and wel| understood, so the |earning can be transferred into
the detection systemfor future faster detections. For this reason,
the network anomaly Detection lifecycle mainly relates to the

Post nortem st age of the network anomaly detection process, as
described in [I-D.ietf-nnmop-network-anonal y-architecture].

2. Status of this docunent

Thi s docunent is experimental. The main goal of this document is to
propose an iterative lifecycle process to network anomaly detection
by proposing a data nodel for network anonmaly netadata to be
addressed at different |ifecycle stages.

The experiment consists of verifying whether the approach is usable
in real use case scenarios to support proper refinenent and

adj ustnents of network anomaly detection algorithms. The experinent
can be deened successful if validated at | east with an open-source

i mpl ementation successfully applied with real networks.

3. Termi nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent nmakes use of the terns defined in
[1-D.ietf-nnmop-term nol ogy].

* State
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*  Probl em

* Alarm

*  Synpt om

* Rel evance and Rel evant State

*  Network Anonaly

The following terns are used as defined in [ RFC9417].
* Metric

* Intent

The following terns are defined in this docunent.

* Annotator: |Is a human or an al gorithm which produces netadata by
descri bi ng anonalies with Synptons.

* False Positive: Is a detected anomaly which has been identified
during the postnortemto be not anonal ous.

* Fal se Negative: |s anonal ous but has not been identified by the
anomal y detection system

* Confidence Score: Indicates the degree of how abnornmal the
detected anomaly is.

* Concern Score: Indicates the possible degree of connectivity
service degradation by taking the Confidence Scores frommultiple
anomal ies and their relationships into account.

4. Defining Desired States

The Problem as defined in Section 1, provide the scope for what to
be | ooking for when detecting network anonalies. This poses the
attention on a significant Problemthat network operators have to
face: the definition of what is to be considered "desirable" or
"undesirable". It is not always easy to detect if a network is
operating in an undesired State at a given point in tine. To
approach this, network operators can rely on different nethodol ogies,
more or less determnistic and nore or | ess sensitive: on the one
side, the definition of Intents (including Service Level bjectives
and Service Level Agreenents) which approaches the Problemtop-down;
on the other side, the definition of Synptons, by nean of sol utions
li ke SAIN [ RFC9417], [RFC9418] and
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[1-D.ietf-nnmop-network-anomal y-architecture], which approaches the
Probl em bottomup. At the center of these approaches, there are the
so-cal | ed Synptons, explaining what is not working as expected in the
network, sonetines also providing hints towards issues and their
causes.

One of the nore deterministic approaches is to rely on Synptonms based
on measurabl e service-based KPls, for exanple, by using Service Leve
I ndicators, Cbjectives and Agreements [RFC9543]. This is the case
when rules on SLGs and SLIs are nanual ly defined once and the used
afterwards for detection at runtine.

However, defining SLOs in a "static way" can bring sonme chall enges as
well, related to the dynam c nature of networks and services.

Al ternative nethodologies rely on a nore "rel axed" approach to detect
synptons and their inpact to services as a way to generate anal ytica
data out of operational data. For instance:

SAIN introduces the definition and exposure of Synptons as a
mechani sm for detecting those concerning behaviors in a nore
determnistic way. Moreover, the concept of "inpact score" has
been introduced by SAIN, to indicate what is the expected degree
of inpact that a given Synptomw || have on the services relying
on the rel ated subservice to which the Synptomis attached.

Cosnos Bright Lights introduces the concept of "Concern Score" to
i ndicate what is the degree of concern that a given Synptom coul d
cause a degradation for a connectivity service.

In general, defining boundaries between desirable vs. undesirable in
an accurate fashion requires continuous iterations and inprovements
coming fromall the stages of the network anomaly detection
I'ifecycle, by which network engineers can transfer what they learn
through the process into new Synptomdefinitions and, ultinately,
into refinements of the detection algorithns.

5. Lifecycle of a Network Anonaly

The lifecycle of a network anomaly can be articulated in three
stages, structured as a | oop: Detection, Validation, Refinenent.
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Confirmation
Figure 1: Anonaly Detection Refinenent Lifecycle

Each of these stages can either be perforned by a network expert or
an algorithmor conpl enenting each ot her.

The network anomaly nmetadata is generated by an Annotator, which can
be either a human expert or an algorithm The Annotator can produce
the netadata for a network anomaly, for each stage of the cycle and
even multiple versions for the sane stage. |n each version of the
networ k anormaly nmetadata, the Annotator indicates the |ist of
Synptons that are part of the network anonmaly taken into account.

The iterative process is about the identification of the right set of

Synpt ons.
5.1. Network Anonaly Detection

The Network Anomaly Detection stage is about the continuous

moni toring of the network through Network Tel enetry [ RFC9232] and the
identification of Synptons. One of the main requirenents that
operators have on network anomaly detection systens is the high

accuracy. This nmeans having a small nunber of Fal se Negatives, i.e.
Synpt ons causi ng connectivity service inpact are not mssed, and | ow
anount of Fal se Positives, i.e. Synptons that are actually innocuous

are not picked up.

As the detection stage is becom ng nore and nore autonated for
production networks, the identified Synptons m ght point towards
three potential kinds of behaviors:

i. those that are surely corresponding to an inpact on connectivity
services, (e.g. the breach of an SLO),

ii. those that will cause Problens in the future (e.g. rising trends
on a timeseries Metric hitting towards saturation),

iii. those or which the inpact to connectivity services cannot be

confirnmed (e.g. sudden increase/decrease of tinmeseries Metrics,
anomal ous amounts of log entries, etc.).
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5

5
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3.

The first category requires imedi ate intervention (a.k.a. the
problemis "confirmed"), the second one provides pointers towards
early signs of an problem potentially happening in the near future
(a.k.a. the problemis "forecasted"), and the third one requires sone
analysis to confirmif the detected Synptomrequires any attention or
i Mmedi ate intervention (a.k.a. the problemis "potential"). As part
of the iterative inprovenent required in this stage, one that is very
rel evant is the gradual conversion of the third category into one of
the first two, which would nmake the network anomaly detection system
nore determnistic. The main objective is to reduce uncertainty
around the raised alarns by refining the detection algorithns. This
can be achieved by either generating new Synptom definitions,
adjusting the weights of automated al gorithns or other simlar

appr oaches.

Net wor k Anomal y Val i dati on

The key objective for the validation stage is clearly to decide if
the detected Synptons are signaling a real problem (a.k.a. requires
action) or if they are to be treated as fal se positives (a.k.a.
suppressing the alarm. For those Synptoms surely having inmpact on
connectivity services, 100% confidence on the fact that a network
probl emis happening can be assunmed. For the other two categories,
"forecasted" and "potential", further analysis and validation is
required.

Net wor k Anomal y Refi nenment

After validation of a problem the service provider perforns

troubl eshooti ng and resol ution of the problem Although the network
m ght be back in a desired State at this point, network operators can
perform detail ed postnortem anal ysis of Problens with the objective
to identify useful adjustments to the prevention and detection
mechani sns (for instance inproving or extending the definition of
SLIs and SLGs, refining concern/inpact scores, etc.), and inproving
the accuracy of the validation stage (e.g. autonating parts of the
val idation, inplenmenting autonated root cause anal ysis and automati on
for renmediation actions). 1In this stage of the lifecycle it is
assuned that the problemis under analysis.

After the adjustnents are perforned to the network anonmaly detection
met hods, the cycle starts again, by "replaying" the network anonaly
and checking if there is any neasurable inprovenment in the ability to
detect Problens by using the updated method. In sone cases,
detection can be inproved by capturing additional or nore appropriate
metrics.
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6.

Introducing a Label Store for Network Anomaly | abels

The information that is produced at each stage needs to be persisted
and retrieved to performthe network anonmaly |ifecycle.

The lifecycle begins with the detector notifying anonalies to the
"Al arm and Probl em Managenent Systeni and to the "Postnortem Systent
according to (see [I-D.ietf-nnmop-network-anomal y-architecture]). In
this case the Postnmortem systemis identified as the Label Store.
Once the notification arrives to the Label Store, the anomaly | abel
is persisted. 1In the follow ng stages (i.e. validation and
refinement), the information about the labels are retrieved,

revi ewed, nodified and persisted again, generating every tine a new
versi on of the same annotation, or tagging the annotation as
irrelevant, if it would be necessary to rempve it.

In the followi ng sections, the followi ng are defi ned:
* a state nmachine for a | abel

* a YANG data nodel for the notification sent by the Detector to the
Label Store

* a YANG data nmodel to the define the interrogation (and retrieval)
of the persisted |abels fromthe | abel store.

Net wor k Anomal y St ate Machine

In the context of this docunent, froma network anomaly detection
point of viewa Problemis defined as a collection of interrelated
Synptons, as specified in [I-D.ietf-nnmop-network-anomal y-senmantics].

The understandi ng of a Probl em can change over time. Moreover,
multiple actors are involved in the process of refining this
understanding in the different stages.

Fromthis perspective, a problemcan be refined according to the
foll owi ng Stages (Figure 2).
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Figure 2: Network Anomaly State Machine

The know edge gai ned at each stage is encoded as a |ist of anomaly
| abel s that can be stored on a Label Store.

8. Network Anomaly Lifecycle Data Mdel

The data nodel provides support for "human-in-the-1oop", allow ng for
network experts to validate and adjust network anomaly | abel s and
detection systems. An exanple of human-in-the-1oop has been
demonstrated with Antagoni st [Antagonist], by building a User
Interface that interacts with an APl based on this data nodel.

The base for the nbdules is the "ietf-rel evant-state" data nopdel.

Rel evant State is at the root of the data nodel, with its paraneters
(ID, description, start-time, end-tinme) and a collection of

anomal ies. This allows the Relevant State to be considered as a
cont ai ner of anonali es.
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Each anomaly is characterized by sonme intrinsic fields (such as id,
version, stage, description, start-tine, end-tine, confidence score
and pattern) Particularly the confidence score is a nmeasure of how
confident was the detector in considering the given anomaly as an
anomal ous behavi our.

Data patterns are being classified into different types. currently
the nmodel acconondates, drop, spike mean-shift, seasonality-shift and
trend as types of data patterns and can be easily extended by
additing new YANG i dentities

Each anonaly al so includes the operational -data, synptom and the
service container. These containers are placeholders to represent
the i nformati on whoch operational data was used, the synptom (what
exactly is happening as anonal ous behavi our) was observed and the
connectivity service (what entity is affected by the anomaly). In
particular, for what concerns the synptom a concern score is defined
as necessary field, which has the neaning of expressing how nmuch the
anomaly is inpacting connectivity services.

Concern and Confidence Scores are used to express two very different
concepts, and it is inmportant to make a clear distinction between
t hem

* the Confidence score tends to be higher when synptons are nore
abnormal, for instance if some given values are very rare in the
data or if they substantially deviate from expected behavi ours.

In those cases, detectors are nore sure about the anomaly and this
is reflected into higher confidence scores.

* the Concern Score tends to be higher when the synptomis likely
havi ng a hi gher inpact on connectivity services.

Al t hough the two concepts can be sonmehow intertwi ned, in the scope of
this docunment a clear way on how to use themis not provided, as this
has been shown to be dependent on the use case and on the user of the
system

In case additional information related to the synptomand to the
service need to be provided, augnentation would be the appropriate
mechanismto do so. An exanple of this is provided in
[1-D.ietf-nnmop-network-anonal y-semantics], where an augnentati on of
bot h synptom and service is provided for the specific case of anomaly
| abel s related to connectivity services.

Also a list of various actors that are involved in the process is
presented as foll ow ng:
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In the detection stage: the detectors are either Network Engi neers
and/ or Automatic detectors (including Rul e-based detectors and M-
based detectors)

In the validation stage: the validators are Network Engi neers
manual | y validating the |abels

In the refinenent stage: the refiners are either Data Scientists
and/ or Automatic Refiners (including systems that automatically
refine the detection systens, based on the validated | abels).

The data nodel defines a Relevant State container and a Rel evant
State notification: the notification is primarily used by the Network
Anonaly Detector, to notify the "Al arm and Probl em Managenment Systent
and the "Postnortem Systeni (see

[1-D.ietf-nnmop-network-anomal y-architecture]); the container instead
is used inside the Postnortem systemto exhance anonmaly detection

| abl es between the anomaly detection stages defined above
(validation, refinenent, detection).

8.1. Overview of the Data Mddel for the Relevant State and all the
related entities

The "ietf-rel evant-state" nodul e defines a Rel evant State container
to report associated anonalies and a "rel evant-state-notification”
used for exchanging the relevant State information. The follow ng
YANG tree di agram [ RFC8340] shows the "ietf-rel evant-state" nodel.

modul e: ietf-relevant-state
+--rwrelevant-state

+--rwid yang: uui d

+--rw uri? inet:uri

+--rw description? string

+--rw start-tine yang: dat e-and-ti ne
+--rw end-tine? yang: date-and-ti ne
+--rw strategy? string

+--rw confi dence-score? score

+--TrwW concern-score score

+--rw stage identityref

+--rw (service)?
+--rw anomal y* [id revision]

+--rwid yang: uui d

+--rw revision yang: count er 32
+--rw uri? inet:uri

+--rw stage identityref

+--rw description? string

+--rw start-tine yang: date-and-ti ne
+--rw end-tine? yang: date-and-ti ne
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+--rw confi dence-score?
+--rw pattern?
+--rw annot at or

|+
|+
|+
|+

-rw id?

-rw name

-rw version?

-rw annot at or -t ype?

+--rw operational -data

|+
|+

-rw t opi c- name?
-rw subj ect - nane?

+--rw synpt om

+-
+-

-rwid
-r'w concern-score

notifications:
+---n relevant-state-notification

Ri ccobene,

+--T0
|-
|-
|-
+--T0
+--T0
+--T0
+--T0
+--T0
+--T0
+--T0
+--T0
+--T0

+--r10
+--T0

et al

score
i dentityref

yang: uui d
string
string
enumrer ation

i net: host - nane
i net : host - name

yang: uui d
score

publ i sher

roid? yang: uui d

ro name string

ro version? string

id yang: uui d
uri? i net:uri
description? string

start-tine

end-ti me?
strategy?

confi dence-score?
concer n-score

st age

(service)?

yang: date-and-ti ne
yang: dat e-and-ti ne
string

score

score

i dentityref

anomal y* [id revision]

roid

ro revision

ro uri?

ro stage

ro description?
ro start-tine
ro end-tine?

ro confidence-score?

ro pattern?

ro annot at or
+--ro id?
+--ro nane
+--ro version?

yang: uui d

yang: count er 32
inet:uri

i dentityref

string

yang: dat e-and-ti ne
yang: dat e-and-ti ne
score

identityref

yang: uui d
string
string

+--ro annotator-type? enumeration

ro operational -data

+--ro0 topic-nane?
+--r0 subj ect-nanme?

i net : host - name
i net : host - nanme
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+--ro synptom
+--roid yang: uui d
+--r0 concern-score score

8.2. YANG Modul e

<CODE BEG@ NS> file "ietf-rel evant-state@025-11-15. yang"

modul e ietf-relevant-state {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-rel evant-state";
prefix rsn;

import ietf-yang-types {
prefix yang;
ref erence
"draft-ietf-netnod-rfc6991-bis-18: Commobn YANG Data Types";
}

inmport ietf-inet-types {
prefix inet;
ref erence
"draft-ietf-netnmod-rfc6991-bis-18: Commobn YANG Data Types";
}

organi zati on
"I ETF NMOP Wor ki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ nmop/>
WG List: <mailto:nnmop@etf.org>

Edi t or: Vi ncenzo Ri ccobene

<mai | t o: vi ncenzo. ri ccobene@uawei - part ners. conp

Thomas G af

<mai | t o: t hormas. gr af @w sscom conp

Wanting Du

<mai | t o: wanti ng. du@w sscom conp

Al ex Huang Feng

<mai | t o: al ex. huang-f eng@ nsa-1yon. fr>";

description
"This nodul e defines the rel evant-state contai ner and

notifications to be used by a network anonaly detection
system The defined objects can be used to augnent
operational network collected observability data and
anal ytical problemdata equally. Describing the relevant-state
of observed synptons.

Copyright (c) 2025 | ETF Trust and the persons
identified as authors of the code. All rights reserved.
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Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet er s)

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2025-11-15 {
description
"Initial version";

ref erence
"RFC XXX: Semantic Metadata Annotation for Network Anomaly
Det ection";
}
typedef score {
type uint8 {
range "0..100";
}

description
"Nunber that indicates a score between 0 and 100.";
}

i dentity network-anonual y-stage {
description
"Base identity for representing the of the network anomaly
stage.";
reference
"Section 6 in draft-ietf-nnop-network-anomaly-1lifecycle.";
}

identity detection {
base networ k- anonal y- st age;
description
"A problemis int the detection stage.";
reference
"Section 6.1 in draft-ietf-nnmop-network-anonal y-1lifecycle.";
}

identity validation {
base networ k- anonal y- st age;

Ri ccobene, et al. Expires 25 May 2026 [ Page 15]



I nternet-Draft net wor k- anonal y-1i fecycl e Noverber 2025

description
"A problemis int the validation stage.";
ref erence
"Section 6.2 in draft-ietf-nnmop-network-anonal y-1lifecycle.";
}

identity refinenent {
base networ k- anomal y- st age;
description
"A problemis int the refinenment stage.";
reference
"Section 6.3 in draft-ietf-nnop-network-anomaly-1ifecycle.";
}

identity problemforecasted {
base detection;
description
"A problem has been forecasted, as it is expected that
the indicated Iist of synptonms will inpact a service
in the near future.";

}

identity problempotential {
base detection;
description
"A probl em has been detected with a confidence
| ower than 100% In order to confirmthat this set of
synptons are generating service inpact, it requires further
validation.";

}

identity problemconfirmed {
base validation
description
"After validation, the problem has been confirnmed.";
}

identity discarded {
base validation
description
"After validation, the network anomaly has been
di scarded, as there is no evindence that it is causing a
problem";

}

identity anal yzed {
base refinenent;
description
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"The anonaly detection went through analysis to identify
potential ways to further inprove the detection process in
for future anomalies.";

}

identity adjusted {
base refinenent;
description
"The network anomaly has been sol ved and anal ysed.
No further action is required.”;

}

identity pattern {
description
"Pattern identified by the Detector.";

}

identity drop {
base pattern;
description
"Drop of the value.";

}

identity spike {
base pattern;
description
"Spi ke of the value.";

}

identity mean-shift {
base pattern;
description
"Shift of the nean of the value.”;

}

identity seasonality-shift {
base pattern;
description
"Shift of the seasonality of the value.";

}

identity trend {
base pattern;
description
"Trend exhi bited by the value.";

}
identity other {
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base pattern;
description
"Any other type of pattern.”;
}

groupi ng rel evant - st at e- groupi ng {
description
"Rel evant State is a state that could lead to
probl enms or m ght be clear indications of problem
al ready happening.";
ref erence
"Figure 4 in draft-ietf-nnmop-termnol ogy.";
leaf id {
type yang: uui d;
mandat ory true;
description
"Unique ID of the relevant state. It is unique
in the scope of the Label Store.";

| eaf uri {
type inet:uri;
description
"URI to viusalize the analytical netrics of the
rel evant-state.";

| eaf description {
type string;
description
"Textual description of the fault.";

| eaf start-time {
type yang: date-and-ti ne;
mandat ory true;
description
"Date and time indicating the beginning of the problem";

| eaf end-tinme {
type yang: date-and-ti ne;
description
"Date and time indicating the end of the problem?"”;

| eaf strategy {
type string;
mandat ory fal se;
description
"Captures one approach to |look at the data (as a human operator
does) to observe if an abnormal situation is arising.";
ref erence
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"Section 3.5.3 in
draft-ietf-nnop-network-anonmal y-architecture.”;

| eaf confidence-score {
type score;
description
"Score indicating how confident were the detectors
inrelation to the overall relevant state.";
}
| eaf concern-score {
type score;
mandat ory true;
description
"Score indicating the degree of concern in
relation to the overall relevant state.”;

| eaf stage {
type identityref {
base networ k- anomal y- st age;
}
mandat ory true;
description
"Stage of the relevant state.";
}
choi ce service {
description
"Indication of the service that is affected
(or potentially affected) by the relevant state";

}
}

groupi ng annot at or - gr oupi ng {
description
"Annotator represents the entity that produced the
annotation (it is either a human or an algorithm.";
leaf id {
type yang: uui d;
description
"Unique ID of the annotator (either user or algorithm.";

| eaf nane {

type string;

mandat ory true;

description

"Name of the annotator (either user or algorithm.";

}
| eaf version {

type string;
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mandat ory fal se;
description
"Version of the annotator.";
}

| eaf annotator-type {
type enuneration {
enum human {
description
"This option is used if a human provided the |abel.";
}

enum al gorithm {
description
"This option is used if a algorithmor software
provi ded the |abel.";
}
}
description

"An annotator can be either a hunman user or a
programatic entity, such as an algorithm?";

}

groupi ng nessage- br oker-groupi ng {
description
"Ref erences nessage broker draft-ietf-nnop-yang-nessage-broker-integration entit

| eaf topic-name {
type inet: host-naneg;
description
"From whi ch nessage broker topic the operational data was consunmed from";
}

| eaf subj ect-nane {
type inet: host-name;
description
"To which nessage broker subject the operational data references to.";
}

}

groupi ng anomal y- groupi ng {
description
"List of anomalies that are part of the relevant state";
list anomaly {
key "id revision";
description
"Li st of Anomaly instances."”;
leaf id {
type yang: uui d;
description
"Unique identifier of the anomaly.";

Ri ccobene, et al. Expires 25 May 2026 [ Page 20]



I nternet-Draft net wor k- anonal y-1i fecycl e Noverber 2025

}

| eaf revision {
type yang: count er 32;
description
"Revi sion of the anomaly netadata object.
It allows nultiple revisions of the netadata to be
generated in order to support the definition of
mul tiple probl emobjects fromthe sanme source to
facilitate inprovenents overtine.";
}
leaf uri {
type inet:uri;
description
"URI to viusalize the analytical netrics of the
anomal y.";

| eaf stage {
type identityref {
base networ k- anomnal y- st age;
}
mandat ory true;
description
"Stage of the anonaly.";
}

| eaf description {
type string;
description
"Textual description of the anomaly.";

| eaf start-time {

type yang: date-and-ti ne;

mandat ory true;

description

"Date and time indicating the beginning of the anonaly.

A detection systemw || alwasys set a start tineg,
as it represents the monent in time fromwhich the
behavi our of the nonitored systemis considered
to be anomal ous with respect its expected behaviour.";

| eaf end-tinme {
type yang: date-and-ti ne;
description
"Date and tine indicating the end of the anomaly.
This field is indicated as non mandatory, as it could
be the case that the anomaly is still happening at the
time of generation of the |abel.";

| eaf confidence-score {
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type score;
description
"Score indicating how confident was the detector
whi | e considering the given anomaly as part of the
rel evant event.";
}
| eaf pattern {
type identityref {
base pattern;
}
description
"Pattern describes the type of pattern that was
detected by the annotator (e.g. spike, drop,
mean-shift, etc.).";
}
cont ai ner annotator ({
description
"Annotator represents the entity that produced the
annot ation.";
uses annot at or - gr oupi ng;
}
cont ai ner operational-data {
description
"References the operational data fromwhere the anomaly was observed.";
uses nessage- br oker - gr oupi ng;
}
cont ai ner synptom {
presence "It specifies the synptomfor the anomal y";
description
"An observabl e Characteristic, State, Event, or
Condi tion considered as an indication of a Problem
or potential Problem";
leaf id {
type yang: uui d;
mandat ory true;
description
"Unique identifier of the synptomtype.";
}

| eaf concern-score {

type score;

mandat ory true;

description

"Score indicating the degree of concern in

relation to the specific synptom Each
symptomwi Il carry a certain degree of
concern that is specific to the synptom?";
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}
}

notification relevant-state-notification {
description
"Notification of a relevant state that can be sent by the
anomaly detection systemto the postnortem nmanagenent
systemor to the incident managenent system";
cont ai ner publisher {
description
"Publisher represents the entity that produced the
rel evant-state.";
leaf id {
type yang: uui d;
description
"Unique I D of the publisher.”;
}

| eaf nane {
type string;
mandat ory true;
description
"Nanme of the publisher.”;
}

| eaf version {
type string;
mandat ory fal se;
description
"Version of the publisher.";
}
}

uses rel evant - st at e- gr oupi ng;
uses anomal y- groupi ng;

}

contai ner relevant-state {

description

"A Relevant State is a state that have rel evancy

for network operators, as those are states that could | ead

to problenms or mght be clear indications of problem already

happeni ng. ";

uses rel evant - st at e- gr oupi ng;
uses anomal y- groupi ng;

}
}
<CODE ENDS>
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9. Inplenentation status

This section provides pointers to existing open source
i npl ementations of this docunent. Note to the RFC-editor: Please
renove this before publishing.

9.1. Antagoni st
An open-source inplenmentation for this document is called AnTagOnl st
(Anomaly Tagging On hlstorical data), and it has been inplenented in
order to validate the application of the YANG nodel defined in this
docunent. Antagoni st provides visual support for two inportant use
cases in the scope of this docunent:

* the generation of a ground truth in relation to synptons and
Problems in tinmeseries data

* the visual validation of results produced by autonmated network
anomal y detection tools.

The open-source code can be found here: [Antagonist]

As part of the experinent that was conducted with AnTagOnlst, Sone
mai n Use Case scenari os have been validated so far

Exposure of a GU for human validation of the |abels.

Integration with Rul e Based anonaly detection systenms. In
particular the integration with SAIN and Cosnpbs Bright Lights is
ongoi ng.

Integration with M-based detection systens.
10. Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407bis].

The "ietf-network-anomal y-synptomcbl” and "ietf-network-anomal y-
servi ce-topol ogy" YANG nodul es defines two data nodels that are
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6141] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use mutual authentication
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11.

12.

12.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
ef fect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

"There are no particularly sensitive witable data nodes."

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

"There are no particularly sensitive readabl e data nodes."
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