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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Nowadays network operators are using machi ne and human readabl e YANG
[ RFC7950] to nodel their configurations and obtain YANG nodel | ed
operational data fromtheir networks

Net wor k operators organize their data in a Data Mesh [ Deh22] where a
Message Broker such as Apache Kafka [ Kaf11] or Apache Pul sar [Pul 16]
facilitates the exchange of messages anpong data processing
conponents.

Today, subscribing to a YANG datastore, publishing a YANG nodel ed
notifications message fromthe network and viewing the data in a tine
seri es database, nanual |abor is needed to perform data
transformati on to make a Message Broker and its data processing
components with YANG notifications interoperable.

Even though YANG is intended to ease data managenent, this prom se
has not yet been fulfilled for Network Tel enetry [RFC9232].
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An Architecture for YANG Push to Message Broker Integration
[1-D.ietf-nmop-yang- message-broker-integration] defined an
architecture for integrating YANG Push with Message Brokers for a
Data Mesh architecture. How the notification nmessages at a YANG Push
Receiver is being transforned to the Message Broker is being
described in Section Section 4.5 of
[1-D.ietf-nnop-yang- nessage- broker-integration], however the produced
message format | eft unspecified.

The nessage coul d be published as it was received fromthe network to
their organization’s Message Broker. However, this approach is
insufficient for correct human and aut omat ed understandi ng of the
data generated by the network. This insufficiency stens from not
presenting a holistic picture along with the data generated by the
network. In particular, when a data consumer in the data nmesh
consunes a YANG nessage fromtheir organization s Message Broker,
they cannot answer sinple questions such as:

* Wi ch network operating systemcollected the data?
* To which network platform bel ongs the network node?

* \What is the subscribed xpath, sub-tree filter and its schema
ref erence?

* \When did a data coll ector received the data?

* \What additional netadata is necessary for a consumer to nmake sense
of the data?

Section 7.2 of [I-D.ietf-opsawg-coll ected-data-manifest] describes
the content of a Data Manifest and how it is being mapped to the

coll ected Network Telenetry data. The "ietf-telemetry-nessage” YANG
nmodul e defined in this docunent makes use of the platformdetails
groupi ng defined in Section 5.2 of
[1-D.ietf-opsawg-col | ect ed-dat a-nani fest] for the network node and
the data collector.

Thi s docunent defines a standard YANG envel ope nessage to carry with
the collected Network Tel enetry notifications the provenance and

nmet adata i nformation for a YANG data exchange between between Message
Broker producers and consunmers as described in Section 4.5 and 4.6
[1-D.ietf-nnop-yang- nessage- broker-integration]. The described YANG
model fascilitates JSON [ RFC7951] and CBOR [ RFC9254] serialization

El hassany, et al. Expires 22 July 2026 [ Page 3]



I nternet-Draft Tel netery Message January 2026
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Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1. Term nol ogy

The ternms "Subscriber”, "Publisher”, and "Receiver" are used as
defined in [ RFC8639].

The term "Network Telenetry" is used as defined in [RFC9232]. This
docunent uses the termexport and collection to distinguish between
the data export and collection.

The term "Message Broker" is used as defined in
[1-D.ietf-nnmop-yang- nessage- broker-integration].

The term"Data Manifest” is used as defined in

[1-D.ietf-opsawg-coll ected-data-manifest]. The term provenance is
used in general to describe the origin, history, and authenticity of
an asset which then is described in a manifest.

In addition, this docunment reuses the terns "Notification Metadata"
and "Notification Envel ope" defined in
[I-D.ietf-netconf-notif-envelope] for the use in Message Broker
envi ronment :

Notification Metadata: Additional data describing the context of a
notification that is sent in each message, e.g. which node generated
the messsage or at which tinme the notification was published.

Notification Envel ope: YANG structure encapsul ati ng the payl oad of a
notification, allow ng the inclusion of metadata.

YANG Modul es

Thi s docunent defines two YANG nodul es, an extensi bl e YANG nodul e for
Net work Tel emretry nessages defined in Figure 3 and a YANG Push
extension defined in Figure 4.

The extensible YANG nodul e for Network Tel enetry messages defines an
envel ope nessage schema which adds two provenance and two net adata
categories to the collected Network Tel enetry dat a.
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The YANG Push extensi on adds YANG Push specific subscription netadata
to the Network Tel enetry protocol provenance of the envel ope.

Net wor k Node Manifest: The OPTI ONAL "networ k- node- nani f est”
container in Figure 3 contains the Data Mnifest about the network
node that exported Network Tel enetry data. It adds information
such as the node name, vendor nane, and software and operating
system version. Each |eaf is OPTI ONAL.

Net work Tel emetry Protocol Metadata: The "tel enetry-nessage-
met adata” container in Figure 3 contains the Network Tel enetry
session information between the collector and the network node.
It adds fields such as the Network Tel enetry protocol nane, the IP
addresses and ports of that transport session and the tine the
event was exported at the network node and received at the data
collector. Apart fromthe collection-tinestanp, notification-
event, session-protocol and renote-address |eafs all other |eafs
are OPTIONAL. These Network Telenmetry session informations all ow
a network operator to troubl eshoot whether the nmetrics were
obt ai ned t hrough NETCONF or RESTCONF <GET> operations or YANG Push
and neasure delay and |oss related i ssues. Moreover, this
docunent al so defines with Figure 4 an extension specific to YANG
Push that includes YANG Push subscription information relevant to
the Network Tel enetry ession information.

Data Col | ection Manifest: The OPTIONAL "data-collection-nmanifest”
container in Figure 3 contains the Data Manifest of the data
coll ector which collected the Network Tel enetry data. The data
type is the sanme as the previous category but specific to the
col | ector node.

Net wor k Operator Metadata: The OPTIONAL "l abel s" list in the
"net wor k- oper at or - met adata" container in Figure 3 contains the
operator specific netadata. Sone operators enrich the collected
data with specific information. For instance: type of the network
node (provider or provider edge node) or which operational unit
the node is operated by. For this purpose the docunment defines a
generic metadata map with key/val ues that can be used freely by
the networ k operator.

Payl oad: The MJST anydata "payl oad" contains the Message or
notification received fromthe network elenent. |In case of YANG
Push, the Section 7.16 of YANG [ RFC7950] "notification" statenent
is encoded in the "payl oad" node. The nane and nanmespace of this
payl oad el enment are determ ned by the YANG nodul e contai ning the
"notification" statement representing the notification nessage.
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modul e: ietf-tel enetry-nessage

structure nessage
+- - networ k- node- mani f est {networ k-node-mani fest}?

|  +-- nane? string

| +-- vendor? string

| +-- vendor-pen? ui nt 32

| +-- software-version? string

| +-- software-flavor? string

| +-- os-version? string

| +-- os-type? string

+-- tel enmetry-nessage- net adat a

| +-- node-export-tinestanp? yang: date-and-ti ne

| +-- collection-tinmestanp yang: dat e-and-ti ne

| +-- notification-event tel emetry-notification-event-type
| +-- sequence-nunber? yang: count er 32

| +-- session-protocol tel emet ry-sessi on- protocol -type
| +-- export-address i net: host

| +-- export-port? i net: port-nunber

| +-- collection-address? i net: host

| +-- collection-port? i net: port-nunber

+-- data-coll ection-nanifest {data-collection-nmanifest}?
|  +-- nane? string

| +-- vendor? string

| +-- vendor-pen? ui nt 32

| +-- software-version? string

| +-- software-flavor? string

| +-- os-version? string

| +-- os-type? string

-- networ k- oper at or - met adat a

+

| +-- labels* [nane]

| +-- hame string

| +-- (val ue)

| +--: (nunber - choi ce)

| | +-- (nunber-choice)?

| | +--: (nunber - val ue)

| | +- - nunber-val ue? ui nt 64
| +--:(string-choice)

| | +-- (string-choice)?

| | +--:(string-val ue)

| | +-- string-val ue? string

| +--: (anydat a- choi ce)

| +-- (anydat a-choi ce) ?

| +--: (anydat a- val ues)

| +-- anydat a- val ues? anydat a
+-- payl oad? anydat a

Figure 1. YANG tree diagramfor 'ietf-telemetry-nmessage’ nodul e.
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modul e: i etf-yang-push-tel emetry-nessage

January 2026

augnment-structure /tm nessage/tmtel enetry- nessage- net adat a:

+- - yang- push-subscri ption

+-- id? sn: subscription-id

+-- (filter-spec)?

| +--:(subtree-filter)?

| | +-- subtree-filter? anydat a
+--:(xpath-filter)?

+-- xpath-filter? yang: xpat hl. 0

|

I

+-- (target)?

|  +--:(strean

| | +-- strean? string
| +--:(datastore)

|
+- -

+-- datastore? identityref

transport? sn: transport
+-- encodi ng? sn: encodi ng
+-- purpose? string
+-- (update-trigger)?
| +--:(periodic)
| | +-- periodic!
| +-- period? yp: centi seconds
| +-- anchor-tinme? yang: date-and-ti ne
| +--:(on-change)
| +-- on-change!
| +- - danpeni ng- peri od? yp: centi seconds
| +-- sync-on-start? bool ean
+-- nodul e* [ nane]
| +-- nane yang: yang-identifier
| +-- revision? rev:revision-date
| +-- version? ysver:version
+-- yang-library-content-id? string

Figure 2: ietf-yang-push-tel emetry-nessage tree

<CODE BEG NS> file "ietf-tel emetry-nmessage@025-10-19. yang"

modul e ietf-tel emetry-nmessage {
yang-version 1.1;

nanespace "urn:ietf:paranms: xm :ns:yang:ietf-tel emetry-nessage”;

prefix tm

import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types",
}
inmport ietf-inet-types {
prefix inet;
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ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-platformmanifest {
prefix p-nf
ref erence
"draft-ietf-opsawg-coll ected-data-mani fest: A Data Manifest for
Cont extual i zed Tel emretry Data";
}
import ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions";
}
organi zati on
"I ETF Draft";
cont act
" Aut hor : Ahred El hassany
<mai | t o: ahned. el hassany@w sscom conp
Thomas G af

<mai | t o: t honmas. gr af @w sscom con";
description
"Thi s YANG nodul e defines an extensible nessage schema to be used at
data collection to transform Network Tel emetry nessages towards
external systens such as Message Brokers.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, is permtted pursuant to, and subject to the |icense
terms contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust's Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revision 2025-10-19 {
description
"Initial revision.";
reference
"RFC XXXX";
}

sx:structure "nessage" {
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description
"Tel emetry nmessage used within the Data Mesh";
cont ai ner networ k- node- mani f est {
if-feature
"net wor k- node- nani fest";
description
"Contains the Data Manifest about the network node that
exported Network Telenetry data.";
uses p-nf:platformdetails;
}
cont ai ner tel enetry-nmessage- netadata {
description
"contains the session information about the session between the
coll ector and the network node and the publishing process
of the collector."”;
| eaf node-export-tinmestanmp {
type yang: date-and-ti ne;
description
"Ti mestanp when the Network Tel enmetry data has been exported
fromnetwork elenent. This can be obtained in YANG Push from
event-time defined in draft-ietf-netconf-notif-envel ope or
in IPFIX fromthe export time in the nessage header as
defined in RFC 7011 or in BMP fromthe tinmestanp in The
per - peer header as defined in RFC 7854.";

| eaf collection-tinestanp {
type yang: date-and-ti ne;
mandat ory true;
description
"Ti mestanp when the data collector collected the Network
Tel enetry data fromthe network el enent.";

| eaf notification-event {
type telemetry-notification-event-type;
mandat ory true;
description
"Descri bes wherever the notification was recei ved and forwarded
fromthe network node or generated or renoved fromthe data
coll ector state cache.”;
}
| eaf sequence- nunber {
type yang: count er 32;
description
"Uni que uni que sequence nunber for each published telenetry
message by the collector. The initial nunmber is 1 and
counts up by 1 at every published tel enmetry nessage
until it reaches 4294967295 and waps around.";
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| eaf session-protocol {
type tel emetry-sessi on-protocol -type;
mandat ory true;
description
"Session protocol used to collect the Network Tel enetry data
fromthe network node.";
}
| eaf export-address {
type inet: host;
mandat ory true;
description
"Net work node | P address from where the Network Tel enetry data
was exported from";
}
| eaf export-port {
type inet: port-nunber;
description
"Net wor k node transport port nunmber from where the Network
Tel enetry data was exported.";
}
| eaf coll ection-address {
type inet:host;
description
"Data collector |IP address at which the Network Tel enetry
data was collected.";

| eaf collection-port {
type inet: port-nunber;
description
"Data collector transport port nunber at which the Network
Tel enetry data was collected.”;

}
}

contai ner data-collection-manifest {
if-feature
"dat a-col | ecti on-nmani fest";
description
"Contains the Data Mani fest of the data coll ector which
collected the Network Telenetry data.”;
uses p-nf:platformdetails;
}
cont ai ner networ k- operator-netadata {
description
"Net wor k operator specific netadata added by the Network
Tel enetry data collection.”;
list |abels {
key

nane" ;

El hassany, et al. Expires 22 July 2026 [ Page 10]



I nternet-Draft Tel netery Message January 2026

description
"Abritrary |l abels assigned by the data collector.";
| eaf nane {
type string {
| ength
"1..max";
}

description
"Label nane.";
}

choi ce val ue {
mandat ory true;
description
"l abel val ue";
choi ce nunber-choice {
description
"Number val ue";
| eaf nunber-val ue {
type uint64;
description
"Nunmber val ue”;

}

choi ce string-choice {
description
"String val ue";
| eaf string-val ue {
type string;
description
"String val ue";

}
}

choi ce anydat a-choi ce {
description
"YANG anydat a val ue";
anydat a anydat a-val ues {
description
"anydata yang";
}
}
}
}

}
anydat a payl oad {
description
"Message or notification received fromnetwork el enent.”;
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f eat ure networ k- node- mani fest {
description
"This feature indicates the network node manifest support.”;
}

feature data-coll ection-nanifest {
description
"This feature indicates the data collection manifest support."”;
}

i dentity session-protocol {
description
"Base identity to represent session protocols.";
}

identity yang-push {
base sessi on-protocol;
description
"YANG Push in RFC 8640 or RFC 8641 or RFC 8650.";
reference
"RFC 8640, RFC 8641, RFC 8650: YANG Push Events and Notifications
for Datastores.";

}

identity netconf {
base sessi on-protocol;
description
"NETCONF GET RPC as described in RFC 6241.";
reference
"RFC 6241: NETCONF GET RPC. ";
}

identity restconf ({
base sessi on-protocol;
description
"RESTCONF HTTP GET as described in RFC 8040.";
ref erence
"RFC 8040: HTTP CGET.";
}

typedef telenetry-notification-event-type {
type enuneration {
enum "l og" {
description
"Collector is reporting the event as it arrived fromthe
network el enent.";

}

enum "updat e" {
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description
"Col | ector has updated an entry inside its local cache.
This could be triggered by an event fromthe network for
instance interface operational status changed or an interna
event in the collector, such as a tinmer triggered to referesh
old enteries."”;

enum "del ete" {
description
"Col | ector has deleted an entry fromits |ocal cache.";
}
}

description
"Type of event reported by the collector.";

typedef tel enetry-session-protocol-type {
type identityref {
base sessi on-protocol;
}

description
"Network Tel enetry protocol used to deliver the notification
bet ween the network node and the data collector.";

}
}
<CODE ENDS>
Figure 3: YANG 'ietf-telenmetry-nessage’ nodul e.

<CODE BEG NS> file "ietf-yang-push-tel emetry-nmessage@025-10-19. yang"
modul e i etf-yang-push-tel emetry-nmessage {

yang-version 1.1;

nanespace "urn:ietf:paranms: xm :ns:yang:ietf-yang-push-tel emetry-nmessage”;

prefix yptm
i nport ietf-subscribed-notifications {
prefix sn;
ref erence
"RFC 8639: Subscription to YANG Notifications";
}
import ietf-tel enetry-nessage {
prefix tm
reference
"draft-netana- nmop- nessage- br oker-tel enetry-nmessage: Extensible
YANG Model for Network Tel enetry Messages”;
}
i mport ietf-yang-push {
prefix yp;
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reference
"RFC 8641: Subscription to YANG Notifications for Datastore
Updat es”;
}
import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types";
}
inmport ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenment Datastore Architecture (NVDA)";
}

import ietf-yang-revisions {
prefix rev;
ref erence
"draft-ietf-netnod-yang-nodul e-versioni ng: Updated YANG Modul e
Revi si on Handl i ng";
}
i mport ietf-yang-senmver {
prefix ysver;
ref erence
"draft-ietf-netnod-yang-senver: YANG Semantic Versioning";
}
i mport ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions";

}

organi zati on
"I ETF Draft";
cont act
" Aut hor : Ahrred El hassany
<mai | t 0: ahned. el hassany@w sscom conp

Thomas G af
<mai | t o: t hormas. gr af @w sscom con";
description
"Adds YANG- Push specific subscription netadata to the data
coll ection protocol provenance of the ietf-tel enmetry-nessage
envel ope.

The key words 'MJST', 'MJST NOT", 'REQU RED , ’'SHALL',
"SHALL NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMMENDED ,

" NOT RECOMMENDED , ' MAY’', and 'OPTIONAL' in this document
are to be interpreted as described in BCP 14 (RFC 2119)
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(RFC 8174) when, and only when, they appear in all
capital s, as shown here

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, is permtted pursuant to, and subject to the license
terns contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revision 2025-10-19 {
description
"Initial revision.";
reference
"RFC XXXX";
}

sX: augnent-structure "/tm nessage/tmtel emetry-nmessage- et adata" {
description
"Augnents tel enetry-nmessage-netadata with YANG Push specific
subscription netadata”;
cont ai ner yang- push-subscription {
config fal se;
description
"YANG Push specific subscription netadata";
leaf id {
type sn:subscription-id;
description
"This references the affected subscription."”;

choice filter-spec {
description
"The content filter specification for this request.";
anydata subtree-filter {
description
"Event stream evaluation criteria or the paraneter
identifies the port of the target datastore encoded in the
syntax of a subtree filter as defined in RFC 6241,
Section 6.";
ref erence
"RFC 6241: Network Configuration Protocol (NETCONF),
Section 6.";
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| eaf xpath-filter {
type yang: xpat hl. 0;
description
"Event streamevaluation criteria or porting of the target
datastore encoded in the syntax of an XPath 1.0
expressi on";
reference
"XM. Pat h Language (XPath) Version 1.0
(https://ww. w3. or g/ TR/ 1999/ REC- xpat h- 19991116)
RFC 7950: The YANG 1.1 Data Mdel i ng Language,
Section 10";
}
}

choi ce target {
description
"lIdentifies the source of information agai nst which a
subscription is being applied as well as specifics on the
subset of information desired fromthat source.";
case stream {
| eaf stream {
type string;
description
"I'ndi cates the event streamto be considered for this
subscription.”;

}

case datastore {
| eaf datastore {
type identityref {
base ds: dat astore;
}

description
"Datastore fromwhich to retrieve data.";
}

}

| eaf transport {
type sn:transport;
description
"For a configured subscription, this | eaf specifies the
transport used to deliver nessages destined for al
receivers of that subscription.";

| eaf encoding {
type sn: encodi ng;
description
"The type of encoding for notification nessages. For a
dynani ¢ subscription, if not included as part of an
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"establish-subscription’” RPC, the encoding will be popul at ed
with the encoding used by that RPC. For a configured
subscription, if not explicitly configured, the encoding

Wil

be the default encoding for an underlying transport."”;

| eaf purpose {

type string;

description
"Open text allowing a configuring entity to enbed the
originator or other specifics of this subscription.";

choi ce update-trigger {
description
"Defines necessary conditions for sending an event record to
the subscriber.”;
case periodic {
contai ner periodic {
presence

}
}

"indicates a periodic subscription”;

description

"The publisher is requested to notify periodically the
current values of the datastore as defined by the
selection filter.";

| eaf period {

type yp: centi seconds;
description

"Duration of time which should occur between periodic
push updates, in one hundredths of a second.";

| eaf anchor-tinme {

}

type yang: date-and-ti ne;
description

"Designhates a tinmestanp before or after which a series
of periodic push updates are determ ned. The next
update will take place at a whole nmultiple interva
fromthe anchor tinme. For exanmple, for an anchor tine
is set for the top of a particular mnute and a period
interval of a minute, updates will be sent at the top
of every minute this subscription is active.";

case on-change {
cont ai ner on-change {
presence

El hassany, et al.

"indi cates an on-change subscription”;

description

"The publisher is requested to notify changes in val ues
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in the datastore subset as defined by a sel ection

fi
| eaf

lter.";
dampeni ng- period {

type yp: centi seconds;
def aul t
n Oll ;
description
"Specifies the mninuminterval between the assenbly of

successi ve update records for a single receiver of a
subscription. Wenever subscribed objects change, and
a danpening period interval (which nmay be zero) has

el apsed since the previous update record creation for
a receiver, then any subscribed objects and properties
whi ch have changed since the previous update record
wi Il have their current values marshalled and pl aced
into a new update record.";

}
| eaf sync-on-start {
type bool ean;
def aul t
"true";

description
"When this object is set to false, it restricts an

}
}
}

on- change subscription from sendi ng push-update
notifications. Wen false, pushing a full selection
per the ternms of the selection filter MJUST NOT be done
for this subscription. Only updates about changes,
i.e. only push-change-update notifications are sent.
When true (default behavior), in order to facilitate a
receiver’'s synchronization, a full update is sent when
the subscription starts using a push-update
notification. After that, push-change-update
notifications are exclusively sent unless the publisher
chooses to resync the subscription via a new
push-update notification.";

list nmodule {

El hassany,

key
"nane";

config fal se;

descripti

on

"Li st of yang-push-nodul e-version grouping defined in
draft-ietf-netconf-yang-notifications-versioning. The

revisi

on is not configurable.";

| eaf nane {

et al.
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type yang:yang-identifier;
config fal se;
description
"This references the YANG nodul e name, section 7.1 of
RFC 7950. ";
}
| eaf revision {
type rev:revision-date;
config fal se;
description
"This references the YANG nodul e revision, section 7.1.2
of RFC 7950, of the sent notification nessage.";
}
| eaf version {
type ysver:version;
description
"This references the YANG nodul e semantic version
draft-ietf-netnod-yang-senver, of the sent notification
\t\t\t\t message.”;

}
| eaf yang-library-content-id {
type string;

config fal se;
description
"Contains the YANG |ibrary content identifier, RFC 8525,
information.";

}
}
}

LCCDE ENDS>
Figure 4: YANG 'ietf-yang-push-tel emetry-nessage’ nodul e.
4. Use Cases
4.1. Data Chain Troubl eshooting

In a distributed systemlike a data chain described in
[1-D.ietf-nnmop-yang-message-broker-integration], a single system
conmponent could introduce a new i ssue after a software upgrade of a
system conponent . Thanks to the network node and the data coll ection
mani fest, the data engineer is able to identify wherever a software
upgrade has been perforned on a network node or on a data collector
and its inpact on the telenetry nessages. Such an upgrade coul d have
a potential inmpact on the YANG schena of the exported YANG Push
Notification which is identifable through the "yang-library-content-
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id" and "revision" and "version" defined in
[1-D.ietf-netconf-yang-notifications-versioning] and transformed at
the data collectors as part of Network Tel emetry protocol netadata or
the YANG schema id when being produced to the nessage broker as
described in Section 4.5 of
[1-D.ietf-nnmop-yang- nessage- broker-integration].

4.2. Data Product Service Level njective

For Section 3.5 of Service Disruption Detection
[1-D.ietf-nnmop-network-anonal y-architecture] in Network Anonaly

Det ection, operational Network Telenetry data needs to to be
consuneabl e as a Section 4.7 of YANG data consurmer
[1-D.ietf-nmop-yang-message-broker-integration] within the defined
time to ensure a holistic view of the network. To measure the del ay
and | oss between the data export on the network node, the data
collectors and the YANG data consuner, sequence nunbers and
timestanps are required. Wth "hostname" and "sequence- nunber"
defined in Section 3.4 of [I-D.ietf-netconf-notif-envel ope] each
message is uniquely identifiably and with "event-time" and
"observation time" defined in section 3.4 and 3.5 of
[I-D.ietf-netconf-notif-envelope] and "collection-tine" defined in
this docunment and the tinestanp when the data arrived at the YANG
data consuner, the loss and delay for a given network node and
message can be deducted. Metadata introduced in this docunment help a
data engi neer to determ ne a common denom nator and identify the
system conponent causing the delay and | oss.

Certain collection protocol types such as polling or push based and
subscriptions types, such as on-change or periodical, have different
data delay characteristics. Push based on-change subscriptions are
expected to export nessages al npbst instantly where polling based
subscri ptions observe changes depending on their polling interva

much later. Wth the Network Tel enetry protocol netadata introduced
by this docunent, based on the update-trigger informations, a YANG
data consuner can define for a given YANG Push subscription id a

| ower service Level objective than for another. Therefore adjust the
detection to be nore real-time than without this information

5. 1 ANA Consi derati ons

Thi s docunent registers the following two nanespace URIs in the | ETF
XM. Regi stry [ RFC3688]:

* URlI: urn:ietf:paranms: xnm:ns:yang:ietf-tel enetry-nessage

* Registrant Contact: The | ESG
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* XM.: NA the requested URI is an XML nanespace.

* URlI: urn:ietf:parans: xnl:ns:yang:ietf-yang-push-tel enetry-nessage
* Registrant Contact: The | ESG
* XM.: N A, the requested URI is an XM. namespace.

Thi s docunent registers the following two YANG nodul es in the YANG
Modul e Nanes registry [ RFC3688]:

* Nanme: ietf-tel enetry-nessage
* Nanmespace: urn:ietf:parans:xm:ns:yang:ietf-tel enetry-nmessage
* Prefix: tm

* Reference: RFC XXXX

*  Nane: ietf-yang-push-tel emetry-nessage

* Nanespace: urn:ietf:parans: xm:ns:yang:ietf-yang-push-telenetry-
nessage

* Prefix: yptm
* Reference: RFC XXXX
6. Security Considerations

This section is nodeled after the tenmplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-tel enetry-nmessage" and "ietf-yang-push-tel enetry-nessage”
YANG nodul es defines two data nodels that are designed to be accessed
vi a YANG based managenent protocols, such as NETCONF [ RFC6141] and
RESTCONF [ RFC8040]. These protocols have to use a secure transport

| ayer (e.g., SSH [RFC4252], TLS [RFCB8446], and QU C [ RFC9000]) and
have to use nutual authentication.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.
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There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnents. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
effect on network operations. The follow ng subtrees and data nodes
have particul ar sensitivities/vulnerabilities:

"There are no particularly sensitive witable data nodes."
Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/
vul nerabilities:
"There are no particularly sensitive readabl e data nodes."

7. Inmplenentation status
This section provides pointers to existing open source
i npl ementations of this draft. Note to the RFC-editor: Please renpve
thi s before publishing.

7.1. Netgauze

An open source Network Tel enetry data collection inplenented "ietf-
tel emetry-nmessage” and "ietf-yang-push-tel enetry-nessage"

The open source code can be accessed here: [Netgauze G thub].
Figure 5 provides an exanple of a JSON encoded, [RFC7951], Network

Tel enetry nessage

"ietf-tel emetry-message: message": {
"net wor k- node- mani fest": {

"name": "pel",
"vendor": "open source",
"sof tware-version": "1.1. 2"

}

el emetry- nessage- net adat a": {

"node- export-timestanp": "2024-02-14T12:10:10. 10+01: 00",
"col l ection-tinestamp": "2024-02-14T12:10: 10. 12+01: 00",
"sessi on-protocol": "yang-push",

"notification-event": "log",
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"export-address": "192.168.1.100",

"export-port": 123,

"col l ection-address”: "192.168.1.1",

"col lection-port": 9991,

"i etf-yang-push-tel emetry-nessage: yang- push-subscription": {
"id": 89,
"xpath-filter": "/ietf-interfaces:interfaces",
"datastore": "ietf-datastores:operational",
"transport”: "ietf-udp-notif-transport:udp-notif",
"encoding": "ietf-subscribed-notifications:encode-json",
"modul e": [

"nmodul e": "ietf-interfaces",
"revision": "2018-02-20",
"version": "2.0.0"

}

ang-library-content-id":

]

}

ata-col l ection-mani fest": {
"name": "collector-1",
"vendor": "open source",
"sof tware-version": "2.1.0"

abc

}

"net wor k- oper at or - met adata": {
"l abel s": [
{
"nane": "platform nanme",
"string-value": "nanme"
}
]

ayl oad": {
"i et f-yang-push: push-update": {
"id": 89,
"dat astore-contents": {
"ietf-interfaces:interfaces": {
"interface": [
{
"name": "eth0",
"oper-status": "down"

}

}

]
}
}
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Figure 5: JSON Network Tel enetry Exanple
7.2. Pmacct

An open source Network Tel enetry data collection inplenmented "ietf-
tel emetry-nmessage” and "ietf-yang-push-tel enetry-nmessage"

The open source code can be accessed here: [Pmacct_ G thub].

Figure 6 provides an exanple of a JSON encoded, [RFC7951], Network
Tel enetry message.

========== NOTE: '\’ |ine wapping per RFC 8792 ===========

"ietf-tel emetry-nessage: nessage": {
"data-collection-manifest": {

"vendor": "pmacct",
"nanme": "default",
"software-version": "1.7.10-git",
"software-flavor": "20251029-0 (7c22e2cf)"
} i)
"payl oad": {

"ietf-yp-notification:envel ope": {
"event-time": "2025-07-18T09: 51: 00. 0022",
"host name": "ipf-zbl 1327-r-dai sy-91",
"sequence-nunber": 1,

"contents": {
"i etf-yang-push: push-update": {

"id": 210,
"ietf-yp-observation:timestanmp”: "2025-07-18T09: 51: 00. 002Z",
"ietf-yp-observation:point-in-tinme": "current-accounting",

"dat astore-contents": {
"openconfig-interfaces:interfaces": {
"interface": |
{
"name": "Tend gEO/ 0/ 0/ 23",
"state": {
"counters": {
"in-octets": "0",
i n-pkts": "0",
i n-uni cast - pkts": "0",
i n- broadcast - pkts": "0",
in-multicast-pkts": "0",
i n-di scards": "0",
in-errors": "0",
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"in-unknown- protos": "0",
"in-fcs-errors": "0",
"out-octets": "O0",
"out-pkts": "0",
"out - uni cast - pkts": "0",
"out - broadcast - pkts": "0",
"out-mul ticast-pkts": "0",
"out-di scards": "0",
"out-errors": "0",
"Ci sco-1 05 XR-openconfig-interfaces-stats-ext:\
cisco": {
"l ast-read-tinme": "1752832251474"
}
}
}
}
]
}
}
}
}
}
},
"net wor k- oper at or- net adata": {
"l abel s": [
{ n n n n
nane": "seq",
"anydat a- val ues": 3
¥
{
"nane": "serialization",
"string-value": "json"
}
]
},
"tel emetry-nessage- netadata": {
"notification-event": "log",
"session-protocol ": "yang-push",

"col lection-tinmestanmp": "2025-10-31 11:30: 15. 324895",
"export-address": "71.19.157.107",

"export-port”: 31513,

"i etf-yang-push-tel emetry-nessage: yang- push-subscription": {

"id": 210,

"ietf-yang-push: datastore": "ietf-datastores:operational"”,
"ietf-yang-push: datastore-xpath-filter": "openconfig-interfaces\
sinterfaces/interfacel/state/counters”,

"transport": "ietf-udp-notif-transport:udp-notif",

"i et f-yang-push-revision: nodul e-version": |
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"nodul e- name": "openconfig-interfaces”,
“revision": "2022-10-25"

}

i etf-yang-push-revision:yang-library-content-id":\
"6d13baf d8f d1dc21aa8932d1199b369794881393",

"encodi ng": "encode-json",
"ietf-yang-push:periodic": {

"period": 3000,

“anchor-time": "2025-01-01T00: 00: 30+00: 00"

]

Figure 6: JSON Network Tel emetry Exanpl e
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