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Abst r act

Network File Systemversion 4.2 (NFSv4.2) clients comonly perform
client-side caching of file data in order to inprove performance. On
some systems, applications may influence client data caching

behavi or, but there is no standardi zed mechani smfor a server or
adm nistrator to indicate that particular file data should not be
cached by clients for reasons of performance or correctness. This
docunent introduces a new file data caching attribute for NFSv4. 2.
Files marked with this attribute are intended to be accessed with
client-side caching of file data suppressed, in order to support
wor kl oads that require predictable data visibility. This docunent
extends NFSv4.2 (see RFC7862).

Note to Readers

Di scussion of this draft takes place on the NFSv4 worki ng group
mailing list (nfsvd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email |ist=nfsv4. Source
code and issues list for this draft can be found at

https://github. comietf-wg-nfsv4/uncacheabl e-fil es.

Worki ng Group information can be found at https://github.conmietf-wy-
nf sv4.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Haynes Expires 3 Cctober 2026 [ Page 1]



I nternet-Draft Uncacheable File April 2026
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Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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Clients of renmpote filesystens comonly performclient-side caching of
file data in order to inprove performance. Such caching may include

retaining data read fromthe server to satisfy subsequent READ

requests, as well as retaining data witten by applications in order

to delay or conmbine WRI TE requests before transmtting themto the
server. \Wile these techniques are effective for many workl oads,
they may be unsuitable for workloads that require predictable data
visibility or involve concurrent nodification of shared files by
multiple clients.
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In sone cases, Network File Systemversion 4.2 (NFSv4.2) (see

[ RFC7862]) mechani sms such as file del egations can reduce the inpact
of concurrent access. However, delegations are not always avail able
or effective, particularly for workloads with frequent concurrent
witers or rapidly changing access patterns.

There have been prior efforts to bypass file data caching in order to
address these issues. |n High-Performnce Conputing (HPC) workl oads,
file data caching is often bypassed to inprove predictability and to

avoi d read-nodi fy-wite hazards when nultiple clients wite disjoint

byte ranges of the sane file.

Applications on some systems can request bypass of the client data
cache by opening files with the O DI RECT flag (see [ OPEN- O DI RECT]).
However, this approach has limtations, including the requirenent
that each application be explicitly nodified and the | ack of a

st andar di zed nmechani sm for comuni cating this intent between servers
and clients.

Thi s docunent introduces the uncacheable file data attribute to
NFSv4.2. This OPTIONAL attribute allows a server to indicate that
client-side caching of file data for a particular file is unsuitable.
When both the client and the server support this attribute, the
client is advised to suppress client-side caching of file data for
that file, in accordance with the semantics defined in this docunent.

The uncacheable file data attribute is read-wite, applies on a per-
file basis, and has a data type of bool ean

Support for the uncacheable file data attribute is specific to the
exported filesystemand may differ between fil esystens served by the
same server. A client can determne whether the attribute is
supported for a given file by issuing a GETATTR request and exam ni ng
the returned attribute |ist.

The uncacheable file data attribute applies only to regular files
(NFAREG . Attenpts to query or set this attribute on objects of
other types MJST result in an error of NFS4ERR I NVAL. Since the
uncacheable file data attribute applies only to regular files,
attenpts to apply it to other object types represent an invalid use
of the attribute.

Using the process described in [RFC8178], the revisions in this
docunent extend NFSv4.2 [RFC7862]. They are built on top of the
external data representation (XDR) [ RFC4506] generated from

[ RFC7863] .
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1.1. Definitions

client-side caching of file data The retention of file data by a
client in a local data cache, comonly referred to as the page
cache, for the purpose of satisfying subsequent READ requests or
del aying transm ssion of WRITE data to the server

wite-behind caching A formof file data caching in which WRI TE data
is retained by the client and transm ssion of the data to the
server is delayed in order to conbine nultiple WRI TE operations or
i mprove efficiency.

direct 1/O An access node in which file data is transferred between
application buffers and the underlying storage w thout popul ating
or consulting the client’s file data cache. Direct |I/O suppresses
bot h read caching and wite-behind caching of file data.

2

ite hole A wite hole is an instance of data corruption that
arises when nultiple clients nodify disjoint byte ranges within
the sane encoded data bl ock wi thout having a consistent view of
the existing contents. This can result in stale data overwiting
newer updates, particularly in environnents that use erasure
encodi ng or striped storage. (Adapted from

[1-D. haynes-nfsv4-flexfiles-v2].)

Thi s docunent assunes fam liarity with the NFSv4 protocol operations,
error codes, object types, and attributes as defined in [ RFC8881].

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. dient-Side Caching of File Data
The uncacheable file data attribute advises the client to limt the
use of client-side caching of file data for a file. This includes

both write-behind caching and read cachi ng, which are addressed
separately bel ow.
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The intent of this attribute is to allow a server or administrator to
indicate that client-side caching of file data for a particular file
is unsuitable. The server is often in a better position than
individual clients to determ ne sharing patterns, access behavior, or
correctness requirenents associated with a file. By exposing this
information via an attribute, the server can advise clients to limt
file data caching in a consistent manner.

2.1. Wite-Behind Caching

The uncacheable file data attribute inhibits wite-behind caching, in
whi ch multiple pending WRITEs are conbined and transnitted to the
server at a later time for efficiency.

VWhen honoring the uncacheable file data attribute, clients SHOULD NOT
del ay transm ssion of WRITE data for the purpose of conbining
mul tiple WRI TE operations or inproving efficiency.

One inportant use case for this attribute arises in connection with
Hi gh- Per f ormance Computing (HPC) workl oads. These workl oads often
i nvol ve concurrent witers nodifying disjoint byte ranges of shared
files.

When application data spans a data block in a client cache, del ayed
transm ssion of WRITE data can result in clients nodi fying stale data
and overwiting updates witten by others. Pronpt transm ssion of

WRI TE data enabl es the pronpt detection of wite holes and reduces
the risk of data corruption

2.2. Read Caching

The uncacheable file data attribute may al so i nfluence the use of
read caching. Retaining cached READ data while other clients
concurrently nodify disjoint byte ranges of the sane file can result
in read-nodi fy-write operations based on stal e data.

Clients SHOULD ensure that cached file data is not reused w thout
first validating that the file has not changed.

At a minimum clients MJST revalidate netadata necessary to ensure
correctness of cached file data, including the change attribute and
file size. These attributes provide the primary mechani smfor
detecting nodification of file contents.

Clients MAY revalidate additional attributes (e.g., nodification tine

or change tinme) as required by their |local semantics or application
requirenents.
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Failure to performsuch revalidation can result in the client
presenting stale or inconsistent file state (e.g., incorrect size or
ti mestanps) to the application

Suppressing read caching in addition to suppressing wite-behind
caching can further reduce the risk of stale-data overwite in nulti-
witer workloads. However, in sonme cases read caching nmay renain
appropriate, such as when the file is opened read-only or when a

del egati on ensures a consistent view of the file.

2.3. Relationship to Direct 1/0

Wiile simlar in intent to OD RECT ([ OPEN- O Dl RECT]) and
forcedirectio ([ SOLARI S- FORCEDI RECTI ), the uncacheable file data
attribute operates at the protocol |level and is advisory. Cients
retain flexibility in how they satisfy the requirenents described
above.

3. Setting the Uncacheable File Data Attribute

The uncacheable file data attribute provides a mechani sm by which a
server or admnistrator can indicate that client-side caching of file
data for a file is unsuitable.

I n sone depl oynments, applications or adm nistrative tools may request
that this attribute be set on a file in order to influence client
behavi or. For exanmple, applications that require predictable data
visibility or that would otherw se rely on nechani sns such as

O DIRECT may use this attribute as a protocol-visible hint to the
server.

However, the setting of this attribute is subject to server policy.
The server is responsible for determ ning whether a request to set or
clear the attribute is permtted. This may depend on factors such as
adm ni strative configuration, export policy, or access contro

mechani sns.

Requests that are not permitted MJST be rejected using existing NFSv4
error codes (e.g., NFS4ERR I NVAL or NFS4ERR_PERM .

One possi bl e depl oynent nodel is for a server or admnistrator to
configure a nmount (see [MOUNT]) option such that newly created files
under a given export are marked as uncacheable file data. In such a
configuration, a client may request setting of the attribute at file
creation tinme (e.g., via CREATE or OPEN createattrs).
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Thi s approach is conceptually sinmilar inintent to the Solaris
forcedirectio mount option (see [ SOLARI S- FORCEDI RECTI ), but differs
in scope and visibility inthat it allows DIRECT-1/0O1ike behavior to
be applied w thout requiring changes to individual applications.

Unli ke | ocal mechani sms such as forcedirectio, the NFSv4.2 attribute
is visible to all clients accessing the file and is intended to
convey server-side know edge or policy in a distributed environnent.

Changes to the uncacheable file data attribute while a file is
actively in use may not be imrediately reflected in client behavior

A client that has already opened a file MAY continue to operate based
on its existing caching behavior and is not required to i medi ately
alter its behavior in response to a change in the attribute.

Clients are expected to observe attribute changes through nornal
NFSv4 nmechani sns (e.g., GETATTR or revalidation) and apply updated
behavi or as appropriate for subsequent operations.

4. I nplenentation Status
Note to RFC Editor: please renove this section prior to publication

There is a prototype Hanmmerspace server which inplenents the
uncacheable file data attribute and a prototype Linux client which
treats the attribute as an indication to use O DI RECT-I1i ke behavi or
for file access and to revalidate fil e-associ ated netadata before
exposi ng cached state.

For the prototype, all files created under the nount point have the
fattr4_uncacheable file_data set to be true.

Experience with the prototype indicates that the uncacheable file
data attribute can provide many of the practical benefits of O D RECT
wi t hout requiring application nodification. For applications that
issue well-formed 1/O requests, this approach has been observed to

i mprove performance in many cases, while al so reduci ng nmenory
pressure and CPU utilization in the NFS client.

5. XDR for Uncacheable Attribute

111

/11 typedef bool fattr4_uncacheabl e fil e_dat a;
111

/11 const FATTR4_UNCACHEABLE_FI LE _DATA = 87;

111
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6. Extracti on of XDR

Thi s docunent contains the external data representation (XDR)

[ RFC4506] description of the uncacheable file attribute. The XDR
description is presented in a nanner that facilitates easy extraction
into a ready-to-conpile format. To extract the machi ne-readabl e XDR
description, use the follow ng shell script:

<CODE BEQ NS>

#!'/ bi n/ sh
grep "N *[/]" $* | sed 's?* *[]] ??° | sed 's?™ *[]]$??
<CODE ENDS>

For exanple, if the script is named 'extract.sh’ and this docunent is
nanmed 'spec.txt’, execute the follow ng comand

<CODE BEQ Ns>
sh extract.sh < spec.txt > uncacheabl e_prot.x
<CODE ENDS>

This script renoves | eadi ng bl ank spaces and the sentinel sequence
/11" fromeach line. XDR descriptions with the sentinel sequence
are enbedded throughout the docunent.

Note that the XDR code contained in this docunment depends on types
fromthe NFSv4.2 nfs4 prot.x file (generated from|[RFC7863]). This
i ncludes both nfs types that end with a 4, such as offset4, |ength4,
etc., as well as nore generic types such as uint32 t and uint64 t.

Wil e the XDR can be appended to that from [ RFC7863], the code
sni ppets should be placed in their appropriate sections within the
exi sting XDR

7. Security Considerations

The uncacheable file data attribute does not introduce new

aut henti cation or authorization nmechani snms and does not alter

exi sting NFSv4.2 access control semantics. Al operations that set
or clear the attribute are subject to existing access control and
server policy.

In particular, a server MJST enforce appropriate authorization checks
for SETATTR operations that nodify the fattr4_uncacheable file _data
attribute. The ability to set or clear the attribute may be
restricted based on adm nistrative configuration, export policy, or
ot her server-defined criteria.
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9.

9.

Because the attribute is visible to and may affect the behavior of
multiple clients, servers SHOULD consider the inplications of

all owi ng unprivileged users to nodify it. Inappropriate use of the
attribute could inpact performance or data access patterns for other
clients accessing the sanme file.

The uncacheable file data attribute is advisory and does not provide
a security boundary. dients MJIST NOT rely on the presence or
absence of this attribute to make access control deci sions.

Use of this attribute does not replace or nodify existing cache
consi stency nechani sns or data integrity protections provided by
NFSv4. 2.
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Thi s docunment has no | ANA acti ons.
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