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Abst r act

The Network File Systemversion 4.2 (NFSv4.2) allows a client to
cache data for file objects. Applications on sone clients can
control the caching of data, but there is no way to achieve this at a
system |l evel. This docunent introduces a new uncacheable file data
attribute for NFSv4.2. Files marked as uncacheable file data SHOULD
NOT have their data stored in client-side caches. This docunent
extends NFSv4.2 (see RFC7862).

Not e to Readers

Di scussion of this draft takes place on the NFSv4 working group
mailing list (nfsvd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email _|ist=nfsv4d. Source
code and issues list for this draft can be found at

https://github. comietf-wy-nfsv4/uncacheabl e-fil es.

Worki ng Group information can be found at https://github.confietf-wg-
nf sv4.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 July 2026

Haynes Expires 11 July 2026 [ Page 1]



I nternet-Draft Uncacheable File January 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Wth a rempte filesystem the client typically caches file contents
in order to inprove performance. Several assunptions are nmade about
the rate of change in the nunber of clients trying to concurrently
access a file. Wth NFSv4.2, this could be mtigated by file

del egations for the file contents.

There are prior efforts to bypass file caching. In Hghly Parallel
Conputing (HPC) workl oads, file caching is bypassed in order to
achi eve consistent work flows and to all ow concurrent access from
many witers.
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Applications can use O DI RECT on open (see [OPEN-O DIRECT]) to force
the client to bypass the page cache, but the limtation is that each
application nust be nodified to use this flag.

Thi s docunent introduces the uncacheable file data attribute to
NFSv4.2 to bypass file caching on the client. As such, it is an
OPTIONAL attribute to inplenent for NFSv4.2. However, if both the
client and the server support this attribute, then the client SHOULD
follow the semantics of the uncacheable file data attribute.

The uncacheable file data attribute is read-wite and per file. The
data type i s bool

A client can easily determ ne whether or not a server supports the
uncacheable file data attribute with a sinple GETATTR on any file.

If the server does not support the uncacheable file data attribute,
it will return an error of NFS4ERR _ATTRNOTSUPP

The only way that the server can determ ne that the client supports
the attribute is if the client sends either a GETATTR or SETATTR with
t he uncacheable file data attri bute.

As bypassing file caching is file based, it is only applicable for
obj ects which are of type attribute val ue of NF4REG

Using the process detailed in [RFC8178], the revisions in this
docunent becone an extension of NFSv4.2 [ RFC7862]. They are built on
top of the external data representation (XDR) [RFC4506] generated
from[RFC7863].

1.1. Definitions

file caching A client cache, normally called the page cache, which
caches the contents of a regular file. Typical usage would be to
accunul ate changes to be bunched together for witing to the
server.

2

ite hole A wite hole is a data corruption scenario where either
two clients are trying to wite to the sanme erasure encoded bl ock
of dataor one client is overwiting an existing erasure encoded

bl ock of data. (Adapted from[I-D. haynes-nfsva4-flexfiles-v2].)
Note the hol e occurs when nultiple data servers are not consistent
with the encoded bl ock.

Further, the definitions of the following ternms are referenced as
fol | ows:

* COMW T ((Section 18.3 of [RFC8881])
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* file delegations (Section 10.2 of [RFC8881])
*  GETATTR (Section 18.7 of [RFC8881])
* NFAREG (Section 5.8.1.2 of [RFC8881])
*  NFS4ERR_ATTRNOTSUPP (Section 15.1.15.1 of [RFC8881])
*  SETATTR (Section 18.30 of [RFC8881])
* system (Section 5.8.2.36 of [RFC8881])
1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Caching of File Data

The uncacheable file data attribute instructs the client to bypass
its page cache for the file. This often includes wite-behind
caching used to conbine nultiple pending WRITES into a single
operation for nore efficient renote processing. The uncacheable file
data attribute, inhibits this behavior with an effect simlar to the
user using the O DI RECT flag with the open call ([OPEN]). Under sone
conditions clients mght be able to determne that files are not
shared or do not exhibit access patterns suitable for wite-behind
caching. In such situations, setting this attribute provides a way
to informother clients of this judgnent.

The nost pressing need for this feature is in connection with HPC
wor kl oads. These often involve nassive data transfers and require
extremely low | atency. Wite-behind caching can introduce
unpredictable latency, as data is buffered and flushed | ater

Anot her aspect of such workloads is the need to share data between
multiple witers. As the application data may span a data block in a
page cache, data needs to be flushed i mediately for the detection of
wite holes.
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2.1. Uncacheable File Data

If afile object is marked as uncacheable file data, al

nodi fications to the file SHOULD be i mmedi ately sent fromthe client
to the server. l.e., if a NFSv4.2 client fails to query this
attribute, then it can not neet the requirenents of the attribute.

For uncacheabl e data, the client MJST NOT retain file data inits

| ocal data cache for the purpose of satisfying subsequent READ
requests or delaying transm ssion of WRITE data. Reads MJST bypass
the client data cache, and WRI TE data MJUST NOT be retained for read-
after-wite satisfaction or for the purpose of conmbining multiple
WRI TE requests.

Cachi ng of UNSTABLE WRI TE data required to support the NFSv4.2 COWM T
operation is permtted and unaffected by this requirenent.

If the fattr4 _uncacheable file data is not set when a client opens a
file and is changed whilst the file is open, the client is not
responsi bl e for bypassing the page cache. It could flush the page
cache and make all subsequent 10 be direct, but until the client
closes the file and reopens it, it is not required to neet the
requirenents of the attribute.

If the client has a OPEN_DELEGATE_WRI TE del egation on the file (see
Section 10.4 of [RFC8881]), then the uncacheable file data attribute
takes precedence over the caching of file data. The server can
control this by not issuing file delegations for files with this
attribute.

3. Setting the Uncacheable File Data Attribute

The uncacheable file data attribute can allow for applications which
do not support O D RECT to be able to use O DI RECT senmantics. One
approach to support this would be to add a new paraneter to nount

[ MOUNT] that specifies all newly created files under that nount point
woul d have their data not cacheable. Then the NFSv4.2 client would
use a SETATTR to set fattr4 _uncacheable file_data. This approach is
simlar to the Solaris forcedirectio (See [ SOLARI S- FORCEDI RECTI Q)
nmount option.

4. Inplenentation Status

There is a prototype Hamrerspace server which inplenents the
uncacheable file data attribute and a prototype Linux client which
treats the uncacheable file data attribute as neaning use O DI RECT.
For the prototype, all files created under the nount point have the
fattr4 _uncacheable file data set to be true.
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5

XDR for Uncacheable Attribute

111

/1] typedef bool fattr4_uncacheabl e fil e_dat a;
111

/11 const FATTRA_UNCACHEABLE FI LE DATA = 87;

111

Extracti on of XDR

Thi s docunent contains the external data representation (XDR)

[ RFC4506] description of the uncacheable file attribute. The XDR
description is presented in a manner that facilitates easy extraction
into a ready-to-conpile format. To extract the machi ne-readabl e XDR
description, use the follow ng shell script:

<CODE BEG NS>

#!/ bi n/ sh
grep "N *[/]" $* | sed 's?" *[/] ??° | sed 's?N *[]]$??
<CODE ENDS>

For exanple, if the script is nanmed 'extract.sh’ and this docunent is
naned 'spec.txt’, execute the followi ng command:

<CODE BEG NS>
sh extract.sh < spec.txt > uncacheabl e_prot. x
<CCDE ENDS>

This script renoves | eadi ng bl ank spaces and the sentinel sequence
"//]" fromeach line. XDR descriptions with the sentinel sequence
are enbedded t hroughout the docunent.

Note that the XDR code contained in this docunment depends on types
fromthe NFSv4.2 nfs4 prot.x file (generated from|[RFC7863]). This
i ncludes both nfs types that end with a 4, such as offset4, |ength4,
etc., as well as nore generic types such as uint32 t and uint64 t.

Wil e the XDR can be appended to that from [ RFC7863], the code
sni ppets should be placed in their appropriate sections within the
exi sting XDR

Security Considerations

Thi s docunent imposes no new security considerations to NFSv4. 2.
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8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
9. References
9.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC4506] Eisler, M, Ed., "XDR External Data Representation
St andard", STD 67, RFC 4506, DA 10.17487/ RFCA506, May
2006, <https://ww.rfc-editor.org/rfc/rfc4506>.

[ RFC7862] Haynes, T., "Network File System (NFS) Version 4 M nor
Version 2 Protocol", RFC 7862, DO 10.17487/ RFC7862,
Novenber 2016, <https://ww. rfc-editor.org/rfc/rfc7862>.

[ RFC7863] Haynes, T., "Network File System (NFS) Version 4 M nor
Version 2 External Data Representation Standard (XDR)
Description", RFC 7863, DO 10.17487/ RFC7863, Novenber
2016, <https://ww. rfc-editor.org/rfc/rfc7863>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC8178] Noveck, D., "Rules for NFSv4 Extensions and M nor
Versions", RFC 8178, DO 10.17487/RFC8178, July 2017,
<https://www. rfc-editor.org/rfc/rfc8178>.

[ RFC8881] Noveck, D., Ed. and C. Lever, "Network File System (NFS)
Version 4 Mnor Version 1 Protocol", RFC 8881,
DA 10.17487/ RFC8881, August 2020,
<https://www. rfc-editor.org/rfc/rfc8881>.

9.2. Informative References

[1-D. haynes-nfsv4-flexfil es-v2]
Haynes, T., "Parallel NFS (pNFS) Flexible File Layout
Version 2", Wrk in Progress, Internet-Draft, draft-
haynes- nfsv4-flexfil es-v2-02, 20 Cctober 2025,
<https://datatracker.ietf.org/doc/htm/draft-haynes-nfsv4-
flexfiles-v2-02>.

Haynes Expires 11 July 2026 [ Page 7]



I nternet-Draft Uncacheable File January 2026

[ MOUNT] Li nux man- pages project, "mount(2) - nmount fil esystent,
Li nux Programer’s Manual, 2024,
<https://man7. or g/l i nux/ man- pages/ man2/ mount . 2. ht m >.

[ OPEN] Li nux man- pages project, "open(2) - open and possibly
create a file", Linux Programrer’s Mnual, 2024,
<https://man7. or g/ | i nux/ man- pages/ man2/ open. 2. ht m >.

[ OPEN- O_DI RECT]
Li nux man- pages project, "open(2) - Linux systemcall for
opening files (O D RECT)", 2024,
<https://man7. org/ | i nux/ man- pages/ man2/ open. 2. ht m >.

[ SOLARI S- FORCEDI RECTI O
Oracl e Sol ari s Docunentation, "mount -o forcedirectio -
Solaris forcedirecti o nount option",
Sol aris Administration Guide, 2023,
<https://docs. oracl e. conf en/ oper ati ng-syst ens/ sol ari s/
oracl e-sol ari s/ 11. 4/ manage- nf s/ mount - opti ons-for-nfs-file-
systens. ht m >.

Acknowl edgnent s

Trond Mykl ebust, M ke Snitzer, and Thonas Haynes all worked on the
prot otype at Hanmmerspace.

Ri ck Mackl em Chuck Lever, and Dave Noveck revi ewed the docunent.

Chris Inacio, Brian Pawl owski, and Gorry Fairhurst hel ped guide this
process.

Aut hor’' s Addr ess
Thomas Haynes

Hamrer space
Emai | : | oghyr @nmai | . com

Haynes Expires 11 July 2026 [ Page 8]



