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Abst r act

The Network File Systemversion 4.2 (NFSv4.2) allows a client to
cache data for file objects. Caching file data can lead to
performance issues if the cache hit rate is low. This docunent

i ntroduces a new uncacheable file attribute for NFSv4.2. Files

mar ked as uncacheabl e MUST NOT be stored in client-side caches. This
docunent extends NFSv4.2 (see RFC7862).

Note to Readers

Di scussion of this draft takes place on the NFSv4 worki ng group
mailing list (nfsvd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email |ist=nfsv4. Source
code and issues list for this draft can be found at

https://github. comietf-wy-nfsv4/uncacheabl e-fil es.

Working Group information can be found at https://github.conietf-wgy-
nf sv4.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 May 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Wth a renote filesystem the client typically caches file contents
in order to inprove performance. Several assunptions are nade about
the rate of change in the nunber of clients trying to concurrently
access a file. Wth NFSv4.2, this could practically be mtigated
practically by file delegations for the file contents.

There are prior efforts to bypass file caching. |In Hghly Parall el

Conputing (HPC) workl oads, file caching is bypassed in order to
achi eve consistent work fl ows.
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Thi s docunent introduces the uncacheable file attribute to NFSv4.2 to
bypass file caching on the client. As such, it is an OPTIONAL to

i mpl ement attribute for NFSv4.2. However, if both the client and the
server support this attribute, then the client MJST follow the
semantics of uncacheabl e.

/1 What about m xed nopdes?

A client can easily determ ne whether or not a server supports the
uncacheable file attribute with a sinple GETATTR on any file.

/1 Is this still true? |If the server does not support the
uncacheabl e attribute, it will return an error of
NFS4ERR_ATTRNOTSUPP

The only way that the server can deternmine that the client supports
the attribute is if the client sends either a GETATTR or a SETATTR
with the uncacheabl e attribute.

As bypassing file caching is file based, it is only applicable for
dirents which are of type attribute val ue of NF4REG

Using the process detailed in [RFC8178], the revisions in this

docunent becone an extension of NFSv4.2 [ RFC7862]. They are built on

top of the external data representation (XDR) [RFC4506] generated

from [ RFC7863] .

1.1. Definitions

file caching A client cache, nornally called the page cache, which
caches the contents of a regular file. Typical usage would be to
accunul ate changes to be bunched together for witing to the
server.

Further, the definitions of the following ternms are referenced as
fol | ows:

* file delegations (Section 10.2 of [RFC8881])

* GETATTR (Section 18.7 of [RFC8881])

* NF4REG (Section 5.8.1.2 of [RFC8881])

*  NFS4ERR_ATTRNOTSUPP (Section 15.1.15.1 of [RFC8881]
* SETATTR (Section 18.30 of [RFC8881])

* system (Section 5.8.2.36 of [RFC8881])
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1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Caching of File Data

The uncacheable file attribute instructs the client to bypass its
page cache for the file. This behavior is simlar to using the

O DI RECT flag with the open call ([open]). This can be beneficia

for files that are not shared or for files that do not exhibit access
patterns suitable for caching.

However, the real need for bypassing wite caching is evident in HPC
wor kl oads. I n general, these involve massive data transfers and
require extremely low latency. Wite caching can introduce

unpredi ctable latency, as data is buffered and flushed | ater.

2.1. Uncacheable Files
If a file object is marked as uncacheable, all nodifications to the
file MIST be imedi ately sent fromthe client to the server. In

other words, the file data is al so not cacheabl e.

3. XDR for Ofline Attribute

111

/1] typedef bool fattr4_uncacheable file;
111

/1l const FATTR4_UNCACHEABLE_FI LE = 87;

111

4. Extracti on of XDR

Thi s docunent contains the external data representation (XDR)

[ RFC4506] description of the uncacheable attribute. The XDR
description is presented in a nanner that facilitates easy extraction
into a ready-to-conpile format. To extract the machi ne-readabl e XDR
description, use the follow ng shell script:

#!/bin/sh
grep "N *[/]" $* | sed "s?™ *[[] ??° | sed 's?™ *[]]$??

For exanple, if the script is nanmed 'extract.sh’ and this docunent is
named ' spec.txt’, execute the follow ng comuand
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7.

sh extract.sh < spec.txt > uncacheabl e_prot.x

This script renoves | eadi ng bl ank spaces and the sentinel sequence
/11" fromeach line. XDR descriptions with the sentinel sequence
are enbedded t hroughout the docunent.

Note that the XDR code contained in this docunment depends on types
fromthe NFSv4.2 nfs4 prot.x file (generated from|[RFC7863]). This
i ncludes both nfs types that end with a 4, such as offset4, |ength4,
etc., as well as nore generic types such as uint32 t and uint64 t.

Wil e the XDR can be appended to that from [ RFC7863], the code
sni ppets should be placed in their appropriate sections within the
exi sting XDR

Security Considerations
Thi s docunent inposes no new security considerations to NFSv4. 2.
I ANA Consi derations
Thi s document has no | ANA acti ons.
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