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Abst r act

Network File Systemversion 4.2 (NFSv4.2) clients may cache
directory-entry (dirent) netadata returned by READDIR to inprove
performance. Such caching typically assunes that directory-entry
met adata and visibility are identical for all users of a client. In
sonme depl oynents, however, directory-entry netadata or visibility
observed by a client may vary over tine or across clients due to
server policy or other factors. Reuse of cached directory-entry

met adat a across users can therefore result in clients presenting
directory contents or attributes that do not reflect the current
state of the server. This docunment introduces an uncacheabl e dirent
met adata attribute for NFSv4.2 that allows servers to advise clients
that directory-entry netadata returned by READDIR and rel ated
operations shoul d not be reused across users.

Not e to Readers

Di scussion of this draft takes place on the NFSv4 working group
mailing list (nfsvd@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email _|ist=nfsv4d. Source
code and issues list for this draft can be found at

https://github. comietf-wg-nfsv4/ uncacheabl e-directories.

Worki ng Group information can be found at https://github.confietf-wg-
nf sv4.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

Clients of remote filesystenms may cache directory-entries to i nprove
performance. This caching is typically shared across users on the
client and assunes that directory contents and access permi ssions are
uni f orm acr oss users.

Thi s docunent does not define the conditions under which directory-
entry netadata or visibility may vary. It specifies the client
behavi or necessary to maintain correctness when such variation is
observed.

In this docunment, the termdirectory is used to describe the context
in which directory entries are retrieved. The uncacheabl e dirent

met adata attribute applies to the caching of directory-entry

met adat a, including nanmes and associated file object netadata such as
size and tinestanps. It does not prohibit caching of the directory
object itself, nor does it affect caching of file data.

Thi s docunent does not define server-side directory filtering or
Access Based Enuneration (ABE) [ M5- ABE] semantics. It only provides
a nmechani sm by which a server nay advise clients that directory-entry
met adata returned by READDI R shoul d not be reused across users.

Access Based Enuneration (ABE), as inplenented in the Server Message
Bl ock (SMB) [ Ms-SMB2] and deployed in inplenmentations such as Sanba

[ Sanba], is one exanmple of an environment in which directory
visibility may differ across requests. This docunent does not define
such nmechani sns, but addresses client-side caching behavior when such
variation is observed.

VWhile effective in environments with centralized identity and server-
driven enumeration, the SMB ABE nodel tightly couples directory
enuneration with authorization and requires per-user directory views
that are not safely cacheabl e across users. This approach does not
generalize well to NFS, where directory contents and netadata are
traditionally shared and cached. The uncacheabl e dirent netadata
attribute allows servers to ensure correctness of directory-entry
metadata visibility and attributes wi thout mandating a specific
enuneration or authorization nodel .

Even in the absence of ABE, caching of directory-entry netadata can
result in incorrect size and tinestanp information when files are
modi fi ed concurrently, reducing the effectiveness of uncacheable file
data semantics when directory-entry metadata is stale. This can |ead
to applications observing inconsistent netadata and data views even
when file data caching is disabled.
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Thi s cooperation works because both the client and server typically
interpret file perm ssions using PCSI X-1ike ([PCSIX. 1]) semantics
based on node bits, uid, and gid in NFSv3 [RFC1813]. For NFSv4. 2,
these woul d respectively be the node, owner, and owner_group
attributes defined in Section 5 of [RFC8881]. Note that this
cooperation does not apply to Access Control List (ACLs) entries as
NFSv4. 2 does not inplement a strict POSI X style ACL.

NFSv4. 2 does inpl enent NFSv4.1 ACLs, which are enforced on the server
and not the client. As such, ACL enforcenment requires the client to
bypass the directory entry cache to have checks done when a new user
attenpts to access the directory entry.

Anot her consideration is that not all server inplenentations natively
support SMB. Instead, they |ayer Samba on top of the NFSv4.2
service. The attributes of hidden, system and offline have already
been introduced in the NFSv4.2 protocol to support Sanba. The Sanba
i npl ementation can utilize these attributes to provide SMB semanti cs.
Wil e private protocols can supply these features, it is better to
drive theminto open standards.

Anot her concept that can be adapted from SMB is that of ABE, which
can be used to control the visibility of directory entries. Under
the PCOSI X nmodel, this can be done on the client and not the server
However, that only works with uid, gid, and node bits. If we

consi der identity mappings, ACLs, and server |ocal policies, then the
determ nati on of ABE and directory-entry metadata visibility is best
performed on the server.

Since cached directory entries are shared by all users on a client,
and the client cannot determ ne access perm ssions for individua
dirents, all users are presented with the same set of attributes. To
address this, this document introduces the uncacheabl e dirent

met adata attribute. This attribute advises the client not to cache
directory entry netadata for a file or directory object.

Consequently, each time a client queries for these attributes, the
server’s response can be tailored to the specific user making the
request.

Thi s docunent introduces the uncacheable dirent netadata attribute to
NFSv4.2 to allow servers to advise clients that caching of directory-
entry netadata is unsuitable. Using the process detailed in

[ RFC8178], the revisions in this docunent become an extension of
NFSv4. 2 [RFC7862]. They are built on top of the external data
representation (XDR) [RFCA506] generated from [ RFC7863].
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1.

1.

1.

2

Definitions

Access Based Enuneration (ABE) Wen servicing a READD R or GETATTR
operation, the server provides results based on the access
perm ssions of the user nmaeking the request.

dirent A directory-entry representing a file or subdirectory and its
associ ated attri butes.

dirent caching A client-side cache of directory-entry nanes and
associated file object netadata, used to avoid repeated directory
| ookup and attribute retrieval

uncacheabl e dirent nmetadata attribute An NFSv4.2 file attribute that
advises clients not to cache directory-entry netadata associ ated
with file objects, including nanes, size, tinestanps, and
visibility.

Thi s docunent assunes familiarity with NFSv4.2 operations,
attributes, and error handling as defined in [ RFC8881] and [ RFC7862].

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Caching of Directory-Entry Metadata

The fattr4 uncacheable dirent _netadata attribute is a read-wite

bool ean attribute that applies to directory objects and has a data
type of boolean. The attribute is not set on individual file objects
and applies only to directory-entry netadata returned fromthe
directory on which it is set.

The uncacheabl e dirent metadata attribute enabl es correct
presentation of directory-entry visibility and attributes in
environments where such information is not unifornmy cacheable. As
such, it is an OPTIONAL attribute to inplenment for NFSv4.2. |If both
the client and the server support this attribute, the client MJST NOT
reuse directory-entry netadata returned by READDIR or rel ated
operations for different users when the attribute is set on the
directory.
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Thi s docunment specifies the required observabl e behavi or rather than
mandating a particular internal inplenmentation strategy. dients MAY
enpl oy nore sophi sticated nmechani snms, such as per-user directory
entry caching, provided that the externally visible behavior is

equi val ent to not caching directory-entry nmetadata across users.

Allowing clients to set this attribute provides a portable mechani sm
to request that directory-entry netadata not be cached, w thout
requiring changes to application behavior or out-of-band

adm ni strative configuration

A client can determ ne whether the uncacheable dirent netadata
attribute is supported for a given directory by issuing a GETATTR
request and exam ning the returned attribute list.

The only way that the server can determne that the client supports
the attribute is if the client sends either a GETATTR or a SETATTR
with the uncacheabl e dirent netadata attri bute.

The uncacheabl e dirent nmetadata attri bute governs cachi ng behavi or of
directory-entry nmetadata returned by READDI R and rel ated operations,
not the directory object itself.

The uncacheabl e dirent metadata attribute addresses a different
aspect of client-side caching than fattr4_uncacheable file data
([1-D.ietf-nfsv4-uncacheabl e-files]). The file data attribute
governs caching of file contents, while the dirent nmetadata attribute
governs caching of directory-entry netadata returned by READDI R and
rel ated operations. The attributes are independent and may be used
separately.

This attribute does not define behavior for positive or negative name
caching or for caching of LOOKUP results outside the scope of
directory-entry netadata returned by READDIR and rel ated operati ons.

Directory del egations do not address per-user directory-entry
metadata visibility and therefore cannot replace the semantics
defined by the uncacheable dirent netadata attribute.

Clients MJUST NOT assume that directory-entry netadata is globally
valid across different access contexts.

2.1. Uncacheable Directory-Entry Metadata
The fattr4 _uncacheable file data attribute is a read-wite bool ean
attribute that applies on a per-file basis to regular files (NF4REG).

Aut hori zation to query or nodify this attribute is governed by
exi sting NFSv4.2 authorization nmechani sns.
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If a directory object has the uncacheable dirent netadata attribute
set, the client is advised not to cache directory-entry netadata. In
such cases, the client retrieves directory-entry attributes fromthe
server for each request, ensuring that the returned netadata reflects
the current state and visibility as determ ned by the server

Clients MJST NOT reuse directory-entry nmetadata retri eved on behal f
of one user to satisfy requests made on behal f of another user

The uncacheabl e dirent metadata attri bute does not nodify the
semantics of the NFSv4.2 change attribute. Cients MJST continue to
use the change attribute to detect directory nodifications and to
determ ne when directory contents may have changed, even when
directory-entry nmetadata caching is suppressed. Suppressing caching
of directory-entry netadata does not renove the need for change-based
val i dati on.

Servers SHOULD assune that clients which do not query or set this
attribute may cache directory-entry nmetadata, and therefore SHOULD
NOT rely on this attribute for correctness unless client support is
confirned.

Aut hori zation to set or nodify this attribute is governed by existing
NFSv4. 2 aut horization mechani sns.

If aclient holds a directory delegation for a directory that becones
marked with the uncacheabl e dirent netadata attribute, the server is
expected to ensure that the client observes the updated attribute
value. A server MAY recall an existing directory delegation in order
to enforce the semantics of this attribute. dients that observe the
attribute set while holding a directory del egati on MJUST ensure that
directory-entry nmetadata is not cached inconsistently with the
attribute senmanti cs.

Because this attribute provides advi sory gui dance rather than
mandat ory access control, servers cannot rely on client conpliance
for security enforcenent in adversarial environnents.

3. Example: Directory Enunmeration Wth and Wthout Dirent Metadata
Cachi ng

This exanple illustrates the difference in client-visible behavior
when directory-entry netadata caching is enabl ed versus when the
uncacheabl e dirent netadata attribute is set on a directory.

3.1. dassic Directory Enuneration (Directory-Entry Metadata Cached)

In this scenario, the client caches directory-entry netadata obtained
fromthe server and reuses it for subsequent users.
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User A Process NFSv4.2 dient NFSv4. 2 Server

(entries cached in client)

User B Process

readdir("/dir")

|

| (no network traffic)

| entries returned from
| client cache: {a,b,c}

Figure 1: Directory-Entry Metadata Cached

In this case, Figure 1 shows directory-entry netadata retri eved on
behal f of User Ais reused to satisfy a directory read for User B.
This behavior is typical of |egacy NFSv4.2 clients and maxim zes
performance, but it can result in incorrect or unauthorized directory
views in multi-user or multi-protocol environnents

3.2. Directory Enuneration Wth Uncacheabl e Dirent Metadata
In this scenario, the directory has the uncacheabl e dirent netadata

attribute set. The client does not retain directory-entry netadata
across directory reads for different users.
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User A Process NFSv4.2 dient NFSv4. 2 Server

N

(no directory-entry netadata retained)

User B Process

Figure 2: Directory-Entry Metadata Not Cached

In this case, Figure 2 shows each directory read results in a READDI R
operation sent to the server for each enumeration request, ensuring
that directory-entry netadata reflects the current visibility and
attributes appropriate to the requesting user. The client may stil
cache other information, provided the externally observabl e behavi or
is equivalent to not caching directory-entry netadata.

3. 3. Di scussi on

Thi s exanpl e denpnstrates that the uncacheabl e dirent netadata
attribute does not nandate a particular client inplenentation, but it
does require that directory-entry netadata retrieved for one user
MUST NOT be reused to satisfy directory reads for another user. The
attribute ensures correctness and interoperability in environnents
where directory contents or visibility may differ across users,
clients, or protocols.

4. Inplenentation Status

Note to RFC Editor: please renpbve this section prior to publication
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There is a prototype Hammrerspace server which inplenents the
uncacheabl e dirent nmetadata attribute and a prototype Linux client
which treats the attribute as an indication not to reuse directory-
entry netadata returned by READDI R across users.

In the prototype, directories configured for ABE-|ike behavior are
marked with the fattr4 _uncacheabl e_dirent _netadata attribute.

The client inplenmentation suppresses reuse of directory-entry

met adata across users and retrieves directory-entry nmetadata fromthe
server as needed when servicing directory enuneration requests.
Clients may enpl oy nore sophisticated nechani sns, such as per-user
directory-entry caching, provided that the externally observable
behavi or matches the semantics described in this docunent.

Experience with the prototype indicates that the attribute enabl es
servers to present user-specific directory-entry visibility and
attributes while remaining conpatible with existing NFSv4. 2
semanti cs.

5. XDR for Uncacheable Dirents Attri bute

111

/1] typedef bool fattr4_uncacheabl e_di rent _net adat a;
111

/1l const FATTR4_UNCACHEABLE DI RENT_METADATA = 88;

111

6. Extraction of XDR

Thi s docunent contains the external data representation (XDR)

[ RFC4506] description of the uncacheable dirent nmetadata attribute.
The XDR description is presented in a manner that facilitates easy
extraction into a ready-to-conpile format. To extract the nachine-
readabl e XDR description, use the follow ng shell script:

#!/ bi n/ sh
grep "N *[/]" $* | sed 's?™ *[[] ??° | sed 's?N *[]]$??

For exanple, if the script is nanmed 'extract.sh’ and this docunent is
naned 'spec.txt’, execute the follow ng conmand:

sh extract.sh < spec.txt > uncacheabl e_prot.x
This script renoves | eadi ng bl ank spaces and the sentinel sequence

/11" fromeach line. XDR descriptions with the sentinel sequence
are enbedded t hroughout the docunent.

Haynes Expi res 28 Septenber 2026 [ Page 10]



Internet-Draft Uncacheable Dirents March 2026

Note that the XDR code contained in this docunment depends on types
fromthe NFSv4.2 nfs4 prot.x file (generated from|[RFC7863]). This
i ncludes both nfs types that end with a 4, such as offset4, |ength4,
etc., as well as nore generic types such as uint32 t and uint64 t.

Wil e the XDR can be appended to that from [ RFC7863], the code
sni ppets should be placed in their appropriate sections within the
exi sting XDR

7. Security Considerations

This attribute is not intended to provide a security boundary or to
repl ace server-enforced access control. |Its primary purpose is to

i nprove correctness and interoperability in environnents where
directory-entry nmetadata visibility varies across users or protocols.
Servers MJST NOT rely on this nechanism al one to prevent unauthorized
access to directory entries.

Aut hori zation to set or nodify the fattr4_uncacheabl e_dirent_netadata
attribute is governed by existing NFSv4.2 authorization nechani sns.
Servers MAY restrict nodification of this attribute based on | oca
policy, file ownership, or access control rules. This docunent does
not define a new authorization nodel.

The di scussion of users in this section is independent of the
specific user identity representation enployed by the client or
server. This docunment does not distinguish between users identified
via NFSv4. 2 user @omain strings, RPC authentication identities, or

| ocal operating systemuser identifiers. The uncacheabl e dirent

met adata attribute does not alter NFSv4.2 authentication or

aut hori zati on semantics and does not depend on any particul ar user

i dentity nodel

A client MJUST NOT nmake access or visibility decisions for one user
based on directory-entry netadata retrieved on behal f of another
user. These decisions MJST be nade by the server. |If the client is
Label ed NFS aware ([RFC7204]), then the client MJST locally enforce
the MAC security policies.

The concerns described above primarily apply to nulti-user clients
that cache directory-entry netadata on behalf of multiple users.

Si ngl e-user clients nay not be subject to these risks, but the
attribute semantics remain the sane regardless of client usage nodel.

The uncacheabl e dirent nmetadata attribute allows servers to indicate

that directory-entry netadata should not be assuned to be uniformy
cacheabl e across observati ons.
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8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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