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Abst r act

The Network File Systemversion 4.2 (NFSv4.2) allows a client to
cache both metadata for file and directory objects. While caching
directory entries (dirents) can inprove performance, it can al so
prevent the server from enforcing access control on individua
dirents. This docunent introduces a new uncacheable directory
attribute for NFSv4.2. Dirents marked as uncacheabl e MJST NOT be
stored in client-side caches. This ensures data consistency and
integrity by requiring clients to always retrieve the nost recent
data directly fromthe server. This docunment extends NFSv4.2 (see
RFC7862) .

Note to Readers

Di scussion of this draft takes place on the NFSv4 worki ng group
mailing list (nfsvd@etf.org), which is archived at

https://mail archive.ietf.org/arch/search/?email _|ist=nfsv4. Source
code and issues list for this draft can be found at

https://github. comietf-wg-nfsv4/ uncacheabl e-directories.

Worki ng Group information can be found at https://github.conietf-wy-
nf sv4.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 22 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Wth a remote filesystem the client typically caches both directory

entries (dirents) in order to inprove performance. Several

assunpti ons are made about the rate of change in the dirents. Wth

NFSv4.2, this could theoretically be mtigated by directory
del egations for the dirents.

There are prior efforts to bypass the dirent caching. Access Based

Enuneration (ABE) is used in Server Message Bl ock (SMB) [ SMB2]
protocol to effectively limt the nanespace visibility per user.

Thi s docunent introduces the uncacheable directory attribute to

NFSv4.2 to inplement ABE. As such, it is an OPTIONAL to inpl enent
attribute for NFSv4.2. However, if both the client and the server
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Haynes Expires 22 May 2026 [ Page 2]



I nternet-Draft Uncacheabl e Directory Attribute Noverber 2025

support this attribute, then the client MJIST foll ow the semantics of
uncacheabl e dirents.
/1 \What about m xed nodes?

A client can easily deterni ne whether or not a server supports the
uncacheabl e directory attribute with a sinple GETATTR on any dirent.
If the server does not support the uncacheable attribute, it wll
return an error of NFS4ERR_ATTRNOTSUPP

The only way that the server can determne that the client supports
the attribute is if the client sends either a GETATTR or a SETATTR
with the uncacheable directory attribute.
Using the process detailed in [RFC8178], the revisions in this
docunent beconme an extension of NFSv4.2 [ RFC7862]. They are built on
top of the external data representation (XDR) [RFC4506] generated
from[RFC7863].
1.1. Definitions
Access Based Enuneration (ABE) Wen servicing a READD R or GETATTR
operation, the server provides results based on the access
perm ssions of the user nmaking the request.
dirent A directory entry, representing either a file or a
subdirectory. In the context of NFSv4, a dirent marked as
uncacheabl e MUST NOT be cached by clients.

dirent caching A client cache that is used to avoid | ooking up
attributes

file caching A client cache, normally called the page cache, which
caches the contents of a regular file. Typical usage would be to
accunul ate changes to be bunched together for witing to the
server.

Further, the definitions of the following ternms are referenced as
fol |l ows:

* directory del egations (Section 10.9 of [RFC8881])
* CGETATTR (Section 18.7 of [RFC8881])

* hidden (Section 5.8.2.15 of [ RFC8881])

* Mandatory Access Control (MAC) ([ RFC4949])

* NF4DIR (Section 5.8.1.2 of [RFC8881])
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*  NFSAERR_ATTRNOTSUPP (Section 15.1.15.1 of [ RFC8881]
* node (Section 6.2.4 of [RFC3881])
* offline (Section 2 of [RFC9754])
* owner (Section 5.8.2.26 of [RFC8881])
* owner_group (Section 5.8.2.27 of [RFC8881])
* READDI R (Section 18.23 of [RFC8881])
* SETATTR (Section 18.30 of [RFC8881])
* system (Section 5.8.2.36 of [RFC8881])
* type (Section 5.8.1.2 of [RFC8881])
1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. Caching of Dirents

Wth a renote filesystem the client typically caches directory
entries (dirents) locally to inprove perfornmance. This cooperation
succeeds because both the server and client operate under PCSI X
semantics ([POSI X.1]) and agree to interpretation of nbode bits with
respect to the uid and gid in NFSv3 [ RFC1813]. For NFSv4.2, these
woul d respectively be the node, owner, and owner _group attributes
defined in Section 5 of [RFC8881]. Note that this cooperation does
not apply to Access Control List (ACLs) entries as NFSv4.2 does not
i mpl emrent a strict POSIX style ACL.

NFSv4. 2 does inpl enent NFSv4.1 ACLs, which are enforced on the server
and not the client. As such, ACL enforcenment requires the client to
bypass the dirent cache to have checks done when a new user attenpts
to access the dirent.
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Anot her consideration is that not all server inplenmentations natively
support the SMB [SMB2]. Instead, they |ayer Sanba [ Samba] on top of
the NFSv4.2 service. The attributes of hidden, system and offline
have al ready been introduced in the NFSv4.2 protocol to support

Sanba. The Sanba inplenentation can utilize these attributes to
provi de SMB semantics. Wile private protocols can supply these
features, it is better to drive theminto open standards.

Anot her concept that can be adapted from SMB is that of Access Based
Enumeration (ABE). |If a share or a folder has ABE enabl ed, then the
user can only see the files and sub-folders for which they have

per m ssi ons.

Under the PCSI X nodel, this can be done on the client and not the
server. However, that only works with uid, gid, and node bits. |If
we consider identity mappings, ACLS, and server local policies, then
the determ nati on of ABE MJUST be done on the server

Si nce cached dirents are shared by all users on a client, and the
client cannot determ ne access perm ssions for individual dirents,
all users are presented with the sane set of attributes. To address
this, this docunent introduces the new uncacheable directory
attribute. This attribute instructs the client not to cache the
dirent for a file or directory object. Consequently, each tine a
client queries for these attributes, the server’s response can be
tailored to the specific user making the request.

2.1. Uncacheable Dirents

If afile object or directory has the uncacheable directory attribute
set, then the client MJST NOT cache its dirent attributes. This
means that even if the client has previously retrieved the attributes
for a user, it MJST query the server again for those attributes on
subsequent requests. Additionally, the client MJST NOT share
attributes between different users.

3. XDR for Ofline Attribute

111

/1] typedef bool fattr4_uncacheabl e _directory;
111

/11 const FATTR4_UNCACHEABLE_ DI RECTORY = 88;

111
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4.

7

7

Extracti on of XDR

Thi s docunent contains the external data representation (XDR)

[ RFC4506] description of the uncacheable directory attribute. The
XDR description is presented in a manner that facilitates easy
extraction into a ready-to-conpile fornmat. To extract the nachine-
readabl e XDR description, use the follow ng shell script:

#!/ bi n/ sh
grep "M *[/]" $* | sed 's? *[[] ?? | sed 's?N */[]/$??

For exanple, if the script is named 'extract.sh’ and this docunent is
named ' spec.txt’, execute the follow ng comuand

sh extract.sh < spec.txt > uncacheabl e_prot. x

This script renoves | eadi ng bl ank spaces and the sentinel sequence
"//]" fromeach line. XDR descriptions with the sentinel sequence
are enbedded t hroughout the docunent.

Note that the XDR code contained in this docunment depends on types
fromthe NFSv4.2 nfs4 prot.x file (generated from|[RFC7863]). This
i ncludes both nfs types that end with a 4, such as offset4, |ength4,
etc., as well as nore generic types such as uint32 t and uint64 t.

Wil e the XDR can be appended to that from [ RFC7863], the code
sni ppets should be placed in their appropriate sections within the
exi sting XDR

Security Considerations

For a given user A a client MJUST NOT rmake access deci sions for
uncacheabl e dirents retrieved for another user B. These deci sions
MUST be nade by the server. |If the client is Labeled NFS aware

([ RFC7204]), then the client MJIST locally enforce the MAC security
polici es.

The uncacheable directory attribute allows dirents to be annotated
such that attributes are presented to the user based on the server’s
access control decisions.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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