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1. Introduction

Internationalization is a conplex topic with its own set of
term nol ogy (see [RFC6365]). The topic is nmade nore difficult to
understand for the NFSv4 protocols by the conplicated history
described in Appendix C. In large part, this docunment is based on
the actual behavior of NFSv4 client and server inplenentations (for
all existing mnor versions). It is intended to serve as a basis for
further inplenentations to be devel oped that can interact with
existing inplenentations. It is expected to enable interoperation
with inmplementations to be devel oped in the future.

Note that the set of behaviors on which this docunent is based are
each effected by a conbi nation of an NFSv4 server inplenentation
proper and a server-side underlying file system It is comon for
servers and underlying file systens to be configurable as to the
behavi or shown. In the discussion below, each configuration that
shows different behavior is to be considered separately.

As a consequence of this approach, normative terns defined in

[ RFC2119] are often derived frominplenentation behavior, rather than
the other way around, as is nore commonly the case. The specifics
are discussed in Section 2

Wth regard to the question of interoperability with existing
specifications for NFSv4 nminor versions, different m nor versions
pose different issues, even though the actual behavior is the sane
for all mnor versions. This is because sone of the specifications
were often adopted wi thout the appropriate concern for usability,
impl ementability, or the expectations of existing NFS users.

* Wth regard to NFSv4.0 as defined in [ RFC7530], no significant
interoperability issues are expected to ari se because the
di scussion of internationalization in that specification, which is
the basis for this one, was al so based on the behavior of existing
i mpl ementations. Although, in a formal sense, the treatment of
internationalization here supersedes that in [RFC7530], the
treatnents are intended to be the sane, in order to elinmnate the
possibility of interoperability issues.
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Because of a change in the handling of Internationalized domain
nanes, there are sonme differences fromthe handling in [ RFC7530],
as discussed in Appendix C. For a discussion of those differences
and potential conpatibility issues, see Sections 11.1 and 11.2.

* Wth regard to NFSv4.1 as defined by [ RFC8881], the situation is
quite different. The approach to internationalization specified
in that docunent, based in large part on that in RFC3530, was
never inplenmented, and inplenenters were either unaware of the
troubl esonme inplications of that approach or chose to ignore the
exis ting specifications as essentially uninplenentable. An
i nternationalization approach conpatible with that specified in
[ RFC7530] tended to be foll owed, despite the fact that, in other
respects, NFSv4.1 was considered to be a separate protocol from
NFSv4. 0.

If there were NFSv4 servers who obeyed the internationalization
dictates within existing NFsv4.1 specifications (in [ RFC5661] or

[ RFC8881]), or clients that expected servers to do so, they would
fail to interoperate with typical clients and servers when deal i ng
with non-UTF8 file nanes, which are quite common. As no such

i npl ement ati ons have cone to our attention, it has to be assuned
that they do not exist and interoperability with existing

i npl ementations as described here is an appropriate basis for this
docunent .

The sane applies to all existing mnor versions beyond NFSv4. 1
(i.e. to NFSv4.2), which nmade no changes in the specification of
internationalization-related handling and for which existing

i npl ement ation patterns were naintained.

There is one area within the protocol for which existing

i npl ementations are somewhat linmted, so that it is not always
possible to derive the details of the specification from existing

i npl ementations. This area addresses situations in which, in
response to user needs, it is necessary to treat distinct strings as
equi val ent based on an equival ence rel ation applying to UTF8-encoded
Uni code strings. In order to provide this internationalization-
related functionality, it is necessary, as described in Section 6,
for the server to be aware of the encoding of strings used for file
names, as UTF8-encoded Uni code.

There are several classes of equival ence relations, for which we have
limted i npl ementation experience:

* NFSv4 inplenentations MAY treat two canonically equival ent strings
as denoting the sane object.
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While the ability for servers to do that is an NFSv4 design
requi renent necessary to provide support for Unicode
normal i zati on, and some inplenmentations do exist, there has, so
far, been little demand for this feature and current

i npl ementations are not heavily used.

As a result, the support for such features described here, while
derived frominplementation experience, has only been used in a
smal | set of situations and m ght have difficulties with sone
existing clients that do various forns of name caching. See
Section 7.1 for further discussion

*  NFSv4 inplenentations MAY treat two strings that differ only as to
case as denoting the same object. VWhile server inplenentations
exist, the details are unclear because of the conplexity of case-
mappi ng and case-based string equivalence in an internationalized
envi ronment .

Because the details of case mappi ng and case-insensitive string
compari son can be conmplex in an internationalized environment,
wi t h desirabl e mappi ngs dependi ng on user preference and the use
of different |anguages, the definition of appropriate mappi ngs
cannot be done within this specification, although the issues that
need to be dealt with are discussed in Section 7.2

Ter m nol ogy
1. Requirenments Language Definition
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as BCP 14 [ RFC2119] [ RFC8174] when
and only when, they appear in all capitals, as shown here.
2. General Definitions
The following terns are used in this docunent as defined bel ow
Canoni cal Equi val ence (of strings): |In Unicode, two strings are
consi dered canonically equivalent if they can be assuned to have
the sane appearance and neani hg when printed or displayed.
For further detail and exanples, see Section 7.1
Case-insensitive File System treat file nanes that differ only in

case (e.g. "a" and "A") as the same, allow ng only one such to
exist in a given directory.
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The decision as to whether two strings differ only as to case can
be a conplicated one in general, because different |anguages have
different rules (e.g. dotted and dotless i’s in Turkic |anguages)
and because different versions of Unicode include different sets

of characters with different case mappi ngs.

Case-sensitive File System treat file nanes that differ only in case
(e.g. "a" and "A") as distinct, allowi ng each to designate a
different file in a directory.

Such file systens are easier to deal with because they do not to
define case mappi ngs and are consistent with the assunptions of
PGCsI X.

Underlying File System The realization of a server-side file systens
used to inplement requests made using the NFSv4 protocol

Most often, such file systens can be used by other renote access
protocols or to effect locally requested file operations

UTF8-aware File System assune use of Unicode as encoded using UTF-8
by both client and server

Thi s shared know edge all ows the server to support case-
insensitive file systems and those that treat canonically
equi val ent nanmes as designating the sane file.

UTF8-unaware File System do not make any assunptions as to the
interpretation of the strings within conponent nanes.

Two conponent nanmes are consi dered equivalent only if they are
i denti cal

Such file systens cannot be case-insensitive or deal wi th Unicode
normal i zati on i ssues.

3. Internationalization and M nor Versioning

Despite the fact that NFSv4.0 and subsequent m nor versions have
differed in many ways, the actual inplenentations of
internationalization have remained the same and internationalized
file names have been handl ed without regard to the minor version
bei ng used. M nor version specification docunments contai ned
different treatnments of internationalization as described in

Appendi x C but of those only the inplementation-based approach used
by [RFC7530], resulted in a workabl e description while a nunber of
attenpts to specify another approach that inplenenters were to foll ow
were all ignored by inplementers
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It is expected that any future mnor versions will follow a simlar
approach, even though it is possible that a future mnor version wll
adopt a different approach as long as the rules within [ RFC3178]) are
adhered to. In any such case, the new mnor version wuld have to be
mar ked as updating or obsoleting this docunent. Sone issues relating
to potential extensions within the framework specified in this
docunent are dealt with in Appendices A 3 and A 4.

4. Changes Rel ative to RFC7530

Thi s docunent follows the internationalization approach defined in
RFC7530, with a nunber of significant changes |isted bel ow, al
necessary to provide an updated treatnment that can be used for al
m nor ver si ons.

The making this shift, the handling of internationalization specified
in [RFC7530] is applied to all NFSv4 minor versions. No
conpatibility issues are expected to arise because all existing

i mpl ementations follow the same approach to internationalization
despite the large difference between [ RFC7530] and what is specified
in [ RFC8881].

The foll owi ng changes were necessary:

* lssues relating to potential future m nor versions and protoco
ext ensi ons are addressed in Appendi x D

* Changes made necessary by the shift from | DNA2003 to | DNA2008 have
been made. The intention is to nmaintain conpatibility with al
existing inplenentations of all NFSv4 m nor versions. Potential
conmpatibility issues with regard to the IDNA shift are discussed
in Section 11. 2.

* There is nore discussion of case-insensitive handling of file
nanes, with particular attention to the conplexities that can
ari se when nultiple | anguage conventions in these matters need to
be acconmpbdat ed. Because of the need to accommpdate these
compl exities, the protocol |eaves these details up to the server
while the material in Appendices A1 and A 2 provides a hel pfu
introduction to these issues.

* There is additional material, dealing with the inplications of
server-side internationalization-related file name processing for
clients’ use of certain name caching techniques. This includes a
di scussion of options to deal with the current |ack of detailed
i nformati on about the server (in Sections 7.1 and 7.2, and options
for handling this issue until nore detailed information can be
made available to the client (in Section 7.3)."
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5.

Noveck

*

A discussion of the OPTIONAL attribute fs_charset_cap has been
added.

A previous discussion of the behavior of certain file systens that
coul d be construed as suggesting (even though the words " SHOULD
NOT were used, that it was valid for a server to perform
normel i zati on-rel ated processing on nanes w thout rejecting nanes
that are not valid UTF-8 strings.

That text has now been del eted and other text clarifies that this
is not valid behavior

Limtations on Internationalization-Related Processing in the NFSv4
Cont ext

There are a nunber of noteworthy circunstances that |limt the degree
to which internationalization-related encodi ng and nornalizati on-
related restrictions can be nade universal with regard to NFSv4
clients and servers:

*

The NFSv4 client is part of an extensive set of client-side

sof tware conponents whose design and internal interfaces are not
within the IETF' s purview, limting the degree to which a
particul ar character encoding m ght be made standard.

Server-side handling of file conponent nanes is nost often
implemented within a server-side underlying file system whose
handl i ng of character encoding and nornalization is not
specifiable by the | ETF.

Typi cal inplenmentation patterns in UNI X systens and the POSI X
handling of file name strings result in the NFSv4 client having no
know edge of the character encodi ng being used, which m ght even
vary between processes on the sane client system

Users may need access to files stored previously with non-UTF-8
encodi ngs, or with UTF-8 encodings that are not in accord with any
particul ar normalization form

Despite the above, there are cases in which UTF8-rel ated processing
can be provided by servers, as described in Sections 7 and 6

Expi res 19 August 2026 [ Page 8]



I nternet-Draft NFSv4 | nternationalization February 2026

6

Server Behavi or Types

There are two basic types of server filesystens supported by NFSv4,
which differ in their handling of internationalization- related

i ssues, as they apply to the handling of the names of file system
objects. The details of how these types affect the handling of
potential string equival ence relationships are discussed in
Section 7.

These two types of file systenms can be distingui shed based on the
val ue of the flag FSCHARSET CAP4 ALLOAS ONLY _UTF8 in the val ue
returned by the fs _charset cap attribute.

* Servers which do not rely on know edge of the encoding used for
nanme strings are terned "UTF8-unaware". Because such servers,
when handling file nanes, do not rely on any particul ar encoding
bei ng used, they can be used with a range of character encodings,
in the sane way that was done when using NFSv3.

This flexibility is necessary to enable access to existing files
stored with nanes using existing encodings. However, the |ack of
server know edge of the encoding used results in such servers
inability to provide the kind of services described in Section 7
that rely on the ability to treat sets of distinct strings as
equi val ent, for the purpose of handling nornalization issues and
provi di ng case-insensitivity.

Because the server has no ability to define name string
equi val ence rel ations, clients can cache nanes wi thout know edge
of the encoding used by the server

* Servers that are aware of the encoding of strings using the UTF-8
encodi ng of Unicode are terned "UTF8-aware". Such servers are
abl e to provide normalization-related handling as described in
Section 7.1 and case-insensitivity as described in Section 7.2 by
defini ng equival ence relations that treat defined sets of strings
as equival ent for nami ng purposes.

Because of the ability of such servers to define nanme equival ence
relations, certain fornms of nane caching can be interfered with
because the client is not aware of the equival ence relation used.
Because of this |ack of know edge, forms of name cachi ng where the
name used to refer to a file is not expected to change can be
interfered with.

In the case of UTF8-aware fil esystens, server decisions with regard
to normalization handling and case-insensitivity are independent but
i npl emrenters need to be aware of sone potential interactions.
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* Because there is no way for the client to determ ne whether

normal i zation-rel ated processing is in effect, the client m ght
need to act as if it is used for all UTF8-aware file systens.

* \When both nornmalization-related processing and case-insensitivity

are to be inplemented, those two functions can be provided
together. The server can use string equival ence relations that
provi de both functions, by treating two strings as equivalent if
they are canonically equivalent or differ only as to case.

See Appendix B.2 for a discussion of inplenenting string

conpari sons given the exi stence of such a common equi val ence. |t
is worth nothing that, when clients are made aware of server
string equival ence relations, using facilities such as those
described in Appendices A 3 and A 4, the client and server can use
the sane string equival ence relation, enabling the previously
necessary restrictions on client-side name caching to be

el i m nat ed.

Handl i ng of String Equival ence

Al t hough many NFSv4 inpl enentations continue the approach to string
nanes used in NFSv3 in which the only equivalent strings are

i dentical, others provide support for various sort of string
equi val ence rel ations as described in Sections 7.1 and 7.2 bel ow.

The earlier approach dealt with internationalization outside the

scope of the protocol, by nmaking internationalization the job of the
user, requiring the client user and server to agree on the character
encodi ng bei ng used while the inplenentations thenmselves strived for
character-encoding neutrality with know edge of the encoding by the

i mpl ementations limted to the encoding of strings such as "/", ".",
and ".."

As di scussed later in Section 6, NFSv4 supports nultiple nodes of
operation in dealing with these matters. Wile NFSv4 supports the
ol der node of operation by allow ng UTF8-unaware file systens, the
protocol al so supports the use of UTF8-aware file systens in which
both sides of the inplenentation deal with fil enanes as UTF8- encoded
Uni code strings, enabling equival ence classes of those strings to be
used within the protocol

When equi val ence cl asses of string are inplenmented, this can be done
in tw ways:

* Equivalent strings are treated as identical in matching nanes with
associated files. This typically requires special code within the
server-side file system rather than in the server proper
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* Name strings nmay be mapped to equival ent names resulting in a file
havi ng an equi val ent nane rather than the one specified by the
client. This approach is inplenmentable within the server proper

The exi stence of distinct equivalent strings does not, by and | arge,
cause troubl esonme issues for clients, who can function w thout
detail ed know edge of the equival ence relation(s) inplenented.
However, as noted in Section 7.3, certain forms of client caching are
not workable or need to be heavily restricted, in environnents in

whi ch such string equival ences re inplenented by the server

7.1. Handling of Canonical Equival ence of Strings

It is often desirable to treat two strings that are essentially the
nanme, although normalized differently, as equivalent. Such
equi val ences can arise in multiple ways:

* |n sonme cases, two Unicode values are assigned to a single glyph,
because those two val ues represent different neanings of the same
synmbol . For exanple, OHM SIGN (W+2126) denotes the same symbol as
GREEK CAPI TAL LETTER OVEGA (U+03A9) and the two are consi dered
canoni cal | y equi val ent.

* There are a |large number of situations in which a particular
synbol can be represented as a single character or as a
combi nation of a base character and a conbi ning character adding a
diacritic. For exanple, LATIN CAPI TAL LETTER E ACUTE (UW+00C9) can
al so represented by LATIN CAPI TAL LETTER E (U+0045) foll owed by
COMBI NI NG ACTUE ACCENT (U+0301). These two strings are
canoni cal | y equi val ent .

General |y, when such pairs exist, the formin which the diacritic
is integrated into the synbol is designated the NFC formwhile the
other is the NFD form

Whenever a set of at |east two canonically equival ent strings exists,
one of these is one that is the NFC formand one is the NFD form
These are usually different although this is not always the case.
Sone exanpl es:

1. OHM SIGN (U+2126) is canonically equivalent to GREEK CAPI TAL
LETTER OVEGA (U+03A9).

In this case, the NFC and NFD forns are the sane and both are
GREEK CAPI TAL LETTER OVEGA ( U+03A9).
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2. The two strings LATIN CAPI TAL LETTER E ACUTE (U+00C9) and LATIN
CAPI TAL LETTER E (U+0045) foll owed by COVBI NI NG ACTUE ACCENT
(W+0301) are canonically equival ent.

In this case, the NFC formis LATIN CAPI TAL LETTER E ACUTE
(U+00C9) while the NFD formis LATIN CAPI TAL LETTER E (U+0045)
foll owed by COMVBI NI NG ACTUE ACCENT (U+0301).

3. The three strings ANGSTROM Sl GN (U+212B), LATIN CAPI TAL LETTER A
W TH RI NG ABOVE (U+00C5), and LATIN CAPI TAL LETTER A (U+0041)
fol |l owed by COVBI NI NG RI NG ABOVE (U+030A) are all canonically
equi val ent

In this case, the NFC formis LATIN CAPI TAL LETTER A WTH RI NG
ABOVE (U+00C5) while the NFD formis LATIN CAPI TAL LETTER A
(U+0041) foll owed by COVBI NI NG RI NG ABOVE (U+030A) .

4. Sets of canonically equivalent strings can be arbitrarily |arge.
For exanple, the twelve strings each consisting of one string
fromeach of 1), 2), and 3) above are all canonically equival ent.

In this case, the NFC formis of each of these twelve strings
GREEK CAPI TAL LETTER OMEGA (U+03A9) foll owed by LATIN CAPI TAL
LETTER E ACUTE (U+00C9) foll owed by LATIN CAPI TAL LETTER A W TH
RI NG ABOVE (U+00C5) .

In contrast, the NFD form of each of these twelve strings is
GREEK CAPI TAL LETTER OMEGA (U+03A9) fol | owed by LATIN CAPI TAL
LETTER E (U+0045) foll owed by COVBI NI NG ACTUE ACCENT (U+0301)

foll owed by LATIN CAPI TAL LETTER A (U+0041) fol |l owed by COVBI NI NG
RI NG ABOVE ( U+030A) .

VWil e all of the above exanples would be dealt with as stated above,
regardl ess of the version of Unicode used by the server, the

canoni cal equival ence relation is subject to change. This is because
successi ve Uni code versions can add characters, creating instances of
NFC form strings that did not exist previously.

In the context of NFSv4 servers, such equival ences can only be acted
upon in the context of UTF8-aware file systens. In that context:

* Servers MAY map name strings to other canonically equival ent

strings, so that the name of a file can be different fromthe nane
speci fied by the user.
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Clients are expected to be tolerant of such mappi ngs while nany
users are likely to consider canonically equival ent strings as
bei ng the sane. Users who consider such strings as different
woul d use UTF8-unaware file systens or those that did not nodify
user nanes.

* Servers MAY treat canonically equivalent strings as identical when
searching for a given file wi thout naking any change in the nanes
presented when the file is created.

Clients are expected to be tol erant of such nappi ngs whil e nost
users are likely to consider canonically equival ent strings as
bei ng the same. Users who consider these different would normally
use UTF8-unaware file systens.

* \While sone other protocols deal with nornalization issues by
rejecting strings that are not in a particular nornmalization form
this option is not available to NFSv4 servers and NFsv4 clients
are not required to abide by server-inposed normalization-form
constraints

Because t he canoni cal equival ence relation can change, placing the
burden of adapting to a particular nornmalization form and Uni code
version would create a difficult-to-maintain file access API.

* Although clients can generally avoid any concern with the server’s
approach to normalization issues, there are, as described
Section 7.3, sone forns of client-side nane caching for which the
fact that the server treats two different strings as equival ent
makes it desirable for the client do so as well, or not use those
forms of nanme caching.

Because of the current inability of the client to determ ne the
Uni code version used by the server, such forns of nane caching are
best avoi ded when using UTF8-aware file systenms However

Appendi x B. 4 discusses avail abl e possibilities for providing
restrictions on such fornms of name caching wi thout elimnating

t hem

For a discussion of how the client mght be nade aware of the

speci fic canoni cal equival ence relation used by the server, see
Appendi x A 4.
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7.2. Handling of Case-insensitive Equival ence of Strings

In many environnents it is desirable to treat two strings as
equivalent if they differ only as to case. This need arises when
usi ng operating environnents in which file nanmes are treated in a
case-insensitive nanner. Wile determ ning whether two strings are
equi val ent except for case, can, in many environnents, be a
straightforward matter, there are, in internationalized environnents,
situations in which user |anguage preference or other simlar
considerations require the server inplenenter to nmake choices in this
regard. See Appendix A 1 for a discussion of these cases.

In the context of NFSv4 servers, such equival ences can only be acted
upon in the context of UTF8-aware file systens. In that context:

* Servers MAY map a nane string to another string equival ent except
with regard to case, so that the name of a file can be different
than the nane requested by the user

VWhen the OPTIONAL attributes case_insensitive and case_preserving
are inplenented, their values will both be false.

* Servers MAY treat nanme strings that only differ as to case as
i dentical when searching for a given file without naking any
change in the name presented when the file is created.

VWhen the OPTIONAL attributes case_insensitive and case_preserving
are inplenented, their values will be true and fal se,
respectively.

* Al though clients can generally avoid any concern with the server’s
approach to case-handling issues, there are, as described
Section 7.3, sone forms of client-side nane caching for which the
fact that the server treats two different strings as equival ent
make it desirable for the client do so as well.

Because of the current inability of the client to find out the
details of the case equival ence relation use by the server, such
forns of nane caching are best avoi ded when using case-insensitive
file systems. However Appendi x B. 4 di scusses avail abl e
possibilities for providing restrictions on such forns of nane
caching without elininating them

For a di scussion of how the client might be nade aware of the
case-equi val ence rel ation used by the server, see Appendix A 3.
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7.3. String Equival ence and Cient Nane Caching

VWil e nost client functions are not affected by a server’s

i npl ement ati on of various equival ence cl asses, there are a nunber of
forns of nane caching that require the client to be aware of string
equi val ence cl asses inplenented by the server

* If the client inplements negative nane caching by caching the
results of LOOKUP, OPEN, or ACCESS operations that find that the
file does not exist, the server’'s treatnment of two distinct
strings as equivalent creates a potential problem

When negative nane caching is inplenmented, there needs to be ways
to elinmnate records of the non-existence of particular files when
they are no |onger appropriate. This will occur when the files
are found using LOOKUP, OPEN, or ACCESS or when nanes are added to
the directory using OPEN, CREATE, LINK, or RENAME. \When nane
equi val ence rel ationshi ps exist on the server, the client cannot
act appropriately when files with previously non-existing nanes
are found or created using distinct nanes consi dered equival ent.

* |f the client uses the results of earlier READDI R operations to
enabl e | ater LOOKUP operations to be avoided, the efficiency of
that caching is undercut when the client is unaware of the details
of these equival ence rel ations.

In such situations, the client’s cached READDI R entry cannot be
used, as it would on the server, to satisfy a LOKUP for a

di stinct nane equivalent to the first, requiring an over-the-wire
operation that such caching is intended to avoid.

Because of these issues, when name equival ences are in effect, the
above forns of caching cannot work effectively and are best avoi ded.

8. Servers That Accept File Conponent Nanmes That Are Not Valid UTF-8
Strings

Servers MAY accept, on all or on sone subset of the underlying file
systens exported, component nanes that are not valid UTF-8 strings.

A typical patternis for a server to use UTF-8-unaware underlying
file systenms that treat conponent nanmes as uninterpreted strings of
bytes, rather than having any awareness of the character set being
used.

Such servers MJST use an octet-by-octet conparison of conponent nane

strings to determ ne equival ence (as opposed to any broader notion of
string conparison).
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This is because the server has no know edge of the specific character
encodi ng bei ng used.

9. The Attribute Fs_charset _cap

This OPTIONAL attribute, appears to have been added to NFSv4.1 to

al l ow servers, while staying within the constraints of the
stringprep-based specification of internationalization, to allow uses
of UTF-8-unaware nam ng by clients. As a result, those NFSv4 servers
i npl ementing internationalization as NFSv3 had done, could be

consi dered spec-conpliant, as long as a |ater "SHOULD' was i gnored.
However, because use of UTF-8 was tied to existing stringprep
restrictions, inplenmentations of internationalization, that were
awar e of Uni code canonical equival ence issues were not provided for.
Al though this attribute nmay have been inplemented despite the | ack of
need for two separate bits, the overall scheme was never i npl enented
and NFSv4.1 inplenentations dealt with internationalization in the
same way as NFSv4.0 inpl enmentations had.

The attribute still contains two flag bits although the notivation
for having two bits remains unclear

Section 9.1 replaces Section 14.4 of [RFC8881], taking into account

t he behavi or of existing inplementations of [RFC5661] [RFC8881] while
provi ding best effort conpatibility with the definition in [ RFC5661]
and [ RFC8881].

9.1. The Attribute Fs_charset _cap Going Forward

const FSCHARSET_CAP4_CONTAI NS_NON_UTF8
const FSCHARSET CAP4_ALLOAS_ONLY_UTFS

Ox1;
0x2;

typedef uint32_t fs_charset _cap4;

This attribute provides a sinple way of determ ning whether a
particular file system behaves as a UTF-8-only server and rejects
file names which are not valid UTF8-encoded strings. Wen this
attribute is supported and the val ue returned has the

FSCHARSET _CAP4_ALLONS ONLY_UTF8 flag set, the error NFS4ERR_| NVAL
MUST be returned if any file nanme argument contains a string which
is not a valid UTF8-encoded string.

When this attribute is supported and the value returned has the
FSCHARSET _CAP4_ALLOANS ONLY_UTF8 flag clear, the error
NFSA4ERR | NVAL wi Il not be returned based on the client’s adherence
to the rules of UTF-8.
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10.

Noveck

The FSCHARSET_CAP4_CONTAI NS_NON UTF8 flag exists for historica
reasons only and has no cl ear behavior associated with it.

Servers SHOULD set the value of this flag to the conpl ement of the
setting of the FSCHARSET_CAP4_ALLOANS_ONLY_UTF8 fl ag.

Regardi ng the use of "SHOULD' above, the only valid reason to
bypass the reconmendation is the need to interact properly with an
existing client that, based on previous uncl ear guidance, uses the
FSCHARSET_CAP4_CONTAI NS_NON UTF8 flag to determ ne
internationalization-related characteristics of the file system
bei ng accessed. When doing this, the server inplenenter needs to
be aware that the previous |ack of clear guidance may have caused
other clients to behave incorrectly when the recommendation is
bypassed.

Clients SHOULD i gnore the FSCHARSET CAP4_ CONTAI NS _NON UTF8 fl ag.

Regardi ng the use of "SHOULD' above, the only valid reason to
bypass the reconmendation is the difficulty of changing, at this

| ate date, previous inplenentation that interpreted previous
specifications as mandating, in some way, that the server behavior
type specified in Section 6, could be determned in this way.

When this attribute is not supported, the client can performa
LOOKUP using a name not confornming to the rules of UTF-8 and use
the error returned to determn ne whether non-UTF-8 nanes are
accept ed.

String Encoding

Strings that potentially contain characters outside the ASCI| range
[ RFC20] are generally represented in NFSv4 using the UTF-8 encodi ng
[ RFC3629] of Unicode [UNICODE]. See [RFC3629] for precise encoding
and decodi ng rul es.

Some details of the protocol treatment depend on the type of string:

*

For strings that are conponent names, the preferred encoding for
any non-ASCI| characters, when the encoding is known by client and
server, is the UTF-8 representati on of Uni code.

In many cases, clients have no know edge of the encodi ng being
used, with the encoding done at the user |evel under the contro
of a per-process locale specification. As a result, it is

i mpossible in such cases for the NFSv4 client to enforce the use
of UTF-8. The use of such encodi ngs can be problematic, since it
may interfere with access to files stored using other forns of
nane encodi ng. Also, nornalization-related processing (see
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11.

Section 7.1) of a string not encoded in UTF-8 could result in

i nappropriate name nodi fication or aliasing. In cases in which
one has a non-UTF-8 encoded nane that accidentally conforms to
UTF-8 rules, substitution of canonically equivalent strings can
change the non-UTF-8 encoded nane drastically.

For simlar reasons, where non-UTF-8 encoded nanes are accepted,
case-rel ated mappi ngs cannot be relied upon. For this reason, the
attribute case_insensitive MJUST NOT be returned as TRUE for file
systens whi ch accept non-UTF-8 encoded fil e nanes.

The kinds of nodification and aliasing nentioned here can lead to
both fal se negatives and fal se positives, depending on the strings
in question, which can result in security issues such as el evation
of privilege and denial of service (see [ RFC6943] for further

di scussi on).

* For strings based on donmai n nanes, non-ASClI| characters MJST be
represented using the UTF-8 encodi ng of Uni code or some encodi ng
based on that (e.g. xn-labels including Punycode), and additiona
string format restrictions will apply. See Section 11 for
details.

* The contents of synmbolic links (of type linktext4 in the XDR) MJST
be treated as opaque data by NFSv4 servers. Although UTF-8
encoding is often used, it need not be. 1In this respect, the
contents of synbolic links are like the contents of regular files
in that their encoding is not within the scope of this
speci fication.

* For other sorts of strings, any non-ASCI| characters SHOULD be
represented using the UTF-8 encodi ng of Uni code.

String Types with Processing Defined by Oher Internet Areas

There are two types of strings that NFSv4 deals with that are based
on domai n nanes. Processing of such strings is defined by other

st andards-track documents, and hence the processing behavior for such
strings should be consistent across all server and client operating
systens and server file systens.

This section differs fromother sections of this docunent in two
respects:

* Although the normative statenments within this section are derived
fromthe behavior of existing NFSv4 inplenentations, they need to
be consistent with existing RFCs regardi ng dormai n handl i ng.
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* Because of the switch from | DNA2003 [ RFC3490] [ RFC3491] to
| DNA2008 [ RFC5890], this section is necessarily different fromthe
correspondi ng section (i.e. Section 12.6) of [RFC7530]. The
differences are discussed in Section 11.1

Because of this shift, there could be conmpatibility issues to be
expect ed between inpl enentati ons obeying Section 12.6 of [RFC7530],

i f any such inplenentations exist, and those follow ng this docunent.
Whet her such conpatibility issues actually exist depends on the
behavi or of NFSv4 inpl enentati ons and how domai n nanes are actually
used in existing inplenentations. These natters will be discussed in
Section 11. 2.

The types of strings referred to above are as foll ows:

* Server names as they appear in the fs_|ocations and
fs locations_info attribute. Note that for nobst purposes, such
server nanes will only be sent by the server to the client. The
exception is the use of these attributes in a VERI FY or NVERI FY
operati on.

* Principal suffixes that are used to denote sets of users and
groups, and are in the formof domain nanes. These nmay appear in
the owner and group attributes and as who val ues within ACEs that
appear within ACL-related attributes. Such values are sent by the
client to the server in perfornng SETATTR, VERIFY, and NVERI FY
operations and returned to the client in perform ng GETATTR
operati ons.

There is likely to be few or no inplenentations conforning to
Section 12.6) of [RFC7530] as a result of how internationalization
was supported previously.

* \When [ RFC3530] was published, its discussion of
i nternationalization was ignored as uni npl enent abl e and
i nappropriate. This included the handling of domain nanes,
al t hough the reasons for ignoring the specification mght have
been different in that case.

* \When [ RFC7530] was published, inplenmenters saw no reason to nodify
t he existing domai n-handli ng code whi ch worked adequately for
val id donmai n nanes.

These strings can be expressed in two ways:

* As the UTF-8 representation of the string represented. This

i ncludes cases in which all of the characters are within the Asci
range. We refer to such representations as the U |abel form
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* As the string "xn--" followed by the text of the string
transforned using the Punycode encodi ng described in [ RFC3492].
We refer to such representations as the xn-Iabel form

In cases in which such strings are sent by the client to the server
* The server MJST accept such strings in xn-label form

VWhen it does so, MAY reject, using the error NFSAERR | NVAL, any of
the foll ow ng:

- astring for which the characters after "xn--" are not valid

out put of the Punycode al gorithm [ RFC3492].

- a string that contains a reserved LDH | abel (see [ RFC5890])
which is not an XN-I| abel

* The server MAY accept such strings in U label formand is REQU RED
to do so only in the case in which the string consists only of
ascii characters.

The server MAY reject, using the error NFS4ERR | NVAL, strings
which are not valid UTF-8 or do not forma valid U | abel for other
r easons.

When the server does not make the validity checks nentioned above,
the result will be use of an invalid domain name. Since such domai ns
do not exist, clients are unlikely to use themand servers will be
unabl e to access such domai ns.

Servers MJST NOT nodify the string to a canonically equival ent one
(e.g. as part of nornalization-related processing). Further, changes
of case SHOULD NOT be done at all and MJST NOT be done for strings
that contain Unicode characters outside the ASCI| range.

In cases in which such strings are sent by the server to the client,
they MAY be presented in either form |In viewof this, clients that
anticipate receiving internationalized domain nanes will find it

advi sabl e to convert such strings to a common form preferred by the
client’s users.

A domai n nane returned by GETATTR will generally be exactly the sane
as that presented by SETATTR  The foll owi ng excepti ons are possibl e:

* There is a change of case when the domain string does not contain
any nulti-byte Unicode characters.
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11.

* The server converts an xn-label string to the correspondi ng
Ul abel string or vice versa.

For VERIFY and NVERI FY, additional string processing requirenents
apply to verification of the owner and owner _group attributes; see
the section entitled "Interpreting owner and owner _group" for the
docunent specifying the mnor version in question (RFC7530 [ RFC7530],
RFC8881 [ RFC8881])

1. Effect of |DNA Changes

Overall, the effect of the shift to IDNA2008 is to |limt the degree
of understandi ng of the | DNA-based restrictions on donmai n nanmes that
were expected of NFSv4 in RFC7530 [ RFC7530]. Despite this
specification, the degree to which inplenentations actually

i npl emented such restrictions is open to question. The consequences
of this uncertainty will be discussed in detail in Section 11.2.

In anal yzi ng how various cases are to be dealt with according to
RFC7530, there a number of troubling uncertainties that arise in
trying to interpret the existing specification

* There are a nunber of cases in which "SHOULD' is used that are
confusing. According to RFC2119 [ RFC2119], "SHOULD' neans t hat
"there may exist valid reasons in particular circunmstances to

ignore a particular item but the full inplications nust be
under stood and carefully wei ghed before choosing a different
course". To fully understand a particular "SHOULD', there needs

to be enough context to determ ne whether particular reasons for
ignoring the itemare in fact valid, and sufficient guidance to
understand the inplication of ignoring the item |In the absence
of such information, the relevant fact is that the peer needs to
deal with the item being ignored, nmaking the inplications of a
"SHOULD' hard to distinguish fromthose of "MAY".

* While the docunent states, "the general rules for handling all of
these dommin-related strings are sinilar and independent of the
role of the sender or receiver as client or server", all of the
following text is explicitly about the server’s options, choices
and responsibilities, leaving the client case unclear.

* |In a nunber of places within the paragraph describing server
approach #1, the word "can" is used as in the text "the server can
use the ToUni code function", leaving it unclear whether the server
can choose to do anything else and if so what.
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11.

The foll owi ng cases are those where RFC7530 requires use of | DNA
handling and this requirement could, if inplementations follow them
create potential conpatibility issues, which need to be understood.

* The degree to which RFC3490 [ RFC3490] requires that characters
ot her than W002E (full stop) be treated as | abel separators,
i ncl udi ng W+3002 (i deographic full stop), WFFOE (fullw dth ful
stop), U+FF61 (hal fwi dth ideographic full stop).

* The degree to which RFC3490 [ RFC3490] m ght require that server or
client needs to validate a putative A-label or U label or to
rectify it if it is not valid.

2. Potential Conpatibility Issues Related to | DNA Changes

There are a nunber of factors relating to the handling of domain
nanes within NFSv4 inplenentations that are inportant in
under st andi ng why any conpatibility issues m ght be | ess troubling
than a conparison of the two | DNA approaches mi ght suggest:

* Mich of the potentially conflicting |IDNA-rel ated behavi or required
or reconmended for the server by RFC7530 [ RFC7530] appears to not
be actually inplenented, limting the potential harnful effects of
ceasing to nmandate it.

* EBven if such behavior were inplenented by servers, no
compatibility issue would arise unless clients actually relied on
the server to inplenent it. Gven that none of this behavior is
made required, the chances of that occurring is quite small.

* The range of potential values for user and group attributes sent
by clients are often quite small with inplenentations comonly
restricting all such values to a single domain string. This is
even though RFCs 7530 [ RFC7530] and 8811 [ RFC8881] are witten
wi t hout nention of such restrictions.

Speci fication of users and groups in the "id@omain" format within
NFSv4 was adopted to enabl e expansi on of the spaces of users and
groups beyond the 32-bit id spaces nandated in NFSv3 [ RFC1813] and
NFsv2 [ RFC1094]. While one obstacle to expansion was elim nated,
nost i npl enentati ons were unable to actually effect that

expansion, principally because the underlying file systens used
assune that user and group identifiers fit in 32 bits each and the
vnode interfaces used by server inplenentations nmake simlar
assunpti ons.
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G ven these restrictions, the typical inplenmentation pattern is

for servers to accept only a single domain, specified as part of
the server configuration, together with information necessary to
effect the appropriate nane-to-id mappi ngs.

For the other uses of domain nanes in NFSv4, to represent host
nanes in location attributes, the values are generated by the
server and will normally only include host names within DNS-
regi stered domai ns.

Keeping the above in nind, we can see that interoperability issues,
while they might exist, are unlikely to raise major challenges as
| ooking to the foll owi ng specific cases shows.

*

Noveck

VWhen an internationalized domain name is used as part of a user or
group, it would need to be configured as such, with the domain
string known to both client and server

Wiile it is theoretically possible that a client might work with
an invalid domain string and rely on the server to correct it to
an | DNA- accept abl e one, such a scenario has to be considered
extrenely unlikely, since it would depend on nultiple servers

i npl ementing the sanme correction, especially since there is no

evi dence of such corrections ever having been inpl enented by NFSv4
servers.

VWhen an internationalized domain in a location string is meant to
specify a registered dommin, simlar considerations apply.

Wiile it is theoretically possible that a client might work with
an invalid domain string and rely on the server to correct it to
an appropriate registered one, such a scenario has to be
considered extrenely unlikely, since it would depend on nultiple
servers inplenenting the sane correction, especially since there
is no evidence of such corrections ever having been inplenmented by
NFSv4 servers

VWhen an internationalized domain in a location string is meant to
specify a non-registered domain, any such server-applied
corrections woul d be usel ess.

In this situation, any potential interoperability issue would

arise fromrejecting the name, which has to be considered as what
shoul d have been done in the first place.
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12.

13.

14.

Errors Related to UTF-8

VWere the client sends an invalid UTF-8 string, the server MAY return
an NFS4ERR I NVAL error. This includes cases in which inappropriate
prefixes are detected and where the count includes trailing bytes
that do not constitute a full Miltiple-Cctet Coded Universa

Character Set (UCS) character.

Requi renments for server handling of conmponent nanes that are not
valid UTF-8, when a server does not return NFS4ERR I NVAL in response
to receiving them are described in Section 8.

Where the string supplied by the client is not rejected with
NFSAERR | NVAL but contains characters that are not supported by that
server as a value for that string (e.g., nanes containing slashes,
characters that the particular file systemare not appropriate in
names, or characters that do not fit into 16 bits when converted from
UTF-8 to a Unicode codepoint), the server MJST indicate such a
rejection using an NFS4ERR BADCHAR error.

VWere a UTF-8 string is used as a file nanme, and the file system
whi |l e supporting all of the characters within the nane, does not
all ow that particular nane to be used, the server will return the
error NFSA4ERR_BADNAME. This includes such situations as file system
prohibitions of "." and ".." as file nanes for certain operations,
and simlar constraints.

I'n maki ng such the determ nations di scussed above, servers are
dependi ng on the character encodi ng used even when the encodi ng using
UTF-8 is not enforced. Since such rejections are linited to
characters whose val ues are below 128, clients are, as a practica
matter, safe if their encodings are consistent with UTF-8 in the
handl i ng of byte val ues 127 and bel ow.

I ANA Consi derations
The current docurment does not require any actions by | ANA
Security Considerations

Unicode in the formof UTF-8 is generally used for file conponent
nanes (i.e., both directory and file conponents). However, other
character sets may also be allowed for these names. For the owner
and owner _group attributes and other sorts strings whose formis

af fected by standards outside NFSv4 (see Section 11.) are al ways
encoded as UTF-8. String processing (e.g., Unicode nornalization)
rai ses security concerns for string conparison. See Sections 11 and
7 as well as the respective Sections 5.9 of RFC7530 [ RFC7530] and
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RFC8881 [ RFC8881] for further discussion. See [RFC6943] for rel ated
identifier comparison security considerations. File component nanes
are identifiers with respect to the identifier conparison discussion
in [ RFC6943] because they are sed to identify the objects to which
ACLs are applied (See the respective Sections 6 of RFC7/530 [ RFC7530]
and RFC8881 [ RFCB8881]).

Note that the references to per-mnor-version docunments may becone
out -of -date as part of the NFsv4.1l respecification effort. |In the
event that happens, it will be necessary for users to consult RFCs
derived from[I-D. dnoveck-nfsv4-security] and

[1-D. dnoveck-nfsv4-acl s].

15. Ref er ences
15.1. Normative References

[ RFC20] Cerf, V., "ASCII format for network interchange", STD 80,
RFC 20, Cctober 1969,
<http://ww.rfc-editor.org/info/rfc20>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC3492] Costello, A, "Punycode: A Bootstring encodi ng of Unicode
for Internationalized Donain Nanmes in Applications
(IDNA) ", RFC 3492, DO 10.17487/ RFC3492, March 2003,
<https://ww. rfc-editor.org/info/rfc3492>.

[ RFC3629] Yergeau, F., "UTF-8, a transformation format of |SO
10646", STD 63, RFC 3629, DA 10.17487/ RFC3629, Novenber
2003, <https://ww.rfc-editor.org/info/rfc3629>.

[ RFC5890] Klensin, J., "Internationalized Domai n Nanes for
Applications (I DNA): Definitions and Docurment Framewor k",
RFC 5890, DA 10.17487/ RFC5890, August 2010,
<https://www.rfc-editor.org/info/rfc5890>.

[ RFC7530] Haynes, T., Ed. and D. Noveck, Ed., "Network File System
(NFS) Version 4 Protocol", RFC 7530, DO 10.17487/ RFC7530,
March 2015, <https://ww. rfc-editor.org/info/rfc7530>.

[ RFC7862] Haynes, T., "Network File System (NFS) Version 4 M nor

Version 2 Protocol", RFC 7862, DO 10.17487/ RFC7862,
Novenber 2016, <https://www. rfc-editor.org/info/rfc7862>.

Noveck Expi res 19 August 2026 [ Page 25]



Internet-Draft

[ RFC8174]

[ RFC8178]

[ RFC8881]

[ UNI CODE]

NFSv4 | nternationalization February 2026

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Noveck, D., "Rules for NFSv4 Extensions and M nor
Versions", RFC 8178, DO 10.17487/RFC8178, July 2017,
<https://www. rfc-editor.org/info/rfc8178>.

Noveck, D., Ed. and C. Lever, "Network File System (NFS)
Version 4 Mnor Version 1 Protocol", RFC 8881,

DA 10.17487/ RFC8881, August 2020,

<https://www. rfc-editor.org/info/rfc8881>.

The Uni code Consortium "The Uni code Standard, Version
7.0.0", (Mountain View, CA: The Uni code Consortium
2014 | SBN 978-1-936213-09-2), June 2014,

<http://ww. uni code. or g/ ver si ons/ Uni code7. 0. 0/ >.

[ UNI CODE- CASEF]

The Uni code Consortium "CaseFol ding-13.0.0.txt",
(Mountain View, CA: The Uni code Consortium 2014 | SBN
978-1-936213-26-9), March 2020,

<htt ps://ww. uni code. org/ Publ i ¢/ 13. 0. 0/ ucd/

CaseFol di ng. t xt >.

[ UNI CODE- CASEM

The Uni code Consortium "The Unicode Standard, Version
13.0.0, Section 5.18 Case Mappings", (Mountain View, CA:
The Uni code Consortium 2014 | SBN 978-1-936213-26-9),
March 2020,

<htt p: //www. uni code. or g/ ver si ons/ Uni codel3. 0. 0/

chO05. pdf #G21180>.

15.2. Informmtive References

[1-D. dnoveck-nfsv4-acl s]

Noveck, D., "ACLs within the NFSv4 Protocols", Wrk in
Progress, Internet-Draft, draft-dnoveck-nfsv4-acls-07, 24
May 2025, <https://datatracker.ietf.org/doc/htm/draft-
dnoveck- nf sv4-acl s- 07>.

[1-D. dnoveck-nfsv4-security]

Noveck

Noveck, D., "Security for the NFSv4 Protocols", Wrk in
Progress, Internet-Draft, draft-dnoveck-nfsv4-security-13,
16 Novenber 2025, <https://datatracker.ietf.org/doc/htm/
draft - dnoveck- nfsv4-security-13>.

Expi res 19 August 2026 [ Page 26]



Internet-Draft

NFSv4 | nternationalization February 2026

[1-D.ietf-nfsv4-rfc3010bi s]

[ RFC1094]

[ RFC1813]

[ RFC3010]

[ RFC3454]

[ RFC3490]

[ RFC3491]

[ RFC3530]

[ RFC5661]

Noveck

Beame, C., Thurlow, R, Callaghan, B., Robinson, D.,
Noveck, D., Eisler, M, and S. Shepler, "Network File
System (NFS) version 4 Protocol", Wrk in Progress,
Internet-Draft, draft-ietf-nfsv4-rfc3010bis-05, 7 Novenber
2002, <https://datatracker.ietf.org/doc/htm/draft-ietf-
nf sv4-rfc3010bi s- 05>.

Nowi cki, B., "NFS: Network File System Protocol
specification", RFC 1094, DO 10.17487/ RFC1094, March
1989, <https://www. rfc-editor.org/info/rfcl094>.

Cal I aghan, B., Pawl owski, B., and P. Staubach, "NFS
Version 3 Protocol Specification", RFC 1813,

DA 10.17487/ RFC1813, June 1995,
<https://ww.rfc-editor.org/info/rfcl813>.

Shepler, S., Callaghan, B., Robinson, D., Thurlow, R,
Beane, C., Eisler, M, and D. Noveck, "NFS version 4
Protocol ", RFC 3010, DO 10.17487/ RFC3010, Decenber 2000,
<https://www.rfc-editor.org/info/rfc3010>.

Hof frman, P. and M Bl anchet, "Preparation of
Internationalized Strings ("stringprep")", RFC 3454,
DO 10.17487/ RFC3454, Decenber 2002,
<https://ww.rfc-editor.org/info/rfc3454>.

Faltstrom P., Hoffrman, P., and A. Costello,
"Internationalizing Donain Names in Applications (IDNA)",
RFC 3490, DO 10. 17487/ RFC3490, March 2003,
<https://ww.rfc-editor.org/info/rfc3490>.

Hof fman, P. and M Bl anchet, "Nameprep: A Stringprep
Profile for Internationalized Domain Nanes (IDN)",
RFC 3491, DO 10. 17487/ RFC3491, WMarch 2003,
<https://www. rfc-editor.org/info/rfc3491>.

Shepler, S., Callaghan, B., Robinson, D., Thurlow, R,
Beame, C., Eisler, M, and D. Noveck, "Network File System
(NFS) version 4 Protocol", RFC 3530, DO 10.17487/ RFC3530,
April 2003, <https://ww.rfc-editor.org/info/rfc3530>.

Shepler, S., Ed., Eisler, M, Ed., and D. Noveck, Ed.,
"Network File System (NFS) Version 4 Mnor Version 1
Protocol ", RFC 5661, DO 10.17487/ RFC5661, January 2010,
<https://www. rfc-editor.org/info/rfc5661>.

Expi res 19 August 2026 [ Page 27]



I nternet-Draft NFSv4 | nternationalization February 2026

[ RFC6365] Hoffman, P. and J. Klensin, "Term nology Used in
Internationalization in the | ETF', BCP 166, RFC 6365,
DA 10.17487/ RFC6365, Septenber 2011
<https://ww.rfc-editor.org/info/rfc6365>

[ RFC6943] Thaler, D., Ed., "lssues in Identifier Conparison for
Security Purposes", RFC 6943, DO 10.17487/ RFC6943, May
2013, <https://ww.rfc-editor.org/info/rfc6943>

Appendi x A, Providing Information about Server Choices Regarding String
Equi val ence

A.1l. Inportant |Issues for Case-insensitive Handling of File Nanes

In this section, we discuss many of the interesting and/or

troubl esonme i ssues that the need for case-insensitive handling gives
rise toin fully internationalized environnents. Many of these are
al so discussed in [ UNI CODE- CASEM . However, our treatnent of these
i ssues, while not inconsistent with that in [ UNI CODE- CASEM, differs
significantly for a nunber of reasons:

* Qur primary focus is on case-insensitive string conparison rather
than with case mappi ng per se. Wile such conparison is natura
for the client and allowed for servers, its greater flexibility
makes it inportant to understand its capabilities in dealing with
potentially troubl esome issues in providing case-insensitive file
name handl i ng.

* Because a case mappi ng nodel forces the specification of a single
case mapping result when there are nmultiple potentially valid
results, there are inevitably cases in which the result chosen is
i nappropriate for sone users. These are cases in which F-type and
S-type mappings are present and in which Ctype and T-type
mappi ngs conflict. Normally, an appropriate choice is selected by
use of the locale, but in a file systemenvironnment, valid |ocale
informati on m ght not be present. As a result, case-insensitive
string conparison, which does not force such case mappi ng choi ces,
will be nore desirable since it allows construction of sets of
equi val ent strings based on multiple mappi ngs which is not
possi bl e when case mapping is the goal
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The exanpl es bel ow present comon situations that go beyond the
simple invertible case mappi ngs of Latin characters and the
straightforward adaptati on of that nodel to Greek and Cyrillic. In
EX4 and EX5 we have case-based sets of equival ent strings including
mul ti-character strings not derived from canonical equival ences while
for EX7 and EX8 all multi-character strings are derived from
canoni cal equival ences. In addition, EX1, EX2, EX3 and EX6 di scuss
other situations in which a set of equivalent strings has nore than
two el ements.

EX1: Certain digraph characters such LATIN SMALL LETTER DZ ( U+01F3)
have additional case variants to consider such as the title
case character LATIN CAPTAL LETTER D WTH SMALL LETTER Z
(WO01F2) in addition to the uppercase LATIN CAPI TAL LETTER DZ
(WHO01F1). While the variant for title case would not appear in
nanes in case-insensitive non-case-preserving file systens,
case-insensitive string conparison has no problemin treating
these three characters as within same se of equival ent
characters.

This set of equivalent strings can be derived using only Ctype
mappi ngs. The possibility of mapping these characters to the
two-character sequences they represent is not a troubl esone

i ssue since that would be derived froma conpatibility
equi val ence, rather than a canonical equival ence, and there is
no F-type mapping making it an option

EX2: To deal with the case of the OHM SI GN (U+2126) which is
essentially identical to the GREEK CAPI TAL LETTER QOVEGA
(W03A9), one can construct an set of equival ent characters
consisting of OHM SI GN (U+2126), GREEK CAPI TAL LETTER OVEGA
(U+03A9), and GREEK SMALL LETTER OVEGA (U+03C9).

This set of equivalent strings can be derived using only Ctype
mappi ngs. Both OHM SI GN (U+2126), and GREEK CAPI TAL LETTER
OVEGA (U+03A9) | owercase to GREEK LETTER OVEGA (U+03C9), while
that character only uppercases to GREEK CAPI TAL LETTER OVEGA
(U+03A9) .

EX3: To deal with the case of the ANGSTROM SI GN (U+212B) which is
essentially identical to LATIN CAPI TAL LETTER A WTH RI NG ABOVE
(W+00C5), one can construct a set of equivalent strings
consi sting of ANGSTROM Sl GN (U+212B), LATIN CAPI TAL LETTER A
W TH RI NG ABOVE (U+00C5), LATIN SVALL LETTER A WTH RI NG ABOVE
(WHO00E5), together with the two-character sequences invol ving
LATI N CAPI TAL LETTER A (U+0041) or LATIN SVMALL LETTER A
(U+0061) foll owed by COVBI Nl NG RI NG ABOVE ( U+030A)
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EX4:

EX5:

Noveck

This set of equivalent strings can be derived using only Ctype
mappi ngs together with the ability to map characters to
canoni cal |y equi val ent strings. Both ANGSTROM SI GN (W+212B),
and LATIN CAPI TAL LETTER A W TH RI NG ABOVE (U+00C5) | ower case
to LATIN SMALL LETTER A WTH RI NG ABOVE (U+00E5), while that
character only uppercases to CAPI TAL LETTER A WTH RI NG ABOVE
(U+00Ch) .

In sone cases, case mapping of a single character will result
in a multi-character string. For exanple, the German character
LATIN SMALL LETTER SHARP S (W+00DF) woul d be uppercased to
"SS", i.e. two copies of LATIN CAPI TAL LETTER S (U+0053). On
the other hand, in sone situations, it would be uppercased to
the character LATIN CAPI TAL LETTER SHARP S (W1E9E), using an
S-type mapping, referred to as an instance of "Tail ored
Casing". Unfortunately, in the context of a file system there
is unlikely to be available information that provides gui dance
about which of these case mappi ngs should be chosen. However,
the use of case-insensitive mappings with | arger equival ence

cl asses often provides handling that is acceptable to a w der
variety of users. 1In this case, if both mappings were used
together to create a set of equivalent strings, Gernman-speakers
woul d get the mapping they expect while those unfamliar with
these characters only see them when they access a file whose
name contai ns such characters.

It appears that if the construction of case-based equival ence
cl asses were generalized to include nulti-character sequences,
then all of LATIN SVALL LETTER SHARP S (U+00DF), LATI N CAPI TAL
LETTER SHARP S (W1E9E), "ss", "sS', "Ss", and "SS' woul d

bel ong to the sanme equival ence class and coul d be handl ed by
the general al gorithmdescribed in Appendix B.1, rather than by
code specifically witten to deal with this particul ar issue,
whi ch mght hard to nmaintain.

O her ligatures, such as LATIN SMALL LI GATURE FFL (W+FB04),
could be handled simlarly by this algorithm if there were
felt to be a need to do so. However, because the deconposition
of this character into the string consisting of the three
letters LATIN SVALL LETTER F (U+0066), LATIN SVMALL LETTER F
(U+0066), LATIN SVMALL LETTER L (W+006C), is a conpatibility
equi val ence, and the F-type mapping of this ligature to the
three constituent characters is to be treated as optional,

i mpl ement ati ons can choose either to treat this character as
havi ng no uppercase equivalent or treat it as part of |arger
set of equivalent strings including "ffl", "ffL", "fFl ", etc.).
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EX6: The character COVBI NI NG GREEK YPOGEGRAMMVENI (U+0345), al so
known as "iota-subscript” requires special handling when
uppercasi ng and | owercasing. While the description of the
appropriate handling for this character, in the case mappi ng
section, is focused on nulti- character sequences representing
di pht hongs, case-insensitive conparisons can be perforned
wi t hout consideration of nulti-character sequences. This can
be done by assigni ng COVBI Nl NG GREEK YPOGEGRAMVENI (U+0345),
GREEK SMALL LETTER | OTA (U+03B9), and GREEK CAPI TAL LETTER | OTA
(W+0399) to the same equival ence cl ass, even though the first
of these is a conbining character and the others are not.

EX7: |In some cases, context-dependent case nmapping is required. For
exanpl e, GREEK CAPI TAL LETTER SI GVA (WH+03A3) | owercases to
GREEK SMALL LETTER SIGVA (U+03C3) if it is foll owed by anot her
letter and to GREEK SMALL LETTER FINAL SI GVA (W+03C2) if it is
not .

Despite this, case-insensitive conparisons can be inpl enented,
by considering all of these characters as part of the sanme
equi val ence cl ass, wi thout any context-dependence, and this set
of equivalent strings can be derived using only C-type

mappi ngs.

EX8: In nost |anguages witten using Latin characters, the uppercase
and | owercase varieties of the letter "I" map to one anot her.
In a nunmber of Turkic |anguages, there are two distinct

characters derived from"I1" which differ only with regard to
the presence or absence of a dot so that there are both capital
and snmall i's with each having dotted and dotl ess vari ants.

Wthin such | anguages, the dotted and dotless |I’'s represent
different vowel sounds and are treated as separate characters
with respect to case mapping. The uppercase of LATIN SMALL
LETTER | (U+0069) is LATIN CAPI TAL LETTER | W TH DOT ABOVE
(U+0130), rather than LATIN CAPI TAL LETTER | (U+0049).
Similarly the | owercase of LATIN CAPI TAL LETTER | (U+0049) is
LATIN SVALL LETTER DOTLESS | (U+0131) rather than LATIN SMALL
LETTER | (U+0069).
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When doi ng case nmappi ng, the server nmust choose to uppercase
LATIN SMALL LETTER | (U+0069) to either LATIN CAPI TAL LETTER
(W+0049), based on a C-type mapping to LATIN CAPI TAL LETTER

W TH DOT ABOVE (U+0130), based on a T-type mapping. The fornmer
is acceptable to nost people but confusing to speakers of the
Turki c | anguages in question since the case mappi ng changes the
character to represent a different vowel sound. On the other
hand, the |l atter mapping seemngly inexplicably results in a
character many users have never seen before. Normally such
choices are dealt with based on a locale but, in a file system
environment, no locale information is likely to be avail abl e.

In the context of case-insensitive string conparison, it is
possible to create a |l arger set of equival ent strings,
including all of the letters LATIN SMALL LETTER | (UW+0069),
LATI N CAPI TAL LETTER | (U+0049), LATIN CAPITAL LETTER | W TH
DOT ABOVE (U+0130), LATIN SMALL LETTER DOTLESS | (U+0131)
together with the two-character string consisting of LATIN
CAPI TAL LETTER | (U+0049) foll owed by COVBI Nl NG DOT ABOVE
(U+0307) .

A.2. Defining Case-lnsensitive Processing of File Nanes

When a server inplenments case-insensitive file nane handling, it is
desirable that clients do so as well. For exanple, if a client
possessing the cached contents of a directory, notes that the file
"a" does not exist, it cannot imediately act on that presuned non-
exi stence, without checking for the potential existence of "A" as
well. As aresult, clients, in order to do certain form of name
caching, mght need to be able to provide case-insensitive nane
compari sons, irrespective of whether the server handling is case-
preserving or not.

Because case-insensitive nane conparisons are not always as
straightforward as the above exanpl e suggests, the client, if it is
to emul ate the server’s nane handling, would need informtion about
how certain cases are to be dealt with. |In cases in which that
information is unavailable, the client needs to avoid nmaking
assunptions about the server’s handling, since it will be unaware of
the Uni code version inplenented by the server, or nany of the details
of specific issues that might need to be addressed differently by
different server file systens in inplenenting case-insensitive nanme
handl i ng.

Noveck Expi res 19 August 2026 [ Page 32]



I nternet-Draft NFSv4 | nternationalization February 2026

Many of the problematic issues with regard to the case-insensitive
handl i ng of names are discussed in Section 5.18 of the Unicode

St andard [ UNI CODE- CASEM whi ch deals with case mapping. Wile we
need to address all of these issues as well, our approach will not be
exactly the sane.

* Since the client would only need to be doing case-insensitive
compari sons, issues that apply only to uppercasing or | owercasing
do not have the same significance

* Many clients will have to operate correctly even in the absence of
detailed informati on about the specifics of server-side case-
mappi ng or the version of Unicode inplenented by the server

* dients will have to accommpdat e server behaviors not anticipated
by the Unicode Specification since it mght be that neither the
server nor the client would have any rel evant | ocal e know edge
when file nanmes are processed

Anot her source of information about case-folding, and indirectly
about case-insensitive conparisons, is the case-folding text file
which is part of the Unicode Standard [ UNI CODE- CASEF]. This file
contains, for each Unicode character that can be uppercased or

| ower cased, a single character, or, in some cases a string of
characters of the other case. For characters in capital case, the
| owercase counterpart is given. Each of the mappings is
characterized as of one of four types:

* Common case folding, denoted by a status field of "C'. These are
used for mappi ng where a single character can be napped to a
singl e character of another case. These are always valid with one
potential exception being the mappi ngs of LATIN CAPI TAL LETTER
to LATIN SMALL LETTER | and vice versa, which mght be superseded
by the T-type mappi ngs associated with sone Turkic | anguages when
witten using Latin letters.

* Full case folding, denoted by a status field of "F'. These are
used for mappings in which single character is mapped to a nulti-
character string of a different case.

* Special case folding, denoted by a status field of "S'. These
provi de additional single-character-to-single-character which
m ght be used when there is also an F-type mappi ng of the same
character. 1In the case of case folding, this is an alternative to
the correspondi ng F-type, although, for the purposes of case-
insensitive string conparison, it is possible for both to be
considered valid at the sane tinme
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* Special case foldings for Turkic |anguages, denoted by a status
field of "T". These consist of the invertible case mappi ngs
bet ween LATIN SMALL LETTER | (W+0069) and LATIN CAPI TAL LETTER |
W TH DOT ABOVE (W+0130) and between LATIN CAPI TAL LETTER I
(U+0049) and LATIN SMALL LETTER DOTLESS | (U+0131). The
rel ati onshi p between these mappi ngs and the C-type nmappi ngs for
LETTER | is discussed belowin item EX8

Wil e the case mapping section does discuss case-insensitive string
conpari sons, and describes a procedure for constructing equival ence
cl asses of Unicode characters, the description does not deal clearly
with the effect of F-type mappings. There are a nunber of problens
with dealing with F-type nmappings for case folding and basing case-
insensitive string comparisons on those mappings, particularly in
situations, such as file systens, in which extensive processing of
strings is unlikely to be practical

*  Mappings fromsingle characters to nulti-character strings, are,
for case-folding purposes, not invertible. However, case-
i nsensitive name conparison, by its nature, requires invertible
mappi ngs, in which a multi-character string is mapped to a single
character of a different case. This is not conpatible with any
exi sting sinple case-mappi ng nodel .

* Scanning of names for multi-character sequences might well be too
complicated for effective inplementation within a file system
especially since such sequences m ght overlap in conplicated ways.

* Case foldings which map single characters to nulti-character
sequences (see item EX4 below for an inportant exanple), would
give rise to very large sets of strings. This is because of the
invertibility of case mappi ngs when used to determ ne case-
insensitive string equival ence. For exanple, a string of eight
copies of the letter S would give rise to a set of 256 equival ent
strings plus over two thousand others when the German SHARP S
characters discussed in itemEX4 are included.

Despite these potential difficulties, case mappings involving multi-
character sequences can be reversed when used as a basis for case-
insensitive string conparisons and incorporated into a set of
equi val ence cl asses on nane strings, as described bel ow
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* Case-insensitive servers MAY do either case-mapping to a chosen
case (the non-case-preserving case), or case-insensitive string
compari sons when providing a case-preserving i nplenmentation. In
either case, the server MAY include F-type nmappings, which nap a
single character to a nulti-character string. However, only the
case in which it is doing case-insensitive string conparison wll
it use the inverse of F-type mappings, in which a multi-character
string is mapped to a single character of a different case

In these cases, the server can choose to use either a Ctype
mappi ng or an F-type mapping, or both, when both exist. Sinlarly
the server may choose to inplenment the Ctype mappi ngs of LATIN
CAPI TAL LETTER | to LATIN SMALL LETTER | and vice versa, the
correspondi ng T-type mappi ngs or both, although using only the
T-type mappings is undesirable, unless there is a nmeans of
informng the client that it has been chosen, since users night
reasonably expect LATIN CAPI TAL LETTER | and LATIN SVALL LETTER I
to treated identically in a case-insensitive file system

* The client, when informed of the details of the client’s handling
of case, has the ability to efficiently inplenent an appropriate
case-insensitive nane conparison conpatible with that of the
server. This includes the ability to handl e mappi ngs bet ween
singl e characters and nulti-character strings.

* I mplenentation of case-insensitive name conparisons will typically
require a case-insensitive name hash

Providi ng Information about Server Case-lnsensitive Conparisons

It is possible to provide, as part of a valid NFSv4 extension,
information sufficient to allowthe client to be aware of, and
potentially to enul ate, case-insensitive conparisons inplenmented by
the server. Such information would take the formof an OPTI ONAL
read-only per-fs file attribute. The information |isted bel ow woul d
need to be incl uded.

Whenever the value provided for a particular file systemis invalid
in some way, the client is justified inignoring the attribute and
acting as if it were not supported on that file system

* An integer denoting the version of Unicode on which the
i mpl ement ed case-equi val ence rel ati on was based.
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The val ue zero would be available for use to indicate that the
version is not relevant, either because the file systemin
question is UTF8-unaware, or because there is no server processing
based on this version when the server is not case-insensitive and
does not provide any normalization-rel ated services.

If the value zero is received on a case-insensitive file system
the attribute value is considered invalid.

* |Information regarding the special mapping for |anguages in which
dot and dotless i’'s represent different vowel sounds (e.g. Turkish
and Azeri).

This could take the formof an enuneration having the val ues
listed below, with any other value causing the attribute to be
consi dered invalid.

- Avalue indicating that only the C-type napping are to be used
in handling all i characters.

In the case, LATIN SMALL LETTER I (U+0069) and LATI N CAPI TAL
LETTER | (U+0049) are consi dered case-equi val ent while neither
LATI N CAPI TAL LETTER | W TH DOT ABOVE (U+0130) nor LATIN SMALL
LETTER DOTLESS | (U+0131) are considered case-equival ent to any
ot her character.

- Avalue indicating that only the T-type nmappings are to be used
in handling all i characters.

In this case, LATIN SMALL LETTER DOTLESS | (UW+0131) is

consi dered case-equi val ent to LATIN CAPI TAL LETTER | (U+0049)
whi l e neither LATIN CAPI TAL LETTER | (U+0049) nor LATI N CAPI TAL
LETTER | WTH DOT ABOVE (U+0130) are consi dered case-equi val ent
to any other character.

- Avalue indicating that both C-type and T-type mappings are to
be used when handling i character

Thi s val ue nust not be used for file systemthat are case-
insensitive but not case-preserving.

In this case, all of LATIN SVMALL LETTER | (UW+0069), LATIN
CAPI TAL LETTER | (W+0049), LATIN SMALL LETTER DOTLESS
(U+0131), and LATIN CAPITAL LETTER | W TH DOT ABOVE (U+0130)
are consi dered case-equi val ent.

* Handling for special and full case foldings, as described in
Appendi x A 2.
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This might take the formof a variable-length array of item of
charfol dt ype4, one for each character that can be subject to
either S-type or F-type mappings. A possible realization of this
type is described below. If this array is not of length zero and
the Uni code version is zero, the attribute is considered invalid.

Each charfol dtype4 woul d contain the foll ow ng:

* The nuneric value of the UCS character, as opposed to the UTF-8
encodi ng of that character

If the character is one that has neither an S-type nor an F-type
mappi ng, the attribute is considered invalid.

* Awrd with two bits, each of which indicates whether one of the
two types of mapping are to be used in constructing sets of
equi val ent strings, with the loworder bit referring to S-type
mappi ngs and the next bit referring to F-type nappings. Depending
on these bit settings, these mappings are either included or not
in the set of case-equivalent strings associated with the
particul ar character on the current the file system This is in
addition to any equival ences resulting from Ctype mappi ngs

When either of these bits is set and the specified mappi ng does
not exist for the associ ated character, the attribute is
consi dered invalid.

If there are characters within the specified Unicode version that
have S-type or F-type mappings specified and are not included in the
array, then the equival ence set nenberships for that character depend
only on C-type mappings, if present.

A 4. Providing Information about Server Formlnsensitive Conparisons

It is possible to provide, as part of a valid NFSv4 extension,
information sufficient to allowthe client to be aware of, and
potentially to ermulate, forminsensitive conparisons inplenmented by
the server. Such information would take the form of an OPTI ONAL
read-only per-fs file attribute. The follow ng information would
need to be included.

* An integer denoting the version of Unicode on which the
i mpl erent ed canoni cal equi val ence was based.

The val ue zero would be avail able for use to indicate that the
version is not relevant, either because the file systemin
question is UTF8-unaware, or because there is no server processing
based on the canoni cal equival ence rel ation.
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* An enunerated val ue indi cates whether nanmes are mapped to their
NFC or NFD equival ents, or conpared in a forminsensitive manner
wi t hout nodification.

Al t hough the attribute discussed in Appendi x A 3 contains the Unicode
version, allowing this one to be dispensed with, it is defined
separately for the follow ng reasons

* Because of the additional effort in defining an attribute capable
of supporting case-insensitivity and the low level of interest in
that feature, the Working G oup m ght decide to define this one
first.

*  Even when they were both defined some servers mght choose not to
support the one only applicable to a case-insensitive environnent.

Appendi x B. I nplenmentation Di scussions
B.1. Inplenmenting Case-Insensitive Conparison of File Nanes

I mpl enenting case-insensitive string conparisons based on equi val ence
classes including nmulti-character strings can be perforned as

descri bed bel ow. Wen such case-based set of equival ent strings
contain multi-character strings, there are potential conplexities
that derive fromthe need to recogni ze such nulti-character strings
within the strings being conpared.

The algorithm presented in this section requires the follow ng for
each set of equival ent strings:

(1): That if there is nore than one multi-character string within
the set of equival ent strings, the equival ence of those strings
must be derivable from case-insensitive string equival ence
usi ng sets of equivalent strings each of whose nenbers consi st
only of single-character strings.

(2): That each such set contains at |east one single-character
string.

Al t hough ot her sources are possible (see items EX2 and EX3 in
Appendi x A 1), an inportant reason that nulti-character sequences
appear in case-insensitive sets of equivalent strings result from
canoni cal deconposition of one or nore preconposed characters. In
such cases, elements of a case-insensitive equival ence class will
include multiple characters because of the canonical deconposition of
a single character.

Noveck Expi res 19 August 2026 [ Page 38]



I nternet-Draft NFSv4 | nternationalization February 2026

While the algorithmpresented in this section can deal with certain
case-based equi val ences deriving from canoni cal deconposition, it is
not capabl e of providing general handling of the conbination of
canoni cal equival ence and case-based equi val ence. Wile this can be
addressed by normalizing strings before doing case-insensitive
conparison, it is nore efficient to do a general forminsensitive and
case-insensitive string conparison in a single step as described in
Appendi x B. 2

The foll owi ng tables would be used by the conparison al gorithm
present ed bel ow.

* For each possible character value, the associated set of
equi val ent strings for case-insensitive conparison would be
identified

* For each such set, the hash value contribution will be provided.
In the case of set of equivalent strings that do not include
mul ti-character strings including set that only include a single

(single-character) menber, this will be the hash val ue
contribution of one particular variant (usually | ower case) of the
character

* |In the case of set of equivalent string that do include nulti-
character strings, the hash value contribution needs to be
equi val ent to the conbined contribution of each character within
the multi-character string. |In addition, for each such
equi val ence class, the length of the nulticharacter string will be
provi ded together with a pointer to an array describing the nulti-
character string, nost probably presenting each character by a
val ue of a case-equival ent character, nost probably the | ower-case
vari ant.

Case-insensitive conparison proceeds as foll ows:

* Inplenmentation of case-insensitive name conparisons will typically
require a case-insensitive name hash using the tables described
above. If such a hash value is kept for all cached nanes,
compari sons of hashes can be used instead of the detail ed
conparison set forth below. Using such hash conparisons, a |arge
set of potentially equival ent nanes can be excluded based on the
occurrence of hash m snmatches, since case-equival ent nanmes woul d
have the same hash val ue. val ue.
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B. 2.

Noveck

For names with matchi ng hash values, a detail ed case-insensitive
comparison will be necessary. This can proceed character-by-
character or byte-by-byte. However, in the byte-by-byte case,
processing in the event of a msmatch nust start at the start of
the current character, rather than the byte at which the

di fference was detected.

In cases in which there is a msmatch, the associ ated equi val ence
classes will be conpared. When these are identical, indicating
the case equival ence of the two characters, the conparison of the
two strings continues at the next character of each string.

When the two equival ence classes are not identical, further
comparisons to determne if a single character within one string
mat ches (except for case) a nulti-character string within the
other. For each of two equival ence cl asses bei ng conpared that
include a nulti-character string, the check bel ow nust be nade to
determ ne whether the nulti-character string at the corresponding
position of the other string being conpared, is within the current
equi val ence class. |If neither of the two equival ence cl asses
include multi-character strings, the comparison termnates with a
m smat ch i ndi cati on.

For each equival ence class that does include a nulti-character
string (there m ght be one or two), a scan needs to be nmade to see
of the characters at the current position if the other string
mat ches (except for case) the nmulti-character string which is

included in the current equivalence class. |If this check
succeeds, for either equival ence class, the conparison of the two
strings continues at the next character of each string. In the

event of failure, the sane sort of conparison is done using the
other current equival ence class, if it include multi-character
strings. Once this check fails for all equival ence cl asses that
include nmulti-character strings, the conparison termnates with a
m smat ch i ndi cati on

Forminsensitive String Conparisons

This section deals with two varieties of forminsensitive string
conpari son:

*

Provi ding a conparison function which is forminsensitive only.
For any string, whether normalized or not, this function will
determine it to be equivalent to all canonically equival ent
strings, including but not limted, to the normalized forms NFC
and NFD
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* Providing a conparison function which is both forminsensitive and
case-insensitive. This function will determ ne strings that only
differ in case to be equal but will also be forminsensitive, as
descri bed above.

The non-normative gui dance provided in this Appendix is intended to
be hel pful in dealing with two distinct inplenentation areas:

* Inplenmentation of server-side file systens intended to be accessed
as UTF8-aware file systens using NFSv4 protocols. Wile it is
often the case that such file systens are devel oped by separate
organi zations fromthose concerned with NFSv4 server devel opnent,
the internationalization- related requirenents specified in this
docunent nust be adhered to for successful inter-operation when
usi ng UTF8-aware file systens, making this inplenentation guidance
apropos despite any potential organizational barriers.

* | nplenmentation of NFSv4 clients that m ght need to provide
mat chi ng internationalization-related handling for reason
di scussed in Section 7.3.

There are three basic reasons that two strings being conpared m ght
be canoni cal |l y equi val ent even though not identical. For each such
reason, the inplenentation will be similar in the cases in which
forminsensitive conparison (only) is being done and in which the
comparison is both case-insensitive and form insensitive.

* Two strings may differ only because each has a different one of
two code points that are essentially the same. Three code points
assigned to represent units, are essentially equivalent to the
character denoting those units. For exanple, the OHM Sl GN
(W2126) is essentially identical to the GREEK CAPI TAL LETTER
OVEGA (U+03A9) as M CRO SIGN (W+00B5) is to GREEK SMALL LETTER MJ
(U+03BC) and ANGSTROM SI GN (U+212B) is to LATIN CAPI TAL LETTER A
W TH RI NG ABOVE ( U+00C5) .

As discussed in itenms EX2 and EX3 in Appendix A 1, it is possible
to adjust for this situation using tables designed to resolve
case-insensitive equival ence, essentially treating the unit
synbol s as an additional case variant, essentially ignoring the
fact that the graphic representation is the same. As a result,
those doing string conparisons that are both forminsensitive and
case-insensitive do not need to address this issue as part of
forminsensitivity, since it would be dealt with by existing case-
i nsensitive conparison |ogic.
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Where there is no case-insensitive conparison logic, this function
needs to be perfornmed using simlar tables whose primary function
is to provide the deconposition of preconposed characters, as
described in Appendi x B. 2. 2.

* Two strings may differ in that one has the deconposed form
consisting of a base character and an associ ated comnbi ni ng
character while the other has a preconposed character equivalent.

Al t hough, as discussed initens EX3 in Appendix A1, it is

possi ble to use tables designed to resolve case-insensitive
equi val ence by providing as possible case-insensitively equival ent
string, multi-character string providing the deconposition of
preconposed characters, special logic to do so is only necessary
when the deconposition is not a canonical one, i.e. it is a
conpati bility equival ence

In general, the table used to do conparisons, whether case-
sensitive or not, needs to provide infornmation about the canonica
deconposition of preconposed characters. See Appendix B.2.2 for
detail s.

* Two strings may differ in that the strings consist of conbining
characters that have the same effect differ as to the order in
whi ch the characters appear. For exanple, a letter m ght be
foll owed by a conbi ni ng character above and a combi ni ng character
bel ow and t he conbi ning characters m ght appear in different
orders.

There is no way this function could be performed within code
primarily devoted to case-insensitive equival ence. However, this
function could be added to inpl enentations, providing both sorts
of equival ence once it is determned that the base characters are
case-equivalent while there is a difference of conbining
characters in to be resolved. (See Appendix B.2.5 for a

di scussi on of how sets of comnbining characters can be conpared).

1. Nane Hashes

We di scussed in Appendix B.1 the construction of a case-insensitive
file name hash. While such a hash could also be forminsensitive if
the hash contribution of every pre-conposed character matched the
conbi ned contribution of the characters that it deconposes into.

However, there is no obvious way that sort of hash could respect the
canoni cal equival ence of nultiple conbining characters nodi fying the
sanme base character, when those conbi ning characters appear in
different orders. Addressing that issue would require a
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significantly different sort of hash, in which conbining characters
are treated differently fromothers, so that the re-ordering of a
string of conbining characters applying to the same base character
will not affect the hash

In the hash discussed in Appendix B.1, there is no guarantee that the
hash for multiple conmbining characters presented in different orders
will be the same. This is because typically such hashes inpl ement
some transformation on the existing hash, together with adding the
new character to the hash being accunul ated. Such nethods of hash
construction will arrive at different values if the ordering of

conbi ning characters changes

In order to create a hash with the necessary characteristics, one can
construct a separate sub-hash for conposite character, consisting of
one non-conbi ning character (may be pre-conposed) together with the
set (possibly null) of conbining characters immediately following it.
Each such conposed character, whether preconposed or not, wll have
its own sub-hash, which will be the sane regardl ess of the order of
the conbi ni ng characters

If the hash is to include case-insensitivity, special handling is
needed to deal with issues arising fromthe handling of COVBI Nl NG
GREEK YPOGEGRAMVENI (U+0345). That conbining character, as di scussed
in itemEX6 of Appendix A 1 is uppercased to the non-comnbining
character GREEK CAPI TAL LETTER | OTA (W+0399) which is in turn

| owercased to the non-conbi ning character GREEK SMALL LETTER | OTA
(WU+03B9). As a result, when conputing a case-insensitive hash, when
a base character is | OTA (of either case) and the previ ous base
character is ALPHA, ETA, or OVEGA (of the same case as the |OTA),

that IOTA is treated, for the purpose of defining the conposite
characters for which to generate sub-hashes as if it were a combi ning
character. As aresult, in this case a string of containing two
conposite characters will be treated as were a single conposite
character since the iota will be treated as if it were a conbining
character. This string will have its own sub-hash, which will be the
sane regardl ess of the order of conbining characters.

The sane outline will be foll owed for generating hashes which are to
be forminsensitive (only) and for those which are to be both form
insensitive and case-insensitive. The initial value, representing
the base character, will differ based on the type of hash, as

di scussed bel ow.

* In the case-sensitive case, the initial value of the sub-hash wll
reflect the value of the base character with the only possible
need to map to a different value deriving fromthe exi stence of
OHM SI GN (U+2126), ANGSTROM SI GN (U+212B), and M CRO SI GN ( U+00B5)
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as characters distinct fromthe letters that represent these code
points. This could be done with a mapping table but nost

i mpl ement ati ons woul d probably choose to inplenent speci al - purpose
code to do this.

* In the case-insensitive case, the initial value of the sub-hash
will reflect the case-based equival ence class to which the
character (the | ower-case equivalent is generally suitable). In
this context a tabl e-based mapping is required and this mappi ng
can shift OHM SI GN, ANGSTROM SIGN, and M CRO SIGN to the case-
based equi val ence class for the correspondi ng character

Regardl ess of the type of hash to be produced, values based on the
foll owi ng conbi ning characters need to reflected in the sub-hash. In
order to nake the sub-hash invariant to changes in the order of
conbi ni ng characters, values based on the particul ar conbining
character are conbined with the hash being conputed using a
commut ati ve associ ative operation, such as addition

To reduce false-positives, it is desirable to nake the hash
relatively wide (i.e. 32-64 bits) with the val ue based on base
character in the upper portion of the word with the values for the
conbi ning characters appearing in a wide range of bit positions in
the rest of the word to Iimt the degree that nmultiple distinct sets
of conbi ning characters have value that are the sane. Al though the
details will be affected by processor cache structure and the

di stribution of names processed, a table of values will be used but
typical inplenentations will be different in the two cases we are
deal i ng as described in Appendix B. 2. 2.

As each sub-hash is computed, it is conmbined into a name-w de hash
There is no need for this computation to be order-independent and it
wi Il probably include a circular shift of the hash conputed so far to
be added to the contribution of the sub-hash for the new base or
conposed character.

As described in Appendix B.2.3 the appropriate full name hash wll
have the major role in excluding potential matches efficiently.
However, in some small nunber of cases, there will be a hash match in
whi ch the nanes to be conpared are not equivalent, requiring nore

i nvol ved processing. It is assunmed below that a given name will be
searching for potential cached nmatches within the directory so that
for that name, on will be able retain information used to construct
the full nane hash (e.g. individual sub-hashes plus the bounds of
each composite character. These will be conpared agai nst cached
entries where only the full (e.g. 64-bit) nane hash and t he nane
itself will be available for conparison.
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B.2.2. Character Tabl es

The per-character tables used in these algorithnms have a nunber of
type of entries for different types of characters. |In sone cases,
information for a given character type will be essentially the sane
whet her the conmparison is to be forminsensitive or case-

insensitive. |In others, there will be differences. Al so, there may
be entry types that only exist for particular types of conparisons.
In any case, sone bits within the table entry will be devoted to
representing the type of character and entry, with provisions for the
fol |l owi ng cases:

* For conbining characters, the entry will provide informtion about
the character’s contribution to the composite character sub-hash
in which it appears.

* For case-insensitive conparisons, there needs to be special
entries for characters, which, while not thensel ves conbining
characters, are the case-insensitive equival ents of conbining
characters. An exanple of this situation is provided in item EX6
wi t hi n Appendi x A. 1.

* For pre-conposed characters, the entry needs to provide the
initial hash value which is to be the basis for the sub-hash for
the name substring including contributions for the base character
together with contribution of included conbining characters. In
addition, such entries will provide, separately, information about
the character’s canonical deconposition

* For case-insensitive conparisons, there needs to be, for base
characters, entries assigning each base character to the case-
based equi val ence class to which it bel ongs, although such entries
can be avoided if the equival ence class matches the character
(usual ly casel ess and | owercase characters.

* Also, for case-insensitive conparisons, there will need to be
special entries for characters which nmulti-character string as
case-insensitive equival ent of the base character. Exanples of
this situation are provided in items EX4 and EX5 within
Appendi x A. 1. Such entries will need to have a hash-contribution
that reflects the hash that would be conputed for the nmulti-
character string.
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* For forminsensitive conparisons, there will be special entries to
provi de special handling for those cases in which there are two
canoni cal | y equi val ent single characters. Such entries do not
exi st for case-insensitive conparison since this situation can be
handl ed by a non-standard use of case mappi ng for base characters
by placing these two characters in the sane case-based equi val ence

In the cormmon case in which a two-stage mapping will be used, there
wi |l be common groups of characters in which no table entry will be
required, allowing a default entry type to be used for some character
groups with entry contents easily cal culable fromthe code point.

* In the case forminsensitive conparison, this consists of all base
characters, with the hash contribution of the character derivable
by a pre-specified transformation of the code point val ue.

* |In the case case-insensitive conparison, this consists of all base
character which are either casel ess or equivalence class is the
same as the code point, typically | owercase characters. As in the
forminsensitive case, the hash contribution of the character is
derivable by a pre-specified transformati on of the code point
val ue, which matches, in this case, the id assigned to the case-
based equi val ence cl ass.

3. Qutline of conparison

We are assuming that conparisons will be based on the hash val ues
conput ed as described in Appendix B.2.1, whether the conparison is to
be forminsensitive or both case-insensitive and forminsensitive.

To facilitate this conparison, the name hash will be stored with the
nanes to be conpared. As a result, when there is a need to

i nvestigate a new nane and whether there are existing matches, it

will be possible to search for matches with existing nanes cached for
that directory, using a hash for the new name which is conputed and
conmpared to all the existing nanmes, with the result that the detail ed
compari sons described in Appendices B.2.4 and B.2.5 have to be done
relatively rarely, since non-matching names together with matching
hashes are likely to be atypical

G ven the above, it is a reasonable assunption, which we will take
note of in the sections below, that for one of the nanmes to be
compared, we will have access to data generated in the process of
computing the name hash while for the other nanmes, such data would
have to be generated anew, when necessary. Wen that data includes,
as we expect it will, the offset and length of the string regions
covered by each sub-hash, direct byte-by-byte conparisons between

eck Expi res 19 August 2026 [ Page 46]



I nt

B. 2.

Nov

ernet-Draft NFSv4 | nternationalization February 2026

correspondi ng regions of the two strings can exclude the possibility
of difference wi thout invoking any detailed logic to deal with the
possi bility of canonical equival ence or case-based equival ence in the
absence of identical nane segnent.

In the case in which the byte-by-byte conparisons fail, further
anal ysis i s necessary:

* First, the associ ated base characters are conpared, as is
di scussed in Appendix B.2.4. Wen doing forminsensitive
conparison this is straightforward. However, when case-
i nsensitive conparison is to be done, there is the possibility
that the sub-hash boundaries of the two conparands are different,
requiring that a common point in both conparands be found to
resune conparison after a successful match. For either form of
conparison, if a msmatch is found at this point then the
conparison fails, while, if there is match, there nust be a
conpari son of any follow ng conbining characters, as descri bed
bel ow, before nmoving on to the regi on covered by the appropriate
sub-string covered by the appropriate next sub-hash for each
compar and.

* |If there is no msmatch as to the base characters, the set of
associ ated conbi ni ng characters (mght be null) nust be conpared,
as is discussed in Appendix B.2.5. If a mismatch is found at this
poi nt then the conparison fails. This may be because the sets of
combi ning characters are different, because there are multiple
copi es of the sane conbi ning character in one of the string, or
because the difference in conbining character is not one that
mai nt ai ns canoni cal equi val ence (due to conbi ning cl asses).

* \When both conparisons show a match, the conparison resunes at the
next substring, using a byte-by-byte conparison initially. If the
conpari son cannot be resuned because one of the strings is
exhausted, the conparison term nate, succeeding only if both
strings are exhausted while failing if only one of the strings is
exhaust ed.

4. Conparing Base Characters

In general, the task of conparing based characters is sinple, using a
tabl e | ookup using the nunmeric value of the initial character in the
substring. Wen doing forminsensitive conparison this is the base
character associated with the initial (possibly pre-comnmposed)
character, while for case-insensitive conparison it is the case-based
equi val ence cl ass associated with that character
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When doi ng case-insensitive conparison, issues nay arise that result
when there is a nulti-character string that as the case- insensitive
equi val ent of a single base character, as discussed in itens EX4 and
EX5 within Appendix A 1. These are best dealt with using the
approach outlined in Appendix B.1. Wuen it is noted that the current
base character (for either conparand) is a character whose associ ated
equi val ence cl ass contains one or nore multi-character strings, then
these conparisons, normally requiring that each base character be
mapped to the same case-based equi val ence class be nodified to all ow
equi val ences all owed by these nulti-character sequences.

In such cases, there nay need to be conparisons involving the nulti-
character string, in addition to the normal conparisons using the
base characters’ equivalence class. As an illustration, we wll
consi der possible comparison results that involve characters string
within the equival ence class nentioned in itemEX4 within

Appendi x A. 1.

* \When the base character for both comparands are either LATIN SMALL
LETTER SHARP S (U+00DF) or LATIN CAPI TAL LETTER SHARP S ( U+1E9E)
then a match is recogni zed

* \When the base character for one conparand is either LATIN SMALL
LETTER SHARP S (U+00DF) or LATIN CAPI TAL LETTER SHARP S ( U+1E9E)
while the other is not, each character in the that other conparand
is case-insensitively conpared to the correspondi ng character of
the string "ss" with a match bei ng signal ed when all such
subsequent characters natch, except for possibly being of a

different case. Because that conparison will involve nultiple
base characters, the overall conparison point for that conparand
will have to be adjusted to reflect character already processed as

part of the conpari son.

* \When the base character for neither conparands is either LATIN
SMALL LETTER SHARP S (U+00DF) or LATIN CAPI TAL LETTER SHARP S
(W1E9E), then natching proceeds nornally. As a result, the only
cases in which character strings within the equival ence class

bei ng discussed will result is where both conparands have one of
the strings "ss", "sS', "Ss", or "SS" at the current conparison
poi nt .
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B.2.5. Conparing Conbining Characters

In order to effect the necessary conparison, one needs to assenbl e,
for each conparand, the set of conbining characters within the
current substring. The neans used night be different for different
conpar ands since there mght be useful information retained fromthe
generation of the associated string hash for one of the conparands.
In any case, there are two potential sources for these characters:

* Those deriving fromthe canoni cal deconposition of a pre-conposed
character, treated as a null set of if the base character is not a
pr econposed one.

* Those conbining characters that i mediately foll ow the base
character, which will be a null set if the imediately foll ow ng
character is not a conbining character. Note that it is possible,
when doi ng case-insensitive conparison to treat certain character
not nornmally conbining characters, as if they are. Such
situations can arise, when, as described in itemEX6 within
Appendi x A. 1, such non-comnbining character are the uppercase or
| ower case equi val ents of conbi ni ng characters.

Al t hough, the two sets of character can be checked to see if they are
identical, this is a sufficient but not a necessary condition for
equi val ence since sonme permutations of a set of conbining characters
are considered canonically equivalent. To summarize the appropriate
equi val ence rul es:

*  Conbi ning characters of different conbining classes may be freely
reor dered

* | f conbining characters of the same conbining class are reordered,
then result is not canonically equival ent

The rul es above do not directly apply to the case, discussed above,

i n which some non-conbi ning characters are the case-based equival ents
of conbi ning characters such as COVBI NI NG GREEK YPOGEGRAMVEN
(W0345). Neverthel ess, because of this equival ence, those

i mpl ementing case-insensitive conparisons do have to deal with this
potential equival ence when consi dering whether two strings containing
conbi ning characters or their case-based equivalents natch. As a
result when conparing strings of conbining characters, we need to

i mpl erent the follow ng nodified rules.

* \When one conparand has a true conbining character and the other
conparand has an identical one, they may differ in location as
long as there is no pernutation of conbining characters of the
sane comnbi ni ng cl ass.
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* When one conparand has a true conbining character and the other
has a case-insensitive equival ent which is not a conbining
character, that character nust appear last in its string while the
conbi ning may character appear in its string in any position
except the last. |In this case, there are no restrictions based on
conbi ni ng cl asses.

* \When bot h conparands contain a non-conbi ni ng character case-
insensitively equivalent to a conbining character, these character
nmust appear last in their respective strings.

Al though it is possible to divide conbining characters based on their
conbi ning cl asses, sort each of the list and compare, that approach
wi Il not be discussed here. Even though the use of sorts night allow
use of an overall N log N algorithm the nunber of conbining
characters is likely to be too low for this to be a practica

benefit. Instead, we present bel ow an order N-squared al gorithm
based on searches

In this algorithm one string, chosen arbitrarily, is designated the
"source string" and successive characters fromit, are searched for

in the other, designated the "target string". Associated with the
target string is a nask to allow characters search for a found to be
mar ked so that they will not be found a second tine. |In the

treatment bel ow, when a character is "searched for" only characters
not yet in the mask are exam ned and the character sought has its
associ ated mask bit set when it is found.

Each character in the source string is processed in turn with the
actual processing depending on particular character being processed,
with the following three possibilities to be dealt with.

1. For the typical case (i.e. a conbining character with no case-
insensitive equivalents), the character is searched for in the
target string with the conpare failing if it is not found.

If it is found, then the region of the target string between the
poi nt corresponding to the current position in the source string
and the character found is exam ned to check for characters of
the sanme conbining class. |If any are found, the overal
conparison fails.

2. For the case of a conbining character with a case- insensitive
equi val ents, the character is searched for as described in the
first paragraph of item1l. However, the compare does not fail if
it is not found. Instead, a case-insensitive equival ent
character is searched for at the final position of the string and
the conpare fails if that is not found.
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3. For the case of a non-conbining character that has a conbi ni ng
character as a case-insensitive equivalents, the overal
comparison fails if the character is not in the final position
within the source string or has already been successfully
searched for. Qherw se, the correspondi ng conbi ni ng character
is searched for in the target as described in in the first
paragraph of item 1. The overall conpare fails if it is not
f ound.

Once all characters in the source string has been processed, the mask
associated is exanined to see if there are conbining character that
were not found in the matching process described above. Normally, if
there are such characters, the overall conparison fails. However, if
the |l ast character of the target was not matched and if it is a non-
combi ning character that is case-insensitively equivalent to a
conbi ni ng character, then conparison succeeds and the renaining
character needs to be natched with the next substring in the source.

B.3. Optinization of Formlnsensitive Comparisons

This section will discuss situations in which formindependent
conparisons, for certain groups of strings, can be done in a nore
efficient manner than described in Appendi x B. 2.

One inportant group of strings is those in which all of the
characters consist of a single byte. W call these strings the
UTF8- onebyte subset. A string s nmenbership in this subset can be
easily determ ned as part of UTF8-conpliance checking, hash
generation, or a prelimnary byte-by-byte conparison to a string
whose menbership status in this subset is already known.

As a result, there are many situations in which a formindependent
string conparison can be done wi thout reference to detail ed character
tabl es or any UTF8-to-UCS conversions. Exanples follow

* |f the current file systemis case-sensitive and either of two
strings being conpared are a nmenber of the UTF8-onebyte subset the
result of a byte-by-byte conparison of the two strings can be
accepted as definitive without any reference to the details of the
particul ar canoni cal equival ence rel ation used.

When neither of the strings being conpared are a nenber of the
UTF8- onebyte subset, there are further opportunities for optinized
compari sons, discussed bel ow.

This applies regardl ess of the particular Unicode version used.
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* |f the current file systemis case-insensitive and the handling of
case equival ence is such that LATIN SMALL LETTER | (U+0069), and
LATI N CAPI TAL LETTER I (U+0049) are consi dered equival ent, then,
when both of the strings being conpared are nenbers of
UTF8- onebyte subset, a positive result for the conparison can be
i medi ately accepted but a negative result, need to be
suppl enent ed by sinple version of case-insensitive conparison
using a 127-byte tabl e mappi ng each letter to other-case
equivalent. |If this succeeds the strings are equivalent, while,
if it does not, all the complexities of forminsensitive string
conpari sons need to be taken account of.

This applies regardl ess of the particular Uni code version used.

* |f the current file systemis case-insensitive and the handling of
case equival ence is such that either LATIN SMALL LETTER I
(W+0069), and LATIN CAPI TAL LETTER | (U+0049) are not consi dered
equi val ent, or the handling of these characters is unknown (client
only) than a variant of the above can be used.

In this variant, when a byte-by-byte conparison results in a
negative result, a byte-by-byte conparison still needs to be done
but the mapping table used is different in that it does not map
LATIN SMALL LETTER | (U+0069) and LATIN CAPI TAL LETTER | (U+0049)
to each other but maps each character to itself as it does for
characters that have no case

When t he procedures above are not usable, further opportunities for
optinm zed handli ng depend on case-sensitivity. For case-sensitive
file systems, there are optim zed approaches to nane conpari sons that
can be used when either or both of the names being conpared is not a
menber of the UTF8-onebyte subset.

The alternative allows a byte-by-byte conparison to be used for nane
conparison if at |east one of the nanmes belong to the canonical -
singl eton subset of strings, defined as those strings that are known
to have no canonically equivalent strings. Two inportant facts,

whi ch i npl enent ati ons can take advantage of, are the foll ow ng:

* The UTF8-onebyte subset is contained within the canonical -
si ngl eton subset.

This fact can be taken advantage of when one of the two string to
be compared is a nenber of the UTF8-onebyte subset, so no further
checking is necessary in this case. As a result additiona
testing for nenbership in the canonical -singleton subset only
needs to be done when neither of the two strings is a nenber of

t he UTF8-onebyte subset.
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* This set can be usefully defined without reference to the
particul ar version of Unicode to be used. This allows this set to
be used by clients in testing names for suitability for negative
nane caching, as described in Appendix B. 4.

The set of characters can be defined as all the characters defined
inarelatively early version of Unicode with certain exclusions,
excl udi ng characters which are the NFC form of some string,
combi ni ng characters, defined as those ever present w thin sone
NFD form of a one-character string, together with OHM SI GN
(U+2126) .

This set does not have to be changed with new Uni code versions,
since, while it possible for themto add new characters to this
set it is inpossible to renove them since that would require
converting a previously-existing character to be a conbining
character or given it a new deconposition which is inpossible.

I mpl enentations are likely to inplement a test for strings in the

canoni cal -si ngl eton subset, limted to strings which are linted to
strings whose UTF-8 encoding includes no character requiring nore
than two bytes to encode. 1In testing for nenbership in this subset

one-but character can be ignored and two-byte character need to
checked agai nst a 240-byte read-only bitnmap whose bytes are likely to
be available quite quickly in processor caches.

B.4. Restricted Cient Caching to Deal with Nane Equival ences

G ven the nane caching difficulties nentioned in Section 7.3 and the
typical lack of information regarding the details nany clients wll
want to limt nane caching as described in that section. However,
there nmight be situations in which other approaches are desirable and
we di scuss the issues bel ow

* For case-sensitive file systens, name which are in the canonical -
si ngl eton subset can effectively cached, so clients could use the
full -range of nane-caching techniques for such nanmes, even the
absence of detailed information about the canonical equival ence
rel ati on bei ng used.

There is overhead added by this check on the client, since, unlike
the server case, there is no opportunity to conbine this check
with validation of UTF-8 encoding. Nevertheless, that overhead is
quite small so it is likely that clients will inplenent it for
UTF8-aware file systemthat are case-sensitive, rather than living
with restricted nane caching, as described in Section 7. 3.
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* For case-insensitive file systens, the situation is different.
Even for the UTF8-onebyte subset, the possibilities of unexpected
equi val ence due to issues with dotted and dotless i, sharp s, and
various |igatures nmeans that sinple case-based equi val ences cannot
be assuned.

As a result, clients handling case-insensitive file systens are
most likely to sinply avoid potentially troublesone forms of name
caching, unless full information on the equival ence relation is
available. In the case that it is available, all forns of nane
cachi ng woul d be possible, but that requires the inplenentation on
the client of the conparison nethods described in Appendix B.2
together with the potential optim zations discussed in

Appendi x B. 3.

Appendix C. History

Thi s section describes the history of internationalization within
NFSv4. Despite the fact that NFSv4.0 and subsequent mi nor versions
have differed in many ways, the actual inplenentations of
internationalization have remained the sane and internationalized
nanes have been handl ed without regard to the m nor version being
used. This is the reason the docunment is able to treat
internationalization for all NFSv4 mnor versions together

During the period fromthe publication of RFC3010 [ RFC3010] unti

now, two different perspectives with regard to internationalization
have been held and represented, to varying degrees, in specifications
for NFSv4 minor versions.

* The perspective held by NFSv4 inplenmenters treated nost aspects of
internationalization as basically outside the scope of what NFSv4
client and server inplementers could deal with. This was because
the POSI X interface treated file names as uninterpreted strings of
byt es, because the file systens used by NFSv4 servers treated file
nanes simlarly, and because those file systens contained files
with internationalized nanes using a nunber of different encoding
met hods, chosen by the users of the POSI X interface. Fromthis
perspective, w der support for internationalized nanes and genera
use of universal encodings was a matter for users and applications
and not for protocol inplenenters or designers.

* Wthin the IETF in general and in the I1ESG there was a feeling
that new protocols, such as NFSv4, could not avoid dealing with
internationalization issues, making it difficult to treat these
matters, as the inplenenters’ perspective would have it, as
essentially out of scope.
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As specifications were devel oped, approved, and at tines rewitten,
this fundamental difference of approach was never fully resol ved,

al though, with the publication of RFC7530 [ RFC7530], a satisfactory
nmodus vivendi may have been arrived at.

Al t hough many specifications were published dealing with NFSv4
internationalization, all mnor versions used the sanme inplenmentation
approach, even when the current specification for that mnor version
specified an entirely different approach. As a result, we need to
treat the history of NFSv4 internationalization below as an

i ntegrated whole, rather than treating individual mnor versions
separately.

* The approach to internationalization specified in RFC3010
[ RFC3010] si destepped the conflict of approaches cited above by
di scussing the reasons that UTF-8 encodi ng was desirable while
|l eaving file nanes as uninterpreted strings of bytes. The issue
of string normalization was avoi ded by saying "The NFS version 4
protocol does not mandate the use of a particular normalization
format this tinme."

Despite this approach’s inconsistency with general |ETF
expectations regarding internationalization, RFC3010 was published
as a Proposed Standard. NFSv4.0 inplenentation related to
internationalization of file names foll owed the sanme paradi gm used
by NFSv3, assuring interoperability with files created using that
protocol, as well as with those created using |ocal neans of file
creation.

* \When it becanme necessary, because of issues with byte-range
| ocking, to create an rfc3010bis, no change to the previously
approved approach seened indicated and the drafts submitted up
until [I-D.ietf-nfsv4-rfc3010bis] closely foll owed RFC3010 as
regards internationalization. The IESG then decided that a
different approach to internationalization was required, to be
based on stringprep [ RFC3454] and rfc3010bis was accordi ngly
revised, replacing all of the Internationalization section, before
bei ng published as RFC3530 [ RFC3530].

These changes required the rejection of file nanes that were not
valid UTF-8, file nanmes that included code points not, at the tine
of publication, assigned a Unicode character (e.g. capital eszett)
or that were not allowed by stringprep (e.g. Zero-width joiner and
non-j oi ner characters). Because these restrictions would have
caused the set of valid file names to be different on NFS-nmounted
and local file systens there was no chance of them ever being

i mpl enment ed.
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Because t hese specification changes were made without working
group invol verrent, nost inplenmenters were unaware of themwhile
those who were aware of the changes ignored them and continued to
devel op i npl enentati ons based on the internationalization approach
specified in RFC3010.

*  \When NFsv4.1 was being devel oped, it seemed that no changes in
internationalization would be needed. Many worki ng group
partici pants were unaware of the stringprep-based requirenents
whi ch made the NFSv4.0 internationalization specified in RFC3530
uni npl enentable. As a result, the internationalization specified
in RFC5661 [ RFC5661] was based on that in RFC3530 [ RFC3530],
al though the addition of the attribute fs_charset _cap, discussed
bel ow, provided additional flexibility.

The attribute fs _charset cap, discussed below in Section 9
provides flags allowing the server to indicate that it accepts and
processes non-UTF-8 file names. Rejecting themwas a "MJST" in
RFC3530 and becane a "SHOULD' in RFC5661, although there is no

evi dence that any of these designations ever affected server

behavi or.

Even though NFSv4.1 was a separate protocol and could have had a
di fferent approach to internationalization, for a considerable
time, the internationalization specification for both protocols
was based on stringprep (in RFC3530 and RFC5661) while the actua

i mpl ementations of the two mnor versions both foll owed the
approach specified in RFC3010, despite its obsoleted status. This
happened since nost working group nenbers were aware of the
treatnment internationalization by the various minor version RFCs.

*  When work started on rfc3530bis it was clear that issues related
to internationalization had to be addressed. Wen the
inmplications of the stringprep references in RFC3530 were
di scussed with inplementers it becane clear that mandating that
NFSv4.0 file nanes conformto stringprep was not appropriate.
Wi |l e sone working group nmenbers articulated the view that,
because of the need to maintain compatibility with the POSI X
interface and existing file systens, internationalization for
NFSv4 coul d not be successfully addressed by the | ETF, the
rfc3530bis draft submitted to the IESG did not explicitly enbrace
the inplementers’ perspective as set forth above.

The draft submitted to the | ESG and RFC7530 [ RFC7530] as published
provi ded an expl anation (see Section 5) as to why restrictions on
character encodings were not viable. 1t allowed non-UTF-8
encodings to be used for internationalized file nanmes while
defining UTF-8 as the preferred encoding and all owi ng servers to
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reject non-UTF-8 string as invalid. Oher stringprep-based string
restrictions were elimnated. Wth regard to nornmalization, it
continued to defer the matter, |eaving open the possibility that
one nmight be chosen | ater

Thi s approach is compatible, in inplementation terns, with that
specified in the obsol ete docunent RFC3010 [ RFC3010], allowing it
to be used conpatibly with existing inplenmentations for al

exi sting mnor versions. This is despite the fact that RFC3881

[ RFC8881] specifies an entirely different approach

As a result of discussions |leading up to the publishing of
RFC7530, it was discovered that sone |ocal file systens used with
NFSv4 were configured to be both normalization-aware and

normal i zati on- preservi ng, mapping all canonically equivalent file
nanes to the sane file while preserving the formactually used to
create the file, of whatever form nornmalized or not. This
behavi or, which is |legal according to RFC3010, which says little
about name mapping is probably illegal according to stringprep
Neverthel ess, it was expressly pointed out in RFC7530 as a valid
choice to deal with normalization issues, since it allows
nornal i zati on-aware processing without the difficulties that arise
in inposing a particular nornalization form as described in
Section 7. 1.

In its discussion of internationalized domai n nanmes, RFC7530

[ RFC7530] adopted an approach compati ble wi th | DNA2003, rat her
than attenpting to derive the specification fromthe behavior of
exi sting inplenentations.

*  When | DNA2003 was repl aced by | DNA2008, the internationalization
speci fied by [ RFC7530] was not changed. Also, it appears unlikely
that inplenmentations were changed to reflect that shift.

* NFSv4.2 made no changes to internationalization. As a result,
RFC7862 [ RFC7862] which nmade no nmention of internationalization,
inmplicitly aligned internationalization in NFSv4.2 with that in
NFSv4. 1, as specified by RFC5661 [ RFC5661] .

As a result of this inplicit alignnent, there is no need for this
docunent to specifically address NFSv4.2 or be nmarked as updating
RFC7862. It is sufficient that it updates RFC8881, which
specifies the internationalization for NFSv4.1, inherited by
NFSv4. 2.

* Later, as work on the predecessors of this docunment was underway,

further discussion of internationalization issues nade it
necessary that sone gaps in the discussion of internationalization
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in [RFC7530] be filled in. These gaps primarily concerned the
need for NFSv4 clients to match the handling of the corresponding
server when using cached file name data locally, or to avoid
maki ng invalid assunptions about that handling, when infornmation
on the details of such handling was not avail abl e.

The above history, can, for the purposes of the rest of this docunent
be summarized in the follow ng statenents

* The actual treatnent of internationalization within NFSv4 has not
been affected by the particular mnor version used, despite the
fact that the specifications for the nminor versions have often
differed in their treatnment of internationalization

* Wth regard to file names, nost inplenentations have foll owed the
i nternationalization approach specified in RFC3010, which is
conpatible with the treatnent in RFC7530

* Wth regard to internationalized domai n nanes, RFC7530 [ RFC7530]
speci fied an approach conpatible with IDNA at the time of
publication. However, no detailed analysis was done to determne
whet her NFSv4 i npl enentations actually followed that approach and
it appears that many inplenmentations used approaches that were
much sinpl er.

* Because [RFC7530] did not specifically address the special issues
that clients would face, relying on the assunption that each file
is accessible only by its nane. As this assunption is no |onger
true when internationalized name handling is in effect, the
appropriate handling is discusssed below. Section 7.3 explains
the options for handling in the case in which the client has very
limted informati on about the details about the server’s
internationalization-related handling of file names while
Appendices A 3 A 4 discuss how a client nmight use nore conplete
i nformati on provided by new attri butes.

In order to deal with all NFSv4 m nor versions, this docunment foll ows
the internationalization approach defined in RFC7530, with sone
changes discussed in Section 4 and applies that approach to all NFSv4
m nor versions.
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Appendi x D. Future M nor Versions and Extensions

As presented in the docunent proper, all current NFSv4 m nor versions
all ow use of arbitrary string encodings, allow servers a choice of
whet her to be aware of normalization issues or not, and allow servers
a nunber of choices about how to address nornalization issues. This
range of choices reflects the need to accommopdate existing file
systens and user expectations about character handling which in turn
reflect the assunptions of the POSI X nodel for the handling file
names.

Wiile it is theoretically possible for a subsequent mnor version to
change these aspects of the protocol (see [RFC8178]), this section
wi Il explain why any such change is highly unlikely, making it
expected that these aspects of NFSv4 internationalization handling
will be retained indefinitely. As a result, any new ninor version
speci fication docunent that made such a change woul d have to be

mar ked as updating or obsoleting this docunent

No such change coul d be done as an extension to an existing m nor
version or in a new mnor version consisting only of OPTI ONAL
features. Such a change could only be done in a new ninor version,
whi ch, like minor version one, was prepared to be inconpatible to
sonme degree with the previous nminor versions. Wile it appears
unlikely that such minor versions will be adopted, the possibility
cannot be excluded, so we need to explore the difficulties of
changi ng the aspects of internationalization handling nmentioned
above.

* Establishing UTF-8 as the sol e neans of encoding for
internationalized characters, would nake inaccessible existing
files stored with other encodings. Further, unless there were a

correspondi ng change in the UNIX file interface nodel, it would
cause the set of valid nanes for local and renpte files to
di ver ge.

* Imnposing a particular normalization form in the sense of refusing
to create to allow access to files whose UTF-8-encoded nanes are
not of the selected normalization formwould give rise to simlar
difficulties.

* Defining a preferred normalization formto be returned as the
names of all internationalized files, would result in applications
havi ng to deal with sudden unexpl ai ned changes of file nanes for
existing files.
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None of the above appears likely since there does not seemto be any
correspondi ng benefits to justify the difficulties that adopting them
woul d create.

There would al so be difficulties in otherw se reducing the set of
three acceptabl e normalization handling options, without reducing it
to a single option by inmposing a specific nornalization form

* Elimnating the possibility of a single possible normalization
form would pose simlar difficulties to inposing the other one,
even if representation-independent conparisons were al so all owed.

In either case, a specific normalization formwould be disfavored,
with no correspondi ng benefit.

* Allowing only representation-independent | ookups woul d not i npose
difficulties for clients, but there are reasons to doubt it could
be universally inplenented, since such nane conpari sons woul d have
to be done within the file systemitself.

Such a change could only be nade once file system support for
representation-independent file | ookups would becone commonly
available. As long as the POSI X file nam ng nodel continues its
sway, that would be unlikely to happen.

One possible internationalization-rel ated extension that the working
coul d adopt woul d be definition of OPTIONAL per-fs attributes
defining the internationalization-related handling for that file
system That would allow clients to be aware of server choices in
this area and could be adopted w thout disrupting existing clients
and servers. Appendices A 3 and A 4 discuss the possible forns of
such attri butes.
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