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1. Introduction

The current YANG [ RFC7950] nodul e update rules require that updates
of YANG nodul es preserve strict backwards conpatibility. This causes
probl ens as described in [I-D.ietf-netnod-yang-versioning-reqgs].

Thi s docunent recogni zes the need to sonetines all ow YANG nodul es to
evol ve wi th non-backwards-conpati bl e changes, which can cause
breakage to clients and when inporting YANG nodul es. Accepting that
non- backwar ds- conpati bl e changes do sonetines occur -- e.g., for
bugfixes -- it is inmportant to have mechanisns to report when these
changes occur, and to nanage their effect on clients and the broader
YANG ecosystem

Several other docunments build on this document with additiona
capabilities. [I-D.ietf-netnod-yang-schenma-conparison] specifies an
al gorithmthat can be used to conpare two revisions of a YANG schenma
and provide granular information to allow npbdul e users to determ ne
if they are inpacted by changes between the revisions. The
[1-D.ietf-netnod-yang-semver] docunent defines a YANG extension that
tags a YANG artifact with a version identifier based on semantic
versi oning. YANG packages [I|-D.ietf-netnod-yang-packages] provides a
mechanismto group sets of related YANG nodul es together in order to
manage schema and conformance of YANG nodul es as a cohesive set
instead of individually. Finally,
[1-D.ietf-netnod-yang-ver-sel ection] provides a schema sel ection
mechanismthat allows a client to choose which schemas to use when
interacting with a server fromthe availabl e schema that are
supported and advertised by the server. These other docunents are
mentioned here as informative references. Support of the other
docunents is not required in an inplenentation in order to take
advant age of the nechani sns and functionality offered by this nodul e
versi oni ng docunent .

The docunent conprises four parts
* Refinements to the YANG 1 and YANG 1.1 nodul e revi sion update

procedure, supported by a new extension statement to indicate when
a revision contai ns non-backwards-conpati bl e changes.
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* Updat ed guidance for revision selection on inports and a YANG
ext ensi on statement allowi ng YANG nodul e i nmports to docunent a
recomrended earliest modul e revision that may satisfy the inport
dependency.

* Updates and augnentations to ietf-yang-library to report how
"deprecated" and "obsol ete" nodes are handl ed by a server

* Quidelines for how the YANG nodul e update rules defined in this
docunent should be used, along wth exanpl es.

Note to RFC Editor (To be renmoved by RFC Editor)

Open issues are tracked at https://github. conl net nod-wg/ yang-ver-dt/
i ssues.

1.1. Updates to YANG RFCs

Thi s docunent updates [ RFC7950] section 11 and [ RFC6020] section 10.
Section 3 describes nodifications to YANG revision handling and
update rul es, and Section 4.1 describes a YANG extension statenent to
descri be potential YANG i nport revision dependenci es.

Thi s docunent updates [ RFC8407] section 4.7. Section 6 provides
gui del i nes on nanaging the lifecycle of YANG nodul es that may contain
non- backwar ds- conpati bl e changes and a branched revi sion history.

Thi s docunent updates [ RFC8525] with augnentations to include two
bool ean | eafs to indicate whether status deprecated and status
obsol ete schema nodes are inplenented by the server

2. Term nol ogy and Conventi ons
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent nakes use of the follow ng term nology introduced in
the YANG 1.1 Data Mbddeling Language [ RFC7950]:

* schema node

In addition, this docunment uses the follow ng term nol ogy:
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3.

*  YANG nodul e revision: An instance of a YANG nodul e, uniquely
identified with a revision date, with no inplied ordering or
backwards conpatibility between different revisions of the sane
nodul e.

* Backwar ds-conpati bl e (BC) change: A backwards-conpati bl e change
bet ween two YANG nodul e revisions, as defined in Section 3.1.1

*  Non- backwar ds-conpati bl e (NBC) change: A non-backwards-conpati bl e
change between two YANG nodul e revisions, as defined in
Section 3.1.2

Refi nements to YANG revision handling

[ RFC7950] and [ RFC6020] assune, but do not explicitly state, that the
revision history for a YANG nodul e or subnodule is strictly linear,
i.e., it is prohibited to have two i ndependent revisions of a YANG
nmodul e or submodul e that are both directly derived fromthe sane
parent revi sion.

Thi s docunent clarifies [ RFC7950] and [ RFC6020] to explicitly allow
non-|i near devel opment of YANG nodul e and subnodul e revisions, so
that they MAY have nultiple revisions that directly derive fromthe
same parent revision. As per [RFC7950] and [ RFC6020], YANG nodul e
and submodul e revisions continue to be uniquely identified by their
revision date, and hence all revisions of a given nodul e or subnodul e
MJUST have uni que revi sion dates.

However, using revision dates alone to identify revisions of a YANG
modul e versioned with a branched revision history is likely to be
confusi ng because the rel ati onshi p between nodule revisions is no

| onger guaranteed to be chronologically ordered. |Instead, for
modul es that may use a branched revision history, it is RECOMVENDED
to use a version identifier, such as the one described in
[1-D.ietf-netnod-yang-senmver], that better describes the semantic
rel ati onshi p between the revisions.

For a given YANG nodul e revision, revision B is defined as being
derived fromrevision A, if revision Ais listed in the revision
history of revision B, or if revision A would have been listed had it
not been renoved (see Section 3.3). Although this docunent allows
for a branched revision history, a given YANG nodul e revi sion history
does not contain all revisions in all possible branches, it only
lists those fromwhich it was derived, i.e., the nodule revision’s

hi story describes a single path of derived revisions (or a subset of
themif one or nore have been renpbved) back to the root of the
nmodul e’ s revision history.
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A corollary to the text above is that the ancestry (derived

rel ati onshi p) between two nodul e or subnodul e revisions cannot be
determ ned by conparing the nmodul e or submodul e revi sion date or
version identifier alone - the revision history nust be consulted.

A nmodul e’s nane and revision date identifies a specific inmutable
definition of that nodule within its revision history. Hence, if a
modul e i ncl udes subnodul es then to ensure that the nodul e’ s content
is uniquely defined, the nodule’s "include" statenents SHOULD use
"revi sion-date" substatenents to specify the exact revision date of
each included subnodul e. Wen a nodul e does not include its
subnmodul es by revision-date, the revision of subnbdul es used cannot
be derived fromthe including nodul e. Mechani snms such as YANG
packages [I-D.ietf-netnod-yang-packages], and YANG |ibrary [ RFC8525],
could be used to specify the exact subnopdul e revisions used when the
subnodul e revision date is not constrained by the "include"

st at ement .

[ RFC7950] section 11 and [ RFC6020] section 10 require that al

updates to a YANG nodul e are backwards-conpatible (BC) to the
previous revision of the nodule. This docunent introduces a nethod
to indicate that an non-backwards-conpati bl e (NBC) change has
occurred between nodule revisions: this is done by using a new "non-
backwar ds- conpati bl " YANG ext ensi on statenment in the nodul e revision
hi story.

Two revisions of a nodul e or subnodul e MAY have identical content
except for the revision history. This could occur, for exanple, if a
nmodul e or subnmodul e has a branched history and identical changes are
applied in multiple branches.

3.1. Updating a YANG nodule with a new revision
Thi s section updates [RFC7950] section 11 and [ RFC6020] section 10 to
refine the rules for pernissible changes when a new YANG nodul e
revision is created.
New nodul e revi sions SHOULD NOT contai n NBC changes because they
often create problens for clients, however they can be hel pful in
sone scenarios, and hence are di scouraged, but allowed. For exanpl e:

* Bugfixes, particularly where the likely client inmpact is |ow or
the nmodul e is changed to reflect current server behavior

* To mark nodes as obsolete (or renove then), after a suitable
deprecation peri od.
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* To refine new and unstabl e nmodul es (or new and unstabl e nodes
wi thin existing, stable nodules).

* Restructuring a nodule to add new functionality where the cost of
adding the functionality in a BC manner is disproportionate to the
expected benefits of greater client backwards conpatibility.

A YANG extension, defined in Section 3.2, is used to signal the
potential for inconmpatibility to existing nodul e users and readers.

As per [RFC7950] and [ RFC6020], all published revisions of a nodule
are given a new uni que revision date.

3.1.1. Backwards-compatible rules

A change between two nodul e revisions is defined as bei ng "backwards-
conpatible" if the change conforns to the nodul e update rul es
specified in [ RFC7950] section 11 and [ RFC6020] section 10, updated
by the follow ng rul es:

* A "status" "deprecated" statenent MAY be added, or changed from
"current" to "deprecated", but adding or changing "status" to
"obsol ete" is a non-backwards-conpati bl e change.

* YANG schema nodes with a "status" "obsol ete" substatenment MAY be
renoved from published nodul es, and the renoval is classified as a

backwar ds- conpati bl e change. In sone circunstances it may be
hel pful to retain the obsolete definitions since their identifiers
may still be referenced by other nbdules and to ensure that their

identifiers are not reused with a different meaning.

* A staterment that is defined using the YANG "extension" statenent
may be added, renmoved, or changed. \While extensions may be
i gnored by some clients, other clients may support a given
extension and thus be affected if a nodul e adds, renoves or
changes how it uses the extension statenment. Therefore, extension
statenment definitions SHOULD specify whether adding, renoving, or
changi ng statenents defined by that extension are considered
backwar ds- conpati bl e or non-backwar ds- conpati bl e.

* Any change nade to the "revision-date" or "recomended-m n-date"
substatenents of an "inport" statenent, including addi ng new
"revision-date" or "reconmmended-ni n-date" substatenents, changing
the argunent of any "revision-date" or "recomended-m n-date"
substatenments, or renmoving any "revision-date" or "recomended-

m n-date" substatements, is classified as backwards-conpati bl e.
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* Any changes (including whitespace or formatting changes) that do
not change the semantic meaning of the nmodul e are backwar ds-
compati bl e.

Only changes in the nodule itself are considered for deternining
backwards conpatibility. Changes in other inported nodul es do not
have a bearing on the backwards conpatibility status of the inporting
modul e.

3.1.2. Non-backwards-conpati bl e changes

Any changes to YANG nodul es that are not defined by Section 3.1.1 as
bei ng backwar ds-conpati bl e are classified as "non-backwar ds-
compati bl e" changes.

3.2. non-backwards-conpati bl e extensi on statenent

The "rev: non-backwards-conpati bl e" extension statenment is used to
i ndi cate YANG nodul e revisions that contain NBC changes.

If a revision of a YANG nodul e contains changes, relative to its
parent revision, that do not conformto the nodul e update rul es
defined in Section 3.1.1, then a "rev:non-backwards-conpati bl e"
extension statement MJST be added as a substatement to the "revision"
st at enent .

Addi ng, nodifying or renoving a "rev:non-backwards-conpati bl e"
extension statement is considered to be a BC change.

3.3. Renoving revisions fromthe revision history

Aut hors may wi sh to renpve revision statenments froma nodul e or
subnmodul e.  Renoval of revision information may be desirable for a
nunber of reasons including reducing the size of a large revision
hi story, or renoving a revision that should no | onger be used or
inported. Renpving revision statements is allowed, but can cause
i ssues and SHOULD NOT be done without careful analysis of the
potential inpact to users of the nodul e or subnodule since it may
cause |loss of visibility of when non-backwards-conpati bl e changes
wer e introduced.

An aut hor MAY renove a contiguous sequence of entries fromthe end

(i.e., oldest entries) of the revision history. This is acceptable
even if the first remaining (oldest) revision entry in the revision
hi story contains a rev:non-backwards-conpati bl e substatenent.
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An aut hor MAY renove a contiguous sequence of entries in the revision
history as |l ong as the presence or absence of any existing rev:non-
backwar ds- conpati bl e substatenents on all remaining entries stil
accurately reflect the conpatibility relationship to their preceding
entries remaining in the revision history.

The author MJUST NOT renove the first (i.e., newest) revision entry in
the revision history.

Exanpl e revi sion history:

revision 2020-11-11 {
rev: non- backwar ds- conpati bl e;
}

revi si on 2020-08-09 {
rev: non- backwar ds- conpati bl e;
}

revi si on 2020- 06-07 {
}

revi si on 2020-02-10 {
rev: non- backwar ds- conpati bl e;
}

revision 2019-10-21 {
}

revisi on 2019-03-04 {
}

revisi on 2019-01-02 {
}

In the revision history exanpl e above (with revision descriptions
omtted for clarity), renmoving the revision history entry for
2020-02-10 woul d al so renove the rev:non-backwards-conpati bl e

annot ati on and hence the resulting revision history would incorrectly
i ndicate that revision 2020-06-07 is backwards-conpatible with
revisions 2019-01-02 through 2019-10-21 when it is not, and so this
change cannot be nade. Conversely, renpbving one or nore revisions
out of 2019-03-04, 2019-10-21 and 2020-08-09 fromthe revision
history would still retain a consistent revision history, and is
acceptabl e, subject to an awareness of the concerns raised in the
first paragraph of this section.
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3.4. Exanples for updating the YANG nodul e revision history

The foll owi ng di agram explanation, and nodule history illustrates
how a branched revision history for a YANG nodul e coul d be
represented chronologically. To aid clarity, it nmakes use of both
the "non-backwar ds-conpati bl e" extension statenment, and the "version"
extension statement defined in [I-D.ietf-netnod-yang-senmver]:

Exanpl e YANG nodul e with branched revision history using version
identifiers defined in [I-D.ietf-netnod-yang-senver].

Modul e revi sion date Exanpl e version identifier
2019-01-01 <- 1.0.0
I
2019- 02-01 <- 2.0.0
| \
2019-03-01 \ <- 3.0.0
| \
| 2019- 04-01 <- 2.1.0
I
2019- 05-01 | <- 3.1.0
I
2019- 06-01 <- 2.2.0
The tree di agram above illustrates how an exanpl e nodul e’ s revision
hi story nmight evolve over tinme. For exanmple, the tree night
represent the follow ng changes, listed in chronol ogi cal order from

the ol dest revision to the newest revision

Exanpl e nodul e, revision 2019-05-01:
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nmodul e exanpl e- nodul e {

}

nanespace "urn: exanpl e: nodul e";
prefix "prefix-nanme";

inmport ietf-yang-revisions { prefix "rev"; }
i nport ietf-yang-senver { prefix "ys"; }

description
"to be conpleted”;

revision 2019-05-01 {
ys:version 3.1.0;
description "Add new functionality.";

}

revisi on 2019-03-01 {
ys:version 3.0.0;
rev: non- backwar ds- conpati bl e;
description

February 2025

"Add new functionality. Renove some deprecated nodes.";

}

revision 2019-02-01 {
ys:version 2.0.0;
rev: non- backwar ds- conpati bl e;
description "Apply bugfix to pattern statenent™

}

revision 2019-01-01 {
ys:version 1.0.0;
description "lInitial revision";

}

// YANG nodul e definition starts here

Exanpl e nodul e, revision 2019-06-01:
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4.

nmodul e exanpl e- nodul e {

nanespace "urn: exanpl e: nodul e";
prefix "prefix-nanme";

inmport ietf-yang-revisions { prefix "rev"; }
i nport ietf-yang-senver { prefix "ys"; }

description
"to be conpleted”;

revision 2019-06-01 {
ys:version 2.2.0;
description "Backwards-conpati bl e bugfix to enhancenent."”;

}

revisi on 2019-04-01 {
ys:version 2.1.0;
description "Apply enhancerment to ol der release train.";

}

revision 2019-02-01 {
ys:version 2.0.0;
rev: non- backwar ds- conpati bl e;
description "Apply bugfix to pattern statenent™

}

revision 2019-01-01 {
ys:version 1.0.0;
description "lInitial revision";

}

/I YANG nodul e definition starts here

}

Gui dance for revision selection on inports

[ RFC7950] and [ RFC6020] al |l ow YANG nodul e "inport" statements to
optionally require the inported nodule to have a specific revision
date. In practice, inporting a nodule with an exact revision date
can be too restrictive because it requires the inporting nodule to be
updat ed whenever any change to the inported nodul e occurs, and hence
section Section 6.1 suggests that authors do not restrict YANG nodul e
inmports to exact revision dates.

I nstead, for conformance purposes (section 5.6 of [RFC7950]), the
recomrended approach for defining the relationship between specific
YANG nodul e revisions is to specify the relationshi ps outside of the
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YANG nodul es, e.g., via YANG library [ RFC8525], YANG packages
[1-D.ietf-netnod-yang-packages], a filesystemdirectory containing a
set of consistent YANG nodul e revisions, or a revision control system
comit | abel

4.1. Reconmmending a mininmumrevision for nodule inports

Al t hough the previous section indicates that the actual rel ationship
constraints between different revisions of YANG nodul es should be
specified outside of the nodules, in sone scenarios YANG nodul es are
designed to be | ocosely coupled, and i nplenmentors may wi sh to sel ect
sets of YANG nodul e revisions that are expected to work together

For these cases it can be hel pful for a modul e author to provide

gui dance on a recomended mini numrevision that is expected to
satisfy a YANG inport. E.g., the nodule author may know of a
dependency on a type or grouping that has been introduced in a
particul ar inported YANG nodul e revision. Al though there can be no
guarantee that all derived future revisions fromthe particul ar
imported nmodul e will necessarily al so be conpatible, older revisions
of the particular inported nodule may not be conpati bl e.

This nodul e introduces, primarily for nmodules with a |inear revision
history that are versioned using revision dates, a new YANG ext ensi on
statenment to provide gui dance to nodul e i npl enentors on a recommended
m ni mum nmodul e revi sion of an inported nmodule that is anticipated to
be compatible. This statement has been designed to be machine-
readabl e so that tools can parse the mninumrevision extension
statenent and generate warnings if appropriate, but this extension
statement does not alter YANG nodul e conformance of valid YANG nodul e
versions in any way, and specifically it does not alter the behavior
of the YANG nodul e inport statement fromthat specified in [ RFC7950].

The ietf-revisions nodul e defines the "reconmmended- m n-date"
extension statement, a substatenent to the YANG "inport" statenent,
to allow for a "m ni mumrecomended date" to be docunent ed:

The argurment to the "reconmended- ni n-date" extension statement is
a revision date.

A particular revision of an inported nodul e adheres to an inport’s
"recommended- m n-date" extension statenent if the inported
modul e’ s revision date is equal to or later than the revision date
argunent of the "recomended-m n-date" extension statenment in the
i mporting nodul e.

Zero or one "recommended-m n-date" extension statenent is all owed
for each parent "inport" statenent.

Wlton, et al. Expi res 10 August 2025 [ Page 13]



I nternet-Draft Updat ed YANG Modul e Revi si on Handl i ng February 2025

Addi ng, nodifying or renmoving a "reconmended- ni n-date" extension
statement is a BC change

4.1.1. Module inmport exanples

Consi der the exanpl e nodul e "exanpl e-nodul e" from Section 3.4 that is
hypothetically available in the follow ng revisions: 2019-01-01,
2019- 02- 01, 2019-03-01, 2019-04-01, 2019-05-01 and 2019-06-01. The
rel ati onship between the revisions is as before:

Modul e revi sion date
2019-01-01

I
2019- 02- 01

| \
2019-03-01 \

| \

| 2019- 04- 01

I
2019- 05- 01 |

|
2019- 06-01
4.1.1.1. Exanple 1

Thi s exanpl e reconmends nodul e revisions for inport whose revision
date is or conmes after 2019-02-01. E.g., this dependency m ght be
used if there was a new container added in revision 2019-02-01 t hat
is augrmented by the inporting nodule. It includes the follow ng
revisions: 2019-02-01, 2019-03-01, 2019-04-01, 2019-05-01 and

2019- 06-01.

i mport exanpl e- nodul e {
rev: recomrended- nm n-date 2019-02-01
}

4.1.1.2. Exanple 2

Thi s exanpl e reconmends nodul e revisions for inport whose revision
date is or conmes after 2019-04-01. It includes the follow ng
revisions: 2019-04-01, 2019-05-01 and 2019-06-01, even though
revision 2019-05-01 may not contain what is desired from 2019-04-01
This shows that "recommended-min-date” is not well suited for a
branched revision history, and is nost hel pful when a nodule is
restricted to a linear chronol ogi cal devel opnent history.
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i mport exanpl e- nodul e {
rev: recommended- mi n-date 2019-04-01
}

5. New ietf-yang-library-status YANG nodul e

Thi s docunent defines the YANG nodul e, ietf-yang-library-status, that
augrments YANG |library [ RFC8525] with two leafs to indicate how a
server inplenents deprecated and obsol ete schema nodes.

The "ietf-yang-library-status" YANG nodul e has the follow ng
structure (using the notation defined in [ RFC8340]):

nmodul e: ietf-yang-Ilibrary-status
augnment /yanglib: yang-library/yanglib: schena:
+--ro0 deprecat ed- nodes-i npl enent ed? bool ean
+--ro0 obsol et e- nodes- absent ? bool ean

5.1. Reporting how deprecated and obsol ete nodes are handl ed

The ietf-yang-library-status YANG nodul e augnments YANG library with
two bool ean leafs to allow a server to report how it inplements
status "deprecated" and status "obsol ete" schema nodes. The |eafs
are:

deprecat ed- nodes-i npl enented: |If set to "true", this |eaf indicates
that all schema nodes with a status "deprecated" are inpl enented
equivalently as if they had status "current"; otherw se deviations
MJUST be used by the server to explicitly renove "deprecated" nodes
fromthe schema. |If this leaf is set to "false" or absent, then
the behavi or is unspecified.

obsol et e-nodes-absent: |f set to "true", this |eaf indicates that
the server does not inplement any status "obsol ete" schema nodes.
If this leaf is set to "false" or absent, then the behaviour is
unspeci fi ed.

Servers SHOULD set both the "deprecat ed-nodes-i npl enent ed" and
"obsol et e-nodes-absent" leafs to "true", which allows clients to
determ ne the exact schema used by the server

If a server does not set the "deprecated-nodes-inpl enented” leaf to
"true", then clients MJUST NOT rely solely on the "rev:non-backwar ds-
conpati bl e" statenents to determni ne whether two nodul e revisions are
backwar ds- conpati bl e, and MJST al so consi der whet her the status of
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any nodes has changed to "deprecated" and whether those nodes are
i mpl emented by the server. An inplenentation may choose to add
deviations to nore clearly indicate to the clients that these
deprecat ed nodes are not support ed.

6. Quidelines for using the YANG nodul e update rul es

The foll owi ng text updates section 4.7 of [RFC38407] to revise the
gui del i nes for updati ng YANG nodul es.

6.1. Cuidelines for YANG nodul e aut hors

Al'l 1 ETF YANG nodul es MJUST conformto this specification. 1In
particul ar, sections: Section 3, Section 4, and the guidelines
docunented in this section.

NBC changes to YANG nodul es may cause problens to clients, who are
consuners of YANG nodel s, and hence YANG nodul e aut hors SHOULD
m ni m ze NBC changes and keep changes BC whenever possi bl e.

When NBC changes are introduced, consideration should be given to the
i mpact on clients and YANG nodul e authors SHOULD try to mitigate that

i mpact.

A "rev:non-backwar ds- conpati bl e" statement MJST be added if there are
NBC changes relative to the previous revision

Renoving ol d revision statenments froma nodule’s revision history can
cause a loss of visibility of when non-backwards-conpati bl e changes
were made, and hence it is RECOWENDED to retain them An
alternative solution, if the revision section is too |long, would be
to remove, or curtail, the older description statenents associ ated
with the previous revisions.

In cases where a revision dependency is hel pful for a nodul e inport,
the "rev:recomended- m n-dat e" extension SHOULD be used in preference
to the "revision-date" statenment, which causes overly strict inport
dependenci es and SHOULD NOT be used.

A nmodul e that includes submodul es SHOULD use the "revision-date"
statenent to include specific subnodul e revisions. The revision of
the including nodul e MUST be updated when any included subnodul e has
changed.

In sone cases a nodul e or subnodul e revision that is not strictly NBC
by the definition in Section 3.1.2 of this specification may include
the "non-backwards-conpati bl e" statenment. Here is an exanpl e when
addi ng the statenment may be desirabl e:
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* A "config false" leaf had its val ue space expanded (for exanple, a
range was increased, or additional enumval ues were added) and the
aut hor or server inplenentor feels there is a significant
conpatibility inmpact for clients and users of the nodul e or
submodul e

6.1.1. Maki ng non-backwards-conpati bl e changes to a YANG nodul e

There are various valid situations where a YANG nodul e has to be
nodi fied in an NBC way. Here are sone guidelines on how non-
backwar ds- conpati bl e changes can be nade increnentally, with the
assunption that deprecated nodes are inplenented by the server, and
obsol ete nodes are not:

1. The changes should be nade gradually, e.g., a data node’ s status
SHOULD NOT be changed directly from"current" to "obsol ete" (see
Section 4.7 of [RFC8407]), instead the status SHOULD first be
mar ked "deprecated". At sone point in the future, when support
is removed for the data node, there are two options. The first,
and preferred, option is to keep the data node definition in the
nmodel and change the status to “obsolete” . The second option is
to sinply renove the data node fromthe nodel, but this has the
ri sk of breaking nodul es which inmport the nodified nodul e, and
the renoved identifier may be accidentally reused in a future
revision.

2. For deprecated data nodes the "description"” statement SHOULD al so
indicate until when support for the node is guaranteed (if

known). |If there is a replacenent data node, rpc, action or
notification for the deprecated node, this SHOULD be stated in
the "description". The reason for deprecating the node can al so

be included in the "description" if it is deenmed to be of
potential interest to the user

3. For obsolete data nodes, it is RECOWENDED to keep the above
i nformati on, from when the node had status "deprecated", which is
still relevant.

4. \Wen obsol eting or deprecating data nodes, the "deprecated"” or
"obsol ete" status SHOULD be applied at the hi ghest possible |eve
in the data tree. For clarity, the "status" statenent SHOULD
al so be applied to all descendent data nodes, but the additiona
status related informati on does not need to be repeated if it
does not introduce any additional information

5. NBC changes which can break inports SHOULD be avoi ded because of

the inpact on the inporting nodule. The inporting nodul es could
get broken, e.g., if an augnented node in the inporting nodule
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has been renoved fromthe inported nmodule. Alternatively, the
schema of the inporting nodul es could undergo an NBC change due
to the NBC change in the inported nodule, e.g., if a node in a
groupi ng has been renoved. As described in Appendix B.1, instead
of renoving a node, that node SHOULD first be deprecated and then
obsol et ed.

See Appendi x B for exanples on how NBC changes can be nade
6.2. Versioning Considerations for Cients

Gui delines for the devel opers of clients of modul es using the new
modul e revi sion update procedure:

* dients SHOULD be liberal when processing data received froma
server. For exanple, the server may have increased the range of
an operational node causing the client to receive a value which is
outside the range of the YANG nodel revision it was coded agai nst.

* (Cdients SHOULD nmonitor changes to published YANG nodul es through
their revision history, and use appropriate tooling to understand
the specific changes between nodule revision. In particular,
clients SHOULD NOT migrate to NBC revisions of a nodul e without
under st andi ng any potential inpact of the specific NBC changes.

* Cients SHOULD plan to make changes to match published status
changes. Wien a node’s status changes from"current" to
"deprecated", clients SHOULD plan to stop using that node in a
tinmely fashion. Wen a node’'s status changes to "obsol ete",
clients MJUST stop using that node.

7. Mbdul e Versioni ng Extension YANG Modul es

YANG nodul e with extension statenents for annotati ng NBC changes and
i mporting by revision

<CCODE BEG NS> file "ietf-yang-revisions@025-01-28. yang"
modul e i etf-yang-revisions {
yang-version 1.1;
nanespace "urn:ietf:parans: xn :ns:yang:ietf-yang-revisions";
prefix rev;

import ietf-yang-types {
prefix yang;
ref erence
"RFC YYYY-draft-ietf-netnod-rfc6991-bis: Conmon YANG Data Types";
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organi zati on
"I ETF NETMOD ( Networ k Mbdel i ng) Worki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wgy/ netnod/ >
WG List: <nailto:netnod@etf.org>

Aut hor : Joe d arke
<mai |l to:jclarke@i sco. conp

Aut hor : Reshad Rahman
<mai | t 0: reshad@ahoo. conr

Aut hor : Robert W/ ton
<mailto:rwi|lton@i sco. conp

Aut hor : Bal azs Lengyel
<mai | t 0: bal azs. | engyel @ri csson. conp

Aut hor : Jason Sterne
<mai | t 0: j ason. st er ne@oki a. conm>";
description
"This YANG 1.1 nodul e contains definitions and extensions to
support updat ed YANG revi si on handling.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.

The key words ' MUST', 'MUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT’, *SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunent are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

/1l RFC Ed.: update the date below with the date of RFC publication

/1 and rempve this note.

/1l RFC Ed.: replace XXXX (inc above) with actual RFC nunber and

/1 renove this note.

/1l RFC Ed.: replace YYYY-draft-ietf-netnod-rfc6991-bis (inc above) with actual RFC n
unber and
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/'l renpove this note.

revisi on 2025-01-28 {
description
"lInitial version.";
ref erence
"RFC XXXX: Updated YANG Mbdul e Revi si on Handling";
}

typedef revision-date {
type yang: dat e- no- zone;
description
"A date associated with a YANG revision

Mat ches dates formatted as YYYY-MVDD. ";
ref erence
"RFC 7950: The YANG 1.1 Data Model i ng Language";
}

ext ensi on non- backwar ds- conpati bl e {
description
"This statement is used to indicate YANG nodul e revisions that
contai n non-backwar ds-conpati bl e changes

The statenent MUST only be a substatenment of the 'revision
statenment. Zero or one ’'non-backwards-comnpati bl e’ statenents
per parent statement is allowed. No substatenents for this
ext ensi on have been standardi zed.

If a revision of a YANG nodul e contains changes, relative to
the preceding revision in the revision history, that do not
conformto the backwards-conpatibl e nmodul e update rul es
defined in RFCG XXXX, then the ’'non-backwards-conpati bl e’
statenment MJST be added as a substatenent to the revision

st at enent .

Conversely, if a revision does not contain a

"non- backwar ds- conpati bl e’ statement then all changes,
relative to the preceding revision in the revision history,
MUST be backwar ds- conpati bl e.

A new nodul e revision that only contains changes that are
backwar ds- conpati bl e SHOULD NOT i ncl ude t he

"non- backwar ds-conpati bl e’ statement. An exanple of when an
aut hor m ght add the ' non-backwards-conpati ble’ statenent is
if they believe a change could negatively inpact clients even
t hough the backwards conpatibility rules defined i n RFCG XXXX
classify it as a backwards-conpati bl e change
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Add, renoving, or changing a 'non-backwards-conpati bl e’
statenment is a backwards-conpatible version change.";
ref erence
"XXXX: Updat ed YANG Modul e Revi si on Handl i ng;
Section 3.2,
non- backwar ds- conpati bl e extensi on statenent"

}

ext ensi on recomrended-m n-date {
argunent revi sion-date;
description
"Recommends the revision of the nodule that nmay be inported to
one whose revision date matches or is after the specified
revi si on-dat e.

The argunment val ue MUST conformto the 'revision-date’ defined
type.

The statenent MUST only be a substatenent of the inport
statenment. Zero, one or nore ’'reconmended- ni n-date’
statenments per parent statenent are allowed. No substatements
for this extension have been standardized.

Zero or one 'recommended-m n-date’ extension statenent is
all oned for each parent ’'inport’ statenent.

A particular revision of an inported nodul e adheres to an
import’s 'recomended-m n-date’ extension statenment if the
imported nodul e’s revision date is equal to or later than
the revision date argunment of the 'recomended-m n-dat e’
extension statement in the inporting nodul e.

Addi ng, renoving or updating a ’'recommended-m n-date’
statenent to an inport is a backwards-conpatible change.";
ref erence
"XXXX: Updat ed YANG Mddul e Revi sion Handling; Section 4,
Qui dance for revision selection on inports";

}
}
<CODE ENDS>

YANG nodul e for status confornmance
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<CODE BEG@ NS> file "ietf-yang-library-status@025-01-24. yang"
modul e ietf-yang-library-status {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-yang-library-status";
prefix yls;

inmport ietf-yang-library {
prefix "yanglib";
ref erence
"RFC 8525: YANG Library";
}
organi zati on
"I ETF NETMOD ( Networ k Mbdel i ng) Worki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netnod/ >
WG List: <nailto:netnod@etf.org>

Aut hor : Joe d arke
<mai |l to:jclarke@i sco. conr

Aut hor : Reshad Rahman
<mai | t 0: reshad@ahoo. con®

Aut hor : Robert W/ ton
<mailto:rwi|lton@i sco. conp

Aut hor : Bal azs Lengyel
<mai | t 0: bal azs. | engyel @ri csson. con

Aut hor : Jason Sterne
<mai | t 0: j ason. st er ne@oki a. con>";
description
"This nodul e contai ns augnentations to YANG Li brary to provide an
i ndi cati on of how deprecated and obsol ete nodes are handl ed by
the server.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
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the RFC itself for full legal notices

The key words *MUST', 'MJUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

/1l RFC Ed.: update the date below with the date of RFC publication
/1 and renove this note.

/1 RFC Ed.: replace XXXX (including in the inports above) with

/1 actual RFC nunber and renpve this note.

revisi on 2025-01-24 {
description
"Initial revision";
reference
"XXXX: Updat ed YANG Modul e Revi sion Handl i ng";
}

augrment "/yangli b:yang-1ibrary/yanglib: schema" {
description
"Augnentations to the ietf-yang-library nodule to indicate how
deprecated and obsol eted nodes are handl ed by the server.";
| eaf deprecat ed-nodes-inpl enented {
type bool ean;
description
"I'f set to true, this leaf indicates that all schema nodes
with a status 'deprecated are inplenented equivalently as
if they had status ’'current’; otherw se deviations MIST be
used to explicitly renmove deprecated nodes fromthe schema
If this leaf is absent or set to false, then the behavior is
unspecified.";
ref erence
"XXXX: Updat ed YANG Modul e Revi si on Handl i ng;
Section 5.1, Reporting how deprecated and obsol ete nodes
are handl ed";
}
| eaf obsol et e- nodes- absent {
type bool ean;
description
"If set to true, this leaf indicates that the server does not
i npl ement any status 'obsol ete’ schema nodes. |f this |eaf
is absent or set to false, then the behaviour is
unspecified.";
ref erence
"XXXX: Updat ed YANG Modul e Revi si on Handl i ng;
Section 5.1, Reporting how deprecated and obsol ete nodes
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are handl ed";

}
}

}
<CODE ENDS>
8. Security considerations
8.1. Security considerations for nodul e revisions

As discussed in the introduction of this docunent, YANG nodul es
occasi onal Iy undergo changes that are not backwards conpatible. This
occurs in both standards and vendor YANG nodul es despite the
prohibitions in RFC 7950. RFC 7950 al so allows nodes to change to
status ’'obsol ete’ which can change behavi or and conpatibility for a
client.

The fact that YANG nodul es change in a non-backwards-conpati bl e
manner nmay have security inplications. Such changes shoul d be
carefully considered, including the scenarios described below. The
rev: non- backwar ds- conpati bl e extensi on statenment introduced in this
docunent provides an alert that the nodul e or subnodul e may contain
changes that inpact users and need to be exanmined nore closely for
both conpatibility and potential security inplications. Flagging the
change reduces the risk of introducing silent exploitable

vul nerabilities.

When a nodul e undergoes a non-backwar ds-conpati bl e change, a server
may i nplenment different semantics for a given |leaf than a client
usi ng an ol der version of the nodule is expecting. |If the particular
| eaf controls any security functions of the device, or is related to
parts of the configuration or state that are sensitive froma
security point of view, then the difference in behavior between the
ol d and new revi sions needs to be considered carefully. In
particul ar, changes to the default of the |eaf should be exani ned.

I mpl enentors and users shoul d al so consi der inpact to data node
access control rules (e.g. The Network Configuration Access Control
Model (NACM [RFC8341]) in the face of non-backwards-conpatible
changes. Access rules may need to be adjusted when a new nodul e
revision is introduced that contains a non-backwards-conpati bl e
change.

If the changes to a nodul e or subnodul e have security inplications,

it is recommended to highlight those inplications in the description
of the revision statenent.
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8.2. Security considerations for the nodul es defined in this docunent

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The NETCONF access control nodel [RFC8341] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

Thi s docunent does not define any new protocol or data nodes that are
writable.

Thi s docunent updates YANG Library [ RFC8525] with augnentations to

i nclude two bool ean | eafs that indicate whether status deprecated and
status obsol ete schema nodes are inplenented by the server. These
read-only augnmentations do not add any new security considerations
beyond t hose al ready present in [ RFC8525].

9. | ANA Consi derations
9.1. YANG Mddul e Registrations
Thi s docunent requests IANA to registers a URI in the "I ETF XM
Regi stry" [RFC3688]. Following the format in RFC 3688, the follow ng
regi strations are requested.
URI: urn:ietf:parans: xm:ns:yang:ietf-yang-revisions
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace.
URI: urn:ietf:paranms:xm:ns:yang:ietf-yang-1ibrary-status
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XML nanespace
The following YANG nodule is requested to be registred in the "I ANA
Modul e Nanmes" [RFC6020]. Following the format in RFC 6020, the
followi ng registrations are requested:
The ietf-yang-revisions nodul e:

Nane: ietf-yang-revisions
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9

2

XM. Nanespace: urn:ietf:parans: xm:ns:yang:ietf-yang-revisions
Prefix: rev
Ref erence: [ RFCXXXX]
The ietf-yang-library-status nodul e:
Nane: ietf-yang-Ilibrary-status

XM. Nanespace: urn:ietf:parans:xm:ns:yang:ietf-yang-1library-
st atus

Prefix: yls
Ref erence: [ RFCXXXX]
Gui dance for versioning in | ANA mai ntai ned YANG nodul es

Note for I ANA (to be renoved by the RFC editor): Please check that
the registries and | ANA YANG nodul es are referenced in the
appropri ate way.

I ANA i s responsible for maintaining and versioning YANG nodul es t hat
are derived fromother | ANA registries. For exanple,
"iana-if-type.yang" [IfTypeYang] is derived fromthe "Interface Types
(ifType) I ANA registry” [IfTypesReg], and "iana-routing-types.yang”

[ Routi ngTypesYang] is derived fromthe "Address Fam |y Nunbers”

[ Addr Fami | yReg] and "Subsequent Address Family ldentifiers (SAFI)

Par anet ers" [ SAFI Reg] | ANA registries

Normal Iy, updates to the registries cause any derived YANG nodules to
be updated in a backwards-conpati bl e way, but there are sonme cases
where the registry updates can cause non-backward-conpati bl e updat es
to the derived YANG nodul e. An exanple of such an update is the
2020-12-31 revision of iana-routing-types.yang

[ Routi ngTypesDecRevi si on], where the enum nane for two SAFl val ues
was changed

In all cases, | ANA MJUST foll ow the versioning guidance specified in
Section 3.1, and MJUST include a "rev:non-backwards-conpati bl e"
substatenment to the | atest revision statenment whenever an | ANA

mai nt ai ned nodul e i s updated in a non-backwards-conpati bl e way, as
described in Section 3.2.
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10.

10.

Not e: For published | ANA mai ntai ned YANG nodul es that contain non-
backwar ds- conpati bl e changes between revisions, a new revision should
be published with the "rev:non-backwards-conpati bl e" subst at enent
retrospectively added to any revisions containing non-backwar ds-
conpati bl e changes.

Non- normative exanpl es of updates to enuneration types in | ANA

mai nt ai ned nodul es that woul d be cl assified as non-backwar ds-
compati bl e changes are: Changing the status of an enuneration typedef
to obsolete, changing the status of an enumentry to obsol ete,
renovi ng an enumentry, changing the identifier of an enumentry, or
changi ng the described meani ng of an enumentry.

Non- normati ve exanpl es of updates to enuneration types in | ANA

mai nt ai ned nodul es that woul d be cl assified as backwards-conpati bl e
changes are: Adding a new enumentry to the end of the enuneration,
changing the status or an enumentry to deprecated, or inproving the
description of an enuneration that does not change its defined

meani ng.

Non- normati ve exanpl es of updates to identity types in | ANA

mai nt ai ned nodul es that woul d be cl assified as non-backwar ds-
conpati bl e changes are: Changing the status of an identity to

obsol ete, renoving an identity, renaning an identity, or changing the
descri bed neaning of an identity.

Non- normati ve exanpl es of updates to identity types in | ANA

mai nt ai ned nodul es that woul d be classified as backwards-conpati bl e
changes are: Adding a new identity, changing the status or an
identity to deprecated, or inproving the description of an identity
that does not change its defined neaning.
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Appendi x A. Exanpl es of changes that are NBC

Exanpl es of NBC changes include (this list is for illustrative
pur poses and not intended to be complete):

* Deleting a data node, or changing it to status obsol ete.
* Changing the name or units of a data node.

* Changing the type of a data node if that |eads to a change in the
syntax or semantics of the type. See Section 11 of [RFC7950]).
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Modi fying the description in a way that changes the semantic
meani ng of the data node.

Any changes that renove any previously allowed values fromthe

al | oned val ue set of the data node, either through changes in the
type definition, or the addition or changes to "must" statenents,
or changes in the description.

Addi ng or nodi fying "when" statenents that reduce when the data
node is available in the schema.

Maki ng the statenent conditional on if-feature

Appendi x B. Exanpl es of applying the NBC change gui delines

The foll owi ng sections give steps that could be taken for naking NBC
changes to a YANG nodul e or subnodul e using the increnental approach
described in section Section 6.1.1

The exanmples are all for "config true" nodes.

B. 1.

Renovi ng a data node

Renoving a |l eaf or container fromthe data tree, e.g., because
support for the corresponding feature is being renoved:

1.

B. 2.

The schema node’s status is changed to "deprecated” and the node
is supported for sonme period of tinme (e.g. one year). This is a
BC change

When the schema node is not supported anynore, its status is
changed to "obsol ete" and the "description" updated. This is an
NBC change

Changi ng the type of a | eaf node

Changing the type of a |eaf node. e.g., a "vpn-id" node of type
i nt eger being changed to a string:

1.

The status of schema node "vpn-id" is changed to "deprecated" and
the node is supported for sonme period of tinme (e.g. one year).
This is a BC change. The description is updated to indicate that

“vpn-nane” is replacing this node.
A new scherma node, e.g., "vpn-nane", of type string is added to
the sane | ocation as the existing node "vpn-id". This new node

has status "current” and its description explains that it is
repl aci ng node "vpn-id".
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3. During the period of time when both schema nodes are supported,
the interactions between the two nodes is outside the scope of
this document and will vary on a case by case basis. One
possi ble option is to have the server prevent the new node from
being set if the old node is already set (and vice-versa). The
new node coul d have a "when" statement added to it to achieve
this. The old node, however, mnust not have a "when" statenent
added, or an existing "when" nodified to be nmore restrictive,

since this would be an NBC change. |In any case, the server could
reject the old node frombeing set if the new node is already
set.

4. \Wen the schema node "vpn-id" is not supported anynore, its
status is changed to "obsolete" and the "description" is updated.
This is an NBC change.

B.3. Reducing the range of a | eaf node

Reduci ng the range of values of a |eaf-node, e.g., consider a "vpn-
i d* schema node of type uint32 being changed fromrange 1..5000 to
range 1..2000:

1. If all values which are being renoved were never supported, e.g.,
if a vpn-id of 2001 or higher was never accepted, this is a BC
change for the functionality (no functionality change). Even if
it is an NBC change for the YANG nodel, there should be no inpact
for clients using that YANG nodel

2. |If one or nore val ues being renoved was previously supported,
e.g., if avpn-id of 3333 was accepted previously, this is an NBC
change for the YANG nodel. dients using the old YANG nodel will
be inpacted, so a change of this nature should be done carefully,
e.g., by using the steps described in Appendix B.2

In both cases above, the "rev:non-backwards-conpati bl e" extension
statenent is used to indicate that the YANG nodul e contains an NBC
change.

B.4. Changing the key of a list
Changing the key of a list has a big inpact to the client. For
exanmpl e, consider a "sessions" list which has a key "interface" and

there is a need to change the key to "dest-address". Such a change
can be done in steps:

Wlton, et al. Expi res 10 August 2025 [ Page 32]



I nternet-Draft Updat ed YANG Modul e Revi si on Handl i ng February 2025

1. The status of list "sessions" is changed to "deprecated" and the
list is supported for some period of time (e.g. one year). This
is a BC change. The description is updated to indicate the new
list that is replacing this |ist.

2. Anewlist is created in the sanme location with the sane
descendant schema nodes but with "dest-address" as key. Finding
an appropriate nane for the newlist can be difficult. 1In this
case the new list is called "sessions-address”, has status
"current" and its description should explain that it is replacing
list "session".

3. During the period of time when both lists are supported, the
interactions between the two lists is outside the scope of this
docunent and will vary on a case by case basis. One possible
option is to have the server prevent entries in the new list from
being created if the old |ist already has entries (and vice-
versa).

4. \Wen list "sessions" is not avail able anynore, its status is
changed to "obsolete" and the "description” is updated. This is
an NBC change

B.5. Renam ng a node

A leaf or container schenma node may be renamed, either due to a
spelling error in the previous nane or because of a better nane. For
exanpl e a node "ip-adress" could be renaned to "ip-address”

1. The status of the existing node "ip-adress" is changed to
"deprecated" and is supported for some period of tinme (e.g. one
year). This is a BC change. The description is updated to
indicate the node that is replacing this node.

2. The new schenma node "ip-address" is added to the sanme | ocation as
the existing node "ip-adress". This new node has status
"current" and its description should explain that it is replacing
node "i p-adress".
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During the period of tinme when both nodes are avail able, the

i nteracti ons between the two nodes is outside the scope of this
docunent and will vary on a case by case basis. One possible
option is to have the server prevent the new node from bei ng set
if the old node is already set (and vice-versa). The new node
coul d have a "when" statenent added to it to achieve this. The
ol d node, however, must not have a "when" statement added, or an
exi sting "when" nodified to be nore restrictive, since this would
be an NBC change. |In any case, the server could reject the old
node from being set if the new node is already set.

When node "ip-adress" is not available anynore, its status is
changed to "obsolete" and the "description" is updated. This is
an NBC change
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