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Abst ract

The Networ k Managenent Datastore Architecture (NVDA) in RFC 8342
defines several configuration datastores hol ding configuration. The
contents of these configuration datastores are controlled by clients.
Thi s docunent introduces the concept of system configuration
datastore hol ding configuration controlled by the systemon which a
server is running. The systemconfiguration can be referenced (e.g.,
| eafref) by configuration explicitly created by clients.

Thi s docunent updates RFC 8342.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 August 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent.
extracted fromthis docunent nust
described in Section 4.e of the Trust Legal
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i ncl ude Revi sed BSD Li cense text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

1.

I nt roducti on

The Networ k Managenent Datastore Architecture (NVDA) [ RFC8342]
defines systemconfiguration as the configuration that is supplied by
the device itself and appears in <operational> when it is in use
(Figure 2 in [RFC8342]).

However, there is a desire to enable a server to better expose the
system configuration, regardless of whether it is in use. For
exanpl e, sone inplenentations defines the system configuration which
must be referenced to be active. NETCONF/ RESTCONF clients can
benefit froma standard nmechanismto retrieve what system
configuration is available on a server

Sone servers allow the descendant nodes of system defined
configuration to be configured or nodified. For exanple, the system
configuration may contain an al nost enpty physical interface, whose
exi stence in the systemconfiguration is tied to the presence of
particul ar hardware, while the client needs to be able to add,

modi fy, or remove a number of descendant nodes. Sonme descendant
nodes may not be nodifiable (e.g., the interface "type" set by the

system

Thi s docunent updates the NVDA defined in [RFC8342] with a read-only
conventional configuration datastore called "systenl' to expose
system defi ned configuration. The solution enables configuration
explicitly created by the clients to reference nodes defined in
<systenp, override systemprovided val ues, and configure descendant
nodes of systemdefined configuration

The solution defined in this docunent requires the use of NVDA for
both clients and servers. Conformance to this docunment requires NVDA
servers inplenment the "ietf-systemdatastore” YANG nodul e

(Section 7).

1. Term nol ogy

Thi s docunent assunes that the reader is fanmiliar with the contents
of [RFC6241], [RFC7950], [RFC8342], [RFC8407], and [ RFC8525] and uses
term nol ogi es fromthose docunents.

The following terns are defined in this docunent:

system configuration: RFC 8342 defines it as "Configuration that is
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1.

2

supplied by the device itself." The definition herein refines
that definition of systemconfiguration to represent configuration
present in the system configuration datastore (regardl ess of
whether it is applied or referenced). It nmay also be referred to
as "systemdefined configuration" or "systemprovided
configuration" throughout this docunent.

system configuration datastore: A configuration datastore hol ding
configuration provided by the systemitself. This datastore is
referred to as "<systenp".

Thi s docunent redefines the term "conventional configuration
datastore" in Section 3 of [ RFC8342] to add "systen? to the list of
conventional configuration datastores:

conventional configuration datastore: One of the follow ng set of
configuration datastores: <running> <startup>, <candi date>,
<systenr, and <intended>. These datastores share a common
dat astore schenma, and protocol operations allow copying data
bet ween these datastores. The term "conventional" is chosen as a
generic unbrella termfor these datastores.

systemnode: An instance in the data tree that is provided by the
systemitself. Systemnode may al so be called "system defined
node" or "system provi ded node" throughout this docunent.

referenced node: A referenced node is one of:

* Targets of |eafref values defined via the "path" statenent.

* Targets of "instance-identifier" type val ues.

* Nodes present in an XPath expression of "when" constraints.

*  Nodes present in an XPath expression of "nust" constraints.

* Nodes defined to satisfy the "mandatory true" constraints.

* Nodes defined to satisfy the "m n-el enents” constraints.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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1.3. Updates to RFC 8342

Thi s docunent updates RFC 8342 to define a configuration datastore
called "system' to hold systemconfiguration (Section 3), it also
redefines the term"conventional configuration datastore" from

[ RFC8342] to add "system' to the list of conventional configuration
dat ast or es.

Configuration in <running> is nerged with <systenm» to create the
contents of <intended> after the configuration transformations (e.g.,
tenpl at e expansi on, renpval of inactive configuration defined in

[ RFC8342]) have been perforned, as described in Section 4.

Thi s docunent al so updates the definition of "intended" origin

met adata annotation identity defined in Section 5.3.4 of [RFC8342].
The "intended" identity of origin value defined in [ RFC8342]
represents the origin of configuration provided by <intended>, this
docunent updates its definition as the origin source of configuration
explicitly provided by clients, and allows a subset of configuration
in <intended> that flows from <systenr yet is not configured or
overridden explicitly in <running> to use "systeni as its origin
value. As per Section 5.3.4 of [RFC8342], all configuration with
origin value being reported as "intended" MJST originate from

<runni ng>, which includes any configuration in <systen» that has been
copied into <running>  Configuration that is in <system> and not

al so present in <running> MJST be reported as origin "systenl in
<oper ati onal >.

2. Kinds of System Configuration

Thi s docunent defines two types of system configuration
Configuration that is always-present and configuration that is
conditionally-present. These types of system configuration are
described in Section 2.1 and Section 2.2, respectively.

2.1. Al ways-Present

Al ways-present refers to system configuration which is generated in
<systenr when the device is powered on, irrespective of physica
resource present or not, a special functionality enabled or not. An
exanpl e of al ways-present systemconfiguration is an al ways-exi sting
| oopback interface.
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2.2. Conditionally-Present

Conditionally-present refers to systemconfiguration which is
generated in <systent based on specific conditions being net in a
system For exanple, if a physical resource is present (e.g., an
interface card is inserted), the systemautomatically detects it and
| oads the associated configuration; when the physical resource is not
present (an interface card is renoved), the system configuration wll
automatically be renoved from <system>. Another exanple is when a
special functionality is enabled, e.g., when a license or feature is
enabl ed, specific configuration my be created by the system

3. The System Configuration Datastore (<systenp)
Fol | owi ng gui delines for defining datastores in the Appendi x A of
[ RFC8342], this docunent introduces a new datastore resource naned
"systen’ that represents the systemconfiguration. NVDA servers
conpliant with this docunment MJST inplement a system configuration
dat astore, and they SHOULD al so inpl ement <intended>
*  Name: "systent.
*  YANG nodul es: all.

*  YANG nodes: all "config true" data nodes up to the root of the
tree, generated by the system

* Managenent operations: The datastore can be read using network
managenment protocols such as NETCONF and RESTCONF, but its
contents cannot be changed by nanage operations via NETCONF and
RESTCONF protocol s.

* Oigin: This docunent does not define any new origin identity.

The "systent identity of origin netadata annotation [RFC7952] is
used to indicate the origin of a data item provided by the system

* Protocols: YANG driven managenent protocols, such as NETCONF and
RESTCONF.

* Defining YANG nodule: "ietf-systemdatastore" (Section 7)

The system configuration datastore doesn’t persist across reboots.
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4.

Conceptual Mdel of Datastores

Clients may provide configuration nodes that reference nodes defined
in <systenp, override system provided val ues, and configure
descendant nodes of systemdefined configuration in <running> as
detailed in Section 6.

To ensure the validity of <intended>, configuration in <running> is
merged with <systenm» to become <intended>, in which process,
configuration appearing in <running> takes precedence over the sane
node in <systenmr. Since it is unspecified howto nerge configuration
before transfornmations, if <systent or <running> includes
configuration that requires further transformation (e.g., tenplate
expansi on, renoval of inactive configuration defined in [ RFC8342])
before it can be applied, configuration transformtions MJST be
performed before <running> is nerged with <systenp.

Whenever configuration in <systenr changes, the server MJST al so
i medi atel y update and val i date <intended>

As a result, Figure 2 in Section 5 of [RFC8342] is updated with the
bel ow conceptual nodel of datastores which incorporates the system
configuration datastore.
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o + R +
| <candi date> | | <startup> |
| (ct, rw)  |<---+ +---->] (ct, rw) |
S + | | S +

I I I I

. + | . + |

| <systenr | R > <running> |<-------- +

| (ct, ro) | [ (ct, rw) |

R + R +

/1 configuration transformations,

L L + // e.g., removal of nodes narked

/1 tenplates

| <intended> | // subject to validation
| (ct, ro) |

| /1 changes applied, subject to
| /1 local factors, e.g., missing
| /1 resources, del ays
dynani c |
configuration | Fomem - | earned configuration
datastores ----- + | Fo-em- - default configuration
|
%

| <operational> | <-- systemstate
| (ct + cf, ro) |

ct = config true; cf = config fal se
rw=read-wite; ro = read-only
boxes denote naned datastores

Figure 1: Architectural Model of Datastores

Ma, et al. Expi res 16 August 2025

/1 as "inactive", expansion of

[ Page 8]



I nternet-Draft Syst em defi ned Configuration February 2025

5.

5

5

6

Configuration in <systenr is undeletable to clients (e.g., a system
defined list entry can never be renoved), even though a node defined

in <systenm> may be overridden in <running> If it is desired to
enable a client to delete systemconfiguration, it can be
approxi mat ed using <factory-default> ([ RFC8808]). |If system

initializes a value for a particular |eaf which is overridden by the
client with a different value in <running> (Section 6.3), the node in
<runni ng> may be renoved |later, in which case systeminitialized

val ue defined in <systenm» may still be in use and appear in
<oper ati onal >.

Static Characteristics
1. Read-only to dients

The system datastore is read-only (i.e., edits towards <systene
directly MJUST be deni ed), though the client nmay be allowed to provide
configuration that overrides the value of a systeminitialized node
(see Section 6.3).

2. No Inpact to <operational >

This work has no inpact to <operational>  Notably, it does not
define any neworigin identity as it is able to use the existing
"systent identity defined in Section 5.3.4 of [RFC8342]. <systenp
enabl es system generated nodes to be defined |ike configuration,
i.e., made visible to clients in order for being referenced or
configurable prior to present in <operational> "config false" nodes
are out of scope, hence existing "config fal se" nodes are not

i npacted by this work.

Dynami ¢ Behavi ors
1. May Change via Software Upgrades or Resource Changes

The contents of <systent MAY change dynam cal |y under various
conditions, such as |icense change, software upgrade, and system
controll ed resources change (see Section 2.2). The updates of system
configuration may be obtained through YANG notifications (e.g., on-
change notification) [ RFC8639] [ RFC8641].

I f system configuration changes, <running> SHOULD renmain a valid
configuration data tree. Any nechanisns to achieve this are outside
the scope of this docunent.
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6

2. Referencing System Configuration

Clients may create configuration data in <running> that references
nodes in <systenk. Sone inplenentations nmay define system nodes
solely as a convenience for clients to reference. It is also
possible for the clients to define their custom zed nodes for

ref erence

Appendi x A. 1 provides an exanple of a client referencing system
defi ned nodes.

6.3. Modifying (Overriding) System Configuration

6

7

In sone cases, a server may allow sone parts of system configuration
(e.g., aleaf’s value) to be nodified. Modification of system
configuration is achieved by the client witing configuration data in
<runni ng> that overrides the values of matched configuration nodes at
the corresponding level in <systenm». Configurations defined in
<runni ng> take precedence over system configuration nodes in <systenp
if the server allows the nodes to be nodified (sone inplenentations
may have i nmut abl e system configuration as per

[1-D.ietf-netnod-i mutable-flag]).

Appendi x A 2 provides an exanple of a client overriding a system
instantiated | eaf’s val ue.

4. Configuring Descendant nodes of System Configuration

A server may also allowa client to add nodes to a list entry in
<systenr by witing those additional nodes in <running>  Those
addi ti onal data nodes may not exist in <systems (i.e., an addition
rat her than an override).

Appendi x A 3 provides an exanple of a client configuring descendant
nodes of a system defined node.

The "ietf-system datastore" Mdul e
1. Data Mdel Overview

Thi s YANG nodul e defines a new YANG i dentity nanmed "systent that uses
the "ds: conventional" identity defined in [ RFC8342] as its base. A
client can discover the system configuration datastore support on the
server by reading the YANG |ibrary information fromthe operationa
state datastore.
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The system datastore is defined as a conventional configuration
dat astore and shares a commpn dat astore schema wi th ot her
conventional datastores.

The following diagramillustrates the rel ationship anongst the
"identity" statenments defined in the "ietf-systemdatastore" and
"ietf-datastores" YANG nodul es:

ldentities:

+--- datastore

| +--- conventional
| | +--- running

| | +--- candidate
| | +--- startup

| | +--- system

| | +--- intended
| +--- dynanmic

| +--- operational

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

7.2. YANG Modul e
<CODE BEG NS> file "ietf-system datastore@025-02-12. yang"

modul e ietf-systemdatastore {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-systemdatastore";
prefix sysds;

import ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenent Datastore Architecture(NVDA)";
}

organi zati on
"I ETF NETMOD ( Networ k Mbdel i ng) Working G oup”;
cont act
"WG Web: https://datatracker.ietf.org/wy/ netnod/
WG List: NETMOD WG list <mailto:netnod@etf.org>

Aut hor: Q ufang Ma
<mai | t o: maqgi uf angl@uawei . con®
Author: Q n Wi
<mailto:bill.w@uawei.conmp
Aut hor: Chong Feng
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<mai | t o: fengchongl | | y@mai |l . com";
description
"This nodul e defines a new YANG i dentity that uses the
ds: conventional identity defined in [ RFC8342].

Copyright (c) 2025 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://ww. rfc-editor.org/info/rfcXXXX); see the RFC
itself for full legal notices.";

revisi on 2025-02-12 {
description
“Initial version.";
reference
"RFC XXXX: System defined Configuration";

}

identity system {
base ds: conventional;
description
"This read-only datastore contains the configuration
provided by the systemitself.";

}
}

<CCDE ENDS>
8. | ANA Consi derati ons
8.1. The "IETF XM." Registry

Thi s docunent registers two XML nanespace URNs in the '| ETF XM
registry’, following the format defined in [ RFC3688].

URI: urn:ietf:parans: xm:ns:yang:ietf-system datastore

Regi strant Contact: The |ESG
XM.: N A, the requested URIs are XM. nanespaces
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2.  The "YANG Modul e Nanes" Registry

Thi s docunent registers two nmodul e nanes in the ' YANG Modul e Nanes
registry, defined in [ RFC6020].

nane: ietf-systemdatastore

prefix: sysds

nanespace: urn:ietf:paranms: xnl:ns:yang:ietf-systemdatatstore
mai nt ai ned by | ANA? N

RFC. XXXX // RFC Ed.: replace XXXX and renove this comment

Security Considerations

This section is nodeled after the tenmplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-systemdatastore" YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The YANG npdule only defines a identity that uses the
"ds:conventional" identity as its base. The nodule by itself does
not expose any data nodes that are witable, date nodes that contain
read-only state, or RPCs. As such, there are no additional security
issues related to the YANG nodul e that need to be consi dered.
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Appendi x A. Exanpl e of Dynami ¢ Behavi ors
This section presents sone sanple data nodels and correspondi ng
contents of various datastores with different dynam c behaviors
described in Section 6. The XM snippets are used only for
illustration purposes.

A.1. Referencing System defi ned Nodes

In this subsection, the following fictional nodule is used:
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nmodul e exanpl e-application {
yang-version 1.1;
nanespace "urn:exanpl e: application”;
prefix "ex-app";

inmport ietf-inet-types {
prefix "inet";
}

cont ai ner applications {
list application {
key "nane";
| eaf nane {
type string;

}
| eaf app-id {
type string;

| eaf protocol {
type enuneration {
enum t cp;
enum udp;

mandat ory true;

}

| eaf destination-port {
default "0";
type inet:port-nunber;

| eaf description {
type string;

cont ai ner security-protection {
presence "Indicates that security protection is enabled.”;
| eaf risk-level {
type enuneration {
enum hi gh;
enum | ow,

}

/ladditional |eafs for security-specific configuration..

}
}
}
}

A fictional ACL YANG nodule is used as foll ows, which defines a
| eafref for the leaf-list "application" data node to refer to an
exi sting application nane.
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nmodul e exanpl e-acl {
yang-version 1.1;
nanespace "urn: exanpl e:acl";
prefix "ex-acl";

i mport exanpl e-application {
prefix "ex-app";
}

inmport ietf-inet-types {
prefix "inet";
}

cont ai ner acl {
list acl-rule {

key "nane";

| eaf nane {
type string;

cont ai ner mat ches {
choice 13 {
container ipvéd {
| eaf src-address {
type inet:ipv4-prefix;

| eaf dst-address {
type inet:ipv4-prefix;

}
}
choi ce applications {
leaf-1ist application {
type leafref {
pat h "/ex-app: applications/ex-app: application”
+ "/ ex-app: nanme";
}

}
}

| eaf packet-action {
type enuneration {
enum f orwar d
enum dr op;
enum redi rect;
}
}
}
}
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}

The server may predefine sone applications as a conveni ence for
clients, these applications are i medi atel y-present system
configuration. Wen the device is powered on, the system
instantiated application entries nmay be present in <systenr as
fol | ows:

<appl i cations xm ns="urn: exanpl e: appl i cati on">
<appl i cation>
<nane>f t p</ name>
<app-i d>001</ app-i d>
<pr ot ocol >t cp</ pr ot ocol >
<desti nati on-port>21</desti nati on-port>
<security-protection>
<risk-level >l ow/risk-1evel >
</ security-protection>
</ application>
<appl i cation>
<name>t f t p</ name>
<app-i d>002</ app-i d>
<pr ot ocol >udp</ pr ot ocol >
<desti nati on-port >69</desti nati on-port>
<security-protection>
<risk-1level >l ow</risk-1evel >
</ security-protection>
</ application>
<application>
<name>snt p</ name>
<app-i d>003</ app-i d>
<pr ot ocol >t cp</ pr ot ocol >
<desti nati on-port >25</desti nati on-port>
<security-protection>
<risk-level >l ow</risk-|evel >
</ security-protection>
</ application>
</ applications>

The client may al so define its custom zed applications. Suppose the
configuration of applications is present in <running> as follows:
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<appl i cations xm ns="urn: exanpl e: appl i cati on">
<appl i cation>
<name>ny- snt p</ name>
<app-i d>101</ app-i d>
<pr ot ocol >t cp</ pr ot ocol >
<desti nati on-port >2345</desti nati on-port >
<descri ption>custoni zed sntp application</description>
<security-protection>
<risk-1evel >hi gh</risk-Ievel >
</ security-protection>
</ application>
<appl i cation>
<name>ny- f oo</ name>
<app-i d>102</ app-i d>
<pr ot ocol >udp</ pr ot ocol >
<desti nati on-port >69</desti nati on-port>
<descri pti on>custom zed application</description>
</ application>
</ applications>

If a client configures an ACL rule referencing sone system provided
or custom zed applications, the configuration of ACL rule may be
shown as foll ows:

<acl xm ns="urn: exanpl e: acl ">
<acl -rul e>
<nane>al | ow access-to-ftp-tftp</name>
<mat ches>
<i pv4>
<src-address>198. 51. 100. 0/ 24</ sr c- addr ess>
<dst - addr ess>192. 0. 2. 0/ 24</ dst - addr ess>
</ipvd>
<appl i cati on>ftp</application>
<application>tftp</application>
<appl i cati on>my-snt p</ application>
</ mat ches>
<packet - act i on>f or war d</ packet - acti on>
</ acl -rul e>
</ acl >

As different entries of application configuration in <systen» and

<running> is nerged to create <intended>, <operational> mght contain
the configuration of applications as foll ows:

Ma, et al. Expi res 16 August 2025 [ Page 20]



I nternet-Draft Syst em defi ned Configuration February 2025

<applications xm ns="urn: exanpl e: appl i cati on"
xm ns:or="urn:ietf:paranms: xn :ns:yang:ietf-origin"
or:origin="or:intended">
<appl i cation>
<nane>ny- snt p</ nane>
<app-i d>101</ app-i d>
<pr ot ocol >t cp</ pr ot ocol >
<desti nati on- port >2345</ desti nati on-port>
<descri ption>custon zed sntp application</description>
<security-protection>
<risk-1evel >hi gh</risk-Ievel >
</ security-protection>
</ application>
<appl i cation>
<name>ny- f oo</ name>
<app-i d>102</ app-i d>
<pr ot ocol >udp</ pr ot ocol >
<desti nati on-port >69</desti nati on-port>
<descri pti on>custoni zed application</description>
</ application>
<application or:origin="or:systenm>
<nane>f t p</ nanme>
<app-i d>001</ app-i d>
<pr ot ocol >t cp</ pr ot ocol >
<desti nati on-port>21</desti nati on-port>
<security-protection>
<risk-1level >l ow</risk-1evel >
</ security-protection>
</ application>
<application or:origin="or:systent>
<name>t f t p</ name>
<app-i d>002</ app-i d>
<pr ot ocol >udp</ pr ot ocol >
<desti nati on-port >69</desti nati on-port>
<security-protection>
<risk-1level >l ow</risk-1evel >
</ security-protection>
</ application>
<application or:origin="or:systenm>
<nane>snt p</ name>
<app-i d>003</ app-i d>
<pr ot ocol >t cp</ pr ot ocol >
<desti nati on-port >25</desti nati on-port>
<security-protection>
<risk-1level >l ow</risk-1evel >
</ security-protection>
</ application>
</ applications>
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A 2. Mdifying a Systeminstantiated Leaf’s Val ue
Thi s subsection uses the following fictional interface YANG nodul e:

nmodul e exanpl e-interface {
yang-version 1.1;
nanespace "urn:exanple:interface";
prefix "ex-if";

inmport ietf-inet-types {
prefix "inet";
}

contai ner interfaces {
list interface {
key nane;
| eaf nane {
type string;

| eaf description {
type string;

|l eaf mu {
type uint32;

| eaf-1ist ip-address {
type inet:ip-address;

Suppose the system provi des an al ways- present | oopback interface
(nanmed "100") with a MIU val ue "65536", a default |Pv4 address of
"127.0.0.1", and a default IPv6 address of "::1". The configuration
of "lo0" interface is present in <system> as foll ows:

<interfaces xm ns="urn: exanple:interface">
<interface>
<nane>| 00</ name>
<mt u>65536</ nt u>
<i p- address>127. 0. 0. 1</ i p- addr ess>
<i p-address>:: 1</i p- addr ess>
</interface>
</interfaces>
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A client nodifies the value of MIU to 9216 and adds the foll ow ng
configuration into <running> using a "nerge" operation

<interfaces xm ns="urn: exanple:interface">
<interface>
<name>| 00</ nane>
<nt u>9216</ nt u>
</interface>
</interfaces>

Then the configuration of interfaces is present in <operational> as
fol | ows:

<interfaces xm ns="urn: exanpl e:interface"
xm ns:or="urn:ietf:parans: xnm :ns:yang:ietf-origin"
or:origin="or:intended">
<interface>
<nane>| 00</ name>
<nt u>9216</ nt u>
<i p-address or:origin="or:systenl>127.0.0. 1</i p- addr ess>
<i p-address or:origin="or:systeni>::1</ip-address>
</interface>
</interfaces>

A. 3. Configuring Descendant Nodes of a Systemdefined Node

In the above exanple, imagine the client further configures the
description node of a "lo0" interface in <running> using a "nmerge"
operation as foll ows:

<interfaces xm ns="urn: exanple:interface">
<i nterface>
<nane>| 00</ nane>
<descri pti on>l oopback</descri pti on>
</interface>
</interfaces>

The configuration of interface "l 00" is present in <operational> as
fol | ows:
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<interfaces xm ns="urn: exanple:interface"
xm ns:or="urn:ietf:paranms: xn :ns:yang:ietf-origin"
or:origin="or:intended">
<interface>
<nane>| 00</ name>
<descri pti on>l oopback</descri pti on>
<nt u>9216</ nt u>
<i p-address or:origin="or:systent>127.0.0. 1</i p- addr ess>
<i p-address or:origin="or:systeni>::1</i p-address>
</interface>
</interfaces>

Appendi x B. Key Use Cases
This section provides three use cases related to how <systenp
interacts with other datastores (e.g., <candidate>, <running>,

<i ntended>, and <operational>). The following fictional interface
data nodel is used
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nmodul e exanpl e-i nt erface- managenent {
yang-version 1.1;
nanespace "urn:exanpl e:interfacenmgnt”;
prefix "ex-ifnt;

inmport ietf-inet-types {
prefix "inet";
}

contai ner interfaces {
list interface {
key "nane";
| eaf nane {
type string;

}
| eaf type {
type enuneration {
enum et hernet ;
enum at m
enum | oopback;

}

| eaf enabl ed {
type bool ean;
default "true";

| eaf-1ist ip-address {
type inet:ip-address;

| eaf speed {
when "../type = 'ethernet’";
type enuneration {
enum 10M;
enum 100M;

}

| eaf description {
type string;
}

}
}
}

Syst em defi ned Configuration

February 2025

For each use case, correspondi ng sanpl e configuration in <running>,

<systenp, <intended> and <operational > are shown.

are used only for illustration purposes.
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B. 1. Devi ce Powers On

When the device is powered on, suppose the system provi des an al ways-
present | oopback interface (nanmed "1 00") which is not explicitly
configured in <running> Thus, no configuration for interfaces
appears in <runni ng>;

And the contents of <systenr are:

<interfaces xm ns="urn: exanpl e:interfacengnt">
<interface>
<nane>| 00</ name>
<t ype>l| oopback</type>
<i p-address>127. 0. 0. 1</ i p- addr ess>
<i p- addr ess>: : 1</ i p- addr ess>
<descri pti on>systemdefined interface</description>
</interface>
</interfaces>

In this case, the configuration of |oopback interface is only present
in <systenp, the configuration of interface in <intended> would be
identical to the one in <systenr shown above.

And <operational > will show the system provi ded | oopback interface,
note that <operational> also includes the default value specified in
t he YANG nodul e:

<interfaces xm ns="urn: exanpl e:interfacengnt"
xm ns:or="urn:ietf:parans: xm:ns:yang:ietf-origin"
or:origin="or:systent>
<interface>
<name>| 00</ name>
<t ype>| oopback</type>
<enabl ed or:origi n="or: defaul t">true</ enabl ed>
<i p- address>127. 0. 0. 1</ i p- addr ess>
<i p- address>: : 1</i p- addr ess>
<descri pti on>system defined interface</description>
</interface>
</interfaces>

B.2. dient Commts Configuration
If aclient creates an interface "et-0/0/0" but the interface does

not physically exist at this point, what is in <running> appears as
fol | ows:
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<interfaces xm ns="urn: exanpl e:interfacengnt">
<i nterface>
<name>et - 0/ 0/ 0</ nane>
<i p- addr ess>192. 168. 10. 10</i p- addr ess>
<descri pti on>pre-provi sioned interface</description>
</interface>
</interfaces>

And the contents of <systene remain unchanged, only containing the
"l 0" | oopback interface, since the interface "et-0/0/0" is not
physical ly present:

<interfaces xm ns="urn: exanpl e:interfacengnt">
<i nterface>
<name>| 00</ name>
<t ype>l| oopback</type>
<i p- address>127. 0. 0. 1</ i p- addr ess>
<i p- address>: : 1</i p- addr ess>
<descri pti on>system defined interface</description>
</interface>
</interfaces>

The contents of <intended> represent the nerged data of <systent» and
<runni ng>:

<interfaces xm ns="urn: exanpl e:interfacenmgnt">
<interface>
<nane>| 00</ nanme>
<t ype>l| oopback</type>
<i p- address>127. 0. 0. 1</ i p- addr ess>
<i p- address>: : 1</i p- addr ess>
<descri pti on>systemdefined interface</description>
</interface>
<interface>
<nane>et - 0/ 0/ 0</ nanme>
<i p- addr ess>192. 168. 10. 10</i p- addr ess>
<descri pti on>pre-provi sioned interface</description>
</interface>
</interfaces>

Since the interface naned "et-0/0/0" does not exist, the associ ated

configuration is not present in <operational> which appears as
fol | ows:
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<interfaces xm ns="urn: exanpl e:interfacengnt"
xm ns:or="urn:ietf:paranms: xn :ns:yang:ietf-origin"
or:origin="or:intended">
<interface or:origin="or:systenl>
<nane>| 00</ name>
<t ype>l| oopback</type>
<enabl ed or:origi n="or: defaul t">true</enabl ed>
<i p-address>127. 0. 0. 1</ i p- addr ess>
<i p- addr ess>: : 1</ i p- addr ess>
<descri pti on>systemdefined interface</description>
</interface>
</interfaces>

B.3. Operator Installs Card into a Chassis

When the interface is installed by the operator, the systemwill
detect it and generate the associated conditionally-present interface
configuration in <systenmr. The contents of <runni ng> keep unchanged:

<interfaces xm ns="urn: exanpl e:interfacenmgnt">
<interface>
<nane>et - 0/ 0/ 0</ nane>
<i p- addr ess>192. 168. 10. 10</i p- addr ess>
<descri pti on>pre-provi sioned interface</description>
</interface>
</interfaces>

And <systenr m ght appear as foll ows:

<interfaces xm ns="urn: exanpl e:interfacengnt">
<interface>
<nane>| 00</ nane>
<t ype>| oopback</type>
<i p- address>127. 0. 0. 1</ i p- addr ess>
<i p- address>: : 1</i p- addr ess>
<descri pti on>system defined interface</description>
</interface>
<i nterface>
<name>et - 0/ 0/ 0</ nane>
<t ype>et hernet </type>
<descri pti on>system defined interface</description>
</interface>
</interfaces>

Then <i ntended> contains the nmerged configuration of <systenr and
<r unni ng>:
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<interfaces xm ns="urn: exanpl e:interfacengnt">
<i nterface>
<namne>| 00</ name>
<t ype>l| oopback</type>
<i p- address>127. 0. 0. 1</ i p- addr ess>
<i p- address>: : 1</i p- addr ess>
<descri pti on>system defined interface</description>
</interface>
<interface>
<nane>et - 0/ 0/ 0</ nane>
<t ype>et hernet </ type>
<i p- addr ess>192. 168. 10. 10</i p- addr ess>
<descri pti on>pre-provi sioned interface</description>
</interface>
</interfaces>

And the contents of <operational > appear as foll ows:

<interfaces xm ns="urn: exanpl e:interfacenmgnt"
xm ns:or="urn:ietf:paranms: xn :ns:yang:ietf-origin"
or:origin="or:intended">
<interface or:origin="or:systenl>
<nane>| 00</ name>
<t ype>l| oopback</type>
<enabl ed or:origi n="or: defaul t">true</enabl ed>
<i p-address>127. 0. 0. 1</ i p- addr ess>
<i p- addr ess>: : 1</ i p- addr ess>
<descri pti on>systemdefined interface</description>
</interface>
<interface>
<nane>et - 0/ 0/ 0</ nanme>
<type or:origin="or:systeni>ethernet</type>
<enabl ed or:origin="or:default">true</enabl ed>
<i p- addr ess>192. 168. 10. 10</i p- addr ess>
<descri pti on>pre-provisioned interface</description>
</interface>
</interfaces>

B.4. dient further Conmts Configuration

If the client further sets the speed of interface "et-0/0/0" in
<runni ng> usi ng a "nerge" operation
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<interfaces xm ns="urn: exanpl e:interfacengnt">
<interface>
<nane>et - 0/ 0/ 0</ nane>
<speed>10M</ speed>
</interface>
</interfaces>

The contents of <systenk keep unchanged:

<interfaces xm ns="urn: exanpl e:interfacengnt">
<interface>
<nane>| 00</ name>
<t ype>l| oopback</type>
<i p-address>127. 0. 0. 1</ i p- addr ess>
<i p- addr ess>: : 1</ i p- addr ess>
<descri pti on>systemdefined interface</description>
</interface>
<interface>
<nane>et - 0/ 0/ 0</ nanme>
<t ype>et her net </ t ype>
<descri pti on>system defined interface</description>
</interface>
</interfaces>

And the contents of <intended> which represents a nerged results of
<runni ng> and <systene are as foll ows:

<interfaces xm ns="urn: exanpl e:interfacengnt">
<interface>
<nane>| 00</ name>
<t ype>l| oopback</type>
<i p-address>127. 0. 0. 1</ i p- addr ess>
<i p- addr ess>: : 1</ i p- addr ess>
<descri ption>systemdefined interface</description>
</interface>
<interface>
<nane>et - 0/ 0/ 0</ nanme>
<t ype>et her net </ t ype>
<i p- addr ess>192. 168. 10. 10</i p- addr ess>
<speed>10M</ speed>
<descri pti on>pre-provisioned interface</description>
</interface>
</interfaces>

And <operational > woul d appear as foll ows:
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<interfaces xm ns="urn: exanpl e:interfacengnt"
xm ns:or="urn:ietf:params: xm :ns:yang:ietf-o
or:origin="or:intended">
<interface or:origin="or:systenl>
<nane>| 00</ name>
<t ype>l| oopback</type>
<enabl ed>t r ue</ enabl ed>
<i p-address>127. 0. 0. 1</ i p- addr ess>
<i p- addr ess>: : 1</ i p- addr ess>
<descri pti on>systemdefined interface</description>
</interface>
<interface>
<nane>et - 0/ 0/ 0</ nanme>
<type or:origin="or:systeni>ethernet</type>
<enabl ed or:origin="or:default">true</enabl ed>
<i p- addr ess>192. 168. 10. 10</i p- addr ess>
<speed>10M</ speed>
<descri pti on>pre-provi sioned interface</description>
</interface>
</interfaces>
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