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Abstract

Thi s docunent defines a way to fornmally docunment an existing

behavi or, inplenented by servers in production, on the immtability
of sonme system provided nodes, using a YANG netadata annotation
called "inmmutabl e" to flag which nodes are i mmutable.

Clients may use "inmutabl e" annotations provided by the server, to

know bef orehand why certain otherwi se valid configuration requests
will cause the server to return an error.

The imutable flag is descriptive, docunmenting an existing behavi or,
not proscriptive, dictating server behaviors.

Thi s docunent updates RFC 8040 and RFC 8526.
Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Network Mdeling
Working Goup mailing list (netnmod@etf.org), which is archived at

https://mailarchive.ietf.org/arch/browse/netnod/.

Source for this draft and an issue tracker can be found at
https://github. com net nod- wg/ i mut abl e-f | ag.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 28 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines a YANG net adata annotation [RFC7952] to
formal Iy docunent an existing nodel handling behavior that has been
used by nmultiple standard organi zati ons and vendors. It is the aim
to create one single standard sol ution for docunenting non-nodifiable
system data decl ared as configuration, instead of the nultiple

exi sting vendor and organization specific solutions.

YANG [ RFC7950] is a data nodeling | anguage used to nodel both state
and configuration data, based on the "config" statenent. However,
there exists sonme systemconfiguration data that cannot be nodified
by the client (it is immutable), but still needs to be declared as
"config true" to:

* allow configuration of data nodes under imutable lists or
cont ai ners;
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* place "when", "nust" and "leafref" constraints between
configuration and i mmut abl e nodes;

* ensure the existence of specific list entries that are provided
and needed by the system while additional list entries can be
created, nodified or deleted.

If the server always rejects a client’s attenpt to override sone
system provi ded data because it internally thinks the data is
immutable, it should docunent it towards the clients in a machi ne-
readabl e way rather than witing as plain text in the "description"
st at ement .

Thi s docunent defines a way to formally docunment the existing

behavi or, inplenented by servers in production, on the immutability
of sone system provi ded nodes, using a YANG netadata annotation

[ RFC7952] called "imutable" to flag which nodes are immutable. This
docunent does not regul ate server behaviors. That said, it is
expected that a server will return an error with an error-tag
containing "invalid-value" if a client attenpts to nodify an

i mmut abl e node.

The following is a list of already inplenented and potential use
cases:

* UCl Modeling of server capabilities
* UC2 Hardware based auto-configuration
* UC3 Predefined administrator roles

* UCA Declaring i mutabl e system configuration fromthe perspective
of a logical network el enent (LNE)

Appendi x A describes the use cases in detail.

1.1. Updates to RFC 8040
Thi s docunent updates Sections 4.8 and 9.1.1 of [RFC8040] to add an
addi tional query paraneter named "with-immtability", as specified in
Section 4.2.2.

1.2. Updates to RFC 8526
Thi s docunent updates Section 3.1.1 of [RFC8526] to add an additiona

i nput paraneter named "with-imutability" for the <get-data>
operation, as specified in Section 4.2.1
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1.3. Editorial Note (To be renoved by RFC Editor)

Note to the RFC Editor: This section is to be renmoved prior to
publi cati on.

Thi s docunent contai ns pl acehol der val ues that need to be repl aced

with finalized values at the time of publication. This note

summari zes all of the substitutions that are needed. No other RFC

Editor instructions are specified el sewhere in this docunent.

Pl ease apply the follow ng replacenents:

*  XXXX --> the assigned RFC nunber for this draft

* 2026-05-26 --> the actual date of the publication of this docunent
2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all

capitals, as shown here

The docunent uses the followi ng definition in [ RFC6241]:

* configuration data

The docurent uses the following definition in [ RFC7950]:

* data node

* | eaf

* leaf-list

* contai ner

* |ist

* anydata

* anyxm

* interior node

* data tree
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4.

4.

The docunent uses the followi ng definition in [ RFC8341]:
* access operation

The docunent uses the following definition in
[1-D.ietf-netnod-systemconfig]:

* system configuration
Thi s docunent defines the following term

imutable flag: A read-only state value the server provides to
describe imutability of the configuration, which is conveyed via
a YANG netadata annotation called "imutable" with a bool ean
val ue.

Applicability

Wiile the inmutable flag applies to all configuration nodes, its
val ue MUST NOT be set to true for configuration data that is not
system confi guration

The imutable flag is only visible in read-only datastores (i.e.,
<systen> [I-D.ietf-netnod-systemconfig], <intended> and
<operational >) when a "with-inmmutability" parameter is carried
(Section 4.2), however this only serves as descriptive information
about the instance node itself, but has no effect on the handling of
the read-only datastore. |If the immutable flag is requested to be
returned for an invalid datastore, then the server MJST return an
error response with the error-tag val ue "unknown-el enent".

Configuration data has the same inmmutability if it appears in
different datastores. The immutability of configuration data is
protocol and user independent.

"1 nmut abl e" Mt adata Annotation
1. Definition

The imutable flag which is defined as the netadata annotation takes
a boolean value, and it is returned as requested by the client using
a "with-inmmutability" paranmeter (Section 4.2). |If the "imutable"
met adat a annotation for a configuration node is not specified, the
default "imutable" value is the sane as the value of its parent node
in the data tree (Section 6). The inmutabl e nmetadata annotation
value for a top-level instance node is "false" if not specified.
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A node that is annotated as imrutable cannot be changed via
configuring a different value in read-wite configuration datastores
(e.g., <running>), nor is there any way to delete the node fromthe
i ntended datastore, which is the nerged result of <running> and
<systen> as defined in Section 4 of [I-D.ietf-netnod-systemconfig].
The node MAY be explicitly configured by a client in <running> with
the same value and that configuration in <running> rmay subsequently
be renmpoved, but neither of these edits will change the configuration
in <intended> (if inplenmented) on the device.

Note that "immutable" nmetadata annotations are used to annotate data
node instances. A list may have nultiple instances in the data tree,
servers may annotate sonme of the instances as i mutable, while others
as mut abl e.

Servers MJST ignore any immutabl e annotations sent fromthe client.
4.2. "with-imutability" Paraneter

This section specifies the NETCONF [ RFC6241] [ RFC8526] and RESTCONF
[ RFC8040] protocol extensions to support the "with-inmmtability"
paraneter. The "imrutabl e" netadata annotations are not returned in
a response unless explicitly requested by the client using this

par aneter.

4.2.1. NETCONF Extensions to Support "with-immutability"

Thi s docunent updates [ RFC8526] to augnment the <get-data> operation
with an additional paraneter named "with-immtability" when
interacting with read-only datastores. |f present, this paraneter
requests that the server includes the "i mutable" metadata
annotations in its response.

Figure 1 provides the tree structure [RFC8340] of augnentations to
NETCONF operations, as defined in the "ietf-immtabl e-annotation"
nmodul e (Section 9).

modul e: ietf-immutabl e-annot ati on
augnment /ncds: get -dat a/ ncds: i nput:
+---wwith-immutability? enpty

Figure 1: Augnentations to NETCONF Operations
To discover if the "with-imutability" paraneter is supported by the
server, a NETCONF client can query if the server inplenments "ietf-

i mut abl e-annot ati on" nodul e by reading the YANG library infornmation
fromthe operational state datastore, as per [RFC8526].

Ma, et al. Expi res 28 Novenber 2026 [ Page 7]



I nternet-Draft i mutable flag May 2026

Refer to Appendix B.1 for an exanple of NETCONF operation with "wth-
i mutability" input paramneter.

4.2.2. RESTCONF Extensions to Support "with-inmmutability"

Thi s docunent extends Sections 4.8 and 9.1.1 of [RFC8040] to add a
query parameter named "with-imutability" to the GET operation. |If
present, this parameter requests that the server includes the
"immut abl e” netadata annotations in its response. This paraneter is
only allowed with no values carried when interacting with read-only
datastores. |If it has any unexpected val ue, then a "400 Bad Request"
status-line is returned. RESTCONF protocol operations for the

dat astore resources are defined in [ RFC8527].

To enabl e a RESTCONF client to discover if the "with-immutability"
query paraneter is supported by the server, the followi ng capability
URlI is defined:

urn:ietf:paranms:restconf:capability:with-imutability:1.0

Refer to Appendix B.2 for an exanple of RESTCONF operation wth
"with-immutability" query paraneter.

5. Use of Immutable Flag for Different Statenents

This section defines what the imMmutable flag nmeans to the client for
each instance of YANG data node statenent.

5.1. The "leaf" Statenent

When a |l eaf node instance is imutable, it cannot be configured with
a different value in read-wite configuration datastores (e.g.,
<runni ng>) or renoved from <intended> (if inplemented). Though it
can be created/deleted in read-wite configuration datastores (see
Sections 4.1 and 7).

5.2. The "leaf-list" Statenent

VWen a leaf-list entry is immutable, it cannot be configured with a
different value in read-wite configuration datastore (e.g.,

<runni ng>) or renoved from <intended> (if inplenmented). Though it
can be created/deleted in read-wite configuration datastores (see
Sections 4.1 and 7).
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The i mut abl e annotation attached to the individual leaf-list entry
provides immutability with respect to the entry itself. As per the
restrictions in [RFC7952], annotations cannot be attached to an
entire leaf-list instance and only to individual leaf-list entries,
which inplies a leaf-list as a whole can only inherit immtability
froma parent node (e.g., container).

If aleaf-list as a whole is imutable, any leaf-list entries cannot
be added, nodified, or reordered (if it is ordered-by user).

Refer to Appendix B.5 for an exanple of immtability of leaf-lists.
5.3. The "container" Statenent

VWhen a contai ner node instance is immutable, it cannot be renoved
from<intended> (if inplemented). Though it can be created/del eted
in read-wite configuration datastores (see Sections 4.1 and 7).

Descendant nodes of the container recursively inherit the
immutability of the container, unless the immtability is overridden
by an "immutabl e" annotation on a descendant node.

By default, as with all interior nodes, immutability is recursively
applied to descendants (Section 6).

5.4. The "list" Statenment

When a list entry is immutable, it cannot be renoved from <i nt ended>
(if inmplenented). Though it can be created/deleted in read-wite
configuration datastores (see Sections 4.1 and 7).

Descendant nodes of the list entry recursively inherit the
imutability of the list entry, unless the immutability is overridden
by an "inmmutabl e" annotation on a descendant node.

By default, as with all interior nodes, inmutability is recursively
applied to descendants (Section 6).

The i mut abl e annotation attached to the individual list entry
provides immtability with respect to the entry itself. As per the
restrictions in [RFC7952], annotations cannot be attached to an
entire list instance and only to individual list entries, which
inplies a list as a whole can only inherit inmutability froma parent
node (e.g., container).
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If alist as a whole is imutable, any list entries cannot be added,
renoved, or reordered (if it is ordered-by user). Each list entry
inherits the imutability of the list by default, unless the
imutability is overridden by an "i mrutabl e" annotation on a |ist
entry.

Refer to Appendix B.4 for an exanple of immutability of lists.
5.5. The "anydata" Statenent

When an "anydata" node instance is imutable, it cannot be renoved
from<intended> (if inplenented). Though it can be created/del eted
in read-wite configuration datastores (see Sections 4.1 and 7).

Additionally, as with all interior nodes, imutability is recursively
applied to descendants (Section 6).

5.6. The "anyxm " Statenent

VWhen an "anyxm " node instance is imrmutable, it cannot be renoved
from<intended> (if inplemented). Though it can be created/deleted
in read-wite configuration datastores (see Sections 4.1 and 7).

Additionally, as with all interior nodes, inmmtability is recursively
applied to descendants (Section 6).

6. Immutability of Interior Nodes

Immutability is a property of a configuration data node instance,
conveyed as netadata [RFC7952]. It is recursively applied to
descendants, which nmay reset the imutability state as needed,
thereby affecting their descendants. There is no limt to the nunber
of times the immutability state may change in a data tree

If the "immutable" netadata annotation for a returned child node is
omitted, it has the sane inmmtability as its parent node. The
immutability of top hierarchy of returned nodes is false by default.
Servers may suppress the annotation if it is inherited fromits
parent node or uses the default value as the top-level node, but are
not precluded fromreturning the annotation on every single el enent.

Refer to Appendix B.3 for an exanple of how immutability is
recursively inherited or explicitly reset by descendants.
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7. System Configuration Datastore Interactions

I mut abl e configuration can only be created, updated and del eted by
the server, and it is present in <systenp, if inplenented. That

sai d, the existence of immutable configuration is independent of

whet her <systenmr is inplenented or not. Not all system configuration
data is imutable. |mutable configuration does not appear in
<running> unless it is explicitly configured.

As specified in Section 4.1, a client MAY create/del ete i mutabl e
nodes with same val ues as defined by server in read-wite
configuration datastore (e.g., <candidate>, <running>), which nerely
makes i mmut abl e nodes visible/invisible in the datastore.

8. NACM | nt eracti ons

The server rejects an operation request due to inmutability when it
tries to performthe operation on the request data. Any inmutability
checki ng MUST be performed after access control decisions, if the

Net wor k Configuration Access Control Mdel (NACM [RFC8341] is

i npl emented on a server. For exanple, if an operation requests to
override an i mutabl e configuration node, but the server checks the
user is not authorized to performthe requested access operation on
the request data, the request is rejected with an "access-deni ed"
error.

9.  YANG Modul e

This nodul e inports definitions from[RFC7952], [RFC8342], [RFC8526],
and [I-D.ietf-netnod-systemconfig].

<CODE BEG NS> file "ietf-immutabl e-annotati on@026-05-26. yang"
modul e i et f-immutabl e-annotation {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-imutabl e-annotation”;
prefix imm;

i mport ietf-yang-nmetadata {
prefix nd;
ref erence
"RFC 7952: Defining and Using Metadata with YANG';
}

i mport ietf-netconf-nnda {
prefix ncds;
ref erence
"RFC 8526: NETCONF Extensions to Support the Network
Managenent Datastore Architecture”;
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inmport ietf-systemdatastore {
prefix sysds;
ref erence
"RFC YYYY: Systemdefined Configuration”;

}
inmport ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenent Datastore Architecture
(NVDA) ™5
}

organi zati on
"I ETF Network Mdeling (NETMOD) Working G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wgy/ netnod/ >
WG List: <mailto:netnod@etf.org>
Aut hor: Q ufang Ma
<mai | t o: magi uf angl@uawei . con
Author: Qn Wi
<mai lto:bill.w@uawei . conp
Aut hor: Bal azs Lengye
<mai | t 0: bal azs. | engyel @ri csson. con
Aut hor: Hongwei Li
<mai |l to: flycool man@mai |l . cons";
description
"This nodul e defines a metadata annotation called ’imutable’
to allow the server to formally docunent existing behavior on
the mutability of sonme systemconfiguration. Cients nay use
"inmut abl e’ netadata annotation provided by the server to know
bef orehand why certain otherwi se valid configuration requests
will cause the server to return an error.

Copyright (c) 2026 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC
itself for full legal notices.";

revisi on 2026-05-26 {
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description
"Initial revision.";
/1l RFC Ed.: replace XXXX and renove this coment
ref erence
"RFC XXXX: YANG Met adata Annotation for Inmmutable Flag";
}
nmd: annot ati on i nmut abl e {
type bool ean;
description
"The 'imutabl e’ netadata annotation indicates the
imutability of an instantiated data node. It takes as a
value '"true’ or 'false’'. An inmmutable node cannot be changed
via configuring a different value in read-wite configuration
datastores (e.g., <running>), though it can be created/deleted
in read-wite configuration datastores. If not specified for
a given configuration data node, the immtability is the
sanme as the value of its parent node in the data tree. The
default value of ’immutable’ annotation for a top-Ileve
i nstance node is false if not specified.";

}

augnment "/ ncds: get-data/ncds:input” {
description
"Allows the server to include 'inmmutable netadata
annotations in its response to get-data operation.”;
leaf with-imutability {
when
"derived-fromor-self(../ncds:datastore,’sysds: system) "
+ "or derived-fromor-self(../ncds:datastore,’ ds:intended ) "
+ "or derived-fromor-self(../ncds: datastore,’ ds:operational’)";
type enpty;
description
"If this paranmeter is present, the server returns the
"inmut abl e’ annotation for configuration that it considers
i mut able.";
}
}

}
<CODE ENDS>
10. Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].
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11.

11.

11.

Mi,

The "ietf-immutabl e-annotation" YANG nodul e defines a data nodel that
is designed to be accessed via YANG based managenent protocols, such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The YANG nodul e specified in this docunent defines a netadata
annotation, it also extends the RPC operations of the NETCONF
protocol in [ RFC6241] and [ RFC8526].

The i mut abl e netadata annotati on exposes the imutability of
configuration data, which may provide hints for attackers to find

vul nerabilities in the network, e.g., to leverage the immtability of
some configuration to better craft an attack. Since imutable
annotations are attached to the instances of configuration data
nodes, it is only accessible to clients that have the perm ssions to
read the annotated configuration nodes.

The security considerations for the NETCONF protocol operations (see
Section 9 of [RFC6241] and Section 6 of [RFC8526]) also apply to the
operations extended in this docunent.

I ANA Consi derations
1. The "I ETF XM." Registry

Thi s docunent registers one XM. namespace URN in the "I ETF XM
registry’, following the format defined in [ RFC3688].

URI: urn:ietf:parans:xm:ns:yang:ietf-inmutabl e-annotation
Regi strant Contact: The | ESG
XM: N A the requested URIs are XML namespaces.

2.  The "YANG Modul e Nanes" Registry

Thi s docunent registers one nodule nane in the ' YANG Modul e Nanes’
registry, defined in [ RFC6020] .

name: ietf-immutabl e-annotation

prefix: imm

nanespace: urn:ietf:parans:xm :ns:yang:ietf-inmutabl e-annotation
RFC.  XXXX
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11.

12.

12.

Mi,

3. RESTCONF Capability URN Registry

Thi s docunent defines the follow ng capability identifier
"RESTCONF Capability URNs" registry defined in [ RFC8040]:

| ndex

Capability Identifier

cwith-immutability
urn:ietf:parans:restconf:capability:with-imutability:1.0

Ref er ences
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Appendi x A.  Detail ed Use Cases

A.1l. UCL - Mdeling of server capabilities
System capabilities m ght be represented as i mutabl e configuration.
Confi gurabl e data nodes m ght need constraints specified as "when",

"must" or "path" statenents to ensure that configuration is set
according to the systenis capabilities. For exanple,
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* A timer can support the values 1,5,8 seconds. This is defined in
the leaf-list ’'supported-tiner-val ues’

* \Wen the configurable '"interface-tiner’ leaf is set, it should be
ensured that one of the supported values is used. The natura
solution would be to nmake the "interface-tiner’ a |leaf-ref
pointing at the ’'supported-tinmer-val ues’

However, this is not possible as 'supported-timer-values’ nust be
read-only thus "config false" while "interface-timer’ nust be
witable thus "config true". According to the rules of YANGit is
not allowed to put a constraint between "config true" and "config
fal se" data nodes

The solution is that the supported-tiner-val ues data node in the YANG
Model shall be defined as "config true" and shall also be marked with
the "inmutabl e" annotation nmaking it unchangeable. After this the
"interface-timer’ shall be defined as a leaf-ref pointing at the

" supported-timer-val ues’

A. 2. UC2 - Hardware based auto-configuration - Interface Example

[ RFC8343] defines a YANG data nodel for the nanagenent of network
interfaces. Wen a systemcontrolled interface is physically
present, the systemcreates an interface entry with valid name and
type values in <systene (if exists, see
[1-D.ietf-netnod-systemconfig]).

The system generated type value is dependent on and represents the
hardware present, and as a consequence cannot be changed by the
client. If aclient tries to set the type of an interface to a val ue
that can never be used by the system the request will be rejected by
the server. The data is nodeled as "config true" and thus shoul d be
annot at ed as i mmut abl e.

Seenmingly an alternative would be to nodel the Iist and these |eafs
as "config false", but that does not work because:

* The list cannot be marked as "config fal se", because it needs to
contain configurable child nodes, e.g., |P address or enabl ed;

* The key | eaf (name) cannot be nmarked as "config fal se" as the |ist
itself is "config true";

* The type cannot be marked "config fal se", because we MAY need to

reference the type to make different configuration nodes
conditionally avail abl e.
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A.3. UC3 - Predefined Adm ni strator Rol es

User and group managenent is fundanental for setting up access
control rules (see Section 2.5 of [RFC8341]).

A device may provide a predefined user account (e.g., a system

adm nistrator that is always available and has full privileges) for
initial system set up and managenent of other users/groups. It is
possi bl e that a new user/group can be defined granted particul ar
privileges, but the predefined adm nistrator account and its granted
access are i mut abl e.

A 4. UA - Declaring i mutable system configuration fromthe
perspective of a |ogical network el enment (LNE)

A logical network elenent (LNE), as described in [ RFC8530], is an
i ndependent |y managed virtual network device nmade up of resources
allocated to it fromits host or parent network device. The host
device may allocate sone resources to an LNE, which froman LNE s
perspective is provided by the system and may not be nodifi able.

For exanple, a host may allocate an interface to an LNE with a valid
MIU val ue as its managenent interface, so that the all ocated
interface should then be accessible as the LNE-specific instance of
the interface nodel. The assigned MIU value is systemcreated and

i mmut abl e fromthe context of the LNE

Appendi x B. Exanpl es of Server’s |nmmutabl e Behavi or

This section provides sonme exanples to illustrate the server’s
behavior with inmutable flag. These exanples are not intended as
recomendati ons for real -world depl oyments.
The following fictional nodule is used throughout this section
nmodul e exanpl e- user-group {

yang-version 1.1;

nanespace "urn:exanpl e: user-group”;

prefix ex-urp;

i mport iana-crypt-hash {

prefix ianach;

}

organi zati on
"Exanple, Inc.";

cont act
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"Support at examnple.coni;

description
"An exanpl e nodul e for basic user and group nmanagenent.";

revision "2026-03-31" {
description
"lInitial version.";
ref erence
"RFC XXXX: YANG Met adata Annotation for Inmmutable Flag”;
}

cont ai ner user-groups {
description
"A container for user and group nmanagenent”;
list group {
key "nane";
description
"The list of access user-groups”;
| eaf nane {
type string;
description
"Uni que nane identifier for the user-group”;
}

| eaf description {
type string;
description
"Human-r eadabl e description of the group";
}

| eaf access-level {

type enuneration {
enum adm n;
enum power ;
enum nor nal ;
enum guest ;

}

description
"Permi ssion | evel assigned to the group”;

list user {
key "nane";
description
"Li st of users belonging to the group”;
| eaf nane {
type string;
description
"Uni que nane identifier for the user”;
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| eaf password {
type ianach: crypt-hash;
description
"Crypt ographically hashed user password”;

| eaf full-nane {
type string;
description
"Human-readabl e full nanme of the user";

}
leaf-list tag {
type string;

or der ed- by user;
description
"User-ordered tags for categorizing the user-group”;

}
}
}
}
B.1. NETCONF Exanple to Retrieve |Inmutable Configuration

Figure 2 illustrates a NETCONF request exanple to retrieve "user-
groups" configuration in <system> with "with-inmutability" paraneter
and the response a server might return. For illustrative clarity,

some annotations that could otherwi se be omitted are shown explicitly
in the response.

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<get-data xm ns="urn:ietf:parans: xnl :ns:yang:ietf-netconf-nnda"
xm ns: sysds="urn:ietf:parans: xnl:ns:yang:ietf-system\
dat astore">
<dat ast or e>sysds: syst enx/ dat ast or e>
<subtree-filter>
<user-groups xm ns="urn: exanpl e: user-group"/>
</subtree-filter>
<with-immutability/>
</ get - dat a>
</rpc>

<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<data xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-nnda">
<user-groups xm ns="urn: exanpl e: user - group"
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xm ns:imma="urn:ietf:parans: xm :ns:yang:ietf-immutable-\
annot ati on"
i mma: i mut abl e="f al se">
<group i nma:inmut abl e="true">
<nane>admi ni st rat or </ nane>
<description i ma:imutabl e="fal se">adm ni strator group</\
description>
<access-| evel >adm n</ access-| evel >
<user >
<nane>ex- user nane- 1</ nane>
<passwor d>$5%r ounds=10000%nysal t 123456789%! 4Bj Alp/ 8q. qCYJ. \
2pLgj R5nTCIf 2bP7cLpYWmMC7Hq8</ passwor d>
</ user>
<user imma:immutabl e="fal se">
<nanme>ex- user nane- 2</ nane>
<passwor d>$1%/ h1234g%abcdef 1234567890abcdef </ passwor d>
</ user>
<t ag>syst enx/t ag>
<t ag>non- edi t abl e</t ag>
</ group>
<group i mma:i mmut abl e="fal se" >
<nanme>power - user s</ name>
<descri pti on>Power user group</description>
<access-| evel >power </ access- | evel >
<user >
<nanme>ex- user nane- 3</ nane>
<passwor d>$1$/ h4567q$abcdef 2345678901abcdef </ passwor d>
</ user>
<t ag>syst enx/t ag>
<t ag>edi t abl e</tag>
</ group>
</ user - groups>
</ dat a>
</rpc-reply>

Figure 2: A NETCONF Exanple to Retrieve Inmutable Configuration

B.2. RESTCONF Exanple to Retrieve |Inmmutable Configuration

Figure 3 illustrates a RESTCONF request exanple to retrieve "user-
groups" configuration in <systen> with "with-inmmutability" query
paraneter and the response a server mght return. For illustrative

clarity, some annotations that could otherw se be onmitted are shown
explicitly in the response.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

GET /restconf/ds/ietf-system datastore: systenf exanpl e-user -group:\
user-groups?wi th-immutability HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+json

HTTP/ 1.1 200 K

Date: Fri, 9 Jan 2026 15:56:30 GMI

Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+j son
Cache-Control : no-cache

ETag: "a74eefc993a2b”

Last-Moddified: Mn, 5 Jan 2026 14:02: 14 GMI

{
"exanpl e- user - group: user - groups": {
II@: {
"ietf-imutabl e-annot ation:i mmutabl e": false
}1
"group": [
@ {
"ietf-imutabl e-annotation:i mutable": true
}1
"nanme": "admnistrator"”,
"description": "admnistrator group",
"@escription": {
"ietf-imutabl e-annotation:i mutable": fal se
}1
"access-|level": "adm n",
"user": |
{
"nane":. "ex-username-1",
"password": "$5%rounds=10000%$nysal t 123456789%I 4Bj Alp/ 8g. \
gCYJ. 2pLgj R5nCIf 2bP7cLpYWmMC7Hg8"
}1
{
@ {
"ietf-imutabl e-annotation:i mutable": fal se
}1
"nanme": "ex-usernanme-2",
"password": "$1$/ hl234q%abcdef 1234567890abcdef "
}
"iag": ["systen, "non-editable"]
}1
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{
@ |
"ietf-immutabl e-annotation:immutable”: false
}1
"name": "power-users"
"description": "Power user group",
"access-level": "power",
"user": |
{
"name": "ex-usernane-3"
"password": "$1%$/ h4567q%abcdef 2345678901abcdef "
}
], _
"tag": ["systeni, "editable"]
}

Figure 3: A RESTCONF Example to Retrieve Imrutable Configuration
B.3. The Inheritance of Inmutability

In the exanple in Figure 2 and Figure 3, there are two "group" |ist
entries inside "user-groups" container node. The "imutable"

met adata attribute for "user-groups” container instance is "false",
which is also its default value as the top-Ilevel elenent, and thus

can be omtted. The "administrator" list entry is imutable with the
imutability of its descendant nodes "description" and "user" |ist
entry of "ex-usernane-2" being explicitly toggled. Oher descendant
nodes inside "adnministrator” list entry inherit the immtability of

the list entry thus are al so i mmutabl e.

The "immutabl e" netadata attribute for "power-users" list entry is
"fal se", which is also the sane value as its parent node (i.e., the
"user-groups" container), and thus can be onitted. her descendant
nodes inside "power-users" group inherit the immtability of the Iist
entry thus are al so nmutable.

B.4. Immutability of the Iist

In the exanple in Figure 2 and Figure 3, the "group" list as a whole
inherits immtability fromthe container "user-groups", which is

mut able. One of the list entry named "adninistrator” is imutable,
and the other entry naned "power-user” is nmutable. The client is
able to copy the entire "user-groups” container in <running> add new
"group" entries, nodify the val ues of descendant nodes of "power-
users" list entry, but the values of descendant nodes of
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"admi nistrator" list entry cannot be overridden with different val ues
except for the "description"” and "ex-usernane-2" user list entry
nodes, which is explicitly reset to be mutable. The client may al so
subsequently del ete any copied "group" entries or the entire "user-
groups" container, which will not prevent the del eted data being
present in <intended> (if inplenmented) assuming it is still contained
in <systenp.

The "user" list inside the "adm nistrator™ group list entry as a
whol e inherits immtability fromthe list entry, which is immutable.
Thus the client cannot add new user entries inside "adm nistrator”
group. As one of the user entry naned "ex-username-1" is inmutable
through inheritance, and the other "ex-usernane-2" user entry is
explicitly set to be mutable. The client cannot nmodify the
"passwor d" parameter, or add a "full-nanme" value for user "ex-

usernanme-1". but is allowed to update (e.g., nodify the "password"”
val ue, or add a "full-nane" value) the list entry for user "ex-
usernanme-2". The client nmay copy or subsequently del ete any of the

two list entries in <running> but there is no way to delete the
nodes from <i ntended> (if inplemented).

B.5. Imutability of the leaf-Ilist

In the exanple in Figure 2 and Figure 3, the user-ordered "tag" | eaf-
list node inside the "administrator” group entry as a whole inherits
immutability fromthe list entry, which is immutable. Thus the
client cannot add, nodify, or reorder entries, the client may copy or
subsequently delete any of the two leaf-list entries in <running>,
but there is no way to delete the nodes from<intended> if those
entries appear in <systenp.

The leaf-list node instance inside the "power-users" group entry as a
whol e inherits immutability fromthe list entry, which is nutable.
Thus the client can add or reorder entries, the client may copy or
subsequently delete any of the two leaf-list entries in <running>,

but there is no way to delete the nodes from<intended> if those
entries appear in <systenp.

B.6. Error Responses to Cients Overriding Immutable Configuration
Thi s section provides exanples of client attenpts to override
i mmut abl e configuration and error responses that the server night

return. Separate exanples are provided for NETCONF and RESTCONF
protocols, in Figure 4 and Figure 5 respectively.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<rpc message-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<user-groups xm ns="urn: exanpl e: user-group" >
<gr oup>
<name>admi ni st rat or </ nane>
<access-| evel >guest </ access- | evel >
</ group>
</ user - groups>
</ config>
</edit-config>
</rpc>

<rpc-reply nmessage-id="102"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-val ue</error-tag>
<error-severity>error</error-severity>
<error-path xm ns="urn: exanpl e: user - gr oup" >
[ user - groups/ group[ nane="admn ni strator"]/access-| eve
</ error-path>
<error-nessage xm:lang="en">
I nvalid access-|evel value because the target node is marked \
as i nmutabl e
</ error-message>
</rpc-error>
</rpc-reply>

Figure 4: A NETCONF Exanple to Override |Inmutable Configuration
with Error Response
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

PATCH /restconf/ds/i etf-datastores: runni ng/ exanpl e- user - group: user -\
groups/ group=adm ni strator/access-1level HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"exanpl e- user - group: access-1| evel ": "guest™

}

HTTP/ 1.1 400 Bad Request
Cont ent - Type: appli cati on/yang-dat a+j son

{
"ietf-restconf:errors": {
"error": [
{
"error-type": "application",
"error-tag": "invalid-val ue",
"error-severity": "error",
"error-path": "/exanpl e-user-group: user-groups/group[ nane="\
adm nistrator’]/access-1evel ",
"error-message": "lnvalid access-level val ue because the \
target node is marked as i mutabl e"
}
]
}
}

Figure 5: A RESTCONF Example to Override I mrutable Configuration
with Error Response

Appendi x C. Existing |nplenentations

Note to the RFC Editor: Please renove this section prior to
publi cati on.

There are already a nunber of full or partial inplenentations of
imutability:

* 3GPP TS 32.156 [TS32.156] and 28.623 [ TS28.623]: Requirenments and
a partial solution

* |TU-T using ONF TR-531 [ TR-531] concept on information nodel |eve
but no YANG representation

* Ericsson: requirenents and sol ution

Ma, et al. Expi res 28 Novenber 2026 [ Page 27]



I nternet-Draft i mutable flag May 2026

*  YumaPro: requirenents and sol ution

*  Nokia: partial requirements and sol ution

*  Huawei: partial requirenents and sol ution

* (Cisco using the concept at |east in some YANG nodul es

* Junos OS provides a hidden and i nmut abl e configurati on group
called junos-defaults
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