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Abstract

Thi s docunent specifies a YANG nodul e for YANG notifications
transport capabilities which augnents the notification capabilities
nmodel .  The nodul e provi des transport protocol, transport encoding,
and transport encryption system capabilities for transport-specific
notification. This YANG nodul e can be used by the client to |learn
capability information fromthe server at runtinme or at
inplementation tine, by nmaking use of the YANG i nstance data file
format.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 18 Decenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

The "ietf-systemcapabilities" YANG nodul e defined in [ RFC9196]
allows a client to discover a set of capabilities supported by a
server (including, basic system capabilities and YANG Push rel ated
capabilities) both at inplenentation time and at runtime. These
capabilities allow a client to adjust its behavior to take advantage
of the features exposed by the server

However, clients and servers may still support various different
transport specific paranmeters (e.g., transport protocol, encoding
format or encryption). As described in Section 3.2 of [RFC8641]. A
sinple negotiation (e.g., inserting hints into error responses to a
fail ed RPC request) between subscribers and publishers for
subscription paraneters increases the |ikelihood of success for
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subsequent RPC requests, but not guaranteed and wi dely supported,
whi ch may cause unexpected failure or additional message exchange
bet ween client and server.

Thi s docunent defines a nore deterministic solution that relies upon
a YANG nodul e for YANG notifications transport capabilities that is
built on top of [RFC9196]. The nodul e can be used by a client to

di scover capability information froma server at runtime or at

impl ementation tine, by making use of the YANG i nstance data file
format.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The terms "subscriber", "publisher", and "receiver" are used as
defined in [ RFC8639].

The ternms "client", and "server" are used as defined in [ RFC8342].
2. Capabilities for Systens and Datastore Update Notifications

Section 3.1 of [RFC8641] lists the server capabilities related to
YANG- Push that are supported in the YANG nodule "ietf-notification-
capabilities".

These server capabilities are transport independent, session |eve
capabilities. They can be provided either at the inplenentation time
or reported at runtine.

Thi s docunent provides additional transport related attributes
associ ated with system capabilities:

* Specification of transport protocols that a client can request to
establish an HTTPS-based [I-D.ietf-netconf-https-notif] or UDP-
based [I-D.ietf-netconf-udp-notif] configured transport
connecti on.

* Specification of transport encoding, including JSON or XM. as

defined in [ RFC8040] or CBOR as defined in [ RFC9254] the client
can request to encode YANG notifications;
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* Specification of secure transport nechani sns that are needed by a
client to communicate with a server including DILS 1.2 [RFC6347],
DTLS 1.3 [RFC9147], TLS 1.2 [RFC5246], TLS 1.3 [RFC8446].

* To that end, the nodel defined in this docunment augnments the
System Capabi lities nodel [ RFC9196] .

2.1. Tree Diagram

The foll owi ng tree diagram [ RFC8340] provi des an overview of the data
nodel .

modul e: ietf-yp-transport-capabilities
augnment /sysc:system capabilities/notc:subscription-capabilities:

+--ro0 transport-capabilities
+--ro transport-capability* [transport-protocol]

+--ro0 transport-protocol i dentityref
+--ro0 security-protocol * uni on
+--ro encodi ng-f or mat * i dentityref

3. YANG Modul e

<CODE BEGA NS> file "ietf-yp-transport-capabiliti es@025-06-07.yang"
modul e ietf-yp-transport-capabilities {
yang-version 1.1;
namespace
"urn:ietf:parans: xn:ns:yang:ietf-yp-transport-capabilities";
prefix ntc;

i mport ietf-subscribed-notifications {
prefix sn;
ref erence
"RFC 8639: Subscription to YANG Notifications";
}
inmport ietf-systemcapabilities {
prefix sysc;
ref erence
"RFC 9196: YANG Mbdul es Describing Capabilities for
Systens and Datastore Update Notifications";
}
inmport ietf-notification-capabilities {
prefix notc;
ref erence
"RFC 9196: YANG Mbdul es Describing Capabilities for
Systens and Datastore Update Notifications";
}

inmport ietf-tls-common {
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prefix tlscm;
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/group/netconf/>
WG List: <mailto:netconf@etf.org>

Authors: Q@ n Wi
<mailto:bill.w@uawei.conr
Q ufang Ma
<mai | t o: maqi uf angl@uawei . con®
Al ex Huang Feng
<mai | t 0: al ex. huang-feng@ nsa-1yon.fr>
Thomas G af
<mai | t 0: t hormas. gr af @w sscom con";
description
"This nodul e defines an extension to YANG Push
Notification Capabilities nodel that provides additiona
transport specific capabilities for YANG notifications.

The key words 'MUST', 'MUST NOT', 'REQU RED , 'SHALL', 'SHALL
NOT’, ' SHOULD , ’SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revisi on 2025-06-07 {
description
"Initial revision.";
ref erence
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"RFC XXXX: YANG Notifications Transport Capabilities";
}

identity security-protocol {
description
"ldentity for security protocols.";
}

identity dtlsl12 {

base security-protocol
description

"I ndi cates DTLS Protocol Version 1.2. DTLS 1.2 is obsol ete,

and thus it is NOT RECOMWENDED to enable this feature.";

ref erence

"RFC 6347: The Dat agram Transport Layer Security (DTLS)

Pr ot ocol Version 1.2";

}

identity dtlsl13 {
base security-protocol
description
"I ndi cates DTLS Protocol Version 1.3.";
reference
"RFC 9147: The Datagram Transport Layer Security (DTLS)
Protocol Version 1.3";

}

augnment "/sysc:systemcapabilities"
+ "/ notc:subscription-capabilities" {
description
"Adds system |l evel capabilities.";
contai ner transport-capabilities {
description
"Specifies capabilities related to YANG Push transports.";
list transport-capability {
key "transport-protocol";
description
"Indicates a list of capabilities related to notification
transport.";
| eaf transport-protocol {
type identityref {
base sn:transport;
}

description
"I ndi cates supported transport protocol for YANG Push.";
}

| eaf-1ist security-protocol {
type union {
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type identityref {
base security-protocol

}
type identityref {
base tlscmm:tl s-version-base;
}
}
description
"Indicates transport security protocol.";
}

| eaf-1ist encoding-formt ({
type identityref {
base sn: encodi ng;
}

description
"I ndi cates supported encoding formats.";
}

}
}
}

}
<CODE ENDS>
4. | ANA Consi derati ons
4.1. Updates to the | ETF XM. Registry

Thi s docunent registers a URI in the "I ETF XM. Regi stry" [RFC3688].
Following the format in [RFC3688], the followi ng registration has
been made:

URI: urn:ietf:parans:xm:ns:yang:ietf-yp-transport-capabilities

Regi strant Contact: The | ESG

XM.: NA; the requested URI is an XM. nanespace

Ref erence: RFC XXXX (RFC Ed.: replace XXX with actual RFC nunber
and renove this note.)

4.2. Updates to the YANG Modul e Nanes Registry

Thi s docunent registers one YANG nodule in the "YANG Mbdul e Names"

registry [RFC6020]. Following the format in [ RFC6020], the follow ng
regi stration has been nade:

nane: ietf-yp-transport-capabilities
nanespace: urn:ietf:paranms:xm :ns:yang:ietf-yp-transport-capabilities
prefix: ntc
reference: RFC XXXX (RFC Ed.: replace XXX with actual RFC nunber
and renove this note.)
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5. Inplenentation Status
Note to the RFC-Editor: Please renove this section before publishing.
5.1. Huawei VRP

Huawei inplenented this docunent for a YANG Push publisher in their
VRP pl at f or m

5.2. Cisco IS XR

Cisco inplenented this docunent for a YANG Push publisher in their
I 0S XR platform

6. Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407bi s]

The "ietf-yp-transport-capabilities” YANG nodul e defines a data node
that is designed to be accessed via YANG based managenent protocol s,
such as NETCONF [ RFC6241] and RESTCONF [ RFCB8040]. These protocols
have to use a secure transport |ayer (e.g., SSH [RFC4252], TLS

[ RFC8446], and QUI C [ RFCO000]) and have to use nmutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

Al'l protocol -accessible data nodes are read-only and cannot be
modi fied. The data in the nodule is not security sensitive. It
inherits all the security considerations of [RFC9196].
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Appendi x A,  Usage Exanple of interaction with UDP-Notif and HTTPS-Noti f
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The foll owi ng instance-data exanpl e descri bes the notification
transport capabilities of a hypothetical "acne-router".
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—===—===—=—=—=—=—====== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ===========—===—====

<?xm version="1. 0" encodi ng="UTF-8"?>
<i nst ance- dat a- set
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-instance-data"
xm ns: hnt="urn:ietf:parans: xm :ns:yang:ietf-https-notif-transport”
xm ns:sn="urn:ietf:paranms: xm : ns: yang:ietf-subscribed-notifications"
xm ns:tlscrm="urn:ietf:paranms: xm:ns:yang:ietf-tls-comon”
xm ns:tlscrm="urn:ietf:parans: xm:ns:yang:ietf-tls-comon”
xm ns:unt="urn:ietf:parans: xm :ns:yang:ietf-udp-notif-transport">
<nanme>acne-router-notification-capabilities</nanme>
<cont ent - schema>
<modul e>i et f-syst em capabiliti es@020-03-23</ nodul e>
<modul e>i etf-notification-capabilities@020-03-23</nodul e>
<nmodul e>i et f-yp-transport-capabilities@025-06-07</nodul e>
</ cont ent - schema>
<l-- revision date, contact, etc. -->
<descri ption>Server Capability D scovery</description>
<cont ent - dat a>
<systemcapabilities xm ns="urn:ietf:parans: xm :ns:yang:ietf-system\
capabilities">
<subscription-capabilities xm ns="urn:ietf:parans: xm :ns:yang:ietf\
-notification-capabilities">
<transport-capabilities xm ns="urn:ietf:paranms: xm:ns:yang:ietf-\
yp-transport-capabilities">
<transport-capability>
<transport-protocol >hnt: https</transport-protocol >
<encodi ng- f or mat >sn: encode- xm </ encodi ng- f or nat >
<encodi ng- f or mat >sn: encode-j son</ encodi ng-f or mat >
<security-protocol >tlscm:tl sl2</security-protocol >
<security-protocol >tlscmm:tl s13</security-protocol >
</transport-capability>
<transport-capability>
<transport-protocol >unt: udp-notif</transport-protocol >
<encodi ng- f or mat >sn: encode-j son</ encodi ng-f or mat >
<encodi ng- f or mat >unt : encode- chor </ encodi ng- f or nat >
<security-protocol >dtl s12</security-protocol >
<security-protocol >dt|sl13</security-protocol >
</transport-capability>
</transport-capabilities>
</ subscription-capabilities>
</ system capabilities>
</ cont ent - dat a>
</ i nst ance- dat a- set >

In addition, the client could also query notification transport

capabilities fromthe server. For exanple, the client sends <get>
request nmessage to the the server to query fromthe server
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—===—===—=—=—=—=—====== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ===========—===—====

<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<get >
<filter type="subtree">
<systemcapabilities xm ns="urn:ietf:parans: xm :ns:yang:ietf-syste\
m capabilities">
<subscription-capabilities xm ns="urn:ietf:paranms:xm :ns:yang:ie\
tf-notification-capabilities">
<transport-capabilities xm ns="urn:ietf:parans: xm:ns:yang:iet\
f-yp-transport-capabilities"/>
</ subscription-capabilities>
</ system capabilities>
</filter>
</ get >
</rpc>

The server returns server data export capability using <rpc-reply> as
fol | ows:
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—===—===—=—=—=—=—====== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ===========—===—====

<rpc-reply xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xm ns:sc="urn:ietf:parans: xm :ns:yang:ietf-systemcapabilities"
xm ns: nc="urn:ietf:parans: xm :ns:yang:ietf-notification-capabilities"
xmns:tc="urn:ietf:parans: xm :ns:yang:ietf-yp-transport-capabilities"
xm ns: hnt="urn:ietf:parans: xm :ns:yang:ietf-https-notif-transport”
xm ns:sn="urn:ietf:params: xm : ns:yang:ietf-subscribed-notifications
xm ns:unt="urn:ietf:parans: xm :ns:yang:ietf-udp-notif-transport"”
xmns:tlscom="urn:ietf:parans: xn :ns:yang:ietf-tls-combn" nessage-id=\
"101" >
<dat a>
<sc:systemcapabilities>
<nc: subscri ption-capabilities>
<transport-capabilities xm ns="urn:ietf:paranms: xm :ns:yang:ietf-\
yp-transport-capabilities">
<transport-capability>
<transport-protocol >hnt: https</transport-protocol >
<encodi ng- f or mat >sn: encode- xm </ encodi ng- f or nat >
<encodi ng- f or mat >sn: encode- j son</ encodi ng- f or mat >
<security-protocol >tlscrm:t| s12</security-protocol >
<security-protocol >tlscmm:tl sl13</security-protocol >
</transport-capability>
<transport-capability>
<transport-protocol >unt: udp-notif</transport-protocol >
<encodi ng- f or mat >sn: encode- j son</ encodi ng- f or mat >
<encodi ng- f or mat >unt : encode- cbor </ encodi ng- f or mat >
<security-protocol >dtl s12</security-protocol >
<security-protocol >dtl s13</security-protocol >
</transport-capability>
</transport-capabilities>
</ nc: subscription-capabilities>
</ sc:systemcapabilities>
</ dat a>
</rpc-reply>
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