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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In order to process the YANG Push Notification messages described in
Section 3.7 of [RFC8641] at the YANG Push Receiver, the Publisher’s
instance of ietf-yang-library [ RFC8525] needs to be queried each tine
a Subscription state change Notification, as described in Section 2.7
of [RFC8639], is being received to understand whether the YANG

modul e(s) semantic has changed. To notify the Receiver whether the
YANG nodul e(s) semantic has changed, a semantic reference to the YANG
modul es and the XPath or subtree in the Subscription state change
Notifications is needed.

G af, et al. Expi res 16 August 2026 [ Page 2]



I nternet-Draft YANG Noti fications Versioning February 2026

This specification is primarily ained for YANG Push Confi gured
Subscription, as defined in Section 2.5 of [RFC8639], since the
schema of a YANG Push Publisher datastore could change after a
Configured Subscription has been established and the ’subscription-
started’ Notification has already been sent to the Receiver. Wthout
t he mechani sm described in Section 2 and Section 3, a subscriber is
unabl e to control the supported YANG nodul e revi sion or version nor
woul d t he YANG Push Receiver be notified of changes in YANG nodul e
revision or version in the YANG Push Subscription. Although this
mechanismis primarily designed for YANG Push Confi gured
Subscriptions, the extensions defined in Section 3 for 'subscription-
started’ are also applicable to Dynanic Subscriptions as defined in
Section 2.4 of [RFC8639].

This semantic reference is avail able when the Subscription is
establ i shed as described in Section 2.4 and 2.5 of [RFC8639] and
bei ng streanmed fromthe Publisher to the Receiver with the
Subscription state change Notifications, as described in Section 2.7
of [RFC8639]. For each Subscription, a locally unique Subscription
I D, as described in Section 4.3.2 of [RFC8641], is issued and
streamed as netadata with the Notification nessage in the YANG Push
nmessage header.

The YANG nodul e version statenment is specified in Section 7.1.2 of

[ RFC7950] and states that the newer revision needs to be backward
compatible to the previous revision. Section 3.1 of
[1-D.ietf-netnod-yang-nodul e-versi oni ng] specifies that newer
semantic versions introduced in [I-D.ietf-netnod-yang-senver] MAY not
be backward conpatible to the previous version when indicated with
non- backwar ds- conpati bl e keyword

The YANG Notifications Subscription mechani smdefined in [ RFC8641]
does not include the YANG nodul e revi sion. Hence, when a network
node i s upgraded, the subscribed YANG nodul e revision m ght have
changed, and mi ght consequently break the data processing pipeline
since the YANG Push Receiver nmay not be aware of this change.

Thi s docunent extends the current YANG Notifications Subscription
mechanismto all ow Subscriptions to a specific revision or |atest
YANG nodul e semantic version to which the YANG nodul e version needs
to be backward conpatible to.
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The Subscription state change 'subscription-started and
"subscription-nodi fied” Notification messages are al so extended to

i nclude the YANG nodul e revision, version, and YANG |library content-
id. Changes in the revision and version fields all ow a YANG Push
Recei ver to detect whenever the subscribed YANG nodul e has changed.
Changes in yang-library-content-id indicates that YANG nodul e(s) on
the networ k managenment Server of the YANG Push Publisher has or have
changed.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The ternms "subscriber", "subscription", "dynam ¢ subscription",
"configured subscription", "publisher", "receiver" and "notification
message"” are used as defined in [ RFC8639].

The terns "client", and "server" are used as defined in [ RFC8342].

The terms "YANG library" and "YANG | ibrary content identifier" are
used as defined in [ RFC8525].

2. Subscription Policy Extension

The ability to configure or establish a Dynami c Subscription can be
constrained to particular nodul e versions or revisions using the
following fields that are defined in the ’'ietf-yang-push-revision
YANG nodul e:

nmodul e:  Restricts the Subscription to one or nore YANG nodul e nanes
on the Subscription path with revision and version together for
the related streanmed content.

revision: Restricts the Subscription to a specific YANG nodul e
revision. Exanple: "2014-05-08"

version: Restricts the Subscription to the |atest conpatible YANG
nmodul e semantic version referenced to. Exanple: "2.0.0".
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When a NETCONF client creates or nodifies a Subscription, either by
updati ng the Subscription configuration or by invoking the
"establish-subscription’” or ’'nodify-subscription” RPCs, and the
NETCONF server does not support the specified revision or version in
the request, the server MUST return an RPC reply containing an <rpc-
error> elenment as defined in Section 4.3 of [RFC6241], with the error
i nformati on popul ated as foll ows:

* an "error-type" node of "application”

* an "error-tag" node whose value is a string that corresponds to an
identity associated with the error

T +
| version-unsupported | invalid-val ue |
o o e e e e a e oo m +
| incompati bl e-revision-and-version | invalid-val ue |
oo e e e e e e e e e oo - oo oo o - +

Table 1. General Subscription Error ldentities and
Associ ated "error-tag" Use

Figure 1 provides an exanmple of a Dynami c periodi c YANG Push
"establish-subscription” RPC call with YANG revision and dat astore-
xpath-filter. Figure 2 shows the response when the RPC has been
accepted by the NETCONF Server and Figure 3 the error sent by the
NETCONF Server when the revision is not supported.
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<rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on

xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications"
xm ns: yp="urn:ietf:parans: xm :ns:yang:ietf-yang-push"
xm ns:ypr="urn:ietf:parans: xn :ns:yang:ietf-yang-push-revision">

<yp: dat astore

xm ns: ds="urn:ietf:paranms: xnm : ns:yang:i etf-datastores">

ds: operationa

</ yp: dat ast or e>

<yp: dat ast ore-xpath-filter

xm ns: ex="https://exanpl e. conf sanpl e-data/ 1. 0">

/ex: foo

</ yp: datastore-xpath-filter>

<ypr: nodul e-versi on>
<ypr: nane>f oo</ ypr: nane>
<ypr:revision>2023-09-17</ypr:revision>

</ ypr: nmodul e-versi on>

<yp: periodi c>
<yp: peri od>500</yp: peri od>

</ yp: peri odi c>

</ establish-subscripti on>
</rpc>

Fi gure 1: Dynani c YANG Push subscription

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<id
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
52
</id>
</rpc-reply>

Figure 2: RPC Exanple for a positive establish-subscription response
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<rpc-reply nmessage-id="101"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:yp="urn:ietf:paranms: xnm :ns:yang:ietf-subscribed-notifications">
<rpc-error>
<error-type>application</error-type>
<error-tag>operation-fail ed</error-tag>
<error-severity>error</error-severity>
<error-path xm ns:ypr="urn:ietf:parans: xm :ns:yang:ietf-yang-push-revision">
<error-info>
<yp: est abl i sh-subscri pti on-error-dat astore>
<yp:reason xm ns:ypr="urn:ietf:paranms: xnm :ns:yang:ietf-yang-push-revision">
ypr:revision-unsupported
</ yp: reason>
</ yp: establish-subscription-error-datastore>
</ error-info>
</rpc-error>
</rpc-reply>

Figure 3: RPC Exanple for an error establish-subscription response

Figure 4 provides an exanpl e of configured periodi c YANG Push
Subscription with YANG revi sion and datastore-xpath-filter

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<subscri ptions
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications"
xm ns: yp="urn:ietf:parans: xm :ns:yang:ietf-yang-push"
xm ns:ds="urn:ietf:parans: xm :ns:yang:ietf-datastores"
xmns:if="urn:ietf:params:xm:ns:yang:ietf-interfaces"”
xm ns:ypr="urn:ietf:parans: xm :ns:yang:ietf-yang-push-revision"
xm ns:unt="urn:ietf:parans: xm :ns:yang:ietf-udp-notif-transport"”
xm ns:snr="urn:ietf:parans: xm : ns:yang:ietf-subscribed-notif-receil
vers"
>
<subscri ption>
<i d>53</i d>
<yp: dat ast or e>ds: oper at i onal </ dat ast or e>
<yp: dat ast ore-xpath-filter>
lif:interfaces
</ datastore-xpath-filter>
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<ypr: nodul e-ver si on- subs>
<nane>i et f -i nt erf aces</ nane>
<revi si on>2018- 02- 20</ r evi si on>
</ modul e- ver si on- subs>
<transport>unt: udp-notif</transport>
<encodi ng>encode-j son</ encodi ng>
<recei vers>
<receiver>
<name>subscri pti on-specific-receiver-def </ nane>
<snr:receiver-instance-ref>
gl obal -udp-noti f-recei ver - def
</receiver-instance-ref>
</receiver>
</receivers>
<yp: peri odi c>
<peri 0d>6000</ peri od>
</ peri odi c>
</ subscri ption>
<snr:receiver-instances>
<recei ver-instance>
<name>gl obal - udp- noti f -recei ver - def </ name>
<unt: udp-notif-receiver>
<addr ess>192. 0. 5. 1</ addr ess>
<port >12345</port>
<enabl e- segnent at i on>t r ue</ enabl e- segnent ati on>
<max- segment - si ze/ >
</ udp-notif-receiver>
</receiver-instance>
</receiver-instances>
</ subscri ptions>
</ config>
</ edit-config>
</rpc>

Fi gure 4: Configured YANG Push subscription

The YANG Push Publisher MJST NOT send Notifications if the ’'revision
or 'version’ of the YANG nodul e name in the Subscription policy
configuration does not match with the YANG | ibrary [ RFC8525].

3. Subscription State Change Notification Extension
Besi des the Subscription ID and the xpath or subtree filter reference
as described in Section 2.7 of [RFC8639], the foll owi ng netadata
objects are part of a ’subscription-started or ’subscription-
nodi fi ed” Subscription state change Notifications.

nmodul e:  Descri bes the YANG nodul e nanmes from the Subscription path
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for the related streaned content.

revision: Describes the YANG nodul e revision as specified in
Section 7.1.9 of [RFC7950] for the related streaned content.

version: Describes the YANG nodul e semantic version as specified in
[1-D.ietf-netnmod-yang-senver] for the related streaned content.

yang-library-content-id: Contains the YANG |library content
identifier [RFC8525] which is an inplenentation-specific
identifier representing the current information in the YANG
library on a specific Server.

Figure 5 provides an exanmple of a ’'subscription-nodified
Subscription state change Notification message with the YANG nodul e
nane, revision, version and datastore-xpath-filter for tracking the
operational status of a single Ethernet interface (per [RFC8343]).
Thi s Subscription state change Notification nessage is encoded in XM
[ WBC. REC- xm -20081126] over the Network Configuration Protoco
(NETCONF) as per [ RFC8640].

<notification xm ns="urn:ietf:parans: xm:ns:netconf:notification:1. 0">
<event Ti me>2023-01- 03T10: 00: 00Z</ event Ti me>
<subscription-nodified
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<i d>101</i d>
<streamxpath-filter
xmns:int="urn:ietf:paranms: xm :ns:yang:ietf-interfaces">
lint:interfaces
</stream xpath-filter>
<st r eanr>PNETCONF</ st r ean»
<nodul e-versi on
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push-revision">
<nane>i etf-interfaces</ nanme>
<revi si on>2018- 02- 20</ r evi si on>
<versi on>2. 0. 0</ ver si on>
</ nodul e-ver si on>
<yang-li brary-content-id>1</yang-library-content-id>
</ subscri ption-nodified>
</notification>

Figure 5: XM. Push Exanple for a subscription-nodified
Notification nessage

Figure 6 provides an exanple of a JSON encoded, [RFC8259],
Subscription state change Notification message over HITPS-based
[I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport for the sane Subscription
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{
"ietf-restconf:notification" : {
"event Ti me": "2023-01-03T10: 00: 00Z",
"ietf-subscribed-notifications:subscription-nodified': {
"id": 101,
"stream xpath-filter": "/ietf-interfaces:interfaces",
"stream': "NETCONF",
"i etf-yang-push-revision: nodul e-version": |
"name": "ietf-interfaces",
"revision": "2018-02-20",
"version": "2.0.0",
}
1,
"ietf-yang-push-revision:yang-library-content-id": "1",
}
}
}

Figure 6: JSON Push Exanple for a subscription-nodified
Notification nessage

4. Discovering "ietf-yang-push-revision" Support

A Cient can discover whether the Server supports the ’ietf-yang-
push-revision’” nodel through the capabilities nodel defined in

[ RFC9196]. This docunent extends the 'ietf-notification-
capabilities’ nodel [RFC9196] with:

* A leaf 'yang-push-nodul e-revision-supported , stating that the
YANG- Push Subscription state change Notifications are extended
with 'revision’, 'version and 'yang-library-content-id’
ext ensi ons.

The YANG nodels defined in Section 5.2 augnments the "ietf-
notification-capabilities’ nodel with the |eaf |isted above.

G af, et al. Expi res 16 August 2026 [ Page 10]



I nternet-Draft YANG Noti fications Versioning

modul e: ietf-systemcapabilities
+--ro0 systemcapabilities
+--ro0 datastore-capabilities* [datastore]
| +--ro datastore
| -> [yanglib:yang-I|ibrary/ datastore/ nane
+--ro0 per-node-capabilities* []
+--ro (node-sel ection)?
| +--:(node-sel ector)
| +--r0 node-sel ector?
| nacm node-i nstance-identifier
+--r0 notc:subscription-capabilities
+--r0 notc: max- nodes- per - updat e?

| notification-support

+--ro (notc:update-period)?

| +--:(notc:m ni mum updat e- peri od)

| | +--ro notc:mnimum update-period?

| +--:(notc:supported-update-peri od)

| +--r0 notc: support ed-updat e- peri od*
+--ro0 notc: on-change-supported?

+--1r0 notc: m ni num danpeni ng- peri od?

| {yp: on-change}?

+--r0 notc: support ed-excl uded- change-type*
{yp: on-change}?

+--ro0 notc:subscription-capabilities

+--r0 notc: max- nodes- per - updat e?

+--r0 notc:periodic-notifications-supported?

| notification-support

+--ro0 (notc:update-period)?

| +--:(notc:m ni mum updat e- peri od)

| | +--ro notc:mnimum update-period?

| +--:(notc:supported-updat e-peri od)

| +--r0 notc: support ed-updat e- peri od*

+--r0 notc: on-change-supported?

| notification-support {yp:on-change}?

+--ro0 notc: m ni num danpeni ng- peri od?

| {yp: on-change}?

+--r0 notc: support ed-excl uded- change-type*

| {yp: on-change}?

+--r0 ypr:yang- push-nodul e-revi si on- supported?

Thi s nodel can be retrieved via a NETCONF <get > RPC.

5. The "ietf-yang-push-revision" Mdule

G af, et al. Expi res 16 August 2026
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+--ro0 notc: periodic-notifications-supported?

| notification-support {yp:on-change}?

ui nt 32
ui nt 32
ui nt 32
ui nt 32
uni on
ui nt 32
ui nt 32
ui nt 32
ui nt 32
uni on
bool ean
[ Page 11]
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5.1. Data Mdel Overview

This ’ietf-yang-push-revision’ YANG nodul e augnments the ’"ietf-
subscri bed-notifications’ nodule with the 'name’, 'revision’,
"version’ and 'yang-library-content-id in the ’'subscription-started
and 'subscription-nodified Subscription state change Notifications
and the ability to define the "revision’ and 'version’ in the
"establish-subscription’ and ’'nodify-subscription’” RPCs in the

dat ast ore push Subscription.

5.1.1. Tree View

The following is the YANG tree di agram [ RFC8340] for the 'ietf-yang-
push-revi sion’ YANG nodul e
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nmodul e: i etf-yang-push-revision

augnment /sn:establish-subscription/sn:input:
+---w nodul e-ver si on-subs* [ nane]
+---Ww nane yang: yang-identifier
+---w (revision-version)?
+--:(revision)
| +---w revision? rev:revision-date
+--:(version)
+---w version? ysver:version
augnment /sn: nodi fy-subscription/sn:input:
+---w nodul e-versi on-subs* [ nane]
+---w name yang: yang-i dentifier
+---w (revision-version)?
+--:(revision)
| +---wrevision? rev:revision-date
+--:(version)
+---w version? ysver:version
augrment /sn:subscription-started:
+--ro nodul e-versi on* [ nane]

| +--ro name yang: yang-identifier
| +--ro revision rev:revision-date
| +--ro version? ysver:version

+--ro0 yang-library-content-id?
-> [yanglib:yang-library/content-id
augnment /sn:subscription-nodified:
+--ro nodul e-versi on* [ nane]

| +--ro nane yang: yang-identifier
| +--ro revision rev:revision-date
| +--ro version? ysver:version

+--ro yang-library-content-id?
-> /yanglib:yang-library/content-id
augnment /sn:subscriptions/sn:subscription
+--rw nodul e-ver si on-subs* [ nane]
+--rw nane yang: yang-identifier
+--rw (revision-version)?
+--:(revision)
| +--rw revision? rev:revision-date
+--:(version)
+--rw version? ysver:version
augnment /sysc:systemcapabilities/notc:subscription-capabilities:
+--r0 yang- push-nodul e-revi si on- support ed? bool ean

5.1.2. Full Tree View
The following is the YANG tree diagram [ RFC8340] for the 'ietf-yang-

push-revision’ augnmentation within the 'ietf-subscribed-
notifications', including the RPCs and Notifications.
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nmodul e: ietf-subscribed-notifications
+--ro streans
| +--ro streant [nane]

| +--ro name string

| +--ro description? string

| +--ro replay-support? enpty {replay}?

| +--ro replay-log-creation-tine yang: dat e-and-ti ne
I I {replay}?

| +--ro repl ay-1 og-aged-ti me? yang: dat e-and-ti ne
I {repl ay}?

+--rwfilters

+--rw streamfilter* [nane]

| +--rw nane string

| +--rw (filter-spec)?

| +--:(streamsubtree-filter)

| | +--rw streamsubtree-filter? <anydat a> {subtree}?
| +--:(streamxpath-filter)
I
+

+--rw streamxpath-filter? yang: xpat h1. 0 {xpath}?
--rw yp:selection-filter* [filter-id]

I
I
I
|
I
I
I
I
| +--rwyp:filter-id string
| +--rw (yp:filter-spec)?
| +--:(yp:datastore-subtree-filter)
| | +--rw yp:datastore-subtree-filter? <anydat a>
| | {sn:subtree}?
| +--:(yp: datastore-xpath-filter)
| +--rw yp: datastore-xpath-filter? yang: xpat hl. 0
| {sn: xpat h} ?
+--rw subscriptions
+--rw subscription* [id]

+--rwid

| subscription-id

+--rw (target)

|  +--:(stream
+--rw (streamfilter)?
| +--:(by-reference)
| | +--rwstreamfilter-nane
| ] streamfilter-ref
| +--:(within-subscription)
| +--rw (filter-spec)?
| +--:(streamsubtree-filter)
| |  +--rw stream subtree-filter?
| | <anydat a> {subtree}?
| +--:(streamxpath-filter)
| +--rw streamxpath-filter?
| yang: xpat h1. 0 {xpat h}?
+--rw stream
| streamr ef
+--ro0 replay-start-tinme?
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| yang: date-and-time {replay}?

I

| +--rw configured-repl ay? enpty
| {configured, replay}?

+--:(yp: dat astore)

+--rw yp: datastore
i dentityref
+--rw (yp:selection-filter)?
+--:(yp: by-reference)
| +--rwyp:selection-filter-ref
| selection-filter-ref
+--:(yp: Wt hin-subscription)
+--rw (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +--rw yp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?
+--:(yp:datastore-xpath-filter)
+--rw yp: datastore-xpath-filter?
yang: xpat h1. 0 {sn: xpat h}?

+--rw stop-time?

yang: dat e-and-ti ne

+--rw dscp?

i net:dscp {dscp}?

+--rw wei ghting? uint8

{qos}?

+--rw dependency?

subscription-id {qos}?

+--rw transport?

transport {configured}?

+--rw encodi ng?

encodi ng

+--rw purpose? string

{configured}?

+--rw (notification-nessage-origin)? {configured}?

—_—_

G af, et al.

+--:(interface-origi nated)
| +--rw source-interface?
| if:interface-ref {interface-designation}?
+--: (address-origi nat ed)
+--rw source-vrf?
| -> / ni:networ k-i nstances/ net wor k- i nst ance/ name
| {supports-vrf}?
+--rw sour ce- addr ess?
i net:ip-address-no-zone

--ro configured-subscription-state?

enuner ation {configured}?

--rw receivers

+--rw receiver* [nane]
+--rw nane string
+--ro0 sent-event-records?
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rpcs:

| yang: zer o- based- count er 64
+--ro excl uded- event -records?
| yang: zer o- based- count er 64

+---x reset {configured}?
+--r0 out put

February 2026

I
I
|
| +--ro state enumer ation
I
I
I

+--ro time yang: dat e-and-ti ne
+--rw (yp: update-trigger)?
+--:(yp: periodic)
| +--rw yp:periodic!

| +--rw yp: period centi seconds

| +--rw yp:anchor-time? yang: date-and-tinme

+--rw yp: on- change

+--rw yp: danpeni ng- peri od? centi seconds

+--rw yp:sync-on-start? bool ean

I
I
|
| +--:(yp:on-change) {on-change}?
I
I
I
I

+--rw yp: excl uded- change* change-type

+--rw ypr: nodul e-versi on- subs* [ nane]

+--rw ypr:nane yang: yang-i dentifier

+--rw (ypr:revision-version)?
+--:(ypr:revision)

| +--rw ypr:revision? rev:revision-date

+--:(ypr:version)
+--rw ypr:version? ysver:version

+---x establish-subscription
| +---winput

G af, et al.

+---w (target)
|  +--:(strean
+---w (streamfilter)?

| +--:(by-reference)

| | +---wstreamfilter-nane

| streamfilter-ref

|  +--:(within-subscription)

| +---w (filter-spec)?

| +--:(streamsubtree-filter)
I

|

I

I

I

+--:(streamxpath-filter)

+---w stream
| streamr ef
+---w replay-start-time?
yang: date-and-tine {replay}?
+--:(yp: dat astore)
+---w yp: datastore

Expi res 16 August 2026
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| i dentityref
+---w (yp:selection-filter)?
+--:(yp: by-reference)
| +---wyp:selection-filter-ref
| sel ection-filter-ref
+--:(yp: W thin-subscription)
+---w (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +---w yp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?
+--:(yp:datastore-xpath-filter)
+---w yp: dat astore-xpath-filter?
yang: xpat h1. 0 {sn: xpat h}?

+---w stop-time?

| yang: dat e-and-ti ne

+---w dscp?

| i net:dscp {dscp}?

+---w wei ghti ng?

| uint8 {qos}?

+---w dependency?

| subscription-id {qos}?

+---w encodi ng?

| encodi ng

+---w (yp:update-trigger)?

| +--:(yp:periodic)

| | +---wyp:periodic!

| +---w yp: period centi seconds

| +---w yp: anchor-ti nme? yang: dat e-and-ti ne

| +--:(yp:on-change) {on-change}?

| +---w yp: on-change!

| +---w yp: danpeni ng- peri od? centi seconds

| +---w yp:sync-on-start? bool ean

| +---w yp: excl uded- change* change-type

+---w ypr: nodul e-versi on-subs* [ nane]

+---W ypr:nane yang: yang-identifier
+---w (ypr:revision-version)?

+--:(ypr:revision)
| +---w ypr:revision? rev:revision-date
+--:(ypr:version)

+---w ypr:version? ysver:version
--ro out put
+-roid subscription-id
+--ro0 replay-start-time-revision? yang: dat e-and-ti ne
{repl ay}?

---x nodi fy-subscription
+---w i nput
+---wid
| subscription-id

_—_
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+---w (target)
|  +--:(strean
| | +---w (streamfilter)?
| +--: (by-reference)
| | +---wstreamfilter-nane
| ] | streamfilter-ref
| ] +--: (W thin-subscription)
| +---w (filter-spec)?
| +--:(streamsubtree-filter)
| | +---w streamsubtree-filter?
| | <anydat a> {subtree}?
| ] +--:(stream xpath-filter)
| +---w streamxpath-filter?
| yang: xpat h1. 0 {xpat h}?
| +--:(yp:datastore)
| +---w yp: datastore
| | i dentityref
| +---w (yp:selection-filter)?
| +--:(yp: by-reference)
| | +---wyp:selection-filter-ref
| | sel ection-filter-ref
| +--:(yp: W thin-subscription)
| +---w (yp:filter-spec)?
| +--:(yp: datastore-subtree-filter)
| | +---wyp:datastore-subtree-filter?
| | <anydat a> {sn: subtree}?
| +--:(yp:datastore-xpath-filter)
| +---w yp: datastore-xpath-filter?
| yang: xpat hl. 0 {sn: xpat h}?
+---w stop-tinme?
| yang: dat e-and-ti ne
+---w (yp:update-trigger)?
| +--:(yp:periodic)
| | +---w yp:periodic!
| +---w yp: period centi seconds
| ] +---w yp: anchor-tinme? yang: date-and-ti ne
| +--:(yp:on-change) {on-change}?
| +---w yp: on- change!
| +---w yp: danpeni ng- peri od? centi seconds
+---w ypr: nodul e-versi on-subs* [ nane]
+---W ypr:nane yang: yang-identifier
+---w (ypr:revision-version)?
+--:(ypr:revision)
| +---w ypr:revision? rev:revision-date
+--:(ypr:version)
+---w ypr:version? ysver:version
---x del ete-subscription
+---w i nput

—_
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+---wid subscription-id
+---x kill-subscription
+---w i nput
+--wid subscription-id

notifications:
+---n replay-conpleted {replay}?

| +--roid subscription-id
+---n subscription-conpl eted {configured}?
| +-roid subscription-id
+---n subscription-nodified
+--ro id

| subscription-id
+--ro (target)
+--:(stream
| +--ro (streamfilter)?
| +--:(by-reference)
| | +--ro streamfilter-nane
| ] streamfilter-ref
| +--:(within-subscription)
| +--ro (filter-spec)?
| +--:(streamsubtree-filter)
| | +--ro streamsubtree-filter?
| | <anydat a> {subtree}?
| +--:(streamxpath-filter)
| +--ro streamxpath-filter?
| yang: xpat h1. 0 {xpat h}?
+--ro stream
| streamr ef
+--ro0 replay-start-tinme?
yang: date-and-tine {replay}?
: (yp: dat ast ore)
+--ro0 yp: datastore
| i dentityref
+--ro (yp:selection-filter)?
+--:(yp: by-reference)
| +--ro yp:selection-filter-ref
| sel ection-filter-ref
+--:(yp: W thin-subscription)
+--ro (yp:filter-spec)?
+--:(yp:datastore-subtree-filter)
| +--ro yp:datastore-subtree-filter?
| <anydat a> {sn: subtree}?
+--:(yp:datastore-xpath-filter)
+--ro0 yp: datastore-xpath-filter?
yang: xpat hl. 0 {sn: xpat h}?

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+- -

--ro stop-tinme?
yang: date-and-ti ne

—_
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+--ro dscp?

| i net:dscp {dscp}?

+--ro wei ghting? uint8
I {qos}?

+--ro0 dependency?

| subscription-id {qos}?

+--ro transport?

| transport {configured}?

+--ro encodi ng?

| encodi ng

+--1r0 purpose? string
| {configured}?

+--ro (yp:update-trigger)?

| +--:(yp:periodic)

| | +--ro yp:periodic!

| +--ro0 yp: period centi seconds

| +--ro0 yp:anchor-tinme? yang: date-and-ti ne

| +--:(yp:on-change) {on-change}?

| +--ro0 yp: on-change

| +--ro0 yp: danpeni ng- peri od? centi seconds

| +--ro0 yp:sync-on-start? bool ean
.

I

I

I

+--ro0 yp: excl uded- change* change-type
-ro ypr:nodul e-versi on* [ nane]
+--1r0 ypr:nane yang: yang-i dentifier
+--r0 ypr:revision rev:revision-date
+--ro0 ypr:version? ysver:version

-> [yanglib:yang-library/content-id
-n subscription-resuned

+-roid subscription-id
-n subscription-started {configured}?
+--ro id

| subscription-id

+--ro0 (target)

|  +--:(strean

| +--ro (streamfilter)?

| +--:(by-reference)

| | +--ro streamfilter-nane

| streamfilter-ref

| +--:(within-subscription)

| +--ro (filter-spec)?

| +--:(streamsubtree-filter)
| | +--ro streamsubtree-filter?
| | <anydat a> {subtree}?
| +--:(streamxpath-filter)

| +--ro streamxpath-filter?

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| +--ro ypr:yang-library-content-id?
L
I
+- -
I

I

I

I

I

I

I

I

I

I

I

I

I

|

| yang: xpat hl. 0 {xpath}?
I

+--ro stream
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| | streamref

| +--ro replay-start-time?
| | yang: date-and-tine {replay}?
| +--r0 repl ay-previ ous-event-tinme?
| yang: date-and-tine {replay}?
| --:(yp: datastore)

| +--ro0 yp: datastore

| i dentityref

| +--ro (yp:selection-filter)?
| +--:(yp: by-reference)
I

I

I

I

|

I

I

I

I

I

—

I

I

|

I

I

I

I

I

|

| | +--ro yp:selection-filter-ref
| | sel ection-filter-ref
| +--:(yp: W thin-subscription)
| +--ro (yp:filter-spec)?
| +--:(yp:datastore-subtree-filter)
| | +--ro yp:datastore-subtree-filter?
| | <anydat a> {sn: subtree}?
| +--:(yp: datastore-xpath-filter)
| +--ro0 yp: datastore-xpath-filter?
| yang: xpat hl. 0 {sn: xpat h}?
| +--ro stop-time?

| yang: dat e-and-ti ne
| +--ro dscp?

| i net:dscp {dscp}?
| +--ro weighting? uint8
| {qos}?

| +--ro dependency?

| subscription-id {qos}?

| +--ro transport?

| ] transport {configured}?

| +--ro encoding?

| encodi ng

| +--ro purpose? string
| {configured}?

| +--ro (yp:update-trigger)?

| | +--:(yp:periodic)

| | | +--ro yp:periodic!

| +--ro0 yp: period centi seconds

I +--ro yp:anchor-ti me? yang: dat e-and-ti ne

| | +--:(yp:on-change) {on-change}?

| +--r0 yp: on-change

| ] +--r0 yp: danpeni ng- peri od? centi seconds

| ] +--ro0 yp:sync-on-start? bool ean
L
||

||

[

+--ro yp: excl uded- change* change-type
-ro ypr:nodul e-versi on* [nane]
+--1r0 ypr:nane yang: yang-identifier
+--r0 ypr:revision rev:revision-date
+--ro0 ypr:version? ysver:version
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| +--ro ypr:yang-library-content-id?
| -> /yanglib:yang-library/content-id
+---n subscription-suspended

| +-roid subscription-id

| +--ro reason i dentityref

+---n subscription-term nated
+--roid subscription-id
+--1r0 reason i dentityref

5.2.  YANG Modul e

The YANG nopdul e has two | eaves augnenting the nodel of Subscription
to YANG Notifications [RFC8639].

<CODE BEG NS> file "ietf-yang-push-revi si on@025-12-07.yang"
nmodul e i etf-yang-push-revision {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-yang-push-revision";
prefix ypr;
import ietf-subscribed-notifications {
prefix sn;
reference
"RFC 8639: Subscription to YANG Notifications";
}
i mport ietf-yang-revisions {
prefix rev;
ref erence
"RFC YYYY: draft-ietf-netnod-yang-nodul e-versi oni ng- 13,
Updat ed YANG Modul e Revi si on Handl i ng";

}
import ietf-yang-types {
prefi x yang;
rev:recomended-m n-date "2013-07-15";
ref erence
"RFC 6991: Common YANG Data Types.";
}

i mport ietf-yang-senmver {
prefix ysver;
ref erence
"RFC ZzzZ: draft-ietf-netnod-yang-senver-23, YANG Senmantic
Ver si oni ng";
}
inmport ietf-yang-library {
prefix yanglib;
ref erence
"RFC 8525: YANG Library";
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inmport ietf-systemcapabilities {
prefix sysc;
ref erence
"RFC 9196: YANG Mbdul es Descri bing Capabilities for
Systens and Datastore Update Notifications";
}
inmport ietf-notification-capabilities {
prefix notc;
ref erence
"RFC 9196: YANG Mbdul es Descri bing Capabilities for
Systens and Datastore Update Notifications";

}

organi zation "I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;
cont act

"WG Web: <http:/tools.ietf.org/wy/ netconf/>

WG List: <nmailto:netconf@etf.org>

Aut hors: Thomas G af
<mai | t o: t hormas. gr af @w sscom conp
Benoit C aise
<mai |l t 0: benoi t. cl ai se@uawei . conp
Al ex Huang Feng
<mai | t 0: al ex. huang- f eng@ nsa-1yon. fr>";

description
"Defines YANG Push event notification header with the revision
and the version. Adds the support of the revision and
versi on selection in the YANG Push subscription RPCs.

Copyright (c) 2025 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.

The key words ' MUST', ' MJUST NOT', 'REQU RED , 'SHALL', ' SHALL
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NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision 2025-12-07 {
description
"First revision";
ref erence
"RFC XXXX: Support of Versioning in YANG Notifications
Subscri ption";

}

/1 ldentities
identity revision-unsupported {
base sn:establish-subscription-error;
base sn: nodi fy-subscription-error
description
"Revi sion not supported. This failure can be due to
subscribing to a specific revision not supported by the
publ i sher.";

}

i dentity version-unsupported {
base sn:establish-subscription-error;
base sn: nodi fy-subscription-error
description
"Specific version not supported. This failure can be due to
subscribing to a specific version not supported by the
publisher.";

}

identity incompati bl e-revision-and-version {

base sn:establish-subscription-error;

base sn: nodi fy-subscription-error

description
"The conbi nation of revision and version are
i nconpatible. This failure happens when the revision and the
version are both specified in the RPC and the YANG
nmodul e supported by the publisher does not support one of them?";

}

groupi ng yang- push- nodul e-ver si on-subs {
description
"Thi s grouping conbi nes the nmodul e nanme, the revision and
version | eaves. This grouping is to be used for
configuration and the | eaves are not nandatory.";
| eaf nane {
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type yang:yang-identifier;
description
"This references the YANG nodul e nane.";
}
choi ce revision-version {
description
"Specifies the revision or version of the YANG nodul e sent
in the subscription."”;
case revision {
| eaf revision {
type rev:revision-date;
description
"This references the YANG nodule revision to be sent in the
subscription.”;
}
}

case version {
| eaf version {
type ysver:version;
description
"This references the YANG nodul e semantic version to be sent
in the subscription.";
}
}
}
}

groupi ng yang- push-nodul e-version-notif {
description
"Thi s groupi ng conmbi nes the nodul e name, the revision and
version | eaves. This grouping is to be used for
read-only cases such as the content of YANG Push Notifications.
The nane and revision are mandatory and MJST be present
in the data.";
| eaf nane {
type yang:yang-identifier;
config fal se;
mandat ory true;
description
"This references the YANG nodul e nane.";
}
| eaf revision {
type rev:revision-date;
config fal se;
mandat ory true;
description
"This references the YANG nodul e revi sion of the sent
notification nmessage.";
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}

| eaf version {
type ysver:version;
description
"This references the YANG nodul e semantic version of the
sent notification nessage.";
}
}

groupi ng yang- push-nodul e-version-notif-list {
description
"Thi s grouping defines a list of yang-push-nodul e-version-notif
groupi ng.";
I'ist nmodul e-version {
key "nane";
config fal se;
description
"Li st of yang-push-nodul e-version grouping. The revision is
not configurable.";
uses ypr:yang- push-nmodul e-version-notif;

| eaf yang-library-content-id {
type leafref {
path "/yanglib:yang-1ibrary/yanglib:content-id";

config fal se;
description
"Contains the YANG |library content identifier RFC 8525
i nformation.";
}
}

groupi ng yang- push- nodul e-ver si on-subs-1ist {
description
"This grouping defines a |ist of yang-push-nodul e-versi on-subs
groupi ng.";
i st nmodul e-version-subs {
key "nane";
description
"Li st of yang-push-nodul e-versi on-subs groupi ng. The
revision is configurable.";
uses ypr:yang- push-nodul e- ver si on- subs;
}
}

/1 Subscription paraneters
augnment "/sn:establish-subscription/sn:input” {
description
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G af,

"Augnment the establish-subscription RPC fromthe

i etf-subscribed-notifications YANG nodule with the

yang- push- nmodul e-ver si on-subs-1ist grouping.”;
uses ypr:yang- push-nodul e-versi on-subs-1ist;

augrment "/sn:nodi fy-subscription/sn:input” {
description
"Augnent the nodify-subscription RPC fromthe
i etf-subscribed-notifications YANG nodule with the
yang- push- nodul e-ver si on-subs-1ist grouping.";
uses ypr:yang- push-nodul e-versi on-subs-1ist;

/1 Subscription notifications
augnment "/sn:subscription-started” {
description
"Augnent the subscription-started notification fromthe
i etf-subscribed-notifications YANG nodule with the
yang- push- nmodul e-version-notif-list grouping.";
uses ypr:yang- push-nodul e-version-notif-1list;

augnment "/sn:subscription-nodified" {
description
"Augnent the subscription-nodified notification fromthe
i etf-subscribed-notifications YANG nodule with the
yang- push- nmodul e-versi on-notif-list grouping."”;
uses ypr:yang- push-nodul e-version-notif-1list;

/1 Subscription container
augnment "/sn:subscriptions/sn:subscription" {
description
"Augnent the subscriptions RPC container fromthe
i etf-subscribed-notifications YANG nodule with the
yang- push- nodul e-ver si on-subs-1i st grouping.";
uses ypr:yang- push-nodul e-versi on-subs-1ist;

/1 Subscription capabilities
augnment "/sysc:system capabilities/notc:subscription-capabilities" {
description
"Add system | evel capabilities";
| eaf yang- push-nodul e-revi sion-supported {
type bool ean;
default true;
description
"Speci fi es whether the publisher supports exporting
revi sion and version in YANG Push subscription state change
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notifications. If set to true, publisher supports. If set to
fal se, publisher does not support.”;

ref erence
"RFC XXXX: Support of Versioning in YANG Notifications
Subscri ption";

}
}

}

<CODE ENDS>
6. | ANA Consi derations
6.1. |ETF XML Registry

Thi s docunent registers the following URIs in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: urn:ietf:parans:xmn:ns:yang:ietf-yang-push-revision
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanespace

6.2. YANG Modul e Nane

Thi s docunment registers the foll owing YANG nodul es in the ' YANG
Modul e Names’ registry [ RFC6020]:

nane: ietf-yang-push-revision

nanespace: urn:ietf:parans: xm :ns:yang:ietf-yang-push-revision
prefix: ypr

reference: RFC-to-be

7. Operational Considerations

The solution described in this docunent allows Subscription policies
to be constrained to a particular nodul e revisions/versions that are
used by the Publisher before a Subscription is initiated. The
augnmentations to the Subscription state change Notifications al so

gi ves the Receiver additional context and confidence of the current
schema associated with a Subscription
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8.

8.

Section 2.5.1 of [RFC8639] describes the Subscription state machine
for Configured YANG Push Subscriptions. It states that
"subscription-nodified condition is triggered when the Subscription
policy is being changed. Since this docunent proposes YANG version
and revi sion extensions in Subscription configuration and state
change notifications, it is expected that changes in YANG versi on and
revision of a Subscription during Subscription |ifecycle accounts for
changes in Subscription policy and therefore MJUST trigger
"subscription-nodi fied Subscription state change Notifications.

Note, that not all nodul es used or referenced under a Subscription
path are included in the Subscription state change Notification, and
hence, it is possible that the schema associated with a Subscription
MAY change wi t hout any correspondi ng change to the advertise nodul e
revisions or versions. Therefore, the YANG Library content-id that
is also included in the Subscription state change Notifications

all ows the Receiver to detect if there were changes to the device
schema. This includes changes not related to the Subscription path

as well. Take Figure 6 as exanple. The Subscription path is '"/ietf-
interfaces:interfaces’ and the |listed YANG nodule nane is '"ietf-
interfaces’ with revision ’2018-02-20" and version '2.0.0". The

"ietf-interfaces’ YANG nodule defined in Section 5 of [ RFC8343] and
inmports 'ietf-yang-types’ YANG nodule. |If 'ietf-interfaces’ YANG
nmodul e version or revision would change during the Subscription
lifecycle, a YANG Push Recei ver woul d recogni ze the change since the
revision or version in the nodul e-version and the YANG |library
content-id has changed. However, if 'ietf-yang-types’ YANG nodul e
version or revision would change, a YANG Push Recei ver would only be
abl e to recogni ze the change using the YANG library content-id.

A YANG package [I-D.ietf-netnod-yang-packages], specifies a versioned
organi zational structure used to manage a set of YANG nodul es that
collectively defines a package schema. For exanple, a YANG package
could contain a set of YANG nodul es required to inplenent a L3VPN
service on a network node. It offers therefore a conpl enentary
information to the solution in this draft by describing how one
specific YANG nodule revision is part of a set of YANG nodul es.

| mpl enent ati on Status

Note to the RFC-Editor: Please renove this section before publishing.
1. Huawei VRP

Huawei inplenmented in Notification the 'nmodule’, ’'revision and
"version’ extension as described in Section 3 for a YANG Push

Publ i sher on UDP-based Transport for Configured Subscriptions
[1-D.ietf-netconf-udp-notif] in their VRP platform
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8.2. OH6WND VSR

6W ND i npl emented in Notification "nodule’, "revision and 'library-
content-id extension as described in Section 3 for a YANG Push
Publ i sher on UDP-based Transport for Configured Subscriptions
[1-D.ietf-netconf-udp-notif] in their VSR platform

8.3. G sco IS XR

Cisco inplenmented in Notification "nodule’, 'revision and 'library-
content-id extension as described in Section 3 and 'nodul e’ and
"revision’ in Subscription as described in Section 2 for a YANG Push
Publ i sher on UDP-based Transport for Configured Subscriptions
[I-D.ietf-netconf-udp-notif] in their 10S XR pl atform

9. Security Considerations

This section uses the tenplate described in Section 3.7 of
[1-D.ietf-netnod-rfc8407bis].

The "ietf-yang-push-revision” YANG nodul e defines a data nodel that
is designed to be accessed via YANG based nmanagenent protocols, such
as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These YANG based
managenent protocols (1) have to use a secure transport |ayer (e.qg.
SSH [ RFC6242], TLS [RFCB446], and QU C [ RFC9000]) and (2) have to use
mut ual aut henti cati on.

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
effect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

* [sn:establish-subscription/sn:input/ypr:nodul e-version-subs
* [sn:nodi fy-subscription/sn:input/ypr:nodul e-versi on-subs

* [sn:subscriptions/sn:subscription/ypr:nodul e-version-subs
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The entries in the list above allow in a YANG Push Subscription to
define the revision or version of a YANG nodul e name. Access control
MJST be set so that only someone with proper access pernissions has
the ability to access and nodify this resource.
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