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1. Introduction

The YANG |ibrary [ RFC8525] provides information about the data nodel
supported by the server. This is presented as an inventory of YANG
modules. It helps a client with listing all datastores supported by
a networ k managenent server and the schema that is used by each of
these dat astores.

According to Section 4.2.8 and 5.6.3 in [RFC7950], augnent defines
addi tional nodes to the nodul e while deviations change (add, nodify,
del ete) properties (sub-statenents) to other nodul e’ s schenma nodes.
They provide crucial information about the YANG data node
composition, and is referred to as reverse dependency in this
docunent: this nmeans the behavior of a schema node depends on
external nodifications, creating flow backward fromthe augnmenting/
devi ation nodule to the base nodul e.
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Currently it is difficult to obtain the YANG scherma tree (defined in
Section 3 in [RFC7950]) wi thout obtaining and parsing all the YANG
modul es from a managenment server. The deviation list defined in YANG
library enables client to obtain the nodul e reverse dependency

wi t hout having to get and parse all YANG nodul es. However, the
augnmentation list is not defined init.

Si nce both augnmentation and devi ati on work as YANG nodul e
dependencies, it is reasonable to docunent themthe sanme way in the
YANG | i brary. Having both augnentation and deviation directly
available in the YANG |ibrary provides an easy and |ight-wei ght
solution for determ ning the reverse dependenci es.

Therefore, this docunment proposes a YANG nodul e that augnents the
YANG library to include the YANG nodul e augnentati on i nformation

One specific limtation with the inplenentation of this augnented-by
YANG nodul e specification is, the nodul es and the augnent ed- by
modul es require nowto be listed in the same nodul e-set. Note that a
simlar restriction already applies for the YANG devi ati ons.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
The termi nol ogy from[RFC8525] is used in this docunment

The term"client” is used as defined in [ RFC6241] for NETCONF and
[ RFC8040] for RESTCONF.

The term "YANG schenma tree" is used as defined in the terminology in
[ RFC7950]

The term ' NVDA'" which is defined as the title of [RFC8342] is used in
thi s docunent.

Tree diagrans in this docunent use the notation defined in [ RFC8340]

Thi s docunent defines the followi ng term
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* Reverse Dependency: The dependency YANG nodul es that provide
modi fication to the behavior of a base YANG nodul e’ s schema node,
creating flow backward fromthe augnenting/deviation nodule to the
base nodul e, while they are not specified in the base nodul e as
opposed to the "inport’ or ’'include’

2. Motivation

VWhen using YANG nodules, it is necessary to nmake sure that all its
dependenci es are presented. [RFC7950] identifies four types of
dependenci es between YANG nodul es:

* Inport: the "inmport" statenent allows a nmodul e or submodule to
reference definitions defined in other nodul es.

* Include: the "include" statenent is used in a nodule to identify
each subnodul e that belongs to it.

* Augment: the augnentation defines the location in the data nodel
hi erarchy where additional nodes are inserted.

* Deviation: the "deviation" statenent defines a fragnment of a
nmodul e that the server does not inplenent.

The inport and include are direct dependenci es which can be obtai ned
by parsing the YANG nodul e source code, while the augnmentation and
devi ation are reverse dependenci es which are defined in another
nodul e.

For the reverse dependencies, since they are defined externally, it
is not possible to discover them by parsing the YANG nodul e. The
current way to discover the reverse dependencies is to query all YANG
modul es fromthe server and parse them This is a |engthy process,
whi ch nust be repeated for each client that requires this

i nformation.

According to the definition of the nodule ietf-yang-library defined
in [ RFC8525], the "deviation" list describes that a nmodule is

devi ated by which other nodules. |If the YANG |library could directly
report all reverse dependencies, it would provide a nmuch easier and
i ght-weight solution to find nodule all dependencies, conpared to
obt ai ni ng and parsing all nodul es.
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The YANG library only provides the deviation list, wthout

augnment ations. Wth augnentations being nmore w dely used and
defined, and with use cases to automate network nanagenent,
augnent ati ons becone essential information for clients to better
under st and the network nmanagenent server nodul e relationships. Thus,
the YANG library should be extended to al so provide the augnmentation
i nformati on.

From t he perspective of operational efficiency, it is easy to adapt
the device inplenentation to include augnentation, since augnentation
and deviation work simlarly. However, to avoid causing problens in
devices, for instance, falsely referring to nodules in the wong
modul e-set, the base nodul es and the augnmentations require now to be
listed in the same nodul e-set.

3. Use Cases

As the demand for YANG based telenetry [ RFC8641] arises, there is a
need for real-tinme know edge of a specific YANG nodul e’ s dependency
list when a specific YANG Push notification for a given subscription
is received

The alternative for a YANG Push receiver is to collect and store the
entire nmodul e set for every single server who coul d be streamn ng
data. This approach is not always practical due to the follow ng
reasons:

* A YANG push receiver will not know which YANG Push publisher sent
t he subscri bed YANG content until the first notification is
recei ved.

* For a YANG Push receiver => fromwhi ch YANG Push publisher the
subscri bed YANG content is going to be received is not known unti
the first notification is being received.

* Querying all the YANG nodul es is time-consum ng and add over head
considering that only a subset of the YANG nodes of the nanagenent
server are subscribed to.

This section introduces two use cases that reflect the notivation for
extending the YANG |ibrary. One targets solving dependency probl ens
in a data nesh architecture while the other ains at building a data
catal og that makes YANG nodul e informati on easily accessi bl e.
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3.1. Data Mesh Architecture

A network anal ytics architecture that integrates YANG Push and Kaf ka
is introduced in draft: An Architecture for YANG Push to Apache Kafka
Integration [I-D.ietf-nnop-yang-nessage-broker-integration]. This
open-source project enconpasses contributions such as Support of
Versioning in YANG Notifications Subscription
[1-D.ietf-netconf-yang-notifications-versioning] or Support of

Net wor k Observation Timestanping in YANG Notifications

[1-D. netana-netconf-notif-envel ope], anong ot hers.

The purpose of this project is to provide adequate information to the
YANG- Push notifications so that the nodul e and its dependenci es can
be parsed and retrieved automatically fromthe vantage point. The
architecture relies on the informati on of YANG dependencies to
realize, to solve the probl emof m ssing YANG semantics when
notifications are transformed or indexed in Tine Series Database. As
a solution to provide the mssing YANG semantics, a schema registry
is introduced to store YANG nodul es and all their relationships
(Direct and reverse dependencies). The schema is obtained by NETCONF
<get - schema> operation (defined in Section 3.1 of [RFC6022]) of the
subscri bed YANG schema tree, which is obtained by parsing the
<subscription-started> nessage of each YANG Push subscription

When obt ai ni ng the dependency nmodul es of a YANG nodul e, an

i ndependent process containing nultiple <get-schema> operations

[ RFC6022] is launched after each new YANG Push subscription nodul e
has been known. However, the conplexity remains at:

* How dependenci es of YANG nodul es are found (so that the YANG Push
subscription nmessage has the conplete set of nodul e dependenci es
for its subscribed YANG schema tree)?

*  How do we conduct <get-schema>?

Currently, the nethod used for obtaining nodul es and findi ng nodul e
dependencies is getting the full set of supported YANG nodul es from
the network device. This process is very heavy because in practi ce,
each device may inplenment hundreds of YANG nodules, requiring up to
several minutes to conplete the YANG nodul es retrieval. Besides, the
need for parsing all YANG nodul es and finding all the dependencies
adds an extra delay. Obtaining all dependencies through this nethod
makes the operation very costly, since after each subscribed nodul e
is learned, the operation of getting the full set of nodul es needs to
be perforned again.
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Therefore, considering the Network Cbservability real-tine aspects,
this extra delay in collecting (and processing) the dependencies
through the approach of getting the full set of nodules is not
realistic.

It's nore efficient to get dependencies only for the required
nmodul es.

By using the provided the augnentation information in ietf-yang-
library, the YANG Push receiver can directly obtain the YANG reverse
dependenci es by obtaining the contents of the YANG |ibrary, saving
collection (and processing tine) at the YANG Push receiver and
therefore helping with the real-time aspects of Network Cbservability
and enabling cl osed-1oop actions.

3.2. Data Catal og

Fi ndi ng t he YANG nodul es inpl enmented by a network managenent server
is paranount for configuring and nonitoring the status of a network.
However, since the inception of YANG the network industry has
experienced a tsunam of YANG nodul es devel oped by SDOs, open-source
communities, and network vendors. This heterogeneity of YANG

nmodul es, that vary from one network device nodel to another, makes

t he managenment of a multi-vendor network a big challenge for
operators. [Martinez-Casanueva2023]

In this regard, a data catal og provides a registry of the datasets
exposed by renote data sources for consuners to discover data of
interest. Besides the location of the dataset (i.e., the data
source), the data catalog registers additional netadata such as the
data nodel (or schema) followed in the dataset or even related terns
defined in a business gl ossary.

Data catal og solutions typically inplenment collectors that ingest
met adata fromthe data sources thensel ves and external netadata
sources. For exanple, a Kafka Schenma Registry is a netadata source
that provi des netadata about the data nodels foll owed by some data
stored in a Kafka topic.

In this sense, a YANG enabl ed network device can be considered as
anot her kind of data source, which the Data Catal og can pull netadata
from For instance, the data catal og can include a connector that
fetches netadata about the YANG nodul es inpl enented by the network
device. Conbining these netadata with other such as the business
concept "interface", would enabl e data consumers to di scover which
datasets related to the concept "interface" are exposed by the

net wor k devi ce
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Net wor k devi ces that inplenent YANG |ibrary expose mnetadata about

whi ch YANG nodul es are inplenmented, and which are only imnported.
However, what a data consuner needs at the end are the YANG nodul es

i npl emented by the device, hence, the conbination of inplenented YANG
nmodul es with ot her YANG nodul es that might deviate or augnent the
forners.

Conmi ng back to the exanple of datasets related to the "interface"
concept, say we have a network device that inplenents the ietf-
interfaces nodul e [ RFC8343] and the ietf-ip nodul e [ RFC8344], where
the latter augnents the forner. For a data catalog to collect these
met adata, a connector would retrieve YANG |ibrary data fromthe
target device. However, the current version of YANG library woul d
not satisfy the use case as it would tell that the device inplements
both ietf-interfaces and ietf-ip nodules, but will m ss the augnent
dependency between them

The current workaround is in conbination with the YANG |library data
to additionally obtain both YANG nodul es and process themto di scover
that there is an augnent dependency. This adds extra burden on the
connector, which is forced to conbine nultiple nmetadata collection
mechani sns. This process could be softened by extending YANG |ibrary
to al so capture augnent dependencies, in a sinmlar fashion to

devi ati on dependenci es.

4. The "ietf-yang-library-augnent edby" YANG nodul e

Thi s YANG nodul e augnents the ietf-yang-library nodul e by adding the
augnented-by leaf-list in the "yang-Ilibrary/ nodul e-set" and "yang-
I'i brary/ nodul es-state". The name of |ist "augnented-by" indicates by
whi ch nodul es that the current nodule is being directly augmented.

The "yang-1ibrary/ nodul e-state” is augnented despite its "deprecated"”
state to cope with the situation when container "nodul es-state" is
used for conpatibility reason with ietf-yang-library defined in

[ RFC7895]. Both the NVDA[ RFC8342] and non- NMDA conpliant additions
are defined in the sane YANG nodule for sinplicity for users and

i mpl ement or s.

For the scope of "augnented-by", this draft only considers the direct
augnentation rel ationship. The recursive result of augnentation or
transitive dependency for nodul e specified along the XPath, is out of
the scope of this draft. Section 4.2 has given the inplenentation

i nstructions.
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4.1. Data Mdel Overview
4.1.1. Tree View

The following is the YANG tree diagram for nodel ietf-yang-library-
augment edby.

modul e: ietf-yang-I1ibrary-augment edby

augnent /yanglib: yang-library/yanglib: nodul e-set/yangl i b: nodul e:

+--r0 augnent ed- by* -> .. /../yanglib: nodul e/ nane
augrment /yangli b: nodul es- st at e/ yangl i b: nodul e:
+--ro augnent ed- by* -> .. /../yanglib: nodul e/ name

4.1.2. YANG Mdul e

The YANG npdul e source code of ietf-yang-Ilibrary-augnentedby in which
augnmentation to the ietf-yang-library of [RFC8525] is defined.

<CODE BEG NS> file "ietf-yang-library-augnent edby@025-05-28. yang"
modul e i etf-yang-1ibrary-augnent edby {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-yang-1ibrary-augnmentedby"”;
prefix yanglib-aug;

inmport ietf-yang-library {
prefix yanglib;
ref erence
"RFC 8525: YANG Library";

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Working G oup"
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hor s: Zhuoyao Lin
<mai | t 0: zhuoyao. | i n1@wuawei - part ners. conr
Benoit d aise
<mai | t 0: Benoi t @ver yt hi ng- ops. net >
I gnaci o Doni nguez Martinez- Casanueva
<matilto:ignaci o.dom nguezmarti nez@ el ef oni ca. comrs";

description
"This nodul e augnents the ietf-yang-library defined in
[ RFC8525] to provide not only the deviation list, but also
the augnented-by list, in order to give sufficient
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Li n,

i nformati on about the YANG nodul es reverse dependency. It
facilitates the process of obtaining the entire
dependenci es of YANG nodul e.

The key words ' MUST', ' MUST NOT', ' REQUI RED , 'SHALL’,

" SHALL NOT’, ’SHOULD , ' SHOULD NOT', ' RECOMVENDED ,

"NOT RECOMMENDED , ' MAY', and ' OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License

2025

set forth in Section 4.c of the |ETF Trust’s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the

RFC itself for full legal notices. ;

revisi on 2025-05-28 {

}

description
"Initial revision.";
reference
"RFC XXXX: Augnented-by Addition to the YANG Library";

groupi ng augnent ed- by {

description

"Augnent the augnented-by leaf-list fromnodule info with the

nmodul e- augnent ed- by gr oupi ng";
| eaf -1 i st augnment ed- by {
type leafref {
path "../../yanglib: nmodul e/ yangli b: name";
}

description
"Leaf-list of the augnentation used by this server to
nmodi fy the conformance of the nobdul e associated with
this entry. Note that the sane nodul e can be used for
augrment ed-by for nultiple nodules, so the same
entry MAY appear within nmultiple 'nodule’ entries.

This reference MJUST NOT (directly or indirectly)
refer to the nodul e bei ng augnent ed.

et al. Expires 7 March 2026 [ Page 11]



I nternet-Draft Augnent ed- by for YANG Li brary Sept enber 2025

Robust clients may want to nake sure that they handle a
situation where a nodul e augnments itself (directly or
indirectly) gracefully.";
}
}

augrment "/yangli b:yang-1ibrary/yanglib: nodul e-set/yanglib: nmodul e" {
description
"Augnents the augnented-by leaf-list fromnmodule info with the
augnent ed- by groupi ng.

The 'augnented-by’ |eaf-list should only consider those YANG
modul es that directly augnent the YANG nodul e associ at ed
with this entry, and the augnmenting and augment ed nodul es
must be defined in the sane nodul e-set.

The "directly augnent’ is identified by the relationship
bet ween the augnent nodul e and the target node’s parent
modul e that it augnments to. Only the direct parent nodul e
of the target node is augnented, and the rest of the parent
modul es defined in the schema tree are only indirect
dependenci es but not augnented nodules. (Refer to
"Target node’ definition in Section 7.17 of RFC7950)
uses augmnent ed- by;

}

augnment "/yangli b: nodul es-st at e/ yangl i b: nodul e" {
st at us deprecat ed;
description
"Augnents the augnented-by leaf-list fromnodule info with the
augment ed- by groupi ng.

The 'augnented-by’ l|eaf-list should only consider those YANG
nmodul es that directly augnent the YANG nodul e associ at ed
with this entry, and the augnenting and augnment ed nodul es
must be defined in the sane nodul e-set.

The "directly augnent’ is identified by the relationship
bet ween the augnent nodul e and the target node’s parent
nmodul e that it augnments to. Only the direct parent nodul e
of the target node is augnented, and the rest of the parent
modul es defined in the schema tree are only indirect
dependenci es but not augnented nodul es. (Refer to
"Target node’ definition in Section 7.17 of RFC7950)
uses augnent ed- by;

}

Lin, et al. Expires 7 March 2026 [ Page 12]



I nternet-Draft Augnent ed- by for YANG Li brary Sept enber 2025

LCCDE ENDS>
4.2. Inplenentation Instructions
4.2.1. The scope of augnented-by
Thi s section explains the scope of augnented- by.

The "augnent ed-by" |eaf-1ist should only consider those YANG nodul es
that directly augnment the YANG nodule in question in the ietf-yang-
library, and the augnenting and augnented nodul es nust be defined in
t he same nodul e-set.

The "direct augment” is identified by the relationship between the
augnent nodul e and the target node’s parent nodule that it augnents
to. Only the direct parent nodule of the target node is augnented,
and the rest of the parent nodul es defined in the schema tree are
only indirect dependencies but not augnented nodules. (Refer to
"Target node" definition in Section 7.17 of [RFC7950])

In the case when a YANG application requires recursive dependency or
specific scherma tree dependency, the search | ogic should be
i npl emented by the application itself.

A YANG exanple with the expected augnmented-by result is provided in
Section 4.2.2.

4.2.2. An exanple of YANG nodul e augnent ed-by result

This section provides a nodul e-set to explain the definition of
"direct augnent" stated in Section 4.2.1

There are Modules A, B, C, which have the follow ng rel ati onshi ps:

* Module Ais the base nodule with container "foo-a"

*  Mbdule B augnments "/a:foo-a" with container "foo-b"

* NMbdul e C augnents "/a:foo-a/b:foo-b" with |eaf "leaf-c"

In this exanple, while the XPath that Mdul e C augnents to contains
contai ner "foo-a" defined in Mdule A the actual target node it
directly augnents to is "foo-b" in Mbdule B. Therefore, Mdule Cis
not an augnentation for Mddule A and does not appear in the

"augnent ed-by" leaf-list of Module A Only Mddule B, which is
directly augnenting to "foo-a", is an "augnented-by" for Mdule A
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The augmented-by XML result for Mbdules A, B and Cis the foll ow ng:

<CODE BEG NS>
file "exanpl e_augnment edby result.xm"
<yang-library xml ns="urn:ietf:parans: xm:ns:yang:ietf-yang-library">
<content-id>1l</content-id>
<nmodul e- set >
<name>nodul e- set 1</ name>
<modul e>
<nane>a- nodul e</ nane>
<r evi si on>2025- 06- 18</ r evi si on>
<nanmespace>urn:ietf: parans: xm : ns: yang: a- nodul e</ nanespace>
<augnent ed- by
xm ns="urn:ietf:parans: xnl : ns: yang:
i etf-yang-Iibrary-augment edby” >b- nodul e</ augnent ed- by>
</ modul e>
<nmodul e>
<nane>b- nodul e</ name>
<revi si on>2025- 06- 18</ revi si on>
<namespace>urn:ietf: parans: xm : ns: yang: b- nodul e</ nanespace>
<augnent ed- by
xm ns="urn:ietf:parans: xm : ns: yang:
i etf-yang-I1ibrary-augnment edby"” >c- nodul e</ augnent ed- by>
</ modul e>
<nmodul e>
<nane>c- nodul e</ nane>
<revi si on>2025- 06- 18</ revi si on>
<nanespace>urn:ietf: parans: xnm : ns: yang: c- nodul e</ nanespace>
</ modul e>
</ modul e- set >
</yang-Ilibrary>
<modul es-state xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-1library">
<nmodul e-set -i d>0</ nodul e-set-i d>
</ modul es- st at e>
<CODE ENDS>

5. Operational Considerations

Wth the inplenmentation of augmented-by, the nodul es and the
augnment ed- by nodul es require nowto be listed in the same nodul e-set.

6. Inplenmentation Status

Note to the RFC-Editor: Please renmove this section before publishing
(This follows the tenplate in RFC7942).
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6.1. Netopeer2 at | ETF119 Hackat hon

Zhuoyao Lin did the prototype inplenentation of the augnented-by |i st
feature of this draft and denonstrated it based on Netopeer2 in | ETF
119 Hackat hon.

Net opeer2 is a NETCONF server & client inplenentation devel oped by
CESNET. Source code is here: [NTP17]. The actual feature is
i mpl ement ed by extending the libyang [LY16] and sysrepo [ SR16] which
are the base libraries for Netopeer2 to support popul ating the
augnent ed-by i st.

6.2. Netopeer2 at | ETF120 Hackat hon

Zhuoyao Lin did a docker image of netopeer2 that integrates the
augnent ed-by feauture in sysrepo and |libyang. The result is
presented at | ETF 120 hackat hon
The source code can be obtai ned here: [NP24]

6. 3. Li byangpush Fi nd- dependency
Zhuoyao Lin did an inplenentation of find-dependency based on the
ietf-yang-library with augnented-by feature in the YANG Push nessage
parser library |ibyangpush. The result is presented in | ETF 120
hackat hon.
The source code can be obtained here: [NP24]

6.4. Device |nplenentations

This section introduced the device inplenentations status [ NA25] of
thi s docunent fromvendors |ike Huawei, G sco, 6Wnd.

The list of Router |Inmages supporting (upcom ng and al ready
i npl emented) the ietf-yang-1ibrary-augnentedby YANG nodul e proposed
in this document is follow ng:

*  Huawei VRP R025C00 for NE8000 and NE40 (2025-10-15).
https://support. huawei.com

* Cisco 0SS XR 25.3.1 (2025-08-31). https://software.cisco.conl

*  Huawei VRP R024C10 for MA5800T- X17 (2025-06-30).
https://support. huawei.com

* G6WND VSR 3.10. https://ww. 6w nd. com
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7. Changes

7.1. draft-lincla-netconf-yang-1library-augnmentation: Changes fromO0O0 to
01

The Iist nane has been updated from "augnentation" to "augnented-by",
in order to represent the usage clearly.

The | eafref has been changed from absol ute path "/yangli b: yang-
|'i braray/yanglib: nodul e-set/yangli b: nodul e/ yangl i b: nane" to relative
path "../../yanglib: nodul e/yanglib: nane". The YANG validation in the
appendi x B shows that this path can work as expected.
Section 5 Inplenentati on and section 6 Changes has been added.

7.2. draft-lincla-netconf-yang-1library-augnentedby version 00
Updat ed the Use case content in Section 3.1. Add explanation: the
scope of use case "Data Mesh Architecture"” is linted to configured
subscri ption.

Updat ed | npl enentati on status content.

7.3. draft-lincla-netconf-yang-1library-augnentedby: Changes fromO00 to
01

Updated affiliations

Update content of Section 3.1 Data Mesh use case. Explain the
limtation of applying get-all-schemas solution under the background
of using UDP-notif of configured subscription, and how the feature
proposed in the draft can inprove the sol ution.

Full review of docunent. N ts and refinement of sections.

7.4. draft-lincla-netconf-yang-Ilibrary-augnentedby: Changes fromO0l to
02

Rewite Section 2 Mtivation.
Update Section 6 Changes’s subsection title.

Update the Section 7 security consideration and section 8 | ANA
Consi der at i ons.

Added in the appendix the Inpact Analysis of ietf-yang-library and
proposal for the RFC8525bis draft.
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7.5. draft-ietf-netconf-yang-Ilibrary-augnentedby version 00
Resubnmitted the draft nane from
draft-1lincla-netconf-yang-1ibrary-augment edby-02
to:
draft-ietf-netconf-yang-1library-augnent edby-00

7.6. draft-ietf-netconf-yang-Ilibrary-augnentedby: Changes from 00 to 01
Correct the yanglint validation invalid exanple.

Updated the explaination to the yanglint validation example
princi pl e.

Del ete Section "ietf-yang-library |Inpact Analysis, as an eval uation
for RFC8525bis". The idea of updating the RFC8525 is paused.

7.7. draft-ietf-netconf-yang-library-augnentedby: Changes from Ol to 02
Update and rephrase the Introduction section.
Add Section 4.2 Inplenentation Instructions. Address in
Section 4.2.1 that the definition of "augnented-by" only consider the
direct augment. A YANG exanple for explaining this purpose has been
put into Section 4.2.2.
Draft refinenent.
Ref erence updat e.

7.8. draft-ietf-netconf-yang-library-augnentedby: Changes from 02 to 03
Merge revi ew coment from Thonas.

7.9. draft-ietf-netconf-yang-1library-augnentedby: Changes from 03 to 04
Updat e nodul e content ietf-yang-Ilibrary-augnentedby: O ganise the
augnmentation content to grouping; Add augnmentation to nodul es-state

cont ai ner.

Appendi x B is del eted.
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7.10.

draft-ietf-netconf-yang-1library-augnentedby: Changes fromO04 to
05

Update ietf-yang-1library-augnent edby nodul e revision

7.11.

draft-ietf-netconf-yang-1library-augnentedby: Changes fromO05 to
06

Merged Jean, Thomas and Alex’s editorial feedback

Merged Andy’s review.

Changed contents are listed follow ng:

*

7.12.

Section 1: Rewite introduction. Added definition for ’'reverse
dependency’. Avoid possible msleading expression about reverse
dependency and external dependency.

Section 2: Editorial Changes.

Section 3: Merged editorial feedback from Al ex, mainly for
Section 3.1.

Section 4: Mwve the full tree diagramto appendi x A; Correct the
YANG fil e date; Update the description statement in YANG nodule to
provi de inplementation instructions information; |nprove the text
of inplenmentation instruction and the direct augnent exanpl e.

Appendi x: For Appendi x A: The ietf-yang-library full tree view has
been noved to Appendix A. For Appendi x B: The yanglint validation
exanpl e has been noved from Appendix A to Appendix B. The invalid
yangl i nt exanpl e has been renoved. Set up texted has been added
before the validation exanple.

draft-ietf-netconf-yang-1library-augnentedby: Changes from 06 to
07

Change the reference in | ANA Consideration to ' RFC-to- be’

7.13.

draft-ietf-netconf-yang-1library-augnentedby: Changes from 07 to
08

Merged Per’s review and conments.
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7

7

7

8.

14. draft-ietf-netconf-yang-Iibrary-augnmentedby: Changes from08 to
09

Updat ed YANG nodule’s line length and spacing. Corrected the
"author" to "authors".

Corrected typo.

Added section 5 Operational Considerations to explain that the base
and augnent edby nodul es shoul d be in the sane nodul e-set.

15. draft-ietf-netconf-yang-Iibrary-augnmentedby: Changes from09 to
10

Corrected the typo of ’requires’
Moved RFCB8525 reference to Nomati ve References section

16. draft-ietf-netconf-yang-Iibrary-augnmentedby: Changes from 10 to
11

Mentioned in the title that this docunment updates RFC8525
Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The readabl e node defined in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to this data node. The followi ng is the explanation of
data node’s sensitivity/vulnerability:

The "augnented-by" list in this YANG nodul e could reveal all nodul es
that are augnenting one nodule. It could help attacker identify the
rel ati onshi p between nodul es and server inplenentations known bugs.
Server vulnerabilities may include but not restricted to: 1. Too
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10.

10.

many augment ed- by records cause buffer overflow 2. The augmented- by
list helps identify through the inter-relation of nodul es how to
cause the server to crash or significantly degrade device
per f or mance.

I ANA Consi derations
Thi s docunent registers one URI in the "I ETF XM. Registry" [RFC3688].
Following the format in [RFC3688], the follow ng registration has
been made.
URI: urn:ietf:parans: xm:ns:yang:ietf-yang-1ibrary-augnmentedby
Regi stration Contact: The NETCONF WG of the | ETF.
XM.: N A, the requested URI is an XM. nanespace.

Thi s docunment registers one YANG nodule in the "YANG Mbdul e Nanes"
regi stry [ RFC6020]

nane: ietf-yang-1ibrary-augnmentedby

nanespace: urn:ietf:parans: xnm :ns:yang:ietf-yang-Iibrary-augnment edby

prefix: yanglib-aug

reference: RFC-to-be
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Full Tree View of ietf-yang-library

The following is the YANG tree di agram [ RFC8340] for nodule ietf-
yang-library after addi ng augnentation fromnodule ietf-yang-Ilibrary-
augnment edby. The RPCs and notifications are included as well.

nmodul e:

Li n,

ietf-yang-library
+--ro yang-library
+--ro nmodul e-set* [nane]

+- -
+- -

+- -

et al.

ro name string

ro nodul e* [ nane]

+--r0 nane yang: yang-identifier
+--ro revision? revision-identifier
+--ro0 nanespace inet:uri

+--ro | ocation* i net:uri

+--ro subnodul e* [ nane]

| +--ro name yang: yang-identifier

| +--ro revision? revision-identifier

| +--ro location* inet:uri

+--ro feature* yang: yang-i dentifier
+--ro deviation* -> ../../nodul e/ nane

+--ro yangl i b-aug: augnment ed- by*
-> ../../yanglib: nodul e/ name
ro inport-only-nodul e* [name revision]

+--r0 nane yang: yang-identifier

+--ro0 revision uni on

+--ro0 namespace i net:uri

+--ro |l ocation* inet:uri

+--ro0 subnodul e* [ nane]
+--r0 nane yang: yang-identifier
+--1r0 revision? revision-identifier
+--ro | ocation* inet:uri
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+--ro schema* [ nane]

I

| | +--ro name string

| | +--ro nodul e-set* -> ../../nodul e-set/nane

| +--ro datastore* [nane]

| | +--ro nane ds: dat astore-ref

| | +--ro schemm -> ../../schena/ nanme

| +--ro content-id string

X--ro nodul es-state

X--ro nodul e-set-id string
X--ro nodul e* [name revision]

X--ro name yang: yang-i dentifier
X--ro revision uni on
+--ro schema? inet:uri
X--ro0 nanmespace inet:uri
x--ro feature* yang: yang-identifier
X--ro deviation* [name revision]
| x--ro nane yang: yang-i dentifier
| Xx--ro revision uni on
X--ro conformance-type enumer ati on
X--ro subnodul e* [name revision]
| Xx--ro name yang: yang-identifier
| X--ro revision uni on
| +--ro schema? i net:uri
+--ro yangl i b-aug: augnent ed- by* -> ../../yanglib: nodul e/ name

notifications:
+---n yang-library-update

| +--ro content-id -> [yang-library/content-id
X---n yang-|ibrary-change
X--ro nodul e-set-id -> [ nodul es-state/ nodul e-set-id

Appendi x B.  YANG nodul e validation with yanglint
This section gives an exanple of the yang-library content that the
user can try thenmselves with yanglint. This is created to
demonstrate and validate the correct syntax. The exanple should be
compil ed with YANG nodul es ietf-yang-library and ietf-yang-Ilibrary-
augnent edby as schenas.

The exanpl es provided are ietf-yang-library 'yang-library’ data XM
file containing the augnmented-by field.

B.1. An ietf-yang-library yang-library data XM exanpl e

The yang-library XML exanpl e concerns the follow ng nodul e-set:

Lin, et al. Expires 7 March 2026 [ Page 24]



I nternet-Draft Augnent ed- by for YANG Li brary Sept enber 2025

There are nodul el, nodul e2, nodul e3, which have the foll ow ng
rel ati onshi ps:

* NMddule 1 is the base nodule with container "fool"
*  Mbdul e 2 augnments "/ nodul el: fool" with container "foo2"
*  Mdule 3 augnments "/nodul el:fool" with | eaf "I eaf 3"

Al'l three YANG nodul es are defined in the sane nodul e-set nane 'nsl’
to be able to augnment or be augnented by the others. QOherw se, the
yanglint validation should fail.

The exanmple is foll ow ng:

<CODE BEG NS> file "exanple valid.xm"
<yang-library xml ns="urn:ietf:parans: xm:ns:yang:ietf-yang-library">
<content-id>l</content-id>
<nmodul e- set >
<name>ms1</ name>
<rmodul e>
<nanme>nodul el</ name>
<revi si on>2024- 02- 29</ r evi si on>
<nanmespace>urn:ietf: parans: xn : ns: yang: nodul el</ nanespace>
<augnent ed- by
xm ns="urn:ietf:parans: xnl : ns: yang:
i etf-yang-Ilibrary-augment edby” >nodul e2</ augnent ed- by>
<augnent ed- by
xm ns="urn:ietf:parans: xm : ns:yang:
i etf-yang-Ilibrary-augnment edby"” >nodul e3</ augnent ed- by>
</ modul e>
<nodul e>
<name>nodul e2</ name>
<revi si on>2024- 02- 29</ r evi si on>
<nanespace>urn:ietf: parans: xnl : ns: yang: nodul e2</ nanespace>
</ modul e>
<nmodul e>
<nane>nodul e3</ nanme>
<revi si on>2024- 02- 29</ r evi si on>
<nanespace>urn:ietf: parans: xnm : ns: yang: nodul e3</ nanespace>
</ modul e>
</ modul e- set >
</yang-Ilibrary>
<modul es-state xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-library">
<nmodul e-set -i d>0</ nodul e-set-i d>
</ modul es- st at e>
<CODE ENDS>
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