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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

Thi s docunent defines two YANG 1.1 [ RFC7950] nodul es with reusabl e
groupi ngs for managing UDP clients and UDP servers [ RFC/68]. These
modul es may be used directly (e.g., define a specific UDP client or
UDP server) or in conjunction with the configuration defined for

hi gher | evel protocols that depend on UDP

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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1.2. Adherence to the NVDA
Thi s docunent is conpliant with the Network Managenent Datastore
Architecture (NVDA) [RFC8342]. It does not define any protoco
accessi bl e nodes that are "config fal se".

1.3. Conventions
Various exanples in this docunent use the XM. [ WBC. REC- xni - 20081126]
encodi ng. Oher encodings, such as JSON [ RFC8259], could
alternatively be used.

2. The "ietf-udp-client" Module
This section defines a YANG 1.1 nodule called "ietf-udp-client”.
Thi s YANG nodul e defines the "udp-client" grouping for providing UDP
clients with renmote server information.
Section 2.1 provides the overview of the YANG nodule. An exanple of
usage is illustrated in Section 2.2, while Section 2.3 defines the
YANG nodul e itself.

2.1. Data Mdel Overview

This section provides an overview of the features and the grouping
defined in the "ietf-udp-client” YANG nodul e.

2.1.1. Feat ur es

The "ietf-udp-client" nodule defines the follow ng "feature"
statenent:

Feat ur es:
+-- |l ocal - bi ndi ng

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

This feature indicates that the client supports configuring |oca
bindings (i.e., the |ocal address and |ocal port nunber) for UDP
clients.

2.1.2. The "udp-client" Gouping

The follow ng tree diagram [ RFC8340] illustrates the tree structure
of the "udp-client" grouping:
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nmodul e: ietf-udp-client

groupi ng udp-client:

+-- renote-address i net: host

+-- renote-port? i net: port-nunber

+-- | ocal - addr ess? i net:ip-address {local -binding}?
+-- local -port? i net: port-nunber {local-binding}?

The description of these paraneters is provided bel ow

*

2.2.

The "renote-address”, which is mandatory, may be configured as an
| Pv4 address, an | Pv6 address, or a hostname. The resolved
address should be conpatible with the |ocal address famly, if

al so provi ded.

The "renpte-port” is defined with neither a "default" nor a
"mandat ory" statenent. YANG nodul es using this groupi ng SHOULD
refine the grouping with a "default" statenment, when the port
nunber is well-known (e.g., a port nunber allocated by | ANA), or
with a "mandatory" statenent, if a port nunber needs to al ways be
configured. This MAY be ignored when the port number is neither
wel | -known nor mandatory to configure, such as m ght be the case
when this grouping is used by another grouping.

The "l ocal -address"”, which is enabled by the "I ocal -bi ndi ng"
feature, may be configured as an | Pv4 address, an |Pv6 address, or
a wldcard value. In normal operation, the | ocal and configured
renot e addresses SHOULD be fromthe sane address famly.

Di fferences between address famlies may occur in abnormal or
error conditions and are therefore allowed to be reported.

The "l ocal -port", which depends on the "l ocal -binding" feature, is
not mandatory. |Its default value is "0", indicating that the
operating systemcan select an arbitrary port nunber.

Exanpl e Usage

This section presents an exanpl e of usage of the "udp-client”
gr oupi ng.
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<l-- The outernost el ement bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<udp-client xm ns="urn:ietf:parans: xnm :ns:yang:ietf-udp-client">
<r enot e- addr ess>ww. exanpl e. conx/ r enot e- addr ess>
<r enot e- port >10000</ r enot e- port >
<l ocal - address>192. 0. 2. 2</ | ocal - addr ess>
<l ocal - port>12345</| ocal - port >
</ udp-client>

2.3.  YANG Modul e
This nmodul e inports types defined in [I-D.ietf-netnod-rfc6991-bis].

<CODE BEG NS> file "ietf-udp-client@025-12-16.yang"
nmodul e ietf-udp-client {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-udp-client";
prefix udpc;
inmport ietf-inet-types {
prefix inet;
reference
"RFC 9911: Common YANG Data Types";

}

organi zation "I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/group/ netconf/>

WG List: <nailto:netconf@etf.org>

Aut hors: Al ex Huang Feng
<mai | t o: al ex. huang-feng@ nsa-1yon.fr>
Pierre Francois
<mai |l to: pierre.francoi s@nsa-|yon.fr>";

description
"Defines a generic grouping for UDP-based client applications.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, is permtted pursuant to, and subject to the license
terns contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).
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Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices

The key words ' MUST', 'MJUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', *SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision 2025-12-16 {
description
"I'nitial revision";
ref erence
"RFC XXXX: YANG Groupings for UDP Cients and UDP Servers";

}

feature | ocal -binding {
description
"Indicates that the UDP client supports configuring |oca
bindings (i.e., the local address and |ocal port nunber)
for UDP clients.";

}

groupi ng udp-client {
description
"A reusabl e grouping for UDP clients.

Note that this grouping uses fairly typical descendant
node nanes such that a stack of 'uses’ statenments wll
have nanme conflicts. It is intended that the consum ng
data nodel will resolve the issue (e.g., by wapping
the ’uses’ statenment in a container called
"udp-client-paraneters’). This nodel purposely does
not do this itself so as to provide maximum flexibility
to consum ng nodels.";

| eaf renote-address {
type inet:host;
mandat ory true;
description
"The | P address or hostname of the renote UDP server.";
}

| eaf renote-port {
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type inet: port-nunber;
description
"The port nunber of the renote UDP server.";
}

| eaf | ocal -address {

i f-feature "l ocal - bi ndi ng";

type inet:ip-address;

description
"The local |IP address to bind to when sendi ng UDP
datagrans to the renote server. | NADDR ANY ('0.0.0.0") or
| NADDR6_ANY (' 0:0:0:0:0:0:0: 0" a.k.a. "::’) may be used
so that the client can bind to any | Pv4 or |Pv6 address.
In normal operation, the local and configured
renote addresses SHOULD be fromthe sane address famly.
Di fferences between address fanmlies may occur in
abnormal or error conditions and are therefore allowed to
be reported.";

}

| eaf | ocal-port {
i f-feature "l ocal - bi ndi ng";
type inet: port-nunber;
default "0";
description
"The | ocal port nunber to bind to when sendi ng UDP
datagranms to the renote server. The port nunber 'O,
which is the default value, indicates that any avail able
| ocal port nunmber may be used.";
}
}

}
<CODE ENDS>

3. The "ietf-udp-server" Modul e
This section defines a YANG 1.1 nodule called "ietf-udp-server".
Thi s YANG nodul e defines the "udp-server" grouping for managi ng UDP
servers.
Section 3.1 provides an overview of the "ietf-udp-server" YANG
modul e.  An exanple of usage is illustrated in Section 3.2 while
Section 3.3 defines the YANG nodul e itself.

3.1. Data Mdel Overview

Thi s section provides an overview of the grouping defined in the
"ietf-udp-server" nodul e.
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3.1.1. The "udp-server" G ouping

The follow ng tree diagram[RFC8340] illustrates the structure of
"udp-server" grouping:

nmodul e: i etf-udp-server

groupi ng udp-server:

+-- local -bind* [l ocal -address]
+-- | ocal - addr ess i net:ip-address
+-- local -port? i net: port-nunber

The description of these paraneters is provided bel ow

* The "l ocal -address”, which is mandatory, may be configured as an
| Pv4 address, an | Pv6 address, or a w ldcard val ue.

* The "local-port" is defined with neither a "default" nor a
"mandat ory" statement. YANG nodul es using this groupi ng SHOULD
refine the grouping with a "default" statement, when the port
nunber is well-known (e.g., a port nunber allocated by | ANA), or
with a "mandatory"” statenent, if a port nunber needs to al ways be
configured. This MAY be ignored when the port nunber is neither
wel | - known nor mandatory to configure, such as m ght be the case
when this grouping is used by another grouping.

3.2. Exanpl e Usage

This section presents two exanpl es of usage of the "udp-server"
gr oupi ng.

This foll owi ng shows an exanple of a server configured for |istening
to an | Pv4 address:

<l-- The outernost el enent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<udp-server xm ns="urn:ietf:paranms: xn :ns:yang:ietf-udp-server">
<l ocal - bi nd>
<l ocal - address>192. 0. 2. 2</| ocal - addr ess>
<l ocal - port >49152</1| ocal - port >
</l ocal - bi nd>
</ udp- server >

This foll ow ng shows an exanple of a server configured to listen to
an | Pv4 and | Pv6 together
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<l-- The outernost el ement bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<udp-server xm ns="urn:ietf:parans: xn :ns:yang:ietf-udp-server">
<l ocal - bi nd>
<l ocal - address>192. 0. 2. 2</| ocal - addr ess>
<l ocal - port >49152</1| ocal - port >
</l ocal - bi nd>
<l ocal - bi nd>
<l ocal - addr ess>2001: db8: : 0</ | ocal - addr ess>
<l ocal - port >49153</1| ocal - port >
</l ocal - bi nd>
</ udp- server >

3.3.  YANG Modul e

The "ietf-udp-server" inports types defined in
[1-D.ietf-netnod-rfc6991-bis].

<CODE BEG NS> file "ietf-udp-server @025-12-16. yang"
modul e i etf-udp-server {
yang-version 1.1;
nanespace "urn:ietf:parans: xn :ns:yang:ietf-udp-server";
prefix udps;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 9911: Common YANG Data Types";

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/group/ netconf/>
WG List: <nailto:netconf@etf.org>

Aut hors: Al ex Huang Feng
<mai | t o: al ex. huang-feng@ nsa-1yon.fr>
Pierre Francois
<mai |l to: pierre.francoi s@nsa-|yon. fr>";
description
"Defines a generic grouping for UDP-based server applications.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
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nmodi fication, is permtted pursuant to, and subject to the license
terms contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2025-12-16 {
description
"Initial revision";
ref erence
"RFC XXXX: YANG Groupings for UDP Cients and UDP Servers";
}

groupi ng udp-server {
description
"Provides a reusable grouping for managi ng UDP servers.

Note that this grouping uses fairly typical descendant
node nanes such that a stack of 'uses’ statements will
have name conflicts. It is intended that the consum ng
data nodel will resolve the issue (e.g., by wapping
the ’'uses’ statenent in a container called
"udp-server-paraneters’). This nodel purposely does
not do this itself so as to provide maximumflexibility
to consum ng nodel s.";
list Iocal-bind {
key "l ocal - address”;
m n-el enents 1;
description
"Alist of bind (listen) points for this server
instance. A server instance may have multiple
bi nd points to support, e.g., the same port nunber in
different address famlies or different port nunbers
in the sane address famly.";
| eaf | ocal -address {
type inet:ip-address;
mandat ory true;
description
"The local IP address to listen on for incom ng
UDP dat agrans. | NADDR ANY (' 0.0.0.0") or
| NADDR6_ANY (’0:0:0:0:0:0:0:0" a.k.a. "::’) may be used
so that the server can listen to any |Pv4 or |Pv6 address.";

Huang- Feng, et al. Expires 19 June 2026 [ Page 10]



I nternet-Draft Groupings for UDP Clients and Servers Decenber 2025

| eaf | ocal-port {
type inet:port-nunber;
description

"The |l ocal port nunber to listen on for inconmi ng UDP
dat agrams. ";
}
}
}

}
<CODE ENDS>
4. Security Considerations

This section uses the tenplate described in Section 3.7 of
[1-D.ietf-netnod-rfc8407bis].

The "ietf-udp-client" and "ietf-udp-server" YANG nodul es defines a
data nodel that is designed to be accessed via YANG based nanagenent
protocol s, such as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These
YANG- based managenent protocols (1) have to use a secure transport

| ayer (e.g., SSH [RFC6242], TLS [RFCB8446], and QU C [ RFC9000]) and
(2) have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

These YANG nodul es define a set of identities, types, and groupings.
These nodes are intended to be reused by other YANG nodul es. The
modul es by thenmsel ves do not expose any data nodes that are witable,
data nodes that contain read-only state, or RPCs. As such, there are
no additional security issues related to the YANG nodul e that need to
be consi der ed.

Modul es that use the groupings that are defined in this docunent
shoul d identify the corresponding security considerations. For
exanpl e, reusing sone of these groupings will expose privacy-rel ated
information (e.g., 'renote-address’, 'renpte-port’, 'local-address’,
or 'local-port’).

5. | ANA Consi derati ons

Thi s docunent describes the URIs fromIETF XML Regi stry and the
registration of a two new YANG nodul e nanes
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5.

7.

7.

.1

2.

1.

URI

I ANA is requested to assign two new URIs fromthe I ETF XM. Regi stry
[ RFC3688] :

URI: urn:ietf:parans: xm:ns:yang:ietf-udp-client
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-udp-server
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XML nanespace.

YANG Modul e Nane

Thi s docunent al so requests IANA to register the follow ng YANG
nmodul es in the YANG Modul e Nanes registry [ RFC6020] within the "YANG
Par armet ers" regi stry group:

nane: ietf-udp-client

nanespace: urn:ietf:parans: xm :ns:yang:ietf-udp-client
prefix: udpc

mai nt ai ned by | ANA? N

reference: RFC XXXX

nane: ietf-udp-server

nanespace: urn:ietf:paranms:xm :ns:yang:ietf-udp-server
prefix: udps

mai nt ai ned by | ANA? N

reference: RFC XXXX
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