NETCONF J. Lindbl ad
I nternet-Draft Al'l For Eco
I nt ended status: Standards Track 7 Cctober 2025
Expires: 10 April 2026

Transaction | D Mechani sm f or NETCONF
draft-ietf-netconf-transaction-id-11

Abst r act

NETCONF clients and servers often need to have a synchroni zed vi ew of
the server’s configuration datastores. The volune of configuration
data in a server may be very large, while datastore changes typically
are small when observed at typical client resynchronization
interval s.

Rereadi ng the entire datastore and anal yzing the response for changes
is inefficient for synchronization. This docunent specifies a
NETCONF extension that allows clients and servers to keep
synchroni zed with a much snall er data exchange and wi t hout any need
for servers to store information about the clients.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussi on of this docunent takes place on the Network Configuration
Working Group mailing list (netconf@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ netconf/.

Source for this draft and an issue tracker can be found at
https://github. com net conf-wg/transaction-id.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

VWhen a NETCONF client [RFC6241] wishes to initiate a new
configuration transaction with a NETCONF server, a frequently
occurring use case is for the client to find out if the configuration
has changed since the client |ast communi cated with that server

Such changes coul d occur, for exanple, if another NETCONF client has
made changes, or another system or operator nmade changes through

ot her neans than NETCONF (e.g., local configuration).

One way of detecting a change for a client would be to retrieve the
entire configuration fromthe server, then conpare the result with a
previously stored copy at the client side. This approach is not
popul ar with nmost NETCONF users, however, since it would often be
very expensive in terns of conmunications and computation cost.

Furthernore, even if the configuration is reported to be unchanged,
that will not guarantee that the configuration remai ns unchanged when
a client sends a subsequent change request, a few nonents |ater,

unl ess explicit locking is used.

In order to sinplify the task of tracking changes, this docunent
enabl es a NETCONF server to inplenent a neta |level transaction tag or
timestanp for an entire configuration datastore or YANG subtree, and
offer clients a way to read and conpare this tag or tinestanp. |If
the tag or tinestanp is unchanged, clients can avoid perform ng
expensi ve operations. Such tags and tinmestanps are referred to as a
"transaction id (txid) in this docunent.

Note that several server inplenmentors have built proprietary and
mutual Iy incompati bl e mechanisns for obtaining a transaction id from
a NETCONF server. This document solves the interoperability issue.

RESTCONF, [ RFC8040], |everages an HITP nechani sm for detecting
changes in configuration subtrees based on Entity-Tags (ETags) and
Last-Modified headers. An exanple is depicted in Appendix B.2.2 of
[ RFC8040]

In conjunction with this, RESTCONF provides a way to make
configuration changes conditional on the server configuration being
unt ouched by others. This mechanismleverages conditional requests
per Section 13 of [RFC9110].

Thi s docunent defines simlar nechani smfor NETCONF, [RFC6241], for
config true data. It also ties this in with YANG Push, [ RFC8641],
and " Conpari son of Network Managenment Datastore Architecture (NVDA)
Dat astores", [RFC9144]. 'Config false' data (operational data,
state, and statistics) is left out of scope fromthis docunent.
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Thi s docunent does not change the RESTCONF protocol in any way, and
is carefully witten to allow inplenmentations to share much of the
code between NETCONF and RESTCONF. Note that the NETCONF txid
mechani sm described in this docunment uses XML attributes, but the
RESTCONF mechanismrelies on HITP Headers instead, and use none of
the XML attributes described in this docunent, nor JSON Metadata (see
[ RFC7952]).

1.1. How to Read this Document

At the heart of this docunent, in chapter Txid Mechanisns
(Section 4), there are two transaction-id handling nechani sns
defined, the "Etag" and "Last-Mdified" Transaction-id mechani sms.

The common and general principles for all transaction-id mechani snms
are defined in the chapter before that, NETCONF Txi d Extension
(Section 3). Since the two Transaction-id nmechanisns defined in this
docunent have a lot in comon, and the future m ght bring additiona
such mechani sns, this arrangenment keeps the repetition to a mni num
By necessity, this chapter is a bit abstract. The details of how the
principles are expressed in a specific Transaction-id nechani sm
follows in the Txid Mechani sns (Section 4) chapter

Next after the central chapter with the definitions of the
Transaction-id handling nechanisns, there is an extensive chapter

wi th usage exanples. This chapter is called Txid Mechani sm Exanpl es
(Section 5).

Towards the end, there is also a chapter with YANG Mdul es

(Section 6). These are necessary for a correct inplenentation, but
reading themw Il not provide nuch for the understanding of this
docunent. The mechani snms defined in this docunment are largely on the
NETCONF protocol |evel, and nost aspects cannot be described by YANG
nmodul es.

The exanpl es found throughout this docunent are referencing acls,
aces, dscp and many ot her rel ated names defined in YANG nodul es.
Interested readers can find definitions of the rel evant YANG
structures in [ RFC8519]. For the purposes of understanding this
docunent, going there is entirely optional

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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Thi s docunent uses the terminology defined in [ RFC6241], [RFC7950],
[ RFC7952], [RFC8040], [RFC8641], and [ RFC9144].

In addition, this docunent defines the follow ng terns:

Ctxid: dient side transaction-id, i.e., a txid value maintained or
provi ded by a NETCONF client.

Etag: One protocol mechanismthat confornms to the definitions in the
NETCONF Txi d Extension (Section 3) section in this docunent. Also
the name of the XML attribute that this nechanismuses in the
NETCONF stream and the message header used in RESTCONF.

Last - Mbdi fi ed: Another protocol mechanismthat conforms to the
definitions in the NETCONF Txid Extension (Section 3) section in
this docunent. Also the nane of the XML attribute that this
mechani smuses in the NETCONF stream and the nessage header used
i n RESTCONF.

S-txid: Server side transaction-id, i.e., a txid val ue maintained or
sent by a NETCONF server.

Transaction-id Mechanism A protocol inplenentation that fulfills
the principles described in the first part, NETCONF Txi d Extension
(Section 3), of this docunent. See also Etag and Last-Modifi ed.

Txi d: Abbreviation of Transaction-id. A transaction-id is an UTF-8
string of characters. The specific format depends on the protoco
mechani smused (e.g. Etag or Last-Modified).

Txid History: Tenporally ordered list of txid values used by the
server. Allows the server to determine if a given txid occurred
nmore recently than another txid.

Ver si oned node: A node in the instantiated YANG data tree for which
the server maintains a transaction id (txid) value.

3. NETCONF Txi d Extensi on

Thi s docunent describes a NETCONF extensi on which nodifies the
behavi or of <get-config> <get-data> <edit-config> <edit-data>,
<di scard- changes>, <copy-config>, <delete-config> and <comit>
operations such that clients are able to conditionally retrieve and
update the configuration in a NETCONF server.
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For servers inplenmenting YANG Push [ RFC8641], an extension for
conveying txid updates as part of subscription updates is also
defined. A simlar extension is also defined for servers

i mpl ementing "Conpari son of NVDA Dat astores" [RFC9144].

Several |ow | evel nechanisns could be defined to fulfill the

requi renents for efficient client/server txid synchronization. This
docunent defines two such mechani sms, the 'etag txid mechani sm
(Section 4.1) and the 'last-nodified txid nechanism (Section 4.2).
However, additional txid mechanisnms may be defined in the future.
Such mechani snms have to adhere to the principles defined in

Section 3. 2.

This docunent is divided into a two main parts; the first part

di scusses the txid nechanismin an abstract, protocol-neutral way.
The second part, Txid Mechani sns (Section 4), then adds the protoco
| ayer, and provides concrete encodi ng exanpl es.

3.1. Sanple Use Cases

The common use cases for txid nechanisns are briefly discussed in
this section.

Initial configuration retrieval: Wen a client initially connects to
a server, it may be interested to acquire a current view of (parts
of) the server’s configuration. 1In order to be able to

efficiently detect changes later, it may also be interested to
store neta level txid information for subtrees of the
configuration.

Subsequent configuration retrieval: Wen a client needs to retrieve
again (parts of) the server’s configuration, it may be interested
to leverage the txid netadata it has stored by requesting the
server to prune the response so that it does not repeat
configuration data that the client is already aware of.

Configuration update with txid return: Wen a client issues a
transaction towards a server, it may be interested to also |learn
the new txid netadata that the server has stored for the updated
parts of the configuration.

Condi tional configuration change: Wen a client issues a transaction
towards a server, it may specify txid nmetadata for the transaction
in order to allow the server to verify that the client is up to
date with any changes in the parts of the configuration that it is
concerned with. If the txid netadata in the server is different
than the client expected, the server rejects the transaction with
a specific error message
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Subscribe to configuration changes with txid return: Wen a client
subscribes to configuration change updates through YANG Push, it
may be interested to also learn the updated txid netadata for the
changed data trees, and recogni ze the YANG Push echo of its own
changes.

Conpare datastores: Wen a client conpares datastores, it may be
interested to get the latest txid values of the nodes being
compar ed.

This chapter will also provide sone details about how to handl e the
(or a) candi date datastore, dependencies within a transaction, and
txid handling in a few other NETCONF operations (e.g. copy-config).

3.2. Ceneral Txid Principles

Al'l servers inplenmenting a txid nechanism MUST naintain a top | eve
server side txid (s-txid) nmetadata value for each configuration

dat astore supported by the server. Txid mechani sminpl enentations
MAY al so maintain txid netadata val ues for nodes deeper in the YANG
data tree. The nodes for which the server maintains txids are
collectively referred to as the "Versi oned Nodes".

Server inplementations MAY use the YANG extension statenent ietf-

net conf -t xi d: versi oned-node to informpotential clients about which
YANG nodes the server naintains a txid value for. Another way to

di scover (a partial) set of Versioned Nodes is for a client to
request the current configuration with txids. The returned
configuration will then have the Versioned Nodes decorated with their
txi d val ues.

Regar dl ess of whether a server declares the Versioned Nodes or not,
the set of Versioned Nodes in the server’s YANG tree MJST renmain
constant, except at systemredefining events, such as software
upgrades or entitlenment (a.k.a. "license") installations or renovals.
If a Versioned Node was all owed to change status to a non-Versioned
Node (or vice versa), the client would no | onger be able to reason
about the change. The effective txid of sone nodes woul d somnetines
seemto change even when no configuration change had taken pl ace.

The server returning txid values for the Versi oned Nodes MJST ensure
that the txid values are changed every tinme there has been a
configuration change at or bel ow the node associated with the txid
value. This neans any update of a config true node will result in a
new txid value for all ancestor Versioned Nodes, up to and including
the datastore root itself.
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This al so means a server MJST update the txid value for any nodes
that change as a result of a configuration change, and their
ancestors, regardless of source, even if the changed nodes are not
explicitly part of the change payload. An exanple of this is
dependent data under YANG [ RFC7950] "when" or "choice" statenents.

A server MUST NOT change the txid value of a versioned node unl ess
the node itself or a child node of that node has been changed. The
server MJST NOT change any txid val ues due to changes in config fal se
data, or any kind of netadata that the server nmay maintain for YANG
data tree nodes.

3.3. Initial Configuration Retrieva

Wien a NETCONF server receives a <get-config> or <get-data> request
(Section 3.1.1 of [RFC8526]) containing requests for txid val ues, and
assuni ng no authorization or validation error is encountered, it

MJUST, in the reply, return txid values for all Versioned Nodes bel ow
the point requested by the client.

The exact encodi ng varies by mechanism but all txid nechani sns woul d
have a special "txid-request" txid value (e.g., "?") which is
guaranteed to never be used as a normal txid value. dients MAY use
this special txid value associated with one or nore nodes in the data
tree to indicate to the server that they are interested in txid

val ues bel ow that point of the data tree.
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dient Server

get-config (txid: ?)
acl s

i
I

| |
I I
I I
I I
I I
| data (txid: 5152) |
| acls (txid: 5152) |
| acl Al (txid: 4711) |
| aces (txid: 4711) |
| ace Rl (txid: 4711) |
| mat ches i pv4 protocol 17 |
| actions forwardi ng accept |
| acl A2 (txid: 5152) |
| aces (txid: 5152) |
| ace R7 (txid: 4711) |
| mat ches i pv4 dscp 10 |
| actions forwardi ng accept |
| ace R8 (txid: 5152) |
| mat ches udp source-port port 22 |
| actions forwardi ng accept |
| ace RO (txid: 5152) |
| mat ches tcp source-port port 22 |
| actions forwardi ng accept |
v v

Figure 1: Initial Configuration Retrieval. The client annotated
the get-config request itself with the txid request val ue, which
makes the server return the txid values for the nodes returned.
The nost recent change is shown to be an update to ace R8 and R9.

The call flow exanples in this docunent use a 4-digit, strictly
increasing integer as txid. The sane txid value is also used for
all changed nodes in a given transaction. These conventions of

t he exanpl es are conveni ent and enhances readability of the
exanpl es, but do not necessarily reflect a typical inplenentation

Txi d val ues are opaque strings that uniquely identify a particul ar
configuration state. Servers are expected to know which txid val ues
it has used in the recent past, and in which order they were assigned
to configuration change transactions. This information is known as
the server’s Txid History.

How many historical txid values to track is up to each server

i npl ementor to decide, and a server MAY decide not to store any
historical txid values at all. The nore txid values in the server’s
Txid History, the nore efficient the client synchronization nmay be,
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as described in the com ng sections. Servers nay expose a
configuration paranmeter to control the history depth. Such contro
depends on the | ocal server capabilities. Refer to Section 3.6.2 for
nore consi derations about history size.

Some server inplenmentors nmay decide to use a strictly increasing
integer as the txid value or a tinestanp. Doing so obviously nakes
it very easy for the server to deternine the sequence of historica
transaction ids.

Sone server inplenentors nay decide to use a conpletely different
txid val ue sequence, to the point that the sequence may appear
compl etely randomto outside observers

3.4. Subsequent Configuration Retrieva

Clients MAY request the server to return txid values in the response

by adding one or nore txid values received previously in <get-config>
or <get-data> requests. Txid values sent by a client are referred to
as c-txid.

Wien a client sends a c-txid value of a node that matches the
server’s s-txid value for that Versioned Node, or matches a nore
recent s-txid value in the server’'s Txid Hi story, the server prunes
(i.e., does not return) that subtree fromthe response. Since the
client already knows the txid for that part of the data tree, or a
txid that occurred nore recently, it is obviously already up to date
with that part of the configuration. Sending it again would be a
waste of tine and energy.

Tabl e 1 describes in detail how the client side (c-txid) and server
side txid (s-txid) values are determ ned and conpared when the server
processes each data tree reply node froma get-config or get-data
request.

Servers MJST process each of the config true nodes as foll ows:

B ool oo el e e e
| Case Condi tion Behavi or |
[ sl el e e
CLI ENT client did not specify MUST return the current
TXI D a c-txid value for the node according to the

nor mal NETCONF

I

I

I

current node, nor any |
specifications. The rules

I

I

I

ancestor of this node.
bel ow do not apply to the
current node. Any child

+ +
| |
+ +
1. NO | Inits request, the | I'n this case, the server
I I
I I
I I
| |
I I
I I
| | nodes MUST al so be
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| | | evaluated with respect to |
| | | these rules. |

2. The client did not In this case, the current
CLI ENT specify a c-txid val ue node MJST inherit the
ANCESTOR | for the current node, c-txid value of the

TXI D but did specify a cl osest ancestor node in

nmore ancestors of this has a c-txid val ue.

node. Processi ng of the current
node continues according
to the rul es bel ow

I I
I I
I I
I I
c-txid value for one or | the client’s request that
I I
I I
I I
I I

3. The node is not a In this case, the current
SERVER Ver si oned Node, i.e. node MJST, for the
ANCESTOR | the server does not pur poses of these rules,
TXI D mai ntain a s-txid val ue tenmporarily inherit the

I I
I I
I I
I I
for this node. | server’'s s-txid val ue of

| the cl osest ancestor that

| is a Versioned Node (has a

| server side s-txid value).

| The datastore root is |
| always a Versioned Node. |
| Processing of the current

| node continues according

| to the rul es bel ow |

| 4. | The client specified | I'n this case the server |
| CLI ENT | c-txid for the current | MJST return the node |
| TXID UP | node value is "up to | decorated with a speci al |
| TO DATE | date", i.e. it matches | "txid-match" txid val ue |
| | the server’'s s-txid | (e.g. "=") to the matching
| | value, or matches a | node, pruning any val ue |
| | s-txid value fromthe | and child nodes. |
| | server’s Txid History | |
| | that is nore recent | |
| | than the server’s | |
| | s-txid value for this | |
| | node. | |
TS o e e e e e e e e oo oo oo e e e e e e i oo oo oo +

5. The specified c-txid is In this case the server

CLI ENT "out dat ed" or "unknown" MUST return the current

TXID QUT | to the server, i.e. it node according to the

OF DATE does not match the nor mal NETCONF

for this node, nor does current node is a
the client c-txid val ue Ver si oned Node, it MJST be

I I
I I
I I
I I
server’'s s-txid val ue | specifications. If the |
I I
I I
mat ch any s-txid value | decorated with the s-txid
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| | in the server’s Txid | value. Any child nodes |
| | History that is nore | MUST al so be eval uat ed |
| | recent than the | with respect to these |
| | server’'s s-txid val ue | rules. |
| | for this node. | |

Table 1: The Txid rules for response pruning.

For list elenments, pruning child nodes neans that top-I|evel key nodes
MUST be included in the response, and other child nodes MJUST NOT be
i ncluded. For containers, child nodes MJST NOT be incl uded.

3.4.1. \When there is No Change

Here follows a coupl e of exanples of how the rul es above are applied.
See the exanpl e above (Figure 1) for the nbst recent server
configuration state that the client is aware of, before this happens:

dient Server
I

I

I I
| get-config |
| acls (txid: 5152) |
| acl Al (txid: 4711) |
| aces (txid: 4711) |
| acl A2 (txid: 5152) |
| aces (txid: 5152) |
I I
I I
I I
I I
%

dat a
acls (txid: =)
v

Figure 2: Response Pruning. Client sends get-config request with
known txid values. Server prunes response where the c-txid

mat ches expectations. 1n this case, the server had no changes,
and pruned the response at the earliest point offered by the
client.

In this case, the server’s txid-based pruning saved a substanti al
anmount of information that is already known by the client to be sent
to and processed by the client.
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3.4.2. \When there is an Qut-O -Band (0OOB) Change

In the foll owi ng exanpl e someone has nmade a change to the
configuration on the server. This server has chosen to inplenent a
Txid History with up to 5 entries. The 5 nost recently used s-txid
val ues on this exanple server are currently: 4711, 5152, 5550, 6614,
7770 (nost recent). Then a client sends this request:

Cient Server

get-config
acls (txid: 5152)
acl Al (txid: 4711)
acl A2 (txid: 5152)

I

I

I

I

|

I

I

| dat a

| acls (txid: 6614)
| acl Al (txid: =)

| acl A2 (txid: 6614)

| aces (txid: 6614)

| ace R7 (txid: =)

| ace R8 (txid: =)

| ace RO (txid: 6614)

| mat ches tcp source-port port 830
| actions forwardi ng accept

% %

Figure 3: Qut of band change detected. Cient sends get-config
request with known txid values. Server provides updates only
wher e changes have happened. (Txid 7770 does not appear in this
subtree, so that transaction nmust relate to sone changes
el sewhere.)

In the exanple depicted in Figure 3, the server returns the acls
cont ai ner because the client supplied c-txid value (5152) differs
fromthe s-txid value held by the server (6614), and 5152 is |ess
recent in the server’'s Txid H story than 6614. The client is
apparently unaware of the |latest config devel opnents in this part of
the server config tree

The server prunes list entry acl Al is because it has the same s-txid
value as the c-txid supplied by the client (4711). The server
returns the list entry acl A2 because 5152 (specified by the client)
is less recent than 6614 (held by the server).
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The contai ner aces under acl A2 is returned because 5152 is |ess
recent than 6614. The server prunes ace R7 because the c-txid for
this node is 5152 (fromacl A2), and 5152 is nore recent than the
cl osest ancestor Versioned Node (with txid 4711).

The server also prunes acl R8 because the server and client txids
exactly match (5152). Finally, acl R9 is returned because of its
| ess recent c-txid value given by the client (5152, on the cl osest
ancestor acl A2) than the s-txid held on the server (6614).

3.4.3. Wien a Txid value is Inherited froman Ancestor Node
In the exanple shown in Figure 4, the client specifies the c-txid for

a node that the server does not naintain a s-txid for, i.e., it is
not a Versioned Node.

Cient Server
I I
| >
| get-config |
| acl s |
| acls A2 |
| aces |
| ace R7 |
| mat ches |
| i pvd |
| dscp (txid: 4711) |
I I
| e I
| dat a |
| acl s |
| acl A2 |
| aces |
| ace R7 |
| mat ches |
I i pvé I
| dscp (txid: =) |
v v

Figure 4: Versioned Nodes. Server |ookup of dscp txid gives
4711, as closest ancestor is ace R7 with txid 4711. Since the

server’s and client’'s txid match, the txid value is "=, and the
| eaf value is pruned.
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Here, the server |ooks up the closest ancestor node that is a

Versi oned Node. This particular server has chosen to keep a s-txid
for the list entry ace R7, but not for any of its children. Thus the
server finds the server side s-txid value to be 4711 (from ace R7),
whi ch matches the client’s c-txid value of 4711.

Servers MJST NOT use the special txid values, txid-match, txid-
request, txid-unknown (e.g., "=", "?", or "I") as actual txid val ues.

3.5. Candidate Datastore Configuration Retrieva

When a client retrieves the configuration fromthe (or a) candidate
datastore, some of the configurati on nodes nay hold the sane data as
the correspondi ng node in the running datastore. In such cases, the
server MJST return the sane s-txid value for nodes in the candidate
datastore as in the runni ng datastore.

If a node in the candidate datastore holds different data than in the
runni ng datastore, the server has a choice of what to return

* The server MAY return a txid-unknown value (e.g., "!"). This may
be convenient in servers that do not know a priori what txids wll
be used in a future, possible commt of the candi date.

* |f the txid-unknown value is not returned, the server MJUST return

the s-txid value the node will have after commit, assuming the
client makes no further changes of the candidate datastore. |If a
client makes further changes in the candi date datastore, the
s-txid value MAY change again, i.e. the server is not required to

stick with the s-txid value just returned.
See the exanple in Candi date Datastore Transactions (Section 3.7).
3.6. Conditional Transactions

Conditional transactions are useful when a client is interested to
make a configuration change, being sure that rel evant parts of the
server configuration have not changed since the client |ast inspected
it.

By supplying the latest c-txid values known to the client inits
change requests (<edit-config> for exanple), it can request the
server to reject the transaction in case any rel evant changes have
occurred at the server that the client is not yet aware of.

This allows a client to reliably conpute and send configuration

changes to a server without either acquiring a global datastore |ock
for a potentially extended period of time, or risk that a change from
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another client disrupts the intent in the time w ndow between a read
(<get-config> for exanple) and wite (<edit-config> for exanple)
operati on.

Clients that are also interested to know the s-txid assigned to the
root Versioned Node in the nodel immediately in the response could
set a flag in the <rpc> elenent to request the server to return the
new s-txid with the <ok> el enent.

dient Server

I
I
| edit-config (request new txid in response) |
| config (txid: 5152) |
| acls (txid: 5152) |
| acl Al (txid: 4711) |
| aces (txid: 4711) |
| ace Rl (txid: 4711) |
| mat ches i pv4 protocol 6 |
| actions forwardi ng accept |
| |
I I
I I
v

ok (txid: 7688)

Figure 5: Conditional transaction towards the Running datastore
successfully executed. As all the txid values specified by the
client matched those on the server, the transacti on was
successful |y execut ed.

After the above edit-config, the client nmight issue a get-config to
observe the change. It would | ook like this:
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dient Server

get-config
acls (txid: ?)

i
I

|

I

I

I

I

| dat a

| acls (txid: 7688)

| acl Al (txid: 7688)

| aces (txid: 7688)

| ace R1 (txid: 7688)

| mat ches i pv4 protocol 6

| actions forwardi ng accept

| acl A2 (txid: 6614)

| aces (txid: 6614)

| ace R7 (txid: 4711)

| mat ches i pv4 dscp 10

| actions forwardi ng accept

| ace R8 (txid: 5152)

| mat ches udp source-port port 22
| actions forwardi ng accept

| ace RO (txid: 6614)

| mat ches tcp source-port port 830
| actions forwardi ng accept

v

\Y

Figure 6: The txids are updated on all Versioned Nodes that were
nmodi fi ed thensel ves or have a child node that was nodifi ed.

When a client sends in a c-txid value of a node, the server MJST
consider it a match if the server’'s s-txid value is identical to the
client, or if the server’'s value is found earlier in the server’s
Txid History than the val ue supplied by the client.

3.6.1. Error Response on Qut-of-Band Changes
If the server rejects the transaction because one or nmore of the

configuration s-txid value(s) differs fromthe client’s expectati on,
the server MUST return at |east one <rpc-error> with the foll ow ng

val ues:
error-tag: operation-failed
error-type: pr ot oco

error-severity: error
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3.

6

Additionally, the error-info tag MJUST contain an sx:structure

[ RFC8791] containing relevant details about one of the m smatching
txids. A server MAY send nultiple rpc-errors when multiple txid

m smat ches are detected.

dient Server
I I

I I
| edit-config |
| config |
| acl s |
| acl Al (txid: 4711) |
| aces (txid: 4711) |
| ace R1 (txid: 4711) |
| mat ches i pv4 dscp 20 |
| actions forwardi ng accept |
I I
I I
I I
I I
| |
I I
I I
I I
I I

Lo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e —mm - -
rpc-error
error-tag operation-failed
error-type pr ot oco

error-severity error
error-info
m smat ch- pat h /acl s/ acl [ Al]
m smat ch- et ag- val ue 6912
% %

Figure 7: Conditional transaction that fails a txid check. The
client wishes to ensure there has been no changes to the
particular acl entry it edits, and therefore sends the c-txid it
knows for this part of the configuration. Since the s-txid has
changed (out of band), the server rejects the configuration
change request and reports an error with details about where the
m smat ch was det ect ed

2. Txid History Size Consideration

It may be tenpting for a client inplementor to send a single c-txid
value for the tree being edited. In many cases, that would certainly
work just fine. This is a way for the client to request the server
to go ahead with the change as |ong as there has not been any changes
nmore recent in the subtree below the c-txid provided.

Here the client is sending the sane change as in the exanpl e above
(Figure 5), but with only a single c-txid value that reflects the
|atest txid the client is aware of anywhere in the configuration
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dient Server
I I
| mmmmme e >
| edit-config (request new txid in response) |
| config |
| acl s |
| acl Al (txid: 8602) |
| aces |
| ace R1 |
| mat ches i pv4 protocol 6 |
| actions forwardi ng accept |
I I
| S |
| ok (txid: 9009) |
Y, Y,

Figure 8: Conditional transaction towards the Running datastore
successfully executed. As all the c-txid values specified by the
client were the same or nore recent in the server’s Txid H story,

so the transacti on was successfully execut ed.

Thi s approach works well in the exanpl e above because the c-txid

val ue 8602 is inherited down in the child nodes, fromacl Al to aces,
ace Rl1, and onwards. The server conpares the c-txid value 8602 with
the s-txid value in the data tree. The server finds that the val ues
do not match (e.g., s-txid 7688 for ace RL is not equal to c-txid
8602), but finds that 8602 is a nore recent txid than 7688 by | ooking
in the server’'s Txid History, and therefore accepts the transaction

Clients relying on the server’'s Txid History being | ong enough, could
see their changes rejected if sone of the s-txid have fallen out of
the server’s Txid History (e.g., if the txid 7688 happened so | ong
ago that the it is no longer in the server’s Txid History). Sone
servers may have a Txid History size of zero. A client specifying a
single c-txid value for a change |ike the one above towards such a
server woul d not be able to get the transacti on accepted.

Choosing a Txid History size greater than zero in a server is an
optimzation allowing clients to be |l ess explicit, saving both on
conmuni cati ons and processing. Servers inplenenting a Txid Mechani sm
using txid values with a natural order (e.g. strictly increasing
integers or tinmestanps) nmay be able to inplenment an infinite history
very easily. Oher schenes might need to store recently used txids
in a database

It is RECOVWENDED that server inplenentors that inplenment Txid

History at all choose a Txid History size that is at |east |arge
enough to hold twice as many txids as this type of server nornally
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3.7. Candidate Datastore Transactions
When using the (or a) Candi date datastore, the txid validation
happens at conmit tinme, rather than at individual edit-config or
edit-data operations. Cients add their c-txid attributes to the
configuration payl oad the same way. |In case a client specifies
different c-txid values for the same el ement in successive edit-
config or edit-data operations, the c-txid value specified | ast MJST
be used by the server at commt tine.
Cient Server

I I

| e > |

| edit-config (operation: mnerge) |

| config (txid: 5152) |

| acls (txid: 5152) |

| acl Al (txid: 4711) |

I type ipv4 I

I I

| < |

| ok I

I I

| > |

| edit-config (operation: nerge) |

| config |

| acl s |

| acl Al |

| aces (txid: 4711) |

| ace Rl (txid: 4711) |

| mat ches i pv4 protocol 6 |

| actions forwardi ng accept |

| |

| o e I

| ok I

I I

| e > |

| get-config |

| config |

| acl s |

| acl Al |

| aces (txid: ?) |
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acl Al
aces (txid: 7688 or !)

ace R1 (txid: 7688 or !)
mat ches i pv4 protocol 6
actions forwardi ng accept

ace R2 (txid: 2219)
mat ches i pv4 dscp 21
actions forwardi ng accept

ok (txid: 7688)

Cct ober 2025

Condi tional transaction towards the Candi date datastore
successfully executed. As all the c-txid values specified by the
client matched those on the server at the tine of the conmt, the

on was successfully executed. |If a client

i ssues a get-

owards the candi date datastore, the server may choose to
he speci al txid-unknown value (e.g., "!") or the s-txid
val ue that would be used if the candidate was comrmitted w t hout
further changes (when that s-txid value is known in advance by

the server).

3.8. Dependencies within Transactions

YANG nodul es that contain "when statenments referencing renote parts
of the nodel will cause the s-txid to change even in parts of the

data tree t

hat were not nodified directly.

Let’'s say there is an energy-exanpl e.yang nodul e that defines a
mechanismfor clients to request the server to measure the amount of

energy that

exanpl e" nodul e augnents the access contro

Li ndbl ad

is consumed by a given access contro
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modul e ener gy- exanpl e {

cont ai ner energy {
| eaf metering-enabled {
type bool ean;
default fal se;
}
}

augnent /acl:acl s/acl:acl {
when [/ ener gy- exanpl e: ener gy/ ener gy- exanpl e: met eri ng- enabl ed;
| eaf energy-tracing {
type bool ean;
default fal se;
}
| eaf energy-consunption {
config fal se;
type uint64;
units J;
}
}
}

This nmeans there is a systemw de switch | eaf netering-enabled in
ener gy- exanpl e which disables all energy neasurenents in the system
when set to false, and that there is a bool ean | eaf energy-tracing
that controls whether energy neasurenent is happening for each acl
rul e individually.

In this exanple, we have an initial configuration like this:
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dient Server

get-config
energy (txid: ?)
acls (txid: ?)

i
I

|

I

I

I

|

| data (txid: 7688)

| energy mnetering-enabled true (txid: 4711)
| acls (txid: 7688)

| acl Al (txid: 7688)

| energy-tracing fal se

| aces (txid: 7688)

| ace R1 (txid: 7688)

| mat ches i pv4 protocol 6

| actions forwardi ng accept
| acl A2 (txid: 6614)

| energy-tracing true

| aces (txid: 6614)

| ace R7 (txid: 4711)

| mat ches i pv4 dscp 10

| actions forwardi ng accept

| ace R8 (txid: 5152)

| mat ches udp source-port port 22
| actions forwardi ng accept

| ace R9 (txid: 6614)

| mat ches tcp source-port port 830
| actions forwardi ng accept

v

\Y

Figure 10: Initial configuration for the energy exanple. Note
the energy netering-enabled |leaf at the top and energy-tracing
| eaf s under each acl

At this point, a client updates netering-enabled to false. This
causes the when-expression on energy-tracing to turn fal se, renoving
the leaf entirely. This counts as a configuration change, and the
s-txid must be updated appropriately.
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dient Server
I I
| mmmmme e >
| edit-config (request new txid in response) |
| config |
| energy mnetering-enabl ed fal se |
I I
| S |
| ok (txid: 9118) |
v v

Figure 11: Transaction changing a single leaf. This leaf is the
target of a when-statenent, however, which neans other |eafs
el sewhere may be indirectly nodified by this change. Such
indirect changes will also result in s-txid changes.

After the transacti on above, the new configuration state has the
energy-tracing |l eafs renoved. Every such renoval or (re)introduction
of a node counts as a configuration change froma txid perspective,
regardl ess of whether the change has any net configuration change
effect in the server
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dient Server

get-config
energy (txid: ?)
acls (txid: ?)

i
I

| |
I I
I I
I I
I I
I I
| data (txid: 9118) |
| energy netering-enabled false (txid: 9118)

| acls (txid: 9118) |
| acl Al (txid: 9118) |
| aces (txid: 7688) |
| ace R1 (txid: 7688) |
| mat ches i pv4 protocol 6 |
| actions forwardi ng accept |
| acl A2 (txid: 9118) |
| aces (txid: 6614) |
| ace R7 (txid: 4711) |
| mat ches i pv4 dscp 10 |
| actions forwardi ng accept |
| ace R8 (txid: 5152) |
| mat ches udp source-port port 22 |
| actions forwardi ng accept |
| ace R9 (txid: 6614) |
| mat ches tcp source-port port 830 |
| actions forwardi ng accept |
% %

Figure 12: The txid for the energy subtree has changed since that
was the target of the edit-config. The txids of the ACLs have
al so changed since the energy-tracing | eafs are now removed by

the now fal se when- expression. Both acl Al and acl A2 have
their txids updated, even though energy-tracing was al ready fal se
for acl Al

3.9. O her NETCONF Operations

<di scard- changes>: The <di scard-changes> operation resets the
candi date datastore to the contents of the running datastore. The
server MJST ensure the txid values in the candi date datastore get
the same txid values as in the running datastore when this
operation runs.

<copy-config>  The <copy-config> operation can be used to copy
contents between datastores. The server MJST ensure the txid
val ues are retained and changed as if the data being copi ed had
been sent in through an edit-config operation
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<del ete-config>  The server MJST ensure the datastore txid value is
changed, unless it was already enpty.

<commt>: At commit, with regards to the txid values, the server
MUST treat the contents of the candidate datastore as if any txid
val ue provided by the client when updating the candi date was
provided in a single edit-config towards the running datastore.
If the transaction is rejected due to txid value m smatch, an rpc-
error as described in section Conditional Transactions
(Section 3.6) MJIST be sent.

3.10. YANG Push Subscriptions

A client issuing a YANG Push establish-subscription or nodify-
subscription request or configuring a YANG Push subscription towards
a server that supports ietf-netconf-txid-yang-push.yang MAY request
that the server provides updated txid values in YANG Push on-change
subscri ption updat es.

This functionality pertains only to on-change updates. This RPC may
al so be invoked over RESTCONF or other protocols, and m ght therefore
be encoded in JSON

To request txid values (e.g. etag), the client adds a flag in the

request (e.g., with-etag). The server then returns the txid (e.g.,
etag) value in the yang-patch payl oad (e.g., as etag-val ue).
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i ent Server

rpc
est abl i sh-subscri ption
dat astore running
datastore-xpath-filter /acls
on- change
with-etag true

i
I

| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| notification |
| event Ti me 2022-04- 04T06: 00: 24. 16Z |
| push- change- updat e |
| id 89 |
| dat ast or e- changes |
| yang- pat ch |
| patch-id O |
| edit |
| edit-id editl |
| operation delete |
[ target /acls/acl[Al] |
| edit |
| edit-id edit2 |
| operation nerge |
| target /acls/acl[A2]/ace[ R7] |
| val ue |
| mat ches i pv4 dscp 10 |
| actions forwardi ng accept |
| et ag-val ue 8008 |
I I
%

Vv

Figure 13: A client requests a YANG Push subscription for a given
path with txid value included. When the server delivers a push-
change-update notification, the txid value pertaining to the
entire patch is included.

3.11. Conparing YANG Dat ast ores

A client issuing an NVDA Dat astore conpare request towards a server
that supports ietf-netconf-txid-nnda-conpare.yang MAY request that
the server provides updated txid values in the conpare reply.

Besi des NETCONF, this RPC nay al so be i nvoked over RESTCONF or ot her
protocols, and night therefore be encoded in JSON
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To request txid values (e.g. etag), the client adds a flag in the
request (e.g. with-etag). The server then returns the txid (e.g.
etag) value in the yang-patch payload (e.g. as etag-val ue).

The txid value returned by the server MIUST be the txid val ue
pertaining to the target node in the source or target datastores that

is the nost recent. |If one of the datastores being conpared is not a
configuration datastore, the txid in the configuration datastore MJST
be used. If none of the datastores being conpared are a
configuration datastore, then txid values MJST NOT be returned at

all.

The txid to return is the one that pertains to the target node, or in
the case of delete, the closest surviving ancestor of the target
node.

dient Server

rpc
compare
source ds: running
target ds:operationa
with-etag true

i
I

I I
I I
| |
I I
I I
I I
I I
I I
| di fferences |
| yang- pat ch |
| patch-id 0 |
| edi t I
| edit-id editl |
| operation delete |
| target /acls/acl[Al] |
| et ag- val ue 8008 |
| edit |
| edit-id edit2 |
| operation merge |
| target /acls/acl[A2]/ace[ R7] |
| val ue |
| mat ches i pv4 dscp 10 |
| actions forwardi ng accept |
| et ag-val ue 8008 |
I I
%

%
Figure 14: A client requests a NVDA Datastore conpare for a given

path with txid values included. Wen the server delivers the
reply, the txid is included for each edit.
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4.

4.

Txi d Mechani snms
Thi s docunment defines two txid mechani sns:
* The etag attribute txid nmechanism (Section 4.1)
* The last-nodified attribute txid mechani sm (Section 4.2)

Servers inplementing this specification MIST support the etag
attribute txid mechani smand MAY support the last-nodified attribute
txi d nmechani sm

Section NETCONF Txi d Extension (Section 3) describes the |ogic that
governs all txid nechanisnms. This section describes the mapping from
the generic logic to specific mechani smand encodi ng.

If a client uses nore than one txid nechanism such as both etag and
last-nmodified in a particular nessage to a server, or particul ar
commit, the result is undefined.

1. The ETag Attribute txid Mechani sm

The etag txid nechani smdescribed in this section is centered around
a meta data XML attribute called "etag". The etag attribute is
defined in the namespace "urn:ietf:paranms: xm :ns:netconf:txid:1.0".
The etag attribute is added to XM. el enents in the NETCONF payl oad in
order to indicate the txid value for the YANG node represented by the
el ement .

NETCONF servers that support this extensi on MUST announce the
capability "urn:ietf:paranms: netconf:capability:txid:etag:1.0".

The etag attribute values are opaque strings chosen freely. They
MUST consi st of ASCII printable characters (VCHAR), except that the
etag string MJUST NOT contain space, backslash or double quotes. The
point of these restrictions is to nake it easy to reuse

i npl erent ations that adhere to section 8.8.3.1 in [RFC9110]. The
probability SHOULD be made very |low that an etag val ue that has been
used historically by a server is used again by that server if the
configuration is different.
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It is RECOWENDED that the sane etag txid values are used across al
managenent interfaces (i.e. NETCONF, RESTCONF and any other the
server mght inplement), if it inplements nore than one. It is
RECOMVENDED t hat the etag txid has an encodi ng specific suffix,
especially when it is not encoded in XM.. E.g. a response encoded in
JSON mi ght append "+json" at the end of the etag value. This is in
line with the | anguage in [RFC9110] and traditions in the HTTP world
at large

The detailed rules for when to update the etag value are described in
Section 3.2. These rules are chosen to be consistent with the ETag
mechani smin RESTCONF, specifically Sections 3.4.1.2, 3.4.1.3 and
3.5.2 of [RFCB040].

4.2. The Last-Mddified Attribute txid Mechani sm

The last-nodified txid mechani smdescribed in this section is
centered around a neta data XML attribute called "l ast-nodified"

The last-nodified attribute is defined in the nanespace
"urn:ietf:parans: xm:ns:netconf:txid:1.0". The last-nodified
attribute is added to XML el enments in the NETCONF payl oad in order to
indicate the txid value for the YANG node represented by the el enent.

NETCONF servers that support this extensi on MUST announce the feature
| ast-nodified defined in ietf-netconf-txid.yang.

The last-nodified attribute val ues are yang: date-and-tinme val ues as
defined in ietf-yang-types.yang, [RFC6991].

"2022-04-01T12: 34: 56. 123456Z2" is an exanple of what this tine stanp
format | ooks like. Servers MJST ensure the tinmestanps provided are
strictly increasing for as long as the server’s operation is

mai nt ai ned.

It is RECOWENDED that the same last-nodified txid values are used
across all managenent interfaces (i.e. NETCONF and any ot her the
server mght inplenment), except RESTCONF.

RESTCONF, as defined in [RFC8040], is using a different format for
the tinme stanps which is limted to one second resolution. Server

i npl ementors that support the Last-Mdified txid nechani smover both
RESTCONF and ot her managenent protocols are RECOVWENDED to use Last-
Modi fied timestanps that match the point in tinme referenced over
RESTCONF, with the fractional seconds part added.
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The detailed rules for when to update the last-nodified value are
described in Section 3.2. These rules are chosen to be consi stent
with the Last-Mdified mechani smin RESTCONF, [RFC8040], specifically
sections 3.4.1.1, 3.4.1.3 and 3.5. 1.

4.3. Common features to both etag and last-nodified txid nechanisns

Clients MAY add etag or last-nodified attributes to zero or nore

i ndividual elenments in the get-config or get-data filter, in which
case they pertain to the subtree(s) rooted at the elenent(s) with the
attributes

Clients MAY al so add such attributes directly to the get-config or
get-data tags (e.g. if there is no filter), in which case it pertains
to the txid value of the datastore root.

Clients might wish to send a txid value that is guaranteed to never
mat ch a server constructed txid. Wth both the etag and | ast-
nmodi fied txid mechani sms, such a txid-request value is "?"

Clients MAY add etag or last-nodified attributes to the payl oad of
edit-config or edit-data requests, in which case they indicate the
client’s txid value of that el ement.

Clients MAY request servers that also inplenent YANG Push to return
configuration change subscription updates with etag or last-nodified
txid attributes. The client requests this service by adding a with-
etag or with-last-nodified flag with the value "true’ to the
subscription request or yang-push configuration. The server MJST
then return such txids on the YANG Patch edit tag and to the child
el ements of the value tag. The txid attribute on the edit tag
reflects the txid associated with the changes encoded in this edit
section, as well as parent nodes. Later edit sections in the sane
push-update or push-change-update nmay still supersede the txid val ue
for some or all of the nodes in the current edit section

Servers returning txid values in get-config, edit-config, get-data,
edit-data and comit operations MJUST do so by addi ng etag and/or
last-nodified txid attributes to the data and ok tags. When servers
prune output due to a matching txid value, the server MIST add a
txid-match attribute to the pruned el enment, and MJST set the
attribute value to "=", and MJUST NOT send any el enent val ue.

Servers returning a txid m smatch error MJST return an rpc-error as

defined in section Conditional Transactions (Section 3.6) with an
error-info tag containing a txid-value-msmatch-error-info structure.
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1. Candidate Datastore

VWhen servers return txid values in get-config and get-data operations

towards the candi date datastore, the txid values returned MJST adhere

to the follow ng rul es:

* |f the versioned node holds the sane data as in the running
datastore, the sane txid value as the versioned node in running
MJST be used.

* |f the versioned node is different in the candi date datastore than
in the running datastore, the server has a choice of what to
return. The server MAY return the special "txid-unknown" val ue
"I, If the txid-unknown value is not returned, the server MJST
return the txid value the versioned node will have if the client
decides to commt the candi date datastore w thout further updates.

2. Nanespaces and Attribute Pl acenent

The txid attributes are valid on the foll owi ng NETCONF tags, where

xm ns: nc="urn:ietf:paranms: xnm : ns: netconf: base: 1. 0" [ RFC4741]

[ RFC6241], xm ns:ncds="urn:ietf:parans: xn :ns:yang:ietf-netconf-nnda"

[ RFC8526], xm ns:sn="urn:ietf:parans:xm:ns:yang:ietf-subscribed-

notifications" [RFC8639], xm ns:yp="urn:ietf:paranms:xm:ns:yang:ietf-

yang- push" [ RFC8641] [ RFC8072]:

In client nessages sent to a server

* /nc:rpc/nc:get-config

* [nc:rpc/nc:get-config/nc:filter//*

* [nc:rpc/ncds: get-data

* [/ nc:rpc/ncds: get-datal/ncds: subtree-filter//*

* /nc:rpc/ncds: get-datal/ncds: xpath-filter//*

* [nc:rpc/nc:edit-config/nc:config

* [/nc:rpc/nc:edit-config/nc:config//*

* |/ nc:rpc/ncds: edit-datal/ncds: config

* [nc:rpc/ncds: edit-datal/ncds: config//*

In server nessages sent to a client:
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* Inc:rpc-reply/nc:data

* [nc:rpc-reply/nc:datal/*

* [/nc:rpc-reply/ncds: data

* [nc:rpc-reply/ncds:datal//*

* /nc:rpc-reply/nc:ok

* [yp: push-updat e/ yp: dat ast or e- cont ent s/ yp: yang-pat ch/ yp:edit

* [yp: push-updat e/ yp: dat ast or e- cont ent s/ yp: yang- patch/ yp:edit/
yp: val ue//*

* [yp: push-change- updat e/ yp: dat ast or e- cont ent s/ yp: yang- pat ch/
yp: edit

* [yp: push-change- updat e/ yp: dat ast or e- cont ent s/ yp: yang- pat ch/
yp: edi t/yp: val ue//*

5. Txid Mechani sm Exanpl es
5.1. Initial Configuration Response
5.1.1. Wth etag

To retrieve etag attributes across the entire NETCONF server
configuration, a client mght send:

<rpc xmns="urn:ietf:parans: xm :ns: netconf: base: 1. 0" nessage-i d="1"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">

<sour ce>
<runni ng/ >
</ sour ce>
</ get-config>
</rpc>

The server’'s reply might then be:
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<rpc-reply nmessage-id="1"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<data txid: etag="fd6a52d9-5152-411c-all7-b99d3b723c93" >
<acls xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list"
t xi d: et ag="f d6a52d9-5152-411c-all7- b99d3b723c93" >
<acl txid:etag="2c4b50e4-4711-49f 8- a2b2-2e20aebel20f" >
<nanme>Al</ nane>
<aces txid:etag="2c4b50e4-4711- 49f 8- a2b2- 2e20aebel20f " >
<ace txid: etag="2c4b50e4-4711- 49f 8- a2h2- 2e20aebel20f " >
<nane>R1</ name>
<mat ches>
<i pv4>
<pr ot ocol >17</ pr ot ocol >
<lipvd>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >

</ acl s>
</ dat a>
</rpc-reply>
It is up to the server inplenmentor to decide on the format of the

etag txid value. In the exanple above, the server used "randont
UUI Dv4 val ues [RFC9562]. This is one valid inplenentation choice.

For the etag txid exanpl es bel ow, we have chosen to use an etag txid
val ue consisting of "nc" (or "cli" in sone cases) followed by a
strictly increasing integer. This is another valid inplementation
choice. This format is convenient for the reader trying to make
sense of the exanples, but is not an inplenentation requirenent.

Clients have to be prepared to receive etag txid values in different
formats.

Repeati ng the exanpl e above, but now with a server returning nore
human readabl e etag txid values, the server’s reply m ght be:
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<rpc-reply nmessage-id="1"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<data txid:etag="nc5152">
<acls xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list"
txi d: etag="nc5152" >
<acl txid:etag="nc4711">
<nanme>Al</ nane>
<aces txid:etag="nc4711">
<ace txid:etag="nc4711">
<nanme>Rl</ nane>
<mat ches>
<i pv4>
<pr ot ocol >17</ pr ot ocol >
<lipvd>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
<acl txid:etag="nc5152">
<nanme>A2</ name>
<aces txid:etag="nc5152">
<ace txid: etag="nc4711">
<nane>R7</ name>
<mat ches>

<i pv4>
<dscp>10</dscp>
<lipva>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ actions>
</ ace>
<ace txid: etag="nc5152">
<name>R8</ nane>
<mat ches>
<udp>
<source-port>
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<port >22</ port>
</ sour ce-port>

</ udp>

</ mat ches>

<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">

acl : accept
</ f or war di ng>
</ actions>
</ ace>
<ace txid: etag="nc5152">
<nane>R9</ name>
<mat ches>
<tcp>
<sour ce-port>
<port >22</ port>
</ sour ce-port>

</tcp>
</ mat ches>
<acti ons>
<forwardi ng xnl ns: acl =
"urn:ietf:parans: xn :ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ acti ons>
</ ace>
</ aces>
</ acl >
</ acl s>
<nacm xm ns="urn:ietf: params: xm :ns:yang:ietf-netconf-acnt
txi d: etag="nc3072" >
<groups txid: etag="nc3072">
<group txid: etag="nc3072">
<nane>adm n</ nane>
<user - name>sakur a</ user - name>
<user - name>j oe</ user - nane>
</ group>
</ groups>
</ nacnp
</ dat a>
</rpc-reply>

To retrieve etag attributes for a specific ACL using an xpath filter,
a client mght send:
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<rpc xmns="urn:ietf:parans: xm :ns: netconf:base: 1. 0" nessage-i d="2"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<get - confi g>
<sour ce>
<runni ng/ >
</ sour ce>
<filter type="xpath"
xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list”
sel ect="/acl : acl s/ acl : acl [ acl : nane="A1"]"
txid:etag="?"/>
</ get-config>
</rpc>

To retrieve etag attributes for "acls", but not for "nacni, a client
m ght send:

<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nessage-i d="3"
xm ns:txid="urn:ietf:paranms: xnm :ns:netconf:txid:1.0">
<get - confi g>
<sour ce>
<runni ng/ >
</ source>
<filter>
<acl s
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-access-control-list"
txid:etag="?"/>
<nacm xm ns="urn:ietf: parans: xm : ns:yang:ietf-netconf-acnm/>

</filter>
</ get-config>
</rpc>
If the server considers "acls", "acl", "aces" and "acl" to be
Ver si oned Nodes, the server’'s response to the request above m ght
| ook Iike:

<rpc-reply nmessage-id="3"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<dat a>
<acls xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list"
txi d: etag="nc5152" >
<acl txid:etag="nc4711">
<nanme>Al</ nane>
<aces txid:etag="nc4711">
<ace txid:etag="nc4711">
<nanme>Rl</ nane>
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<mat ches>
<i pv4>
<pr ot ocol >17</ pr ot ocol >
</ipva>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
<acl txid:etag="nc5152">
<nanme>A2</ name>
<aces txid:etag="nc5152">
<ace txid: etag="nc4711">
<nane>R7</ name>
<mat ches>

<i pv4>
<dscp>10</dscp>
<lipva>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ actions>
</ ace>
<ace txid: etag="nc5152">
<nane>R8</ nane>
<mat ches>
<udp>
<sour ce-port>
<port >22</port>
</ sour ce-port>

</ udp>

</ mat ches>

<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">

acl : accept
</ f or war di ng>
</ actions>
</ ace>
<ace txid: etag="nc5152">
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<nane>R9</ name>
<mat ches>
<tcp>
<sour ce-port>
<port >22</ port>
</ sour ce-port>

</tcp>
</ mat ches>
<acti ons>
<forwardi ng xnl ns: acl =
"urn:ietf:parans: xn:ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
<nacm xm ns="urn:ietf: parans: xnl :ns:yang:ietf-netconf-acni>
<gr oups>
<gr oup>
<nane>adm n</ nane>
<user - name>sakur a</ user - nanme>
<user - nanme>j oe</ user - nane>
</ group>
</ groups>
</ nacnp
</ dat a>
</rpc-reply>

5.1.2. Wth last-nodified

To retrieve last-nodified attri butes for "acls", but not for "nacnf,
a client mght send:
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<rpc xmns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nessage-i d="4"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<get - confi g>
<sour ce>
<runni ng/ >
</ sour ce>
<filter>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-list"
txid:last-nodified="7?"/>
<nacm xm ns="urn:ietf: parans: xm :ns:yang:ietf-netconf-acm/>

</filter>
</ get-config>
</rpc>
If the server considers "acls", "acl", "aces" and "acl" to be
Ver si oned Nodes, the server’'s response to the request above m ght
| ook |ike:

<rpc-reply message-id="4"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:parans: xm :ns:netconf:txid:1l. 0">
<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txi d: | ast-nodi fi ed="2022-04-01T12: 34: 56. 789012Z" >
<acl txid:last-nodified="2022-03-20T16: 20: 11. 333444Z7" >
<nanme>Al</ name>
<aces txid:last-nodified="2022-03-20T16: 20: 11. 3334447" >
<ace txid:last-nodified="2022-03-20T16: 20: 11. 333444Zz2" >
<nanme>R1</ nane>
<mat ches>
<i pv4>
<pr ot ocol >17</ pr ot ocol >
<lipva>
</ mat ches>
<acti ons>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
<acl txid:last-nodified="2022-04-01T12: 34: 56. 7890127" >
<nane>A2</ name>
<aces txid:last-nodified="2022-04-01T12: 34: 56. 789012Z7" >
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<ace txid:last-nodified="2022-03-20T16: 20: 11. 333444Z7" >
<nane>R7</ nanme>
<mat ches>
<i pv4>
<dscp>10</ dscp>
</ipva>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xn:ns:yang:ietf-access-control-list">
acl : accept
</ f orwar di ng>
</ acti ons>
</ ace>
<ace txid:last-nodified="2022-04-01T12: 34: 56. 789012Z7" >
<nanme>R8</ name>
<mat ches>
<udp>
<sour ce-port>
<port >22</port >
</ sour ce-port>

</ udp>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ acti ons>
</ ace>
<ace txid:last-nodified="2022-04-01T12: 34: 56. 7890127" >
<name>R9</ nane>
<mat ches>
<tcp>
<source-port>
<port >22</ port >
</ sour ce-port>

</tcp>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept

</ f orwar di ng>
</ actions>
</ ace>
</ aces>
</ acl >
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</ acl s>
<nacm xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-acm >
<groups>
<gr oup>
<nane>adm n</ nane>
<user - name>sakur a</ user - nanme>
<user - name>j oe</ user - nane>
</ group>
</ groups>
</ nacnp
</ dat a>
</rpc-reply>

5.2. Configuration Response Pruning

A NETCONF client that already knows sone txid val ues MAY request that
the configuration retrieval request is pruned with respect to the
client’s prior know edge.

To retrieve only changes for "acls" that do not have the |ast known
etag txid value, a client mght send:

<rpc xm ns="urn:ietf:parans: xnm : ns: netconf: base: 1. 0" nessage-i d="6"
xmns:txid="urn:ietf:paranms: xnm :ns:netconf:txid:1.0">
<get-config>
<sour ce>
<runni ng/ >
</ sour ce>
<filter>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txi d: etag="nc5152" >
<acl txid:etag="nc4711">
<nanme>Al</ name>
<aces txid:etag="nc4711"/>
</ acl >
<acl txid:etag="nc5152">
<nane>A2</ nanme>
<aces txid:etag="nc5152"/>
</ acl >
</ acl s>
</filter>
</ get-config>
</rpc>

Assum ng the NETCONF server configuration is the same as in the

previous rpc-reply exanple, the server’s response to request above
m ght | ook like:
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<rpc-reply nmessage-i d="6"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">

<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txid:etag="="/>
</ dat a>

</rpc-reply>

O, if a configuration change has taken place under /acls since the
client was | ast updated, the server’s response may | ook |ike:

<rpc-reply nmessage-id="6"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:parans: xm :ns: netconf:txid:1l. 0">

<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txi d: etag="nc6614" >
<acl txid:etag="=">
<nane>Al</ name>
</ acl >

<acl txid:etag="nc6614">
<nane>A2</ name>
<aces txid:etag="nc6614">
<ace txid:etag="nc4711">
<nanme>R7</ name>
<mat ches>
<i pv4>
<dscp>10</dscp>
</ipvd>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f orwar di ng>
</ acti ons>
</ ace>
<ace txid:etag="nc5152">
<nane>R8</ name>
<mat ches>
<i pv4>
<sour ce-port>
<port >22</port >
</ sour ce-port>
</ipva>
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</ mat ches>
<acti ons>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xn:ns:yang:ietf-access-control-list">
acl : accept
</ f orwar di ng>
</ actions>
</ ace>
<ace txid:etag="nc6614">
<nanme>R9</ name>
<mat ches>
<i pv4>
<sour ce-port>
<port >830</ port >
</ sour ce-port>

<lipvd>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ acti ons>

</ ace>

</ aces>
</ acl >
</ acl s>

</ dat a>

</rpc-reply>

In case the client provides a txid value for a non-versioned node,
the server needs to treat the node as having the sanme txid val ue as
the closest ancestor that does have a txid val ue.
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<rpc xmns="urn:ietf:parans: xm :ns: netconf:base: 1. 0" nessage-id="7"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<get - confi g>
<sour ce>
<runni ng/ >
</ sour ce>
<filter>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<acl >
<nanme>A2</ name>
<aces>
<ace>
<name>R7</ nane>
<mat ches>
<i pv4>
<dscp txid:etag="nc4711"/>
</ipva>
</ mat ches>
</ ace>
</ aces>
</ acl >
</ acl s>
</filter>
</ get-config>
</rpc>

If atxid value is specified for a leaf, and the txid value nmatches

(i.e. is identical to the server’'s txid value, or found earlier in
the server's Txid History), the |leaf value is pruned.
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<rpc-reply nmessage-id="7"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<acl >
<nane>A2</ nanme>
<aces>
<ace>
<nanme>R7</ name>
<mat ches>
<i pv4>
<dscp txid:etag="="/>
</ipva>
</ mat ches>
</ ace>
</ aces>
</ acl >
</ acl s>
</ dat a>
</rpc-reply>

5.3. Configuration Change

A client that wishes to update the ace Rl protocol to tcp m ght send
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<rpc xmns="urn:ietf:parans: xm : ns: netconf:base: 1. 0" nessage-i d="8">
<edit-config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0"
xm ns:ietf-netconf-txid=
"urn:ietf:parans: xnm:ns:yang:ietf-netconf-txid">
<t ar get >
<runni ng/ >
</target>
<test-option>test-then-set</test-option>
<ietf-netconf-txid:with-etag>true</ietf-netconf-txid:wth-etag>
<confi g>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txi d: etag="nc5152" >
<acl txid:etag="nc4711">
<nanme>Al</ name>
<aces txid:etag="nc4711">
<ace txid: etag="nc4711">
<mat ches>
<i pv4>
<pr ot ocol >6</ pr ot ocol >
<lipvd>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ config>
</edit-config>
</rpc>

The server woul d update the protocol leaf in the running datastore,
and return an rpc-reply as foll ows:

<rpc-reply nessage-i d="8"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xmns:txid="urn:ietf:paranms: xnm :ns:netconf:txid:1.0">
<ok txid:etag="nc7688"/>
</rpc-reply>

A subsequent get-config request for "acls", with txid:etag="?" nm ght
then return:
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<rpc-reply nmessage-id="9"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txi d: etag="nc7688" >
<acl txid:etag="nc7688">
<nanme>Al</ nane>
<aces txid:etag="nc7688">
<ace txid:etag="nc7688">
<nane>R1</ name>
<mat ches>
<i pv4>
<pr ot ocol >6</ pr ot ocol >
<lipvd>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
<acl txid:etag="nc6614">
<nanme>A2</ name>
<aces txid:etag="nc6614">
<ace txid: etag="nc4711">
<nane>R7</ name>
<mat ches>

<i pv4>
<dscp>10</dscp>
<lipva>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ actions>
</ ace>
<ace txid: etag="nc5152">
<name>R8</ nane>
<mat ches>
<udp>
<source-port>
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<port >22</ port>
</ sour ce-port>

</ udp>

</ mat ches>

<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">

acl : accept
</ f or war di ng>
</ actions>
</ ace>
<ace txid: etag="nc6614">
<nane>R9</ name>
<mat ches>
<tcp>
<sour ce-port>
<port >830</ port >
</ sour ce-port>

</tcp>
</ mat ches>
<acti ons>
<forwardi ng xnl ns: acl =
"urn:ietf:parans: xn :ns:yang:ietf-access-control-list">
acl : accept

</ f or war di ng>
</ actions>

</ ace>

</ aces>
</ acl >
</ acl s>

</ dat a>

</rpc-reply>

In case the server at this point received a configuration change from
anot her source, such as a CLI operator, renoving ace R8 and RO in acl
A2, a subsequent get-config request for acls, with txid:etag=""?"

m ght then return:

<rpc-reply nmessage-id="9"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:parans: xm :ns:netconf:txid:1l. 0">
<dat a>
<acl s
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-access-control-list"
txid: etag="cli2222">
<acl txid:etag="nc7688">
<nane>Al</ name>
<aces txid:etag="nc7688">

Li ndbl ad Expires 10 April 2026 [ Page 50]



Internet-Draft NETCONF Txi d Cct ober 2025

<ace txid:etag="nc7688">
<nane>R1l</ nanme>
<mat ches>
<i pv4>
<pr ot ocol >6</ pr ot ocol >
</ipva>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xn:ns:yang:ietf-access-control-list">
acl : accept
</ f orwar di ng>
</ actions>
</ ace>
</ aces>
</ acl >
<acl txid:etag="cli?2222">
<nanme>A2</ nane>
<aces txid:etag="cli2222">
<ace txid:etag="nc4711">
<nanme>R7</ nane>
<mat ches>
<i pv4>
<dscp>10</dscp>
</ipvd>
</ mat ches>
<acti ons>
<forwardi ng xnl ns: acl =
"urn:ietf:parans: xn:ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ dat a>
</rpc-reply>

5.4. Conditional Configuration Change

If aclient wishes to delete acl AL if and only if its configuration
has not been altered since this client |ast synchronized its
configuration with the server, at which point it received the etag
"nc7688" for acl Al, regardl ess of any possible changes to ot her
acls, it mght send:
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<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nessage-i d="10"

xm ns: nc="urn:ietf:paranms: xnl : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0"
xm ns:ietf-netconf-txid=

"urn:ietf:parans: xnm:ns:yang:ietf-netconf-txid">

<edit-config>

<t ar get >

<runni ng/ >
</target>
<test-option>test-then-set</test-option>
<ietf-netconf-txid:with-etag>true</ietf-netconf-txid:wth-etag>
<confi g>

<acl s xm ns=

"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<acl nc:operation="del ete"
txi d: etag="nc7688" >
<nane>Al</ name>
</ acl >

</ acl s>

</ config>
</edit-config>
</rpc>

If acl Al now has the etag txid value "nc7688", as expected by the
client, the transaction goes through, and the server responds
somet hing |ike:

<rpc-reply nessage-id="10"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xmns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1.0">
<ok txid: etag="nc8008"/>
</rpc-reply>

A subsequent get-config request for acls, with txid:etag="?" m ght
then return
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<rpc-reply nmessage-id="11"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txi d: et ag="nc8008" >
<acl txid:etag="cli2222">
<nanme>A2</ nane>
<aces txid:etag="cli2222">
<ace txid:etag="nc4711">
<nanme>R7</ nane>
<mat ches>
<i pv4>
<dscp>10</ dscp>
</ipvd>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ dat a>
</rpc-reply>

In case acl Al did not have the expected etag txid value "nc7688"
when the server processed this request, nor was the client’s txid
value found later in the server’s Txid History, then the server
rejects the transaction, and m ght send:

Li ndbl ad Expires 10 April 2026 [ Page 53]



Internet-Draft NETCONF Txi d Cct ober 2025

<rpc-reply xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0"
xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list”
xm ns:ietf-netconf-txid=
"urn:ietf:parans: xnm:ns:yang:ietf-netconf-txid"
nessage-id="11">
<rpc-error>
<error-type>protocol </error-type>
<error-tag>operation-fail ed</error-tag>
<error-severity>error</error-severity>
<error-info>
<ietf-netconf-txid:txid-value-mi smatch-error-info>
<i etf-netconf-txid: msmatch-path>
[acl : acl s/ acl : acl [ acl : nane="Al1"]
</ietf-netconf-txid: msmatch-path>
<ietf-netconf-txid: msmatch-etag-val ue>
cli6912
</ietf-netconf-txid: msnatch-etag-val ue>
</ietf-netconf-txid:txid-value-m snmatch-error-info>
</ error-info>
</rpc-error>
</rpc-reply>

5.5. Reading fromthe Candi date Datastore

Let’s assune that a get-config towards the running datastore
currently contains the follow ng data and txid val ues:

Li ndbl ad Expires 10 April 2026 [ Page 54]



Internet-Draft NETCONF Txi d Cct ober 2025

<rpc-reply nmessage-id="12"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-1list"
txid: etag="nc4711">
<acl txid:etag="nc4711">
<nanme>Al</ nane>
<aces txid:etag="nc4711">
<ace txid:etag="nc4711">
<nanme>Rl</ nane>
<mat ches>
<i pv4>
<pr ot ocol >17</ pr ot ocol >
</ipvd>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
<ace txid:etag="nc2219">
<nane>R2</ nanme>
<mat ches>
<i pv4>
<dscp>21</ dscp>
</ipvd>
</ mat ches>
<acti ons>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xn:ns:yang:ietf-access-control-list">
acl : accept
</ f orwar di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ dat a>
</rpc-reply>
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A client issues discard-changes (to make the candi date datastore
equal to the running datastore), and issues an edit-config to change
the R1L protocol fromudp (17) to tcp (6), and then executes a get-
config with the txid-request attribute "?" set on the acl Al, the
server m ght respond:

<rpc-reply nmessage-id="13"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:txid="urn:ietf:paranms: xm :ns:netconf:txid:1. 0">
<dat a>
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<acl txid:etag="!">
<nanme>Al</ nane>
<aces txid:etag="!">
<ace txid:etag="!">
<nane>Rl</ name>
<mat ches>
<i pv4>
<pr ot ocol >6</ pr ot ocol >
</ipva>
</ mat ches>
<actions>
<f orwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
<ace txid:etag="nc2219">
<nanme>R2</ nane>
<mat ches>
<i pv4>
<dscp>21</dscp>
<lipva>
</ mat ches>
<actions>
<forwardi ng xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
acl : accept
</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ dat a>
</rpc-reply>
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Here, the txid-unknown value "!" is sent by the server. This
particul ar server inplenentation does not know beforehand which txid
val ue woul d be used for this versioned node after commt. It will be

a value different fromthe current corresponding txid value in the
runni ng dat ast ore.

In case the server is able to predict the txid value that would be
used for the versioned node after conmit, it could respond with that
val ue instead. Let’'s say the server knows the txid would be "7688"
if the candi date datastore was commtted without further changes,
then it would respond with that value in each place where the exanple
shows "!" above.

5.6. Commit

The client MAY request that the new etag txid value is returned as an
attribute on the ok response for a successful commt. The client
requests this by adding with-etag to the comit operation

For exanple, a client mght send:

<rpc nessage-id="14"
xm ns="urn:ietf:parans: xm :ns: netconf:base: 1.0
xm ns:ietf-netconf-txid=
"urn:ietf:parans: xm :ns:yang:ietf-netconf-txid">
<commi t >
<ietf-netconf-txid:with-etag>true</ietf-netconf-txid:wth-etag>
</comit>
</rpc>

Assumi ng the server accepted the transaction, it mght respond:

<rpc-reply nessage-id="14"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xm ns:txid="urn:ietf:parans: xm :ns:netconf:txid:1l. 0">
<ok txid: etag="nc8008"/>
</rpc-reply>

5.7. YANG Push
A client MAY request that the updates for one or nore YANG Push

subscriptions are annotated with the txid values. The request m ght
| ook like this:
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<net conf:rpc nessage-i d="16"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns=
"urn:ietf:parans: xm:ns:yang:ietf-subscribed-notifications"”
xm ns:yp="urn:ietf:paramnms: xm : ns: yang: i etf-yang- push"
xm ns:ietf-netconf-txid-yp=
"urn:ietf:parans: xm :ns:yang:ietf-netconf-txid-yang-push">
<yp: dat astore
xm ns:ds="urn:ietf:parans: xm :ns:yang:ietf-datastores">
ds: runni ng
</ yp: dat ast or e>
<yp: dat ast ore-xpath-filter

xm ns: acl =
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
/acl :acls

</yp: datastore-xpath-filter>
<yp: on- change/ >
<ietf-netconf-txid-yp:wth-etag>
true
</ietf-netconf-txid-yp:wth-etag>
</ establish-subscripti on>
</ netconf:rpc>

A server mght send a subscription update |like this:
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<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0"
xm ns:ietf-netconf-txid-yp=
"urn:ietf:parans: xnm:ns:yang:ietf-netconf-txid-yang-push">
<event Ti me>2022- 04- 04T06: 00: 24. 16Z</ event Ti ne>
<push- change- updat e
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push">
<i d>89</i d>
<dat ast or e- changes>
<yang- pat ch>
<pat ch-i d>0</ pat ch-i d>
<edit>
<edit-id>editil</edit-id>
<oper ati on>del et e</ oper ati on>
<target xmns:acl=
"urn:ietf:parans: xn:ns:yang:ietf-access-control-list">
/acl:acls
</target>
<val ue>
<acl xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<nanme>Al</ name>
</ acl >
</val ue>
</edit>
<i etf-netconf-txid-yp:etag-val ue>
nc8008
</ietf-netconf-txid-yp:etag-val ue>
</ yang- pat ch>
</ dat ast or e- changes>
</ push- change- updat e>
</notification>

In case a client wishes to nodify a previous subscription request in

order to no | onger receive YANG Push subscription updates, the
request might look like this:
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<rpc nessage-id="17"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<nmodi fy-subscri pti on
xm ns=
"urn:ietf:parans: xm:ns:yang:ietf-subscribed-notifications"”
xm ns:yp="urn:ietf:paramnms: xm : ns: yang: i etf-yang- push"
xm ns:ietf-netconf-txid-yp=
"urn:ietf:parans: xm :ns:yang:ietf-netconf-txid-yang-push">
<i d>1011</id>
<yp: dat astore
xm ns:ds="urn:ietf:parans: xm :ns:yang:ietf-datastores">
ds: runni ng
</ yp: dat ast or e>
<ietf-netconf-txid-yp:wth-etag>
fal se
</ietf-netconf-txid-yp:wth-etag>
</ nodi fy- subscri pti on>
</rpc>

5.8. NMDA Conmpare

The followi ng exanple is taken fromsection 5 of [RFC9144]. It
conpares the difference between the operational and intended
datastores for a subtree under "interfaces"

In this version of the exanple, the client requests that txid val ues,
in this case etag-values, are annotated to the result.

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xn : ns: netconf:base: 1. 0">
<conpare xm ns="urn:ietf:parans: xm :ns:yang:ietf-nnda-conpare"”
xm ns: ds="urn:ietf:paranms: xm : ns:yang:i etf-dat ast ores"
xm ns:ietf-netconf-txid-nnda- conpare=
"urn:ietf:parans: xn :ns:yang:ietf-netconf-txid-nnda-conpare">
<sour ce>ds: oper ati onal </ source>
<t ar get >ds: i nt ended</t ar get >
<report-origin/>
<i etf-netconf-txid-nnda-conpare: with-etag>
true
</ietf-netconf-txid-nnda-conpare: wth-etag>
<xpath-filter
xmns:if="urn:ietf:paranms: xm :ns:yang:ietf-interfaces">
lif:interfaces
</ xpath-filter>
</ conpar e>
</rpc>

RPC reply when a difference is detected:
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<rpc-reply
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
message-i d="101">
<di f ferences
xm ns="urn:ietf:parans: xm :ns:yang:ietf-nnda-conpare"
xm ns:or="urn:ietf:params: xm : ns:yang:ietf-origin"
xm ns:i et f-netconf-txid-nnda- conpare=
"urn:ietf:parans: xm :ns:yang:ietf-netconf-txid-nnda-conpare"
xmns:if="urn:ietf:paranms: xm :ns:yang:ietf-interfaces">
<yang- pat ch>
<patch-id>i nterface status</patch-id>
<conment >
di ff between operational (source) and intended (target),
with txid values taken fromintended.
</ comrent >
<edit>
<edit-id>1</edit-id>
<oper ati on>r epl ace</ oper ati on>
<target>/ietf-interfaces:interface=ethO/enabl ed</target>
<val ue>
<i f: enabl ed>f al se</i f: enabl ed>
</ val ue>
<sour ce-val ue>
<if:enabled or:origin="or:|earned">true</if:enabl ed>
</ sour ce-val ue>
<i et f-netconf-txid-nnda- conpare: et ag- val ue>
4004
</ietf-netconf-txid-nnda-conpare: et ag-val ue>
</edit>
<edit>
<edit-id>2</edit-id>
<oper ati on>cr eat e</ oper ati on>
<target>/ietf-interfaces:interface=ethO/description</target>

<val ue>
<if:description>p interface</if:description>
</val ue>
<i et f-netconf-txid-nnda-conpare: et ag- val ue>
8008
</ietf-netconf-txid-nnda-conpare: et ag-val ue>
</edit>

</ yang- pat ch>
</ di fferences>
</rpc-reply>

The sane response in RESTCONF (using JSON format):
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HTTP/ 1.1 200 K

Date: Thu, 24 Jan 2019 20:56: 30 GMVI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+j son

{ "ietf-nnda-conpare:output" : {

"differences" : {
"i etf-yang-patch: yang-patch" : {
"patch-id" : "interface status",
"coment" : "diff between intended (source) and operational",
"edit" |
{
"edit-id" : "1",
"operation" : "replace",
"target" : "/ietf-interfaces:interface=eth0O/enabl ed",
"val ue" : {
"ietf-interfaces:interface/enabled" : "fal se"
},
"source-value" : {
"ietf-interfaces:interface/enabled" : "true",
"@etf-interfaces:interface/enabled" : {
"ietf-origin:origin" : "ietf-origin:learned"
}
1
"i etf-netconf-txid-nnda-conpare: etag-val ue": "4004"
b
{
"edit-id" : "2",
"operation" : "create",
"target" : "/ietf-interfaces:interface=ethO/description",
"val ue" : {
"ietf-interface:interface/description" : "ip interface"
"i et f-netconf-txid-nnda-conpare: etag-val ue": "8008"
}
]
}

6. YANG Modul es

6. 1. Base nodul e for txid in NETCONF
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<CODE BEG NS> file "ietf-netconf-txi d@025-08-01. yang"
modul e ietf-netconf-txid {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-netconf-txid";
prefix ietf-netconf-txid;

i mport ietf-netconf {
prefix nc;
reference
"RFC 6241: Network Configuration Protocol (NETCONF)";
}
i mport ietf-netconf-nnda {
prefix ncds;
ref erence
"RFC 8342: Network Managenent Datastore Architecture (NVDA)";

}
import ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions.";
}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act
"W Web: <https://datatracker.ietf.org/wy/ netconf/>
W5 List: <netconf@etf.org>

Aut hor : Jan Lindbl ad
<mai lto:jan.lindblad+i etf @or.eco>";
description
"NETCONF Transaction | D aware operations for NVDA

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

3

revision 2025-08-01 {
description
"Initial revision";
ref erence
"RFC XXXX: Transaction | D Mechani sm for NETCONF";

}

feature last-nodified {
description
"Servers inplenenting this nodul e MIST support the
etag txid nechanism Servers MAY al so support the
| ast-nodi fied txid mechanism Support is shown by announci ng
this feature.";

}

ext ensi on ver si oned- node {
description
"This statenent is used by servers to declare that a
the server is maintaining a Txid for the YANG node with this
statement. Wi ch YANG nodes are versioned nodes may be usefu
information for clients (especially during devel oprment).

Servers are not required to use this statenent to declare
whi ch nodes are versi oned nodes.

Exanpl e of use:

contai ner interfaces {
i etf-netconf-txid:versi oned-node;

typedef etag-t {

type string {
pattern '.* . * {
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nmodi fier "invert-match";
}
pattern ' .*". *’
nmodi fier "invert-match";
}
pattern '.*\.*" {
nmodi fier "invert-match";
}
}
description
"Unique Entity-tag txid value representing a specific
transaction. Could be any string that does not contain
spaces, doubl e quotes or backsl ash

The txid values *?’, !’ and = have special meaning:

"?" This txid value is used by clients and is
guaranteed not to match any txid on the server

1" This txid value used by servers to indicate
the node in the candi date datastore has changed
relative to the running datastore, but not yet received
a new txid value on the server.

=" This txid value used by servers to indicate
that contents has been pruned due to txid match
bet ween client and server.

}

typedef |ast-nodified-t {
type union {
type yang: date-and-ti ne;
type enuneration {
enum ? {
description
"Txid value used by clients that is
guaranteed not to match any txid on the server.";

enum ! {

description

"Txid val ue used by servers to indicate
the node in the candi date datastore has changed
relative to the running datastore, but not yet received
a new txid value on the server.";

}
enum = {

description
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"Txid val ue used by servers to indicate
that contents has been pruned due to txid match
between client and server.";
}
}
}

description
"Last-nodified txid value representing a specific transaction
The txid values *?', '!’ and = have special neaning.";

}

groupi ng txid-grouping {
|l eaf with-etag {
type bool ean;
description
"Indi cates whether the client requests the server to include
a txid:etag txid attribute when the configuration has
changed. ";

| eaf with-last-nodified {
if-feature "l ast-nodified";
type bool ean;
description
"Indi cates whether the client requests the server to include
a txid:last-nodified attribute when the configuration has
changed. ";
}
description
"Grouping for txid nechanisns, to be augnented into
RPCs that nodify configuration data stores.";

}

groupi ng txid-val ue-groupi ng {
| eaf etag-val ue {
type etag-t;
description
"Indicates server’'s txid value for a YANG node.";
}

| eaf | ast-nodified-value {
if-feature "last-nodified";
type last-nodified-t;
description
"I ndicates server’s txid value for a YANG node.";
}

description
"Grouping for txid nechanisns, to be augnented into
output of RPCs that return txid netadata for configuration
data stores.";

Li ndbl ad Expires 10 April 2026 [ Page 66]



| nt er net -

}

Draft NETCONF Txi d Cct ober 2025

augnment "/nc:edit-config/nc:input” {
uses txid-grouping;
description

}

"I'njects the txid nechanisns into the
edit-config operation”;

augnent "/nc:commit/nc:input” {
uses txid-grouping;
description

}

"I'njects the txid nechanisns into the
commit operation”;

augnment "/ncds: edit-data/ncds:input" {
uses txi d-grouping;
description

}

"Injects the txid mechanisnms into the
edi t-data operation”;

sx:structure txid-value-m smatch-error-info {
contai ner txid-value-msmatch-error-info {

Li ndbl ad

description
"This error is returned by a NETCONF server when a client
sends a configuration change request, with the additiona
condition that the server aborts the transaction if the
server’'s configuration has changed fromwhat the client
expects, and the configuration is found not to actually
not match the client’s expectation.”;
| eaf m smatch-path {
type instance-identifier;
description
"Indicates the YANG path to the elenent with a mi smatching
etag txid value.";

}
| eaf m smat ch- et ag-val ue {
type etag-t;
description
"Indicates server’'s txid value of the etag
attribute for one mismatching el enent.";
}

| eaf m smat ch-1 ast-nodified-val ue {
if-feature "l ast-nodified";
type last-nodified-t;
description
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"I ndicates server’s txid value of the last-nodified
attribute for one msmatching el enent.";
}
}
}

}
<CCDE ENDS>
6.2. Additional support for txid in YANG Push

<CODE BEG NS> file "ietf-netconf-txid-yang-push@025-08-01. yang"
nmodul e i etf-netconf-txid-yang-push {
yang-version 1.1;
nanmespace
"urn:ietf:parans: xm :ns:yang:ietf-netconf-txid-yang-push”;
prefix ietf-netconf-txid-yp

i mport ietf-subscribed-notifications {
prefix sn;
ref erence
"RFC 8639: Subscription to YANG Notifications";
}

i mport ietf-yang-push {
prefix yp;
reference
"RFC 8641: Subscriptions to YANG Dat ast ores"”;
}

inmport ietf-netconf-txid {
prefix ietf-netconf-txid;
reference
"RFC XXXX: Transaction | D Mechani sm for NETCONF";
}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act
"W Web: <https://datatracker.ietf.org/wy/ netconf/>
W5 List: <netconf@etf.org>

Aut hor : Jan Li ndbl ad
<mai lto:jan.lindblad+i etf @or.eco>";
description
"NETCONF Transaction | D aware operations for YANG Push.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
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wi thout nodification, is permitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', 'REQU RED , 'SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

3

revision 2025-08-01 {
description
"Initial revision";
ref erence
"RFC XXXX: Transaction | D Mechani sm for NETCONF";
}

augrment "/sn:establish-subscription/sn:input” {
description
"Thi s augnentati on adds additional subscription parameters
that apply specifically to datastore updates to RPC input.";
uses ietf-netconf-txid:txid-grouping;

}

augrment "/sn:nodi fy-subscription/sn:input” {
description
"Thi s augnentati on adds additional subscription paraneters
specific to datastore updates."”;
uses ietf-netconf-txid:txid-grouping;

}

augnment "/sn:subscriptions/sn:subscription” {
description
"Thi s augnentati on adds additional subscription paraneters
specific to datastore updates."”;
uses ietf-netconf-txid:txid-grouping;

}

augnment "/yp: push-change- updat e/ yp: dat ast or e- changes/"

+ "yp:yang-patch" {
description

Li ndbl ad Expires 10 April 2026 [ Page 69]



Internet-Draft NETCONF Txi d Cct ober 2025

"Thi s augnmentation makes it possible for servers to return
txi d-val ues.";
uses ietf-netconf-txid:txid-val ue-grouping;

}
}
<CODE ENDS>

6.3. Additional support for txid in NVDA Conpare

<CODE BEG NS> file "ietf-netconf-txid-nnda-conpare@025-08-01. yang"
nmodul e i et f-netconf-txid-nnda-conpare {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-netconf-txid-nnda-conpare”;
prefix ietf-netconf-txid-nnda-conpare,;

i mport ietf-nnda-conpare {
prefix cnp;
reference
"RFC 9144: Conparison of Network Managenment Datastore
Architecture (NVDA) Datastores”;
}
inmport ietf-netconf-txid {
prefix ietf-netconf-txid,;
reference
"RFC XXXX: Transaction | D Mechani smfor NETCONF";

}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
W5 List: <netconf@etf.org>

Aut hor : Jan Lindbl ad
<mailto:jan.lindblad+ietf@or.eco>";
description
"NETCONF Transaction | D aware operations for NVDA Conpare.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', 'REQU RED , 'SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

3

revision 2025-08-01 {
description
"Initial revision";
ref erence
"RFC XXXX: Transaction | D Mechani sm for NETCONF";
}

augrment "/cnp: conpare/ cnp:input” {
description
"This augnentati on makes it possible for clients to request
txids to be returned.";
uses ietf-netconf-txid:txid-grouping;

}

augment "/ cnp: conpar e/ cnp: out put / cnp: conpar e-r esponse/ "
+ "cnp: di fferences/cnp: di fferences/cnp: yang-patch/cnp:edit” {
description
"This augnentation nakes it possible for servers to return
txi d-val ues.";
cont ai ner nost-recent {
description
"The txid value returned by the server MJST be the
txid value pertaining to the target node in the source or
target datastores that is the nost recent.";
uses ietf-netconf-txid:txid-val ue-grouping;
}
}

}
<CODE ENDS>
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7

7

7

Security Considerations

The YANG nodul es specified in this docunment define YANG types,

groupi ngs, structures and additional RPC paraneters for data that is
designed to be accessed via network managenent protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer is
the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

In the YANG nodul es published with this docunent, there is no
configuration, state data, new RPCs, or notifications. This docunent
defines additional XM attributes and headers, however, that nerit
consideration froma security perspective.

1. NACM Access Contro

NACM [ RFC8341], access control processing happens as usual,
i ndependently of any txid handling, if supported by the server and
enabl ed by the NACM configuration

It should be pointed out however, that when txid information is added
to areply, it may occasionally be possible for a client to deduce
that a configurati on change has happened in sone part of the
configuration to which it has no access rights.

For exanple, a client may notice that the root node txid has changed
whi |l e none of the subtrees it has access to have changed, and thereby
concl ude that soneone el se has nade a change to sone part of the
configuration that is not accessible by the client.

1.1. Hash-based Txid Al gorithns

Servers that inplement NACM and choose to inplenment a hash-based txid
al gorithm over the configuration may reveal to a client that the
configuration of a subtree that the client has no access to is the
sane as it was at an earlier point in tine.
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7

8.

8.

8.

For exanple, a client with partial access to the configuration m ght
observe that the root node txid was 1234. After a few configuration
changes by other parties, the client my again observe that the root
node txid is 1234. It may then deduce that the configuration is the
sanme as earlier, even in the parts of the configuration it has no
access to.

In sone use cases, this behavior may be considered a feature, since
it allows a security client to verify that the configuration is the
sanme as expected, without transmitting or storing the actual
configuration.

2. Unchanged Configuration

It will also be possible for clients to deduce that a configuration
change has not happened during some period, by sinply observing that
the root node (or other subtree) txid remains unchanged. This is

true regardl ess of NACM bei ng depl oyed or choice of txid algorithm

Again, there may be use cases where this behavior nay be considered a
feature, since it allows a security client to verify that the
configuration is the same as expected, without transmtting or
storing the actual configuration.

I ANA Consi derations
1. NETCONF Capability URN

Thi s docunent requests IANA to register the follow ng capability
identifier URN in the 'Network Configuration Protocol (NETCONF)
Capability URNS' registry:

RFC Ed.: replace XXXX with actual RFC number and renove this note.
Capabi lity: :txid

Capability Identifier: urn:ietf:params: netconf:capability:txid:1.0
Ref erence: RFC XXXX
2. | ETF XML Registry

Thi s docunent request | ANA to register four XM. nanespace URIs in the
"ns" subregistry within the "I ETF XM. Regi stry" [ RFC3688]:
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URI: urn:ietf:parans:xm:ns:netconf:txid:1.0
Regi strant Contact: The | ESG
XM.: N A, the requested URIs are XM nanespaces.

URI: urn:ietf:parans:xn:ns:yang:ietf-netconf-txid
Regi strant Contact: The | ESG
XM: N A the requested URIs are XML namespaces.

URI: urn:ietf:parans: xm :ns:yang:ietf-netconf-txid-yang-push
Regi strant Contact: The | ESG
XM.: N A, the requested URIs are XM. nanespaces.

URI: urn:ietf:paranms:xm:ns:yang:ietf-netconf-txid-nnda-conpare
Regi strant Contact: The |IESG
XM.: N A, the requested URIs are XM nanespaces.

YANG Modul e Nanes

Thi s docunent requests I ANA to register three nodul e names in the
"YANG Mbdul e Names" subregistry [ RFC6020] within the "YANG
Par amet ers” registry.

RFC Ed.: replace XXXX with actual RFC nunber in this docunent as well
as in the follow ng YANG nodul es, and renobve this note: ietf-netconf-
t Xi d- nmda- conpar e. yang: "RFC XXXX: Transaction | D Mechani sm for
NETCONF"; i etf-netconf-txid-nnda-conmpare.yang: This version of this
YANG nodul e is part of RFC XXXX i etf-netconf-txid-nnda-conpare. yang:
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself ietf-
net conf -t xi d- nnda- conpar e. yang: "RFC XXXX: Transaction | D Mechani sm
for NETCONF"; ietf-netconf-txid-yang-push.yang: "RFC XXXX:
Transaction | D Mechani sm for NETCONF"; ietf-netconf-txid-yang-
push.yang: This version of this YANG nodule is part of RFC XXXX ietf-
net conf -t xi d-yang- push. yang: (https://ww.rfc-editor.org/info/
rfcXxXXX); see the RFC itself ietf-netconf-txid-yang-push.yang: "RFC
XXXX: Transaction | D Mechani smfor NETCONF"; ietf-netconf-txid.yang:
This version of this YANG nodule is part of RFC XXXX ietf-netconf-
txid.yang: (https://ww.rfc-editor.org/info/rfcXXXX); see the RFC
itself ietf-netconf-txid.yang: "RFC XXXX: Transaction |ID Mechani sm
for NETCONF";
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9

.1

2

3.

name: ietf-netconf-txid

prefix: ietf-netconf-txid

nanespace: urn:ietf:parans:xm :ns:yang:ietf-netconf-txid
mai nt ai ned by | ANA? N

RFC:  XXXX

nane: ietf-netconf-txid-yang-push

prefix: ietf-netconf-txid-yp

nanespace: urn:ietf:parans: xnl:ns:yang:ietf-netconf-txid-yang-push
mai nt ai ned by | ANA? N

RFC:.  XXXX

nane: ietf-netconf-txid-nnda-conpare
prefix: ietf-netconf-txid-nnda-conpare
nanespace:
urn:ietf:parans: xm :ns:yang:ietf-netconf-txid-nnda-conpare
mai nt ai ned by | ANA? N
RFC:.  XXXX
Changes (to be deleted by RFC Editor)
Maj or changes in -11 since -10

Wor di ng changed about RESTCONF not defining HTTP header mechani sm
but leveraging it

Wor di ng changed about the purpose of this docunment, in the
i ntroduction

Poi nted out that explicit locking could be used to renove risk of
clients cl obbering each other

Corrected spelling of datastore in a handful places
Corrected nanespace URIs in a couple of exanples

Maj or changes in -10 since -09

Changes based on shepherd revi ew

Updat ed nodul e revi sion dates, copyright year and author’s enail
addr ess.

Maj or changes in -09 since -08

Changes based on shepherd revi ew.
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9. 4.

9.5.

Updated references to RFC 7232 (Etag, etc.) to the correspondi ng
sections of RFC 9110, which obsol etes RFC 7232. Added a nornative
reference to RFC 9562 (UUI Ds, etc.).

Made sure all YANG i nports have references to the correspondi ng
RFC docunent. Updated the copyright year to 2025 in a few
nmodul es.

Br oke out NETCONF exanpl e nessages into separate files, and added
build logic to perform XM. validation on them Corrected a nunber
of exanpl e nessage errors

Changed sone docunent | ETF netadata val ues (abbrev, area, author’s
affiliation).

Corrected | ANA registration paraneters for ietf-netconf-txid-yang-
push

Spelling and formatting updates.

Maj or changes in -08 since -07

Added brief notivation to why the server’'s set of Versioned Nodes
must not change unl ess the server at a discontinuity point

(sof tware upgrades, etc.)

Added a few lines to the beginning of chapter 3 to better describe
the contents later in that chapter

Added sone gui dance regarding the recommended Txid Hi story size.

Mention that exanples are based on the RFC38519 YANG nodul e for
Net wor k Access Control Lists.

Maj or changes in -07 since -06

Changed "nonotonically increasing" to "strictly increasing" in
multiple locations. Renobved reconmrendation about tinmestanps in
the last-nodified txid mechanismbeing simlar to wall clock tine.

Renoved two clunsily formul ated sentences stating that clients
MUST NOT infer temporal order fromtxid values. The renaining
wordi ng states that some servers use sequences of txid val ues that
may appear randomto outside observers.

Added brief explanation that entitlenents are sonetinmes al so known
as "licenses".
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9. 6.

9.7.

9. 8.

9.09.

Added introductory section on "How to Read this Docunent"

Added an exanple to highlight that the etag txid values can have
different formats, and do not need to consist of strictly
increasing integers, as in nost of the exanples.

Changed WG URLs in YANG nodul es to new datatracker format, e.g.
https://datatracker.ietf.org/ wy/ netconf/

Maj or changes in -06 since -05

Many | anguage, style, spelling and formatting inprovenents thanks
to reviews by Reshad Rahnman and Med Boucadair

Clarified Txid Hi story Size Consideration exanple

Maj or changes in -05 since -04

Corrected namespace for reference to elenments in ietf-yang-push
Maj or changes in -04 since -03

Updat ed security considerations
Added several nornmative RFC references

Maj or changes in -03 since -02

Updat ed | anguage slightly regarding format of etag val ues, and
sone recomendations for inplenentors that support etags in
mul ti pl e managenent protocols (NETCONF, RESTCONF, ...) and
encodi ngs (XM, JSON, ...).
Added missing normative RFC references.
Corrected the YANG push nanmespace reference.

Maj or changes in -02 since -01
Added optional to inplenment Txid Hi story concept in order to nmake
the algorithmboth nore efficient and | ess verbose. Servers may
still choose a Txid Hi story size of zero, which nakes the server
behavior the sane as in earlier versions of this docunent.

I mpl enent ati ons that use txids consisting of a nonotonically
increasing integer or tinmestanp will be able to determ ne the

sequence of transactions in the history directly, making this
trivially sinple to inplenent.
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Added extension statenent versioned-node, which servers may use to
decl are which YANG tree nodes are Versioned Nodes. This is
entirely optional, however, but possibly useful to client

devel opers.

Renamed YANG feature ietf-netconf-txid:txid-last-nodified to ietf-
netconf-txid:last-nodified in order to reduce redundant nentions
of "txid".

Maj or changes in -01 since -00

Changed YANG push txid nechanismto use a sinple |eaf rather than
an attribute to convey txid information. This is preferable since
YANG- push content may be requested using other protocols than
NETCONF and ot her encodi ngs than XM.. By renoving the need for
XML attributes in this context, the mechani sm becones
significantly nore portable.

Added a section and YANG nodul e augnenting the RFC9144 NVDA

dat astore conpare operation to allow request and reply with txid
information. This too is done with augments of plain leafs for
maxi mum portability.

Added note clarifying that the txid attributes used in the XM
encodi ng are never used in JSON (since RESTCONF uses HTTP headers
i nst ead) .

Added note clarifying that pruning happens when client and server
txids _match_, since the server sending infornmation to the client
only makes sense when the information on the client is out of

dat e.

Added note clarifying that this entire docunment is about config
true data only.

Rephrased slightly when referring to the candi date datastore to
keep nmeki ng sense in the event that private candi date datastores
becone a reality in the future

Added a note early on to nore clearly lay out the structure of
this docunment, with a first part about the generic nmechani smpart,
and a second part about the two specific txid nmechanisns.

Corrected acl data nodel exanples to conformto their YANG nodul e.
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Maj or changes in draft-ietf-netconf-transaction-id-00 since -02

Changed the | ogic around how txids are handl ed in the candi date
datastore, both when reading (get-config, get-data) and writing
(edit-config, edit-data). |Introduced a special "txid-unknown"
val ue "!".

Changed the | ogic of copy-config to be simlar to edit-config.

Clarified how txid values interact wi th when-dependenci es together
with default val ues.

Added content to security considerations.
Added a hi gh-1evel example for YANG Push subscriptions with txid.

Updat ed | anguage about error-info sent at txid msmatch in an
edit-config: error-info with msmatch details MJST be sent when
m smat ch detected, and that the server can choose one of the txid
m snmat ch occurrences if there is nore than one.

Sone rewording and mnor additions for clarification, based on
mai ling |ist feedback.

Di vided RFC references into normative and i nformati ve.

Corrected a logic error in the second figure (figure 6) in the
"Condi tional Transactions" section

Maj or changes in -02 since -01

A last-nodified txid nechani sm has been added (back). This
mechani sm aligns well with the Last-Mdified mechani smdefined in
RESTCONF [ RFC8040], but is not a carbon copy.

YANG- Push functionality has been added. This allows YANG Push
users to receive txid updates as part of the configuration
updates. This functionality conmes in a separate YANG nodule, to
all ow i mpl enentors to cleanly keep all this functionality out.

Changed nane of "versioned el enents". They are now call ed
"Ver si oned Nodes".

Clarified txid behavior for transactions toward the Candi date
datastore, and some not so common situations, such as when a
client specifies a txid for a non-versioned node, and when there
are when- st at enent dependenci es across subtr ees.
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Exanpl es provided for the abstract mechanismlevel with sinple
message fl ow di agrans.

More exanpl es on protocol level, and with ietf-interfaces as
exanpl e target nodul e replaced with ietf-access-control to reduce
conf usi on.

Explicit list of XPaths to clearly state where etag or |ast-
modi fied attributes may be added by clients and servers.

Docurent introduction restructured to renove duplication between
sections and to allow nultiple (etag and | ast-nodified) txid
mechani sns.

Moved the actual YANG nodul e code into proper nodule files that
are included in the source document. These nodul es can be
conpi l ed as proper nodul es without any extraction tools.

Maj or changes in -01 since -00

Updated the text on nunmerous points in order to answer questions
that appeared on the mailing list.

Changed the docunent structure into a general transaction id part
and one etag specific part.

Renanmed entag attribute to etag, prefix to txid, namespace to
urn:ietf:parans: xm :ns:yang:ietf-netconf-txid.

Set capability string to
urn:ietf:parans:netconf:capability:txid:1.0

Changed YANG nmodul e nanme, nanespace and prefix to match nanes
above.

Har noni zed/ sl ightly adjusted etag val ue space with RFC 7232 and
RFC 8040.

Renoved all text discussing etag val ues provided by the client
(although this is still an interesting idea, if you ask the
aut hor)

Clarified the etag attribute nmechanism especially when it cones
to matchi ng agai nst non-versioned el enents, its cascadi ng upwards
in the tree and secondary effects from when- and choi ce-
statenents.
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* Added a nmechanismfor returning the server assigned etag value in
get-config and get - dat a.

* Added section describing how the NETCONF di scard-changes, copy-
config, delete-config and commit operations work with respect to
et ags.

* Added | ANA Consi derations section.

* Renoved all conmments about open questions.
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