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Abst ract

Thi s docunent defines how to propagate trace context information
across the Network Configuration Protocol (NETCONF), that enables
distributed tracing scenarios. It is an adaption of the HTTP-based
WBC speci fication.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://datatracker.ietf.org/doc/draft-ietf-netconf-trace-ctx-
extension/. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-netconf-trace-ctx-
ext ensi on/.

Di scussion of this docunment takes place on the Network Configuration
Working Goup mailing list (mailto:netconf@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/netconf/.
Subscribe at https://ww.ietf.org/ mailman/listinfo/netconf/.

Source for this draft and an issue tracker can be found at
https://github. com net conf-wg/trace-ctx-extension.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Net wor k aut omati on and managenent systens commonly consi st of

mul tiple sub-systens and together with the network devices they
manage, they effectively forma distributed system Distributed
tracing is a nethodol ogy inplenented by tracing tools to foll ow,
anal yze and debug operations, such as configuration transactions,
across multiple distributed systenms. An operation is uniquely
identified by a trace-id and through a trace context, carries some
met adat a about the operation. Propagating this "trace context"
bet ween systemnms enables form ng a coherent view of the entire
operation as carried out by all involved systens.

The WBC has defined two HTTP headers for context propagation that are
useful in use case scenarios of distributed systens |ike the ones
defined in [ RFC8309]. This docunent defines an extension to the
NETCONF protocol to add the same concepts and enabl e trace context
propagati on over NETCONF.

It is worth noting that the trace context is not neant to have any
relationship with the data that is carried with a given operation
(including configurations, service identifiers or state information).

A trace context also differs from[I-D.ietf-netconf-transaction-id]
in several ways as the trace operation may involve any operation
(including for exanple validate, |ock, unlock, etc.) Additionally, a
trace context scope may include the full application stack
(orchestrator, controller, devices, etc) rather than a single NETCONF
server, which is the scope for the transaction-id. The trace context
is also conplenentary to [I-D.ietf-netconf-transaction-id] as a given
trace-id can be associated with the different transaction-ids as part
of the information exported to the coll ector

The foll owi ng enhancenment of the reference SDN Architecture from

[ RFC8309] shows the inpact of distributed traces for a network
operator.
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Figure 1: A Sanple SDN Architecture from RFC8309 augnented to
i nclude the export of netrics, events, logs and traces fromthe
different conponents to a common coll ector

The network automati on, managenent and control architectures are
distributed in nature. |In order to "manage the nanagers", operators
woul d Iike to use the sane techniques as any other distributed
systens in their IT environnent. Solutions for anal ysing Metrics,
Events, Logs and Traces (ME. L. T) are key for the successful

nmoni toring and troubl eshooting of such applications. Initiatives
such as the OpenTel enetry [ OpenTel enetry] enable rich ecosystens of
tool s that NETCONF- based applications would want to participate in.

Wth the inplenmentation of this trace context propagati on extension
to NETCONF, backend systens behind the ME. L. T collector will be able
to correlate information fromdifferent systens but related to a
common cont ext .

Thi s docunent does not cover the sonewhat related functionality
specified in [ WBC-Baggage]. Mapping of the Baggage functionality
into YANG may be specified in a future docunent.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL

NOT", " SHOULD', " SHOULD NOT", "RECOWMMENDED', "NOT RECOMVENDED', " NMAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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Additionally, the document utilizes the follow ng abbreviations:
OTLP:  (OpenTel enetry protocol as defined by [OpenTel enetry]

ME. L.T.: Metrics, Events, Logs and Traces

gNM :  gRPC Network Managenent |nterface, as defined by [gNM]
The XML prefixes used in this docunment are mapped as foll ows:

* xmlns:nc="urn:ietf:parans: xm :ns:netconf:base: 1. 0",

* xmns:w3ctc="urn:ietf:parans: xm :ns: netconf:w3ctc:1.0" and

* xmns:ietf-trace-context= "urn:ietf:parans:xm:ns:yang:ietf-trace-
cont ext™

1.2. Inplementation exanple 1: QpenTel enetry

We will describe an exanple to show the value of trace context
propagation in the NETCONF protocol. In the OTLP Sample Architecture
Figure 2 bel ow, we show a depl oynent based on the RFC3309 sanple
architecture Figure 1 above, with a single controller and two network
elenments. In this exanple, the NETCONF protocol is running between
the Orchestrator and the Controller. NETCONF is al so used between
the Controller and the Network El enents

Let’s assune an edit-config operation between the orchestrator and
the controller that results (either synchronously or asynchronously)
in corresponding edit-config operations fromthe Controller towards
the two network el enents. All trace operations are related and wll
create ME L. T data.
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Fom e e e oo + R +
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Figure 2: An inplenentation exanple where the NETCONF protocol is

used between the Orchestrator and the Controller and al so between

the Controller and the Network El enents. Every conponent exports
ME. L. T information to the collector using the OILP protocol

Each of the components in this exanple (O chestrator, Controller and
Net work El ements) is exporting ME.L. T information to the collector
usi ng the OpenTel emetry Protocol (OTLP).

For every edit-config operation, the trace context is included. In
particular, the same trace-id "1" (sinplified encoding for
docunmentation) is included in all related NETCONF nessages, which
enabl es the collector and any backend application to correlate al
ME. L. T nessages related to this transaction in this distributed

st ack.

Anot her interesting attribute is the parent-id. W can see in this
exanpl e that the parent-id between the orchestrator and the
controller ("A") is different fromthe one between the controller and
the network elenments ("B"). This attribute will help the collector
and t he backend applications to build a connectivity graph to
understand how ME. L. T infornation exported from one conponent
relates to the information exported froma different conponent.

Wth this additional netadata exchanged between the conponents and
exposed to the ME L. T collector, there are inportant inprovenents to
the nonitoring and troubl eshooting operations for the ful

application stack.
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1.3. Inplenmentation exanple 2: YANG Dat astore

OpenTel emetry inplenments the "push” nodel for data stream ng where
information is sent to the back-end as soon as produced and i s not
required to be stored in the system |In certain cases, a "pull"
nmodel may be envisioned, for exanple for performng forensic analysis
while not all OTLP traces are available in the back-end systens.

An inmplenentation of a "pull” mechanismfor ME L. T. information in
general and for traces in particular, could consist of storing traces
in a YANG datastore (particularly the operational datastore.)

| mpl ement ati ons shoul d consider the use of circular buffers to avoid
resource exhaustion. External systens could access traces (and
particul arly past traces) via NETCONF, RESTCONF, gNM or other

pol ling mechanisnms. Finally, storing traces in a YANG datastore
enabl es the use of YANG Push [ RFC8641] or gNM Tel enetry as

addi tional "push" nechani sns.

Thi s docunent does not specify the YANG nodule in which traces could
be stored inside the different conponents. That said, storing the
context information described in this docunent as part of the
recorded traces would all ow back-end systens to correlate the
information fromdifferent conponents as in the OpenTel enetry

i mpl ement ati on.

| Orchestrator |
| | NC/ RC/ gNM  or YP
I

I I

I I

YANG Datastore | <------------------- > | |

R + pul | or push | |

NETCONF I I

. edit-config (trace-id "1", parent-id "A"') | Collector |

R LR T + | (Metrics, |

| NC/ RC/ gNM  or YP | Events, |

| Controller | e > | Logs, |

| YANG Dat ast or e| pul | or push | Traces) |

. + | |

NETCONF | |

edit-config (trace-id "1", parent-id "B") | |

S + S + I I

| Network | | Network | NC/ RC/ gNM  or YP | |

| Element | | Element | <---------mmooiia oo > | |

| YANG DS | | YANG DS | pul I or push | |
S R + S R + R +
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Figure 3: An inplenmentation exanpl e where the NETCONF protocol is
used between the Orchestrator and the Controller and al so between
the Controller and the Network Elenents. ME. L. T. information is
stored in |l ocal YANG Datastores and accessed by the collector
using "pul " mechani snms using the NETCONF (NC), RESTCONF (RC) or
gNM protocols. A "push" strategy is also possible via YANG Push
or gN\M .

1.4. Use Cases
1.4.1. Provisioning root cause analysis

When a provisioning activity fails, errors are typically propagated
nort hbound, however this information may be difficult to troubl eshoot
and typically, operators are required to navigate |ogs across all the
di fferent conponents.

Wth the support for trace context propagati on as described in this
docunent for NETCONF, the collector will be able to search every
trace, event, netric, or log in connection to that trace-id and
facilitate the performance of a root cause analysis due to a network
changes. The trace information could also be included as an optiona
resource with the different NETCONF transaction ids described in
[I-D.ietf-netconf-transaction-id].

1.4.2. System perfornmance profiling

When operating a distributed system such as the one shown in
Figure 2, operators are expected to benchmark Key Performance
Indicators (KPIs) for the nost common tasks. For example, what is
the typical delay when provisioning a VPN service across different
control l ers and devi ces.

Thanks to Application Performance Managenent (APM systens, from
these KPl's, an operator can detect a normal and abnornmal behavi our of
the distributed system Also, an operator can better plan any
upgrades or enhancenents in the platform

Wth the support for context propagation as described in this
docunent for NETCONF, nuch richer systemw de KPls can be defined and
used for troubl eshooting as the netrics and traces propagated by the
di fferent conponents share a common context. Troubl eshooting for
abnormal behavi ours can al so be troubl eshot fromthe system vi ew down
to the individual elenent.
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1.4.3. Billing and auditing

In certain circunstances, we could envision tracing information used
as additional inputs to billing systens. |In particular, trace
context information could be used to validate that a certain

nort hbound order was carried out in southbound systens.

2. NETCONF Ext ensi on

When perform ng NETCONF operations by sendi ng NETCONF RPCs, a NETCONF
client MAY include trace context information in the formof XM
attributes. The [WBC Trace-Context] defines two HTTP headers;
traceparent and tracestate for this purpose. NETCONF clients that
are taking advantage of this feature MJUST add one w3ctc:traceparent
attribute and MAY add one w3ctc:tracestate attribute to the nc:rpc

t ag.

A NETCONF server that receives a trace context attribute in the form
of a w3ctc:traceparent attribute SHOULD apply the rmutation rules
described in [WBC Trace-Context]. A NETCONF server MAY add one
w3ctc:traceparent attribute in the nc:rpc-reply response to the
nc:rpc tag above. NETCONF servers MAY al so add one w3ctc:traceparent
attribute in notification and update nessage envel opes:
notif:notification, yp:push-update and yp: push-change- updat e.

For exanple, a NETCONF client mght send:

<rpc xm ns="urn:ietf:parans: xn : ns: netconf: base: 1. 0" nessage-i d="1"
xm ns:w3ctc="urn:ietf:parans: xm :ns:netconf:w3ctc:1.0"
w3ctc: traceparent =
" 00- 4bf 92f 3577b34dab6a3ce929d0e0e4736- 00f 067aa0ba902b7- 01" >
<get - confi g/ >
</rpc>

In all cases above where a client or server adds a w3ctc:traceparent

attribute to a tag, that client or server MAY al so add one
w3ctc:tracestate attribute to the sane tag
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The proper encoding and interpretation of the contents of the
w3ctc:traceparent attribute is described in [WBC Trace- Cont ext ]
section 3.2 except 3.2.1. The proper encoding and interpretation of
the contents in the w3ctc:tracestate attribute is described in

[ WVBC- Trace- Context] section 3.3 except 3.3.1 and 3.3.1.1. A NETCONF
XM. tag can only have zero or one w3ctc:tracestate attributes, so its
content MJUST al ways be encoded as a single string. The tracestate
field value is a list of list-menbers separated by conmas (,). A
list-menber is a key/value pair separated by an equals sign (=).
Spaces and horizontal tabs surrounding |ist-nenbers are ignored.
There is no limt to the nunber of list-menbers in a list.

For exanple, a NETCONF client night send:

<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nessage-id="1"
xm ns:w3ctc="urn:ietf:parans: xm : ns: netconf:w3ctc:1.0"
w3ct c: tracest at e="r oj 0=00f 067aa0ba902b7, congo=t 61r cVkgMzE"
w3ctc: traceparent =
" 00- 4bf 92f 3577b34da6a3ce929d0e0e4736- 00f 067aa0ba902b7- 01" >
<get - confi g/ >
</rpc>

As in all XML documents, the order between the attributes in an XM
tag has no significance. Cdients and servers MJST be prepared to
handl e the attributes no matter in which order they appear. The
tracestate val ue MAY contain double quotes in its payload. |If so,
they MUST be encoded according to XM rules, for exanple:

<rpc xm ns="urn:ietf:parans: xnm : ns: netconf: base: 1. 0" nessage-id="1"
xm ns:w3ctc="urn:ietf:parans: xm :ns:netconf:w3ctc:1.0"
w3ctc: traceparent =
" 00- 4bf 92f 3577b34da6a3ce929d0e0e4736- 00f 067aa0ba902b7- 01"
w3ctc:tracestate=
"val ue-wi t h- quot es=&quot ; Quot ed string&quot;, ot her-val ue=123">
<get-config/ >
</rpc>

2.1. FError handling

The NETCONF server SHOULD follow the "Processing Mddel for Wrking
with Trace Context" as specified in [WBC Trace-Context]. Based on
this processing nodel, it is NOT RECOMWENDED to reject an RPC because
of the trace context attribute val ues.

If the server still decides to reject the RPC because of the trace

context attribute values, the server MJST return a NETCONF rpc-error
with the foll owi ng val ues:
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error-tag: operation-failed
error-type: pr ot oco
error-severity: error

Additionally, the error-info tag MJST contain a trace-context-error-
info structure with relevant details about the error. This structure
is defined in the nodul e ietf-netconf-context.yang. Exanple of a
badly formated trace context extension

<rpc xm ns="urn:ietf:parans: xn : ns: netconf: base: 1. 0" nessage-id="1"
xm ns: w3ctc="urn:ietf:parans: xm :ns:netconf:w3ctc:1.0"
w3ctc: traceparent =
"Bad For mat "
w3ctc: tracestate=
"val ue-w t h- quot es=&quot ; Quot ed string&gquot;, ot her-val ue=123">
<get-config/>
</rpc>

This might give the followi ng error response:

<rpc-reply xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
xm ns:w3ctc="urn:ietf:parans: xm : ns: netconf:w3ctc:1.0"
xm ns:ietf-trace-context=
"urn:ietf:parans: xm :ns:yang:ietf-trace-context"
nmessage-i d="1">
<rpc-error>
<error-type>protocol </error-type>
<error-tag>operation-fail ed</error-tag>
<error-severity>error</error-severity>
<error-nessage>
Context traceparent attribute incorrectly formatted
</ error-message>
<error-info>
<ietf-trace-context:trace-context-error-info>
<i etf-trace-context: meta-nane>
w3ct c: t racepar ent
</ietf-trace-context: nmeta-nane>
<ietf-trace-context: neta-val ue>
Bad For mat
</ietf-trace-context: neta-val ue>
<ietf-trace-context:error-type>
i etf-trace-context: bad-fornmat
</lietf-trace-context:error-type>
</ietf-trace-context:trace-context-error-info>
</ error-info>
</rpc-error>
</rpc-reply>
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2

3.

3.

2. Trace Context extension versioning

This extension refers to the [ WBC- Trace-Context] trace context
capability. The WBC traceparent and tracestate headers include the
notion of versions. |t would be desirable for a NETCONF client to be
abl e to discover the one or multiple versions of these headers
supported by a server. W would like to achieve this goal avoiding
the definition of new NETCONF capabilities for each headers’ version.

We define a pair YANG nodul es (ietf-trace-ctx-traceparent-1.0.yang
and ietf-trace-ctx-tracestate-1.0.yang) that MJST be included in the
YANG | i brary per [RFC8525] of the NETCONF server supporting the
NETCONF Trace Context extension. These capabilities that will refer
to the headers’ supported versions. Future updates of this docunent
coul d include additional YANG nodul es for new headers’ versions.

YANG Modul es
1. YANG nodul e for trace-context-error-info structure

<CODE BEG@ NS> file "ietf-trace-context @024-11-07.yang"
nmodul e ietf-trace-context {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-trace-context"
prefix ietf-trace-context;

import ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC8791: YANG Data Structure Extensions";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Working G oup"
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hors: Roque Gagliano
<mai | t 0: rogagl i a@i sco. conp

Jan Li ndbl ad
<mailto:jlindbl a@isco. conp

Kristian Larsson
<mai | to: kl | @lev.terastrm net>

description
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"When propagating tracing information across applications,
client and servers needs to share some specific contextua
information. This extensions aligns the NETCONF and RESTCONF
protocols to the WBC trace-context docunent:
https://ww. w3. or g/ TR/ 2021/ REC-t r ace- cont ext - 1- 20211123

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices

The key words *MJST', 'MJST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

"
’

revision 2024-11-07 {
description
"Initial revision";
reference
"RFC XXXX:
NETCONF Extension to support Trace Context propagation”;

}

identity neta-error {
description
"Base identity for trace context attribute errors.”;
}

identity missing {
base neta-error;
description
"Indicates an attribute or header that is required
(in the current situation) is mssing.";

}

identity bad-format ({
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base neta-error;

description
"I ndi cates an attribute or header val ue where the
value is incorrectly fornmatted.";

}

identity processing-error {
base neta-error;
description
"Indi cates that the server encountered a processing
error while processing the attribute or header value.";

}

typedef neta-error-type {
type identityref {
base neta-error;
}

description
"Error type";
}

sx:structure trace-context-error-info {
contai ner trace-context-error-info {

description
"This error is returned by a NETCONF or RESTCONF server

when a client sends a NETCONF RPC with additona
attributes or RESTCONF RPC wi th additional headers
for trace context processing, and there is an error
related to them The server has aborted the RPC. ";
| eaf meta-nane {
type string;
description
"The name of the problematic or m ssing neta information
In NETCONF, the qualified XML attribute name.
In RESTCONF, the HTTP header nane.
If aclient sent a NETCONF RPC with the attribute
w3ctc:traceparent="incorrect-format’
this |l eaf would have the value 'w3ctc:traceparent’";

| eaf meta-val ue {
type string;
description
"The val ue of the problenmatic neta information received
by the server.
If aclient sent a NETCONF RPC with the attribute
w3ctc:traceparent="incorrect-fornmat’
this | eaf would have the value 'incorrect-format’.";
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| eaf error-type {
type neta-error-type;
description
"Indicates the type of nmeta information probl em
detected by the server.
If a client sent an RPC annotated with the attribute
w3ctc:traceparent="incorrect-format’
this |l eaf m ght have the val ue
"ietf-trace-context:bad-format’.";
}
}
}

}
<CODE ENDS>
3.2. YANG nodul e for traceparent header version 1.0

<CODE BEGA NS> file "ietf-trace-ctx-traceparent-1.0@024-11-07.yang"
modul e ietf-trace-ctx-traceparent-1.0 {
namespace
"urn:ietf:parans: xm :ns:yang:ietf-trace-ctx-traceparent-1.0";
prefix ietf-trace-ctx-traceparent-1.0;

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>

Aut hors: Roque Gagli ano
<mai | t 0: rogagl i a@i sco. conp

Jan Li ndbl ad
<mai lto:jlindbla@isco. conr

Kristian Larsson
<mai | to: kl | @ev.terastrm net>
description
"Thi s nodul e docunents the support for trace context traceparent
versiom1l.0 in alignment with WBC versions
https://ww. w3. or g/ TR/ 2021/ REC-t r ace- cont ext - 1- 20211123

Copyright (c) 2024 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject to
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the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOT', *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

3

revision 2024-11-07 {
description
"Initial revision";
reference
"RFC XXXX:
NETCONF Extension to support Trace Context propagation”;
}

}
<CCDE ENDS>
3.3. YANG nodul e for tracestate header version 1.0

<CODE BEG NS> file "ietf-trace-ctx-tracestate-1. 0@024-11-07.yang"
modul e ietf-trace-ctx-tracestate-1.0 {
namespace
"urn:ietf:parans: xm :ns:yang:ietf-trace-ctx-tracestate-1.0";
prefix ietf-trace-ctx-tracestate-1.0;

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hors: Roque Gagliano
<mai | t 0: rogagl i a@i sco. conp

Jan Li ndbl ad
<mai |l to:jlindbl a@i sco. conr

Kri stian Larsson
<mai |l to: kl | @ev.terastrm net>
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description
"Thi s nodul e docunents the support for trace context tracestate
versiom1l.0 in alignment with WBC versions
https://ww. w3. or g/ TR/ 2021/ REC-t r ace- cont ext - 1- 20211123

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', ’'SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

’

revision 2024-11-07 {
description
"Initial revision";
reference
"RFC XXXX:
NETCONF Extension to support Trace Context propagation”;

}

}
<CODE ENDS>
4. Security Considerations
The YANG nodul es specified in this docunent are used to flag
capabilities define and define an error information structure that is

designed to be accessed via network managenent protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040].
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As such, these YANG nodul es do not contain any configuration data,
state data or RPC definitions, which makes their security
inplications very limted. The additional attributes specified in
this docunment (but not in YANG nodul es, since YANG cannot be used to
specify attributes) are worth nentioning, however.

The traceparent and tracestate attributes make it easier to track the
flow of requests and their downstream effect on other systens. This
is indeed the whole point with these attributes. This know edge
could al so be of use to bad actors that are working to build a map of
t he managed net wor k.

The | owest NETCONF | ayer is the secure transport |ayer, and the
mandat ory-t o-i npl ement secure transport is Secure Shell (SSH)
[ RFC6242]. The | owest RESTCONF | ayer is HITPS, and the mandatory-to-
i mpl ement secure transport is TLS [ RFC8446].
The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.
5. | ANA Consi derati ons

Thi s docunent registers the following capability identifier URN in
the " Network Configuration Protocol (NETCONF) Capability URNs’
registry

urn:ietf:parans: netconf:capability:w3ctc:1.0
Thi s docunent registers one XM. namespace URN in the '| ETF XM
registry’, followng the format defined in [ RFC3688]
(https://www. rfc-editor.org/rfc/rfc3688. htm)

URI: urn:ietf:parans:xn:ns:netconf:w3ctc:1.0

Regi strant Contact: The | ETF | ESG

XM.: NA, the requested URI is an XML nanespace

Thi s docunent registers three nodule nanes in the ' YANG Modul e Nanes’
registry, defined in RFC 6020:
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nane: ietf-trace-ctx-traceparent-1.0
prefix: ietf-trace-ctx-traceparent-1.0

nanmespace
urn:ietf:paranms: xm:ns:yang:ietf-trace-ctx-traceparent-1.0

RFC.  XXXX

and
name: ietf-trace-ctx-tracestate-1.0
prefix: ietf-trace-ctx-tracestate-1.0

nanespace
urn:ietf:paranms: xm:ns:yang:ietf-trace-ctx-tracestate-1.0

RFC:.  XXXX
and
name: ietf-trace-context
prefix: ietf-trace-context
nanespace: urn:ietf:parans: xnl:ns:yang:trace-context
RFC.  XXXX
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Appendi x A,  Changes (to be del eted by RFC Editor)
A.1l. Fromversion 03 to version 04
* WGEL.C data change
A 2. Fromversion 02 to 03
* Changed docunent Abbreviation
* trace-context-error-info is a container in exanple
A.3. Fromversion 01 to 02
* Enhanced Termi nol ogy and noved it up in the document.

* Changed nanespaces and nodul e names to map WALC comrents and | ETF
requirenents

A 4. Fromversion 00 to O1
* Added Security considerations
* Added Acknow edgenents

* Added several Nornmmtive references
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* Updated link to | atest document on github
* Firmed up error handling and YANG |ibrary to MJST-requirements
A.5. Fromversion 03 to draft-ietf-netconf-trace-ctx-extension-00
* Adopted by NETCONF WG
* Mboved repository to NETCONF WG
* Changed build systemto use martinthonson’s excellent franmework
* Ran nmake fix-lint to renmove white space at EQL etc.
* Added this change note. No other content changes.
A.6. Fromversion 02 to 03
* Changed | ANA section to | ESG per | ANA emi |
* Created sx:structure and inproved error exanple
* Added ietf-netconf-otlp-context.yang for the sx:structure
* Created a dedicated section for the YANG nodul es
A.7. Fromversion 01 to 02
* Added Error Handling intial section

* Added how to nanage versioni ng by defining YANG nodul es for each
traceparent and trastate versions as defined by WBC

* Added ' YANG Modul e Nanmes’ to | ANA Consi derati ons
A.8. Fromversion 00 to O1
* Added new section: Inplenentation exanple 2: YANG Dat astore
* Added new use case: Billing and auditing
* Added in introduction and in "Provisioning root cause anal ysis"
the idea that the different transaction-ids defined in
[I-D.ietf-netconf-transaction-id] could be added as part of the

tracing information to be exported to the collectors, show ng how
the two docunents are conpl ementary.
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Appendi x B. XM Attributes vs RPCs input augnentations discussion (to
be del eted by RFC Editor)

There are argunents that can be raised regarding using XM. Attribute
or to augment NETCONF RPCs.

We studi ed Pros/ Cons of each option and decided to propose XM
attributes:

XML Attributes Pro:

* Literal alignment with WBC specification

* Same encodi ng for RESTCONF and NETCONF enabl i ng code reuse

* One specification for all current and future rpcs

XML Attributes Cons:

* No YANG nodeling, nultiple values represented as a single string

* Dependency on WBC for any extension or changes in the future as
encoding will be dictated by string encoding

RPCs | nput Augnentations Pro:

*  YANG nodel of every | eaf

* Re-use of YANG toolkits

* Sinple updates by augnentations on existing YANG nodul e

* Possibility to express deviations in case of partial support
RPCs | nput Augnentations Cons:

* Need to augnent every rpc, including future rpcs would need to
consi der these augnentations, which is harder to maintain

* There is no literal alignment with WBC standard. However, as
menti oned before nost of the tine there will be nodifications to
t he content

*  Whul d need updated RFP for each change at WBC, which will make
adoption of new features sl ower

Aut hors’ Addr esses
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