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Abst ract

Thi s docunent defines an extension to the RESTCONF protocol in order
to support Trace Context propagation as defined by the WBC

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The latest revision of this draft can be found at https://github. cont
net conf-wg/ rest conf-trace-ct x- header s/ bl ob/ gh- pages/draft-ietf-

net conf-restconf-trace-ctx-headers.txt. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-ietf-
net conf-restconf-trace-ctx-headers/.

Di scussion of this docunent takes place on the NETCONF Wor ki ng G oup
mailing list (mailto:netconf@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/netconf/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/netconf/.

Source for this draft and an issue tracker can be found at
https://github. com https://github.com netconf-wg/restconf-trace-ctx-
headers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Net wor k aut omati on and managenent systens commonly consi st of

mul tiple sub-systens and, together with the network devices they
manage, they effectively forma distributed system Distributed
tracing is a nethodol ogy inplenmented by tracing tools to track,
anal yze and debug operations such as configuration transactions,
across multiple distributed systens.

The WBC has defined two HTTP headers (traceparent and tracestate) in
[ WBC- Tr ace- Context] for context propagation that are useful for
distributed systens |ike the ones defined in section 4 of [ RFC8309].

According to the WBC specification, each operation is uniquely
identified by a "trace-id" field, and carries multiple netadata
fields about the operation. Propagating this Trace Context between
systens provides a coherent view of the entire operation as carried
out by all involved systens.

In [I-D.draft-ietf-netconf-trace-ctx-extension], the NETCONF protoco
extension is defined and we will re-use several of the YANG and XM
objects defined in that document for RESTCONF. Please refer to that
docunent for additional context and exanpl e applications.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL

NOT" , " SHOULD", " SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " NAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. RESTCONF Extensions
A RESTCONF server that inplenments the Trace Context propagation
mechani sm defined in this docunent MUST support the Trace Context
traceparent header as defined in [WBC Trace- Context].

A RESTCONF server SHOULD support the Trace Context tracestate header
as defined in [ WBC- Trace- Context].
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2.1. FError Handling

A RESTCONF server SHOULD follow the "Processing Mddel for Wrking
with Trace Context" as specified in [WBC Trace-Context]. Based on
this processing nodel, it is NOI RECOWENDED to reject an RPC because
of the Trace Context header val ues.

If a server decides to reject an RPC because of the Trace Context
header val ues, the server MJST return a RESTCONF rpc-error with the
fol | owi ng val ues:

error-tag: operation-failed
error-type: pr ot oco
error-severity: error

Additionally, the error-info tag SHOULD contain a relevant details
about the error.

Finally, the sx:structure defined in
[I-D.draft-ietf-netconf-trace-ctx-extensi on] SHOUD be present in any
error nessage fromthe server

2.2. Trace Context Header Versioning

The RESTCONF protocol extension described in this docunent refers to
the [WBC-Trace- Context] Trace Context capability. The WBC
traceparent and tracestate headers include the notion of versions.

It would be desirable for a RESTCONF client to be able to di scover
the one or nultiple versions of these headers supported by a server

[I-D.draft-ietf-netconf-trace-ctx-extension] defines a pair YANG
modul es that SHOULD be included in the YANG library per [RFC38525] of
the RESTCONF server supporting the RESTCONF Trace Context extension
that will refer to the headers’ supported versions.

3. Security Considerations

The rel ated docunment [I-D.draft-ietf-netconf-trace-ctx-extension]
defines two YANG nodul es that are used when inplementing the Trace
Cont ext concept, regardless of YANG based protocol. These nobdul es
are conpletely enpty, and therefore have very linmted security
considerations. Their purpose is only to indicate which Trace
Cont ext header versions the server supports using YANG Li brary

[ RFC8525] .
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6.

The traceparent and tracestate headers nmake it easier to track and
correlate the fl ow of requests and their downstream effect on other
systens. This is indeed the whole point with these headers. This
know edge may be used by unauthorized entities to infer a map of a
managed net wor k.

Al'l advice nentioned in the [WBC- Trace- Context] under the Privacy
Consi derations and Security Considerations also apply to this
docunent .

The | owest RESTCONF | ayer is HTTPS, and the mandatory-to-inpl enent
secure transport is TLS [ RFC8446].

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Acknowl edgnent s

The authors would like to acknow edge t he val uabl e i npl enentati on

f eedback from Christian Rennerskog and Per Andersson. Many thanks to
Raul Rivas Felix, Al exander Stoklasa, Luca Relandini and Erw n
Vrolijk for their help with the denbs regarding integrations. The

hel p and support from Med Boucadair, Jean Quil beuf and Benoi#t O aise
has al so been invaluable to this work.

Ref er ences
1. Normative References

[I-D.draft-ietf-netconf-trace-ctx-extension]
Gagliano, R, Larsson, K, and J. Lindblad, "NETCONF
Extensi on to support Trace Context propagation”, Wrk in
Progress, Internet-Draft, draft-ietf-netconf-trace-ctx-
extension-04, 3 March 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
trace-ct x- ext ensi on- 04>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC8040] Bierman, A., Bjorklund, M, and K Watsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/ RFC8040, January 2017,
<https://ww. rfc-editor.org/rfc/rfc8040>.

Gagl i ano, et al. Expires 22 April 2026 [ Page 5]



Internet-Draft RESTCONF Trace Cont ext Headers Cct ober 2025

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8446] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www. rfc-editor.org/rfc/rfc8446>.

[ RFC8525] Bierman, A, Bjorklund, M, Schoenwael der, J., Watsen, K,
and R WIlton, "YANG Library", RFC 8525,
DO 10.17487/ RFC8525, March 2019,
<https://ww. rfc-editor.org/rfc/rfc8525>.

[ WVBC- Tr ace- Cont ext ]
"WBC Recommendati on on Trace Context"”, 23 Novenber 2021,
<https://ww. w3. org/ TR/ 2021/ REC-t r ace- cont ext -
1-20211123/ >.

6.2. Informative References
[ RFC8309] Wi, Q, Liu, W, and A Farrel, "Service Mdels
Expl ai ned", RFC 8309, DO 10.17487/ RFC8309, January 2018,
<https://www. rfc-editor.org/rfc/rfc8309>.
Appendi x A.  Exanpl e RESTCONF Cal | s
Al'l exanpl es from Appendi x B of [RFC8040] could be recreated in this
section by adding the new header described in this docunment. We
sel ected one exanple fromthat docunent as reference.

A. 1. Successful creation of New Data Resources (from Appendi x B. 2.1 of
[ RFC8040])

To create a new "artist" resource within the "library" resource, a
client mght send the foll owi ng request:
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A 2.

POST /restconf/ dat a/ exanpl e-j ukebox: j ukebox/library HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

traceparent: 00-405062f 633be64ee006089df ca95a153-e021f 9e263aad8e2-01
tracestate: vendornanel=opaqueVal uel, vendor nane2=opaqueVal ue2

{

"exanpl e-j ukebox:artist" : [

}

nane" : "Foo Fighters"

]
}

If the resource is created, the server nmight respond as foll ows:

HTTP/ 1.1 201 Created
Date: Thu, 26 Jan 2017 20:56:30 GMI
Server: exanpl e-server
Location: https://exanpl e.com restconf/data/\
exanpl e-j ukebox: j ukebox/ i brary/arti st =Foo%0Fi ght ers
Last-Modified: Thu, 26 Jan 2017 20:56: 30 GVIT

ETag: "b3830f23a4c"
traceparent: 00-405062f 633be64ee006089df ca95a153-e021f 9e263aad8e2- 01

tracestate: vendornanel=opaqueVal uel, vendor nane2=opaqueVal ue2

Unsuccessful creation of New Data Resources (from Appendix B.2.1
of [ RFC8040])

[ WBC- Trace- Context] specifies that a vendor nay validate the
tracestate header and that invalid headers may be di scarded. Error
handling (Section 2.1), states that servers nmay return an error.
Let’s assune that an inplenentation follows that behavior.

Exanpl e of a badly formated tracestate header using [ RFC8040] exanple
(Appendix B.2.1), in which a server receives the foll ow ng:
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traceparent: 00-405062f 633be64ee006089df ca95a153-e021f 9e263aad8e2-01

tracestate: SoneBadFor mat Her e

{

"exanpl e-j ukebox:artist" : [

}

nane" : "Foo Fighters"

]
}

To which the server responds with an error nessage:

HTTP/ 1.1 400 Bad Request

Date: Thu, 20 Jun 2024 20:56:30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+j son

{ "ietf-restconf:errors" : {
“error" : [
{
"error-type" : "protocol",
"error-tag" : "operation-failed",
"error-severity" : "error",

"error-nessage"

"Cont ext traceparent header incorrectly fornmatted",

"error-info": {

"ietf-trace-context: net a- nang"
"ietf-trace-context: neta-val ue"
" SoneBadFor nat Her e",
"ietf-trace-context:error-type"
"ietf-trace-context:bad-format"
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Appendi x B. Changes (to be del eted by RFC Editor)

B.1. Fromversion
*  NMdre mssing
B.2. Fromversion
* NMdre mssing

B.3. From version

06 to 07

edits, uplifting dates
05 to 06

edits

04 to 05

* Removed unused references and term nol ogy

B.4. Fromversion 03 to 04
*  Abbreviation change
* "jetf-trace-contex:trace-context-error-info"

container in
B.5. From version

*  Added abbrevi

* error messages are SHOULD to align with WBC handl i ng.

* Addapt ed exanple to YANG nodul e changes in reference.

B. 6. From versi on

exanpl e
02 to 03

ations to term nol ogy

01 to 02

*  Added WGLC comment s

* Changed nanespaces and nodul e nane

* Fix error in

error response

*  Comments from Med Boucadair

Cct ober 2025

shoul d have been a

* Renoved markdown formatting of tracestate and traceparent, as
tool chain could not handle this properly

* Renmoved references to RFC8341 (NACM as the passage in the
security considerations no | onger need it

* Rearranged text

natural order
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B. 7.

B. 8.

Renoved several references to "we" and replaced with nore neutra

| anguage

Clarified that everything described as MJST requirenents in this
docunent only apply to RESTCONF i npl enentations that inplenent
this docunment. O her RESTCONF inplenmentations do not need to care
about this docunment, it’'s an optional extension

Clarified that the YANG nodul es used by this docunent is defined
by the sibling docunent for NETCONF

Lots of updated wordi ng based on revi ew f eedback
From version 00 to -01

Added Security considerations

Added Acknow edgenents

Added several Normative references

Added links to | atest docunent on github

Added RESTCONF exanpl e for success and error

Modi fied Error Handling to reflect better WBC alignment based on
i mpl ement ati on feedback

Firmed up error handling and YANG |ibrary to MJST-requirenents

From version 00 to draft-ietf-netconf-restconf-trace-ctx-
header s- 00

Adopt ed by NETCONF WG

Moved repository to NETCONF WG

Changed build systemto use nmartinthonson’s excell ent franmework
Ran make fix-lint to renove white space at EQOL etc.

Added t his change note. No other content changes

Aut hors’ Addr esses
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