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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 33
I nt roduction

NETCONF [ RFC6241] and RESTCONF [ RFC8040] both provide a nmechani smfor
one or nore clients to nmake configuration changes to a device running
as a NETCONF/ RESTCONF server. Each client has the ability to nake
one or nore configuration changes to the server’s shared candi date
confi guration.

As the name shared candi date suggests, all clients have access to the
same candi date configuration. This nmeans that nmultiple clients may
make changes to the shared candidate prior to the configuration being
committed. This behaviour may be undesirable as one client may
unwittingly commt the configuration changes nmade by another client.

NETCONF provides a way to nitigate this behaviour by allowing clients
to place a lock on the shared candidate. This |ock prevents other
clients from maki ng changes until the lock is released, but this
behavi our is, in many situations, also undesirable.

Many network devi ces support candi date configurations within the CLI
interface, where a user (nmachine or otherwise) is able to edit a

sel f-contai ned copy of a device' s configuration w thout bl ocking

ot her users from doi ng so.

Thi s docunent specifies the extensions to the NETCONF protocol in
order to support the use of private candidates. It also describes
how t he RESTCONF protocol can be used on a systemthat inplenents
private candi dat es.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Updates to RFC 6241 and RFC 8526

Thi s docunent updates [ RFC6241] to describe how the <edit-config>,
<copy-confi g> <get>, <get-config> <comit>, <cancel-conm t>,

<del et e-confi g>, <discard-changes>, <l ock> and <unl ock> operations
work with a private candi date datastore. These updates are descri bed
in Section 3.8.2. This docunent al so adds a new <updat e> operati on,
described in Section 3.8.1
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Thi s docunent al so updates [ RFC8526] to descri be how the <edit-data>
and <get-data> operations work with a private candi date dat astore.
These updates are described in Section 3.8. 2.

1.3. Updates to RFC 9144
Thi s docunent updates [ RFC9144] to augnent the <conpare> operation to
describe how it works with the private candi date datastore. These

updates are described in Section 3.8.2.7.

1.4. Linmtations using the shared candi date configuration for nultiple
clients

The foll owi ng sections describe some limtations and mtigation
factors in nore detail for the use of the shared candi date
configuration during multi-client configuration over NETCONF or
RESTCONF.

1.4.1. |Issues

1.4.1.1. Unintended depl oyment of alternate users configuration changes
Consi der the follow ng scenari o:

1. dient 1 nodifies itemA in the shared candi date configuration

2. Cient 2 then nodifies itemB in the shared candi date
configuration

3. dient 2 then issues a <commt> RPC

In this situation, both client 1 and client 2 configurations will be
committed by client 2. In a machine-to-nmachine environnment client 2
may not have been aware of the change to item A and, if they had been
aware, may have deci ded not to proceed

1.4.2. Mtigation strategi es when using a shared candi date datastore
1.4.2.1. Locking the shared candi date configurati on datastore
In order to resolve unintended depl oynent of alternate users
configuration changes as descri bed above NETCONF provides the ability
to lock a datastore in order to restrict other users fromediting and
commi tted changes.
Thi s does resolve the specific issue above, however, it introduces

anot her issue. Whilst one of the clients holds a | ock, no other
client may edit the configuration. This will result in the client
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failing and having to retry. Wilst this may be a desirable
consequence when two clients are editing the same section of the
configuration, where they are editing different sections this
behavi our may hold up valid operational activity.

Additionally, a |ock placed on the shared candi date configuration
datastore nmust al so | ock the running configuration, otherw se changes
committed directly into the running datastore may conflict.

Finally, this |ocking nechanismisn't available to RESTCONF clients.
1.4.2.2. A ways use the running configuration datastore

The use of the running configuration datastore as the target for al
configuration changes does not resolve any issues regarding bl ocking
of system access in the case a lock is taken, nor does it provide a
solution for multiple NETCONF and RESTCONF clients as each
configuration change is applied i mediately and the client has no
know edge of the current configuration at the point in tine that they
comrenced the editing activity nor at the point they comit the
activity.

1.4.2.3. Fine-grained (partial) |ocking

[ RFC5717] describes a partial |ock mechanismthat can be used on
specific portions of the shared candi date datastore.

Partial |ocking does not solve the issues of staging a set of
configuration changes such that only those changes get committed in a
conmit operation, nor does it solve the issue of nultiple clients
editing the sane parts of the configuration at the sane tine.

Partial locking additionally requires that the client is aware of any
i nt erdependencies within the servers YANG nodels in order to |ock all
parts of the tree
Finally, partial locking is not wdely inplenented.

2. Definitions and term nol ogy

2.1. Session-specific datastore
A session-specific datastore is a configuration datastore that is
bound to the specific NETCONF sessi on or RESTCONF request, unlike the

shared candi date and runni ng configuration datastores which have only
one per system
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2.2. Shared candi date configuration

The candi date configuration datastore defined in [RFC6241] is
referenced as the shared candi date configuration in this docunent.

2.3. Private candidate configuration

A private candidate configuration is a session-specific candidate
configuration datastore.

When a private candidate is used by NETCONF, the specific session
(and user) that created the private candidate configuration is the
only session (user) that has access to it over NETCONF. Devices may
expose this to other users through other interfaces but this is out
of scope for this docunent.

When a private candidate is used by RESTCONF, the client that created
the private candidate configuration is the only client that has
access to it over RESTCONF.

The private candi date configuration contains a full copy of the
running configuration when it is created (in the sane way as a branch
does in a source control managenent systemand in the sane way as the
candi date configuration datastore as defined in [RFC6241]). \When the
private candi date datastore is in use, any operations that target the
<candi dat e> configuration datastore (for exanple, <edit-config> and
<edi t-data> operations) actually nmake changes to the private

candi date datastore instead of the shared candi date configuration

dat ast or e.

otaining this private candi date over NETCONF or RESTCONF wil |
display the entire configuration, including all changes nmade to it.
Perform ng a <commit> operation will merge the changes fromthe
private candidate into the running configuration (the sane as a nerge
in source code nanagenent systens). This nerge is perfornmed in two
steps and is described further in Section 3.8.2.1. A <discard-
changes> operation will revert the private candidate to the branch’'s
initial state or it’s state at the |ast <update> (whi chever is nost
recent).

Al'l changes nade to this private candidate configuration are held
separately fromany other candidate configurati on changes, whether
made by other users to the shared candi date or any other private
candi date, and are not visible to or accessible by any other
configuration session.
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3.

3.

3.

Pri vate candi dates sol ution

To resolve the concurrency and | ocking issues described in
Section 1.4 without sacrificing the benefits of a candi date
datastore, this docunment introduces the concept of a private

candi date: a session-specific datastore that isolates changes unti
they are ready to be comitted.

NETCONF sessions and RESTCONF clients are able to utilize private
candi dates to stream ine network operations, particularly for

machi ne-t o- machi ne conmuni cati on

Using this approach, clients may inprove their performance and reduce
the likelihood of blocking other clients fromcontinuing with valid
operational activities.

One or nore private candi dates nmay exist at any one tine, however, a
private candi date SHOULD:

* Be accessible by one client only

* Be visible by one client only

Additionally, the choice of using a shared candi date configuration
datastore or a private candi date configuration datastore MJST be for
the entire duration of the NETCONF session

1. Wiat is a private candidate

A private candidate is defined in the definitions and term nol ogy
(Section 2.3) section of this docunent.

2. Wen is a private candi date created

A private candidate datastore is created when the first RPC that
requires access to it is sent to the server. This could be, for
exampl e, an <edit-config>

VWhen the private candidate is created a copy of the running
configuration is nade and stored in it. This can be considered the
sanme as creating a branch in a source code repository.

e L LR PR > private candi date

e R > running configuration

Private candi date created
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3.3. Wien is a private candi date destroyed

A private candidate is valid for the duration of the NETCONF session,
or the duration of the RESTCONF request. |ssuing a <comit>
operation will not close the private candidate but will issue an
inmplicit <update> operation resyncing changes fromthe running
configuration. More details on this later in this document.

A NETCONF session that is operating using a private candidate wl|l
discard all uncomitted changes in that session’'s private candidate
and destroy the private candidate if the session is closed through a
del i berate user action or disconnected for any other reason (such as
a loss of network connectivity).

3.4. Wien is a private candi date updated

An <updat e> operation perfornmed on a private candidate triggers a
rebase of the private candi date configuration datastore against the
runni ng configuration datastore. This rebase is conceptually
described as replacing the candi date configuration datastore with the
current running configuration datastore at that point in tinme and
replaying the configuration changes fromthe candi date configuration
datastore against it, identifying any conflicts as this process

pr ogr esses.

A server may choose to automatically issue an update when any client
updates the running configuration datastore. Triggering an update in
this manner nust be specifically chosen and signalled by a server
usi ng an optional paraneter to the :private-candi date NETCONF
capability (see Section 3.5).

A <commi t> operation always issues an inplicit <update>, therefore it
is not necessary for a client to perform an <update> before a
<commt>  The inplicit <update> will fail if conflicts are found.

More details on the <update> operation are provided later in this
docunent .

3.5. How to signal the use of private candi dates
3.5.1. Server

The server MUST signal its support for private candidates. The
server does this by advertising a new :private-candi date capability:

urn:ietf:parans: netconf:capability:private-candidate: 1.0
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As support for the shared candi date configuration datastore is a pre-
requisite for the private candidate functionlity, a server MJST al so
advertise the :candidate capability as defined in [ RFC6241].

If a server chooses to execute an update operation autonatically when
any client (not just the local client) performs an update to the
runni ng configuration datastore it nust advertise this behaviour
using the followi ng optional paraneter to the capability:
trigger=all-updates.

3.5.2. NETCONF client

In order to utilise a private candi date configuration within a
NETCONF session, the client nust informthe server that it wi shes to
do this.

When a NETCONF client connects with a server it sends a |list of
client capabilities including one of the :base NETCONF version
capabilties.

In order to enable private candi date node for the duration of the
NETCONF client session the NETCONF client sends the follow ng
capability:

urn:ietf:parans: netconf:capability:private-candidate:1.0

In order for the use of private candidates to be established using
this approach both the NETCONF server and the NETCONF client MJST
advertise this capability.

If a client sends the capability and the server does not support
private candi dates, the server MJST choose one of the follow ng
options:

* |gnore the capability and continue with the session w thout the
use of private candidates (this ensures backwards conpatibility
with ol der servers).

* (Close the session as the requested functionality cannot be
provided. New clients and servers inplenenting private candi date
support should use this option

When a server receives the client capability its node of operation

will be set to private candi date node for the duration of the NETCONF
sessi on.
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Al RPC requests that target or inpact the shared candi date
configuration datastore will inplicitly target or inpact the
session’s private candi date configuration datastore instead, and
operate in exactly the sane way.

Using this method, the use of private candi dates can be nade
avai | abl e to NVMDA and non- NVMDA capabl e servers.

3.5.3. RESTCONF client

RESTCONF does not provide a nechanismfor the client to advertise a
capability. Therefore when a RESTCONF server advertises the
cprivate-candidate capability, all client requests will use a private
candi date when the client references the "{+restconf}/data" resource
described in Section 3.3.1 of [RFC8040]. All edits are nade to the
client’s private candidate, and the private candidate is
automatically comitted.

Thi s ensures backwards conpatibility with RESTCONF clients that are
not aware of private candi dates, because those clients will expect
their changes to be committed i medi ately.

3.6. Interaction between running and private-candi date(s)

Mul tiple operations may be perforned on the private candidate in
order to stage changes ready for a conmmt.

In the sinplest exanple, a session nmay create a private candi date
configuration, performnultiple operations (such as <edit-config>) on
it and then performa <conmmit> operation to nmerge the private

candi date configuration into the running configuration in line with
semantics in [ RFC6241].

R T T L > private candidate
R e +------ > runni ng configuration
edit-config

(Private candi date created)

More conpl ex scenari os need to be considered, when multiple private
candi dat e sessions are working on their own configuration (branches)
and they nake comits into the running configuration.
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conmi t
R Fom - > private candidate 1
/ \
/ edit-config
R S T R R > runni ng configuration
edit-config \
\
Fom e > private candi date 2

In this situation, if, how and when private candidate 2 is updated
with the information that the running configurati on has changed nust
be consi der ed.

As described earlier, the client MIST be aware of changes to its
private candidate configuration that are different fromthe running
configuration datastore so it can be assured that it is only
committing its own nodifications.

It is possible, during an update, for conflicts to occur and the
detection and resolution of these is discussed later in this
docunent .

A good way to understand the interaction between candidates is to
consi der them as branches such as you night find in a source code
nmanagenent system

Each private candidate is treated as a separate branch and changes
made to the running configuration are not placed into a private
candi date datastore except in one of the follow ng situations:

* The client requests that the private candi date be refreshed using
a new <updat e> operation

* <commt> is issued fromthe private candidate (which MJST
automatically issue an <update> operation for that private
candi date imedi ately prior to commtting the configuration)

* An inplenmentation chooses to perform an <update> operation after a
change to the running configuration by any other client.

It is possible for a private candi date configuration to becone
significantly out of sync with the running configuration should the
private candi date be open for a long time, however, mnpbst NETCONF
configuration activities (between the first <edit-config>/<edit-data>
and a <conmmit>) are short-1lived.
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To provide visibility into the differences between the private
candi date configuration datastore a <compare> [ RFC9144] operation MAY
be perforned against:

* The initial creation point of the private candi date’'s branch
* Against the last update point of the private candidate' s branch
* Agai nst the running configuration

An i npl enentati on may choose, optionally, to automatically perform an
<updat e> operation on each private candi date configurati on datastore
after a change to the running configuration fromanother client. In
this situation, the client will be unaware of these changes to its
private candi date configuration datastore, and issuing a nanua
<updat e> operation will be a no-op.

3.7. Detecting and resolving conflicts
3.7.1. What is a conflict?

A conflict is when the intent of the client may have been different
had it had a different starting point. |In configuration terns, a
conflict occurs when the same set of nodes in a configuration being
altered by one user are changed between the start of the
configuration preparation (the first <edit-config>/<edit-data>
operation) and the conclusion of this configuration activity
(termnated by a <comm t> operation).

The situation where conflicts have the potential of occurring are
when nultiple configuration sessions are in progress and one session
commits changes into the running configuration after the private
candi date (branch) was created.

When this happens a conflict occurs for each node nodified in the
runni ng configuration that is also nodified in the private candidate
configuration.

A node is considered nodified if:

* There is a change of any val ue

* There is a change of existence (or otherwise) of any list entry

* There is a change to the order of any list itenms in a |list
configured as "ordered-by user"
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3.

7

* There is a change of existence (or otherw se) of a presence
cont ai ner

* There is a change of any conponent nenber of a leaf-1list

* There is a change to the order of any itenms in a leaf-|ist
configured as "ordered-by user"

* There is a change of existence (or otherw se) of a |eaf
* There is a change to any YANG netadata associated with the node

A server MAY choose to add extra checks in addition to the I|ist
above.

If a server inplenents the transaction ID feature then this MAY be
considered as part of detecting a conflict.

Exanpl es of conflicts include:

* An interface has been deleted in the running configuration that
exi sted when the private candi date was created. A change to a
child node of this specific interface is made in the private
candi date using the default nerge operation woul d, instead of
changi ng the child node, both recreate the interface and then set
the child node.

* A leaf has been nodified in the running configuration fromthe
value that it had when the private candi date was created. The
private candi date configuration changes that |eaf to another
val ue.

2. Detecting and reporting conflicts

A conflict can occur when an <update> operation is triggered. This
can occur in a number of ways:

* Manual ly triggered by the <update> NETCONF operation

* Automatically triggered by the server running an <update>
operation, such as when a <comit> operation is performed by the
client in the private candidate session

When a conflict is identified that node is internally marked by the
server as "in conflict” in the private candidate. This "in conflict"
status does not propagate back up the tree to the parent node(s).
Each node in the ancestral tree is evaluated as in conflict or
otherwise on its own nerits. The "in conflict" nmarker renai ns unti
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3.

the conflict is resolved on that node. The nechani sm by which a
server marks a node as "in conflict" is outside the scope of this
draft.

When a conflict occurs:

* The client MJST be given the opportunity to re-evaluate its intent
based on the new information. The resolution of the conflict may
be manual or automatic depending on the server and client decision
(discussed later in this docunent).

* A <commit> operation (that MJST trigger an automatic <update>
operation i medi ately before) MJUST fail irrespective of any
systemw de default resolution-nmode. It MJST informthe client of
the conflict and SHOULD detail the |ocation of the conflict(s).

* An <update> operation triggered by a client (excluding updates
triggered by the <commit> operation) MJST fail unless the server
has explicitly configured a systemw de resol uti on-node of prefer-
candi date or prefer-running (discussed later in this document).

The location of the conflict(s) should be reported as a |ist of
xpat hs and val ues.

Note: If a server inplenentation has chosen to autonatically issue an
<updat e> operation every time a change is made to the running
configuration, the server will use the systemw de systemresol ution
nmode. If this resolution node is prefer-candidate or prefer-running
the conflicts will be resolved using those rules. |If the resolution
nmode is set to revert-on-conflict the semantics are the sane as the
pref er-candi date net hod, however, all changes, whether in conflict or
otherwise will be marked in the private candidate as "in-conflict".
Thi s means that any subsequent <commit> will fail until the client
makes a consci ous choice to resolve them

7.3. Conflict resol ution

Conflict resolution defines which configuration elenents are retained
when a conflict is resolved; those fromthe running configuration or
those fromthe private candidate configuration

When a conflict is detected in any client-triggered activity, the
client MJUST be informed. The client then has a nunber of options
avail able to resolve the conflict:

* Edit the candidate configuration nodes marked as "in conflict".
When a node nmarked as "in conflict" is subsequently edited the
conflict" marker on that node is renoved.

in
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* |lssue an <update> operation with a specific resolution-node.

The <updat e> operation uses the resolution-node specified in the
request, or the systemresolution node in specific circunstances, to
resolve the conflicts. The <update> operation is discussed later in
thi s docunent.

The followi ng configuration data is used belowto illustrate the
behavi our of each resol ution nethod:

<confi gure>
<interfaces>
<interface>
<name>i nt f _one</ nane>
<description>Link to London<descri ption>
</interface>
<interface>
<nane>i ntf _t wo</ nanme>
<descri ption>Li nk to Tokyo<descri ption>
</interface>
</interfaces>
</ configure>

The example workflow is shown in this diagramand is used for the
purpose of the exanples below. |In these exanples the reader should
assune that the <update> operation is manually provided by a client
working in private candidate 1. The update operation triggered by a
system upon commt is not shown.

updat e conmmit

R R > private candidate 1
/ A \
/[ edit-config /
I S AR R +----> runni ng configuration
edit-config \ n
\ /
A R > private candidate 2
comm t

There are three defined resol uti on net hods:
3.7.3.1. Prefer-candi date

Rem nder: The starting configuration and workflow used to illustrate
this resolution nethod is detailed in Section 3.7.3.
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When using the prefer-candi date resolution nethod, itenms in the
runni ng configuration that are not in conflict with the private

candi date configuration are nmerged fromthe running configuration
into the private candidate configuration. Nodes that are in conflict
are ignored and not nmerged. The outcone of this is that the private
candi date configuration reflects changes in the running that were not
bei ng worked on and those that are being worked on in the private
candidate remain in the private candidate. |ssuing a <commt>
operation at this point will overwite the running configuration with
the conflicted items fromthe private candi date configuration

Exanpl e:
Session 1 edits the configuration by submitting the foll ow ng

<rpc nessage-i d="config"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<edit-config>
<t ar get ><candi dat e/ ><t ar get >
<confi g>
<confi gure>
<interfaces>
<interface>
<nane>i ntf _one</ nanme>
<description>Link to San Franci sco<descri ption>
</interface>
</interfaces>
</ configure>
</ config>
</ edit-config>
</rpc>

Session 2 then edits the configuration deleting the interface

intf_one, updating the description on interface intf_two and commits
the configuration to the running configuration datastore.
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<rpc nessage-i d="config"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<edi t-config>
<t ar get ><candi dat e/ ><t ar get >
<confi g>
<confi gure>
<interfaces>
<interface>
<nane operation="del ete">i ntf_one</ nanme>
</interface>
<interface>
<nane>i ntf _t wo</ nanme>
<descri ption>Li nk noved to Paris</description>
</interface>
</interfaces>
</ configure>
</ config>
</ edit-config>
</rpc>

Session 1 then sends an <update> NETCONF operation

<rpc nessage-i d="update"
xm ns="urn:ietf:parans: xn : ns: netconf:base: 1. 0">
<updat e>
<resol uti on- node>pr ef er - candi dat e</ resol uti on- node>
</ updat e>
</rpc>

The un-conflicting changes are merged and the conflicting ones are
i gnored (and not nerged fromthe running into private candidate 1).

The resulting data in private candidate 1 is:

<confi gure>
<interfaces>
<interface>
<name>i nt f _one</ nane>
<description>Link to San Franci sco<descri ption>
</interface>
<interface>
<nane>i ntf _t wo</ nanme>
<descri pti on>Li nk noved to Paris<description>
</interface>
</interfaces>
</ configure>
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3.7.3.2. Prefer-running

Rem nder: The starting configuration and workflow used to illustrate
this resolution method is detailed in Section 3.7.3.

When using the prefer-running resolution nethod, itens in the running
configuration that are not in conflict with the private candi date
configuration are nmerged fromthe running configuration into the
private candi date configuration. Nodes that are in conflict are
pushed fromthe running configuration into the private candi date
configuration, overwiting any previous changes in the private

candi date configuration. The outcome of this is that the private
candi date configuration reflects the changes in the running
configuration that were not being worked on as well as changi ng t hose
bei ng worked on in the private candi date to new val ues.

Exanpl e:
Session 1 edits the configuration by submitting the follow ng

<rpc nessage-i d="config"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<edit-config>
<t ar get ><candi dat e/ ><t ar get >
<confi g>
<confi gure>
<interfaces>
<interface>
<nanme>i ntf _one</ nane>
<description>Link to San Franci sco<descri ption>
</interface>
</interfaces>
</ confi gure>
</ config>
</edit-config>
</rpc>

Session 2 then edits the configuration deleting the interface

intf_one, updating the description on interface intf_tw and commits
the configuration to the running configuration datastore.
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<rpc nessage-i d="config"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<edi t-config>
<t ar get ><candi dat e/ ><t ar get >
<confi g>
<confi gure>
<interfaces>
<interface>
<nane operation="del ete">i ntf_one</ nanme>
</interface>
<interface>
<nane>i ntf _t wo</ nanme>
<descri ption>Li nk noved to Paris</description>
</interface>
</interfaces>
</ configure>
</ config>
</ edit-config>
</rpc>

Session 1 then sends an <update> NETCONF operation

<rpc nessage-i d="update"
xm ns="urn:ietf:parans: xn : ns: netconf:base: 1. 0">
<updat e>
<r esol uti on- nmode>pr ef er-runni ng</r esol uti on- node>
</ updat e>
</rpc>

The un-conflicting changes are nmerged and the conflicting ones are
pushed into the private candidate 1 overwiting the existing changes.

The resulting data in private candidate 1 is:

<confi gure>
<interfaces>
<interface>
<name>i ntf _t wo</ nane>
<descri ption>Li nk nmoved to Paris<description>
</interface>
</interfaces>
</ confi gure>

3.7.3.3. Revert-on-conflict

Rem nder: The starting configuration and workflow used to illustrate
this resolution nethod is detailed in Section 3.7.3.
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When using the revert-on-conflict resolution nethod, an update wl|
fail to conplete when any conflicting node is found. The session
i ssuing the update will be informed of the failure.

No changes, whether conflicting or un-conflicting are nerged into the
private candi date configuration.

The owner of the private candi date session nust then take deliberate
and specific action to adjust the private candidate configuration to
rectify the conflict. This nay be by issuing further <edit-config>

or <edit-data> operations, by issuing a <discard-changes> operation

or by issuing an <update> operation with a different resolution

met hod.

This resolution method MJST be the default resolution nethod as it
provi des for the highest level of visibility and control to ensure
operational stability.

This resolution method MJST be supported by a server
Exanpl e:
Session 1 edits the configuration by submitting the foll ow ng:

<rpc nessage-i d="config"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<edi t-config>
<t ar get ><candi dat e/ ><t ar get >
<confi g>
<confi gure>
<interfaces>
<interface>
<nane>i ntf _one</ nane>
<description>Link to San Franci sco<descri ption>
</interface>
</interfaces>
</ configure>
</ config>
</edit-config>
</rpc>

Session 2 then edits the configuration deleting the interface

intf_one, updating the description on interface intf_two and conmits
the configuration to the running configuration datastore.
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<rpc nessage-i d="config"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<edi t-config>
<t ar get ><candi dat e/ ><t ar get >
<confi g>
<confi gure>
<interfaces>
<interface>
<nane operation="del ete">i ntf_one</ nanme>
</interface>
<interface>
<nane>i ntf _t wo</ nanme>
<descri ption>Li nk noved to Paris</description>
</interface>
</interfaces>
</ configure>
</ config>
</ edit-config>
</rpc>

Session 1 then sends an <update> NETCONF operation

<rpc nessage-i d="update"
xm ns="urn:ietf:parans: xn : ns: netconf:base: 1. 0">
<updat e>
<resol uti on- node>revert-on-conflict</resol ution-node>
</ updat e>
</rpc>

A conflict is detected, the update fails with an <rpc-error> and no
nmer ges/ overw ite operations happen

The resulting data in private candidate 1 is:

<confi gure>
<interfaces>
<interface>
<name>i nt f _one</ nane>
<description>Link to San Franci sco<descri ption>
</interface>
<interface>
<nane>i ntf _t wo</ nanme>
<descri ption>Li nk to Tokyo<descri ption>
</interface>
</interfaces>
</ configure>
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4. Systemresol ution node and advertisenent of this node

The systemresolution node is revert-on-conflict. However, a system
MAY choose to select a different systemresol uti on node.

The systemresolution node only takes effect if a server
i npl ementation perfornms an automatic update to all private candidate
configurations following a commt to running.

The systemresol uti on node MUST be advertised in the :private-

candi date capability by adding the default-resol ution-node paraneter
if the systemdefault is anything other than revert-on-conflict. |If
the system default resolution node is revert-on-conflict then
advertising this in the :private-candidate capability is optional

In this exanple, a server has configured a default systemw de
resol uti on node of prefer-running which MJST be signalled with the
:private-candidate capability as foll ows:

urn:ietf:params: netconf:capability:private-candidate:1.0
?def aul t -resol uti on- node=pr ef er-runni ng

5. Supported resol ution nodes

A server SHOULD support all three resolution npbdes. However, if the
server does not support all three nodes, the server MJST report the
supported nodes in the :private-candidate capability using the
supported-resol uti on-nodes, for exanpl e:

urn:ietf:paramnms: netconf:capability:private-candidate: 1.0

?support ed-resol uti on- nodes=revert-on-conflict, prefer-candi date

NETCONF oper ati ons
1. New NETCONF operations
.1.1. <update>

The <update> operation triggers a rebase of the private candi date
configuration against the running configuration. This rebase is
conceptual Iy described as replacing the candidate configuration with
the current running configuration at that point in tine and replaying
the configuration changes fromthe candi date against it, identifing
any conflicts as this process progresses.

The <updat e> operation nmay be triggered manually by the client or
automatically by the server.
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The <update> operation is atomic. This nmeans that the entire
<updat e> operation succeeeds or the entire <update> operation MJST
fail

The <updat e> operation MJST be inplicitly triggered by a specific
NETCONF session issuing a <conmit> operation when using private
candidates. This inplicit <update> operation always has a resol ution
mode of revert-on-conflict. The actual order of operations in the
server MJST be to issue the inplicit <update> operation first and
then the <commit> operation

A <commit> operation that fails the inplicit <update> operation MJST
fail. The client is then required to make a specific decision to
rectify the issue prior to conrmtting. This may be to edit the
private candi date configuration or to issue a manual <update>
operation with a specific resolution node sel ect ed.

3.8.1.1.1. <resol ution-node> paraneter
The <update> operation takes the optional <resolution-node> paraneter

The resol ution nodes are described earlier in this docunent and the
accepted inputs are:

* revert-on-conflict (default)
* prefer-candidate
* prefer-running

3.8.2. Updated NETCONF operations

Speci fic NETCONF operations altered by this docunent are listed in
this section.

3.8.2.1. <commt>

The behavi our of the <conmmit> operation is updated such that
processing a <commt> MJST follow a two step process in order to copy
the proposed private configuration into the running configuration
These steps are:

1. An inplicit update operation MJST be perforned by the server

usi ng the resol uti on-nmode revert-on-conflict (described earlier
in this docunent).
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2. On successful conpletion of step 1, the private candi date
configuration is copied into the running configuration repl acing
the current contents.

3.8.2.1.1. Interactions with commt confirnmed operations and private
candi dat es

Not hing in this document alters the behaviour of the <confirned>,
<persi st> or <persist-id> paraneters and these MJST wor k when using
the a private candidate configuration if the :confirmed-commt
capability is adverti sed.

When a private candidate is committed using the <confirnmed/ >
paraneter and the conmit operation disconnects the client’s session,
the configuration in the running configuration is imredi ately
reverted and the proposed client changes are discarded.

When a private candidate is committed using the <confirmed/ >
paraneter and the conmit operation does not disconnect the client’s
session, and subsequently, the commit operation is either cancelled
usi ng the <cancel -conmt> operation or the timeout expires, the
running configuration is reverted and the proposed client changes are
returned to the client’s private candi date.

If a private candidate is comrtted using the <confirmed/ > paraneter
and the <persist> paraneter is provided, and the client subsequently
di sconnects its session for any reason whilst the timer is running,
upon cancel l ation using the <cancel -commt> operation or on the
expiry of the tinmer, the running configuration will be reverted, and
the proposed client changes are discarded.

3.8.2.2. <get-config>

Perform ng a <get-config> operation with the candi date configuration

datastore as the source input paranmeter will instead act on the
private candi date datastore, and return data fromthat datastore. |f
no private candi date configuration has been created, one will be

created at this point.
3.8.2.3. <edit-config>

Perform ng an <edit-config> operation with the candi date
configuration datastore as the target, the changes will be placed

into the private candi date configuration datastore. |f no private
candi date configurati on has been created, one will be created at this
poi nt .
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3.8.2.4. <copy-config>

When perform ng a <copy-config> operation with the candi date
configuration datastore as the source or target, the private
candidate will be used. |If no private candidate configuration has
been created, one will be created at this point.

3.8.2.5. <get-data>
Perform ng a <get-data> operation with the candidate configuration
datastore as the datastore, the configuration fromthe private
candidate will be returned. |If no private candi date configuration
has been created, one will be created at this point.

3.8.2.6. <edit-data>
Perform ng an <edit-data> operation with the candi date configuration
datastore as the datastore, the changes will be placed into the

private candi date configuration datastore. |f no private candi date
configuration has been created, one will be created at this point.

3.8.2.7. <conpare>
Perform ng a <conpare> [ RFC9144] operation with the candidate
datastore, operating as a private candidate, as either the <source>
or <target> is a valid operation

If <conpare> is perforned prior to a private candi date configuration
bei ng created, one will be created at that point.

The <conpare> operation is extended by this docunent to allow the
ability to conpare the private candidate (at its current point in
time) with the same private candidate at an earlier point in tine, or
wi t h anot her datastore.

3.8.2.7.1. <reference-poi nt> paraneter

Thi s docunent adds the optional <reference-point> node to the input
of the <conpare> operation that accepts the follow ng val ues:

* | ast-update
* creation-point

Servers MAY support this functionality but are not required to by
t hi s docunent.
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The | ast-update selection of <reference-point> will provide an out put
comparing the current private candidate configuration with the same
private candi date configuration at the tine it was |ast updated using
t he <updat e> NETCONF operation described in this docunment (whether
automatically or nanually triggered).

The creation-point selection of <reference-point> will provide an
out put conparing the current private candi date configuration
datastore with the sane private candi date configuration datastore at
it was first created.

3.8.2.8. <lock>

The behavi our of the <l ock> operation is updated such that |ocking
the candi date configuration datastore will |ock that session’s
private candi date configuration datastore only.

3.8.2.9. <unl ock>

The behavi our of the <unl ock> operation is updated such that
unl ocki ng the candi date configuration datastore will unlock that
session’s private candidate configuration datastore only.

3.8.2.10. <delete-config>

The behavi our of the <del ete-config> operation is updated such that
deleting the private candidate will destroy the private candi date for
that session. A new one wll subsequently be created on first access
as described in Section 3.2.

3.8.2.11. <discard-changes>

The behavi our of the <di scard-changes> operation is updated such that
di scarding the changes in a private candidate will reset it to the
state it was when it was initially created, or to the state foll ow ng
the | atest <update> operation, whichever is nost recent. This state
may not match the current running configuration

To align the private candidate with the running configuration the
<updat e> or <del ete-confi g> operati ons may be used.

3.8.2.12. <get>
The <get > operation does not accept a datastore value and therefore

this document is not applicable to this operation. The use of the
get operation will not create a private candi date configuration
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3.8.2.13. <cancel -conmit>

The <cancel -conm t> operation is unchanged. Any changes made to the
running configuration are returned to the private candidate if it
still exists. See Section 3.8.2.1.1 for further details.

4. | ANA Consi derations

Thi s docunent requests the registration the the foll owi ng NETCONF
capabilities:

* urn:ietf:paranms: netconf:capability:private-candidate: 1.0 (Version
1.0)

Thi s docunent al so requests the registration of the follow ng YANG
nmodul es in the YANG Modul e Nanes registry and in the | ETF XM

* jetf-netconf-private-candidate
* jetf-netconf-private-candi date-conpare
5. Security Considerations

The "ietf-netconf-private-candidate" and "ietf-netconf-private-
candi dat e- conpare" YANG nodul es define data nodel s that are designed
to be accessed via YANG based managenent protocols, such as NETCONF
[ RFC6241] and RESTCONF [ RFC8040]. These YANG based nanagenent
protocols (1) have to use a secure transport layer (e.g., SSH

[ RFC4252], TLS [RFCB446], and QUI C [ RFC9000]) and (2) have to use
mut ual aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

Sone of the RPC or action operations in this YANG nodul e may be

consi dered sensitive or vulnerable in some network environnents. |t
is thus inportant to control access to these operations.
Specifically, the foll owi ng operations have particular sensitivities/
vul nerabilities:

* <update>: This operation nodifies the private candi date
configuration based on the current running configuration
Unaut hori zed access to this operation could | ead to unintended
configuration changes in the private candi date.

6. References
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6.2. Informative References
Appendi x A. YANG nodul es
A. 1. ietf-netconf-private-candi date@026-02-03. yang
<CODE BEG@ NS> file "ietf-netconf-private-candi date@026-02-03. yang"
modul e i etf-netconf-private-candidate {
yang-version 1.1;

nanespace "urn:ietf:parans: xm :ns:yang:ietf-netconf-private-candi date";
prefix pc;
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organi zati on

"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup";
cont act

"WG Web: <http://tools.ietf.org/wy/ netconf/>

WG List: <netconf@etf.org>

Edi t or: James Cummi ng
<j ames. cumi hg@oki a. conp

Edi tor: Robert Wlls
<row | | s@i sco. conp";
description
"NETCONF private candi date support.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revisi on 2026-02-03 {
description
"Introduce private candi date support";
ref erence
"draft-ietf-netconf-privcand:
Net conf Private Candidates";
}
revisi on 2025-10-30 {
description
"Introduce private candi date support”;
ref erence
"draft-ietf-netconf-privcand:
Net conf Private Candi dates";
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revisi on 2024-09-12 {
description
"Introduce private candi date support”;
ref erence
"draft-ietf-netconf-privcand:
Net conf Private Candi dates";

}

feature private-candidate {
description
"NETCONF : private-candi date capability;
If the server advertises the :private-candidate
capability for a session, then this feature nust
al so be enabled for that session. O herw se,
this feature nust not be enabled.”;
ref erence
"draft-ietf-netconf-privcand";
}

rpc update {
if-feature "private-candi date";
description
"Updates the private candidate fromthe running
configuration.";
ref erence
"draft-ietf-netconf-privcand";
i nput {
| eaf resol ution-node {
type enuneration {
enum revert-on-conflict {
description
"Rej ect update when any conflicting
node is found and revert the private
candi date configuration datastore to its
state prior to issuing the update.";
}
enum pref er-candi date {
description
"Resol ve conflicted node by selecting
the private candidate configuration
dat astore version.";
}
enum prefer-runni ng {
description
"Resol ve conflicted node by selecting
the running configuration datastore
version.";
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default "revert-on-conflict";
description
"Mode to resolve conflicts between runni ng and
privat e-candi date configurations.";
}
}
}

}
<CODE ENDS>
A. 2. ietf-netconf-private-candi date-conpare@026-02-03. yang

<CODE BEG NS>
file "ietf-netconf-private-candi date-conpare@026-02-03. yang"
nmodul e i etf-netconf-private-candi date-conpare {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-netconf-private-candi date-conpare"”;

prefix pccnp;

import ietf-netconf-private-candidate {
prefix pc;

i mport ietf-nnda-conpare {
prefix cnp;
}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act
"W Web: <http://tools.ietf.org/wy/ netconf/>
W5 List: <netconf@etf.org>

Edi t or: James Cumm ng
<j ames. cunm ng@oki a. conp

Edi t or: Robert Wlls
<row | | s@i sco. conmp";
description
"NETCONF private candi date support.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions
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Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words 'MUST', 'MUST NOT', 'REQU RED , 'SHALL', 'SHALL
NOT’, *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revisi on 2026-02-03 {
description
"Introduce private candi date support”;
ref erence
"draft-ietf-netconf-privcand:
Net conf Private Candi dates";
}
revision 2025-10-30 {
description
"Introduce private candi date support”;
ref erence
"draft-ietf-netconf-privcand:
Net conf Private Candi dates";
}
revision 2024-09-12 {
description
"Introduce private candi date support”;
ref erence
"draft-ietf-netconf-privcand:
Net conf Private Candi dates";

}

augrment "/cnp: conpare/ cnp:input” {
if-feature "pc:private-candi date";
description
"Augnent private candi date extensions into the NETCONF conpare
RPC" ;
| eaf reference-point {
type enuneration {
enum | ast -updat e {
description
"Conpare using the point the private
candi date configuration datastore was
| ast updated using the update or conmmt
RPCs. ";

Cunming & Wlls Expi res 24 August 2026 [ Page 32]



I nternet-Draft NETCONF/ RESTCONF Private Candi dates February 2026

}

enum creati on-poi nt {
description
"Conpare using the point the private
candi date configuration datastore was
initially created.”;

}

default "l ast-update”;
description
"When this leaf is provided and the source or
destination is the candi date datastore, operating
in private candi date node, the conparison wll
ei ther occur between the | ast-update point of
the private candi date or the creation-point of
the private candidate.”;
ref erence
"draft-ietf-netconf-privcand";
}
}

}
<CODE ENDS>
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