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Abst ract

RFC 7589 defines how to protect NETCONF messages with TLS 1.2. This
docunent updates RFC 7589 to update support requirenents for TLS 1.2
and add TLS 1.3 support requirenents, including restrictions on the

use of TLS 1.3's early data.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://netconf-
wg. gi t hub. i o/ netconf-over-tlsl3/draft-ietf-netconf-over-tlsl3.htni.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-netconf-over-tlsl3/.

Di scussi on of this docunent takes place on the Network Configuration
Working Goup mailing list (mailto:netconf@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/netconf/.
Subscribe at https://ww.ietf.org/ mailman/listinfo/netconf/.

Source for this draft and an issue tracker can be found at
https://github. com net conf-wg/ netconf-over-tl si3.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 July 2024.
Copyright Notice

Copyright (c) 2024 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC7589] defines how to protect NETCONF nessages [ RFC6241] with TLS
1.2 [RFC5246]. This docunment updates [RFC7589] to update support
requirenents for TLS 1.2 [RFC5246] and to add TLS 1.3
[I-Dietf-tls-rfc8446bis] support requirenents, including
restrictions on the use of TLS 1.3 s early data which is al so known
as O-RTT data. It also updates the "netconf-tls" | ANA Regi stered
Port Number entry to refer to this docunent. Al other provisions
set forth in [RFC7589] are unchanged, including connection
initiation, nessage fram ng, connection closure, certificate
validation, server identity, and client identity.

Turner & Housl ey Expires 21 July 2024 [ Page 2]



I nternet-Draft NETCONF over TLS January 2024

2

| NOTE: Inplenentations that support TLS 1.3
| [I-Dietf-tls-rfc8446bis] should refer to TLS 1.3
| [I-Dietf-tls-rfc8446bis] in Sections 4 and 5 of [ RFC7589].

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Early Data

Early data (aka O-RTT data) is a mechanismdefined in TLS 1.3
[I-D.ietf-tls-rfc8446bis] that allows a client to send data ("early
data") as part of the first flight of nessages to a server. Note
that TLS 1.3 can be used without early data as per Appendix F.5 of
[I-Dietf-tls-rfc8446bis]. |In fact, early data is permtted by TLS
1.3 only when the client and server share a Pre-Shared Key (PSK),
either obtained externally or via a previous handshake. The client
uses the PSK to authenticate the server and to encrypt the early
dat a.

As noted in Section 2.3 of [I-D.ietf-tls-rfc8446bis], the security
properties for early data are weaker than those for subsequent TLS-
protected data. In particular, early data is not forward secret, and
there is no protection against the replay of early data between
connections. Appendix E.5 of [I-D.ietf-tls-rfc8446bis] requires
applications not use early data without a profile that defines its
use. This docunent specifies that NETCONF i npl enentations that
support TLS 1.3 MJUST NOT use early data.

Ci pher Suites

| mpl enent ati ons MJST support nutually authenticated TLS 1.2 [ RFC5246]
and they are, as specified in [ RFC9325], recomended to support the
ci pher suites found in Section 4.2 of [RFC9325].

I mpl enent ati ons MAY inplenment additional TLS 1.2 cipher suites that
provi de nutual authentication [ RFC5246] and confidentiality as
requi red by NETCONF [ RFC6241].

| mpl enent ati ons SHOULD support nutually authenticated TLS 1.3
[I-Dietf-tls-rfc8446bis] and, if inplenented, MJIST prefer to
negotiate TLS 1.3 over earlier versions of TLS
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I mpl ement ati ons that support TLS 1.3 [I-D.ietf-tls-rfc8446bis] are
REQUI RED t o support the mandatory-to-inpl enent cipher suites listed
in Section 9.1 of [I-D.ietf-tls-rfc8446bis].

I npl enent ati ons that support TLS 1.3 MAY inplenent additional TLS
ci pher suites that provide nutual authentication and confidentiality,
whi ch are required for NETCONF [ RFC6241].

5. Security Considerations

The Security Considerations of [RFC6241], [RFC7589], and [ RFC9325]
apply here as well.

NETCONF i npl enent ati ons SHOULD fol | ow the TLS recomrendati ons gi ven
in [ RFC9325].

For inplenentations that support TLS 1.3, the Security Considerations
of TLS 1.3 [I-D.ietf-tls-rfc8446bis] apply.

As specified in [ RFC7589], NETCONF over TLS requires nutua
aut henti cati on.

For inplenentations that support TLS 1.3 [I-D.ietf-tls-rfc8446bis]:

TLS 1.3 nutual authentication is used to ensure that only

aut hori zed users and systens are able to view the NETCONF server’s
configuration and state or to nodify the NETCONF server’s
configuration. To this end, neither the client nor the server
shoul d establish a NETCONF over TLS 1.3 connection with an
unknown, unexpected, or incorrectly identified peer; see Section 7
of [RFC7589]. |If deploynents nake use of a trusted |ist of
Certification Authority (CA) certificates [RFC5280], then the
listed CAs should only issue certificates to parties that are

aut horized to access the NETCONF servers. Doing otherw se wll
allow certificates that were issued for other purposes to be

i nappropriately accepted by a NETCONF server

The Security Considerations of [RFC9525] apply to all inplenentations
when the client checks the identity of the server, as is required in
Section 6 of [RFC7589].

6. | ANA Consi derations
IANA is requested to add a reference to this docunent in the
"netconf-tls" entry in the "Service Nanme and Transport Protocol Port

Nunber Registry". The updated registry entry woul d appear as
fol |l ows:
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Servi ce Nane: netconf-tls
Transport Protocol (s): TCP
Assi gnee: | ESG <i esg@etf.org>
Cont act : | ETF Chair <chair@etf.org>
Descri ption: NETCONF over TLS
Ref er ence: RFC 7589, [THI S RFC]
Port Number: 6513
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