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Abst ract

Thi s docunent specifies howto use QU C as a secure transport for
exchangi ng Network Configuration Protocol (NETCONF) messages.

NETCONF over QUIC allows to take advantage of QU C streans, for
exanple, to elimnate sone TCP head-of-1ine bl ocking issues. NETCONF
over QUIC provides security properties simlar to NETCONF over TLS

Thi s docunent al so defines a YANG nodul e which augnments the ietf-
netconf-client and ietf-netconf-server YANG nodul es.

Edi

torial note (to be renoved by the RFC Editor

This draft contains placehol der val ues that need to be replaced with
finalized values at the time of publication. This note summarizes
all of the substitutions that are needed. No other RFC Editor
instructions are specified elsewhere in this docunent.

Artwork in this docunent contains shorthand references to drafts in
progress. Please apply the follow ng repl acenents:

*  AAAA --> the assigned RFC value for this draft

* BBBB --> the assigned RFC value for draft-ietf-netconf-netconf-
client-server

* CCCC --> the assigned RFC value for draft-ietf-netconf-quic-
client-server

Dai, et al. Expires 20 April 2026 [ Page 1]



I nternet-Draft NETCONF over QUIC Cct ober 2025

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Network Configuration Protocol (NETCONF) [RFC6241] defines a
mechani sm t hr ough whi ch the configuration of network devices can be
installed, manipul ated, and del et ed.

NETCONF can be conceptually partitioned into four |ayers: content,
operation, nessage and security transport |ayers.

The Secure Transport |ayer provides a conmmuni cation path between the
client and server. NETCONF can be | ayered over any transport
protocol that provides a set of basic requirenents, such as:

1. NETCONF is connection-oriented, requiring a persistent connection
bet ween peers. This connecti on MJUST provide reliable and
sequenced data delivery. NETCONF connections are |ong-lived,
persi sting between protocol operations.

2. NETCONF connections MJST provide authentication, data integrity,
confidentiality, and replay protection. NETCONF depends on the
transport protocol for this capability.

The NETCONF protocol is not bound to any particul ar transport
protocol, but allows a mapping to define how it can be inplenmented
over any specific protocol

However, because of the connection-oriented feature, alnost all of
the current secure transport protocols used by NETCONF are TCP based.
As is well known, TCP has some shortcom ngs such as head-of-1line

bl ocki ng.
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3.

3.

3.

QUI C ([ RFC9000] [ RFC9001]) conforms to the above requirenents,
therefore is also an appropriate transport protocol for NETCONF
Moreover, QUIC provides the follow ng additional benefits not present
in the other NETCONF transports:

* Single connection can be long lived and support nultiple NETCONF
RPC calls and responses wi thin the same connection, using streans.
This is very useful for a network managenent control station who
is regularly nmonitoring devices and therefore having a long |ived
connection requires way | ess resources on both peers.

* 1 RTT initial handshake that includes TLS
* Adaptable to nore difficult environments such as those with | ong

del ays ([!-D. many-ti ptop-usecase], [|-D. many-tiptop-quic-profile]

Therefore, QU C is a proper transport protocol for the secure
transport layer of NETCONF. This docunment specifies howto use QU C
as the secure transport protocol for NETCONF.

Term nol ogy and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Connecti on Managenent
1. Connection establishnent
QUI C connections are established as described in [RFCO9000]. During
connecti on establishment, support is indicated by selecting the ALPN
token registered for NETCONF over QUIC (see Section 10) in the
crypt ogr aphi ¢ handshake.
1.1. Early data

The QUIC protocol uses TLS 1.3 messages to secure the transport.
This neans that Early data (aka O-RTT data) is supported. [RFC9001]
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Early data (aka O-RTT data) is a mechanismdefined in TLS 1.3
[I-Dietf-tls-rfc8446bis] that allows a client to send data ("early
data") as part of the first flight of nessages to a server. Note
that TLS 1.3 can be used without early data as per Appendi x F.5 of
[I-Dietf-tls-rfc8446bis]. |In fact, early data is permtted by TLS
1.3 only when the client and server share a Pre-Shared Key (PSK),
either obtained externally or via a previous handshake. The client
uses the PSK to authenticate the server and to encrypt the early
dat a.

As noted in Section 2.3 of [I-D.ietf-tls-rfc8446bis], the security
properties for early data are weaker than those for subsequent TLS-
protected data. In particular, early data is not forward secret, and
there is no protection against the replay of early data between
connections. Appendix E.5 of [I-D.ietf-tls-rfc8446bis] requires
applications not use early data without a profile that defines its
use. This docunent specifies that NETCONF over QUI C inpl enentations
MUST NOT use early data.

3.2. Connection Term nation
3.2.1. QU C Connection Term nation Process

The typical QU C connection termination process is described in
[ RFC9000]

3.2.2. Considerations for Connection Term nation

When a NETCONF session is inplenmented based on a QU C connection, the
idle tineout should be set appropriately in order to keep the QU C
connection persistent even if the NETCONF session is idle. In sone
cases, disabling it may be a possible option

When a NETCONF server receives a <close-session> request, it wll
gracefully close the NETCONF session. The server SHOULD cl ose the
associ ated QU C connection

When a NETCONF entity receives a <kill-session> request for an open
session, it SHOULD cl ose the associated QU C connection

When a NETCONF entity is detecting the interruption of the QU C
connection, it SHOULD send a <cl ose-session> request to the peer
NETCONF entity.

VWhen a statel ess reset event occurs, nothing needs to be done by
either the client or the server
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4. Stream mappi ng and usage

The NETCONF protocol |ayers specified in [RFC6241] are presented in
Fi gure 1.

Layer Exanpl e
S + Fom e + g +
(4) | Cont ent | | Configuration | | Notification |
| | dat a | | dat a |
S + o e e e e oo + S +
I I I
- + e m e e + |
(3) | Operations | | <edit-config> | |
I I I I I
S + R + |
I I I
L + e + g +
(2) | Messages | | <rpc>, | | <notification> |
I | <rpc-reply> | I I
o m e e e oo - + o e e e e oo - + oo o - +
| | |
S + T +
(1) | Secure | | SSH, TLS, ... |
| Transport | | |
S + o m o e oo +

Figure 1: NETCONF Protocol Layers

Figure 1 shows that there are two kinds of nmain data fl ow exchanged
bet ween client and server:

* Configuration data fromclient to server.

* Notification data fromserver to client.

The two kinds of data flow need to be mapped into QU C streans.

QUIC Streans provide a |ightweight, ordered byte-stream abstraction
to an application. Streams can be unidirectional or bidirectional
meanwhi | e streans can be initiated by either the client or the
server. Unidirectional streans carry data in one direction: fromthe

initiator of the streamto its peer. Bidirectional streans allow for
data to be sent in both directions.
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QUIC uses StreamID to identify the stream The |east significant
bit (0x1) of the streamID identifies the initiator of the stream
The second | east significant bit (0x2) of the stream I D distinguishes
between bidirectional streanms (with the bit set to 0) and
unidirectional streans. Table 1 describes the four types of streans
and this table can al so be seen from [ RFC9000] .

| Bits | Stream Type |
[ plesfesbumfespumey e fumesfems ey o}
| OxO | dient-Initiated, Bidirectional
Fomm o - o e e e e e e e e e e eee— oo n +
| Ox1 | Server-lnitiated, Bidirectional
Fom e e - - o e e e e e e e e e e e e e m e e o +
| Ox2 | dient-Initiated, Unidirectional
+o-m - - T +
| Ox3 | Server-lnitiated, Unidirectional |
Fomm o - o e e e e e e e e e e eee— oo n +

Table 1: Stream | D Types
4.1. Bidirectional Stream Between client and server

NETCONF protocol uses an RPC-based communi cati on nodel .

Configuration data fromclient to server is exchanged based on
"<rpc> (the client initiating) and ’'<rpc-reply> (sent by the
server) and so on. The nessages used to exchange configuration data
MUST be mapped into one or nore bidirectional stream whose stream
type is Ox0 according to Table 1. Since RPC processing is serialized
and ordered within a session ([ RFC6241] section 4.5), a bidirectiona
stream MUST MJST be used for each NETCONF session

4.2. Unidirectional Streamfrom server to client
There are sonme notification data exchanged between the client and the
server. Notification is an server initiated nessage indicating that
a certain event has been recogni zed by the server.
Notification nessages are initiated by the server and no reply is
needed fromthe client. So the nessages used to exchange
notification data SHOULD be napped into one unidirectional stream
whose streamtype is Ox3 according to Table 1.

4.3. Mapping of QU C connection, QU C stream and NETCONF session

The rel ati onshi p anong NETCONF sessions, QU C streans and QUIC
connections is illustrted as foll ows.
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* One NETCONF session is allowed per QU C connection

* The NETCONF sessions, except subscriptions, runs over a QU C bidi-
stream

*  NETCONF Notifications and Subscri bed Notifications runs over one
QUI C uni - stream per subscription

4.4. RFCB071 Call Home Specific Case
In the case of [RFC8071] Call honme feature, where the NETCONF server
initiates the transport connection to the NETCONF client, Table 1
will be used as follows: - the Cient, referred in the Table, means
the QU Cinitiating party, therefore the NETCONF server and - the
Server neans the QUIC receiving party, therefore the NETCONF client.
5.  Endpoi nt Authentication

Since QUC uses TLS 1.3 this is used to verify server identity and
client identity.

5.1. Server ldentity

A server’s identity MJST be verified according to Section 6 of
[ RFC7589] .

5.2. dient ldentity

Aclient’s identity MJST be verified according to Section 7 of
[ RFC7589] .

6. Fram ng

In order to mtigate delimter injection attacks chunked fram ng as
defined in [ RFC6242] is required for NETCONF over QU C

7. Overview of YANG Modul e
Thi s docunent defines one YANG nodul e that augments the NETCONF YANG
groupings [I-D.ietf-netconf-netconf-client-server] with the QU C
transport YANG groupings [I-D.ietf-netconf-quic-client-server]. This
section presents an overview of the YANG Modul e.

7.1. The "netconf-client" augnentation

The followi ng tree diagram [ RFC8340] illustrates the augnentation of
the QUIC client grouping into the NETCONF client container
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7

augrment /ncc:netconf-client/ncc:initiate/ncc: netconf-server
/ ncc: endpoi nt s/ ncc: endpoi nt/ ncc:transport:
+--:(quic) {quic-initiate}?
+--rw quic
+---U quicc:quic-client

Fi gure 2

Comrent s:

*

2

Thi s augnentation to the "ncc:transport” container in "ietf-
netconf-client.yang" adds a "quic" case with a "quic" container
whi ch uses the "quicc:quic-client" grouping.

Note that the if-feature "quic-initiate"” conditions if the "quic"
container is available in the schenma.

The "netconf-server" augnmentation

The followi ng tree diagram [ RFC8340] illustrates the augnentation of
the QU C server grouping into the NETCONF server container

augrment /ncs: netconf-server/ncs:|isten/ncs: endpoi nts/ ncs: endpoi nt
/ ncs:transport:
+--:(quic) {quic-listen}?
+--rw quic
+---U qui cs: qui c-server

Figure 3

Comrent s:

*

Thi s augnmentation to the "ncs:transport” container in "ietf-
net conf-server.yang" adds a "quic" case with a "quic" container
whi ch uses the "quics:quic-server" grouping.

Note that the if-feature "quic-listen" conditions if the "quic"
container is available in the schema

YANG Mbdul e

Thi s YANG nodul e has normative references to
[1-D.ietf-netconf-netconf-client-server] and
[I-D.ietf-netconf-quic-client-server].

<CODE BEG NS> file "ietf-netconf-qui c@025-10-17.yang"

Dai ,
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modul e ietf-netconf-quic {

Dai ,

yang-version 1.1;

namespace
"urn:ietf:parans: xn :ns:yang:ietf-netconf-quic";

prefix ncquic;

import ietf-netconf-client {
prefix ncc;
ref erence
"RFC BBBB: NETCONF Client and Server Mbodel s";

}

i nport ietf-netconf-server {
prefix ncs;
ref erence
"RFC BBBB: NETCONF Client and Server Mbodel s";

}

inmport ietf-quic-client {
prefix quicc;
ref erence

Cct ober 2025

"RFC CCCC. YANG Groupings for QUC dients and QU C Servers";

}

import ietf-quic-server {
prefix quics;
ref erence

"RFC CCCC. YANG Groupings for QUC dients and QU C Servers";

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup";

cont act
"WG Web: https://datatracker.ietf.org/wg/ netconf
WG List: NETCONF WG |ist <mailto:netconf@etf.org>

Aut hor: Jinyou Dai
<mailto:dj y@i ber hone. se>

Aut hor: Shaohua Yu
<mai | t 0: yush@ae. cn>

Aut hor: Wi gi ang Cheng
<mai | t o: chengei qi ang@hi nanmobi | e. con®

Aut hor: Marc Bl anchet
<mai | t o: mar c. bl anchet @i ageni e. ca>
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Dai ,

Aut hor: Per Andersson
<mai |l to: per.ietf@onio.se>";

description
"Thi s nodul e defines augnentations for a NETCONF server to
al so support the QUIC transport.

Copyright (c) 2025 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is pernmitted pursuant to, and
subject to the license ternms contained in, the Revised
BSD License set forth in Section 4.c of the |ETF Trust’'s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC AAAA
(https://ww. rfc-editor.org/info/rfcAAAA); see the RFC
itself for full legal notices.

The key words ' MUST', ' MUST NOT', ' REQUI RED , 'SHALL’,
"SHALL NOT’, 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY’', and ' OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here.”;

revision 2025-10-17 {
description
"Initial version";
reference
"RFC AAAA: NETCONF over QUIC';

}

/| Features

feature quic-initiate {
description
"The "quic-initiate’ feature indicates that the NETCONF client
supports initiating QU C connections to NETCONF servers.";
ref erence
"RFC CCCC: YANG Groupings for QUC dients and QU C Servers";

}

feature quic-listen {
description
"The "quic-listen’ feature indicates that the NETCONF server
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supports the QU C transport.";
reference
"RFC AAAA: NETCONF over QU C';
}

/1 Augnents

augnment "/ncc:netconf-client/ncc:initiate" {
if-feature "quic-initiate";
description
"Add 'quic-initate’ feature to the NETCONF client connection
configuration.";

}

augnment "/ncc: netconf-client/ncc:initiate/ncc: netconf-server” +
"/ ncc: endpoi nts/ ncc: endpoi nt/ncc:transport” {
description
"Add QUIC transport to the NETCONF client connection
configuration”;
case quic {
if-feature "quic-initiate";
container quic {
description
"QUIC-level client paraneters to initiate a NETCONF over
QUI C connection.";
uses quicc:quic-client;
}
}
}

augnment "/ncs: netconf-server/ncs:listen" {
if-feature "quic-listen";
description
"Add 'quic-listen’ feature to the NETCONF server listen
configuration.";

}

augment "/ncs: netconf-server/ncs:|isten/ncs: endpoi nts" +
"/ ncs: endpoi nt/ncs: transport” {
description
"Add QUIC transport to the NETCONF server listen
configuration.";
case quic {
if-feature "quic-listen";
contai ner quic {
description
"QUI C- | evel server paraneters to listen for NETCONF over
QUI C connections.";
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uses qui cs: qui c-server
}
}
}
}

Figure 4

<CODE ENDS>

9. Security Considerations
The security considerations described throughout [RFC8446] and
[ RFC6241] apply here as well. This document requires verification of
server identity and client identity according to [ RFC7589].
An attacker might be able to inject arbitrary NETCONF nessages Vi a
sonme application that does not carefully check exchanged nessages
deliberately insert the delimter sequence in a NETCONF nessage to
create a DoS attack. Hence, applications and NETCONF APl s MJST
ensure that the delimter sequence defined in Section 2.1 never
appears in NETCONF nessages; otherw se, those nessages can be
dropped, garbled, or msinterpreted.
If invalid data or mal formed nessages are encountered, a robust
i mpl ementation of this document MJST silently discard the nessage
wi t hout further processing and then stop the NETCONF sessi on.

10. | ANA Consi derations
Thi s docunent creates a new registration for the identification of
NETCONF over QUIC in the "Application Layer Protocol Negotiation
(ALPN) Protocol IDs registry established in [RFC7301].
The "noq" string identifies NETCONF over QU C
* Protocol: NETCONF over QUIC
* ldentification Sequence: 0Ox6e Ox6f 0x71 ("noq")
* Specification: This docunent

Thi s docunent al so requests IANA to reserve a UDP port for ' NETCONF
over QU C :

* Service Nane: netconf-quic

* Transport Protocol (s): UDP

Dai, et al. Expires 20 April 2026 [ Page 13]
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* Assignhee: |ESGiesg@etf.org

* Contact: |IETF Chair chair@etf.org

* Description: NETCONF protocol over QUIC transport
* Reference: RFC AAAA

* Port nunber: 831

* Assignnent Notes: Port 831 is currently assigned to netconf-beep,
but a de-assignnent is requested in
[1-D.ietf-netconf-port-nunbers].
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