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Abstract

This docunent defines a new extensible Notification structure,
defined in YANG for use in YANG Push Notification nessages, both for
NETCONF and RESTCONF, enabling any YANG conpati bl e encodi ngs such as
XM, JSON, or CBOR Additionally, it defines two essenti al
extensions to this structure, the support of a hostnane and a
sequence nunber and the support of a timestanp characterizing the
moment when the data was observed.
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1. Introduction

YANG- Push [ RFC8639] al l ows Publishers to send Notifications to a data
collection system The YANG Push Receiver decodes the message and
optionally validates the header and the content before forwarding to
the next process in the data collection system

The Notification encoded nessage from YANG Push, as defined in
Section 2.6 of [RFC8639], is currently based on the XM. nodel from
NETCONF Event Notifications [RFC5277]. This nodel has the drawback
that only a single mandatory 'eventTine’ |eaf is defined and does not
offer a way to extend this header with new Notification netadata.
Additionally, the "eventTine’ reports "The tinme the event was
generated by the event source" and not the netric observation ting;
the data collection system m ght draw the wong conclusion in case of
a busy Publisher that delays the YANG Push export or in case a YANG
Push Publisher re-exports the YANG Push message. Finally, this XM
model is only valid for XM.-based environnents. \WWen nessages are
encoded in other YANG encodi ngs, such as JSON [ RFC7951] or CBOR

[ RFC9254], validators cannot use YANG to validate the nessage schena.

YANG data consumers receiving Notifications require additiona
Notification netadata to understand the full context of the received
message. For exanple, in addition to the timestanp of when the event
was encoded, it is also inportant to know the tinmestanp when the
metrics were observed, the hostnane that sourced the nessage, and
have sequence nunbers. The hostnane is required because transport-

| evel source information is not preserved once Notifications are
forwarded to downstream systens, and havi ng sequence nunbers at the
notification | evel enable operators to detect |ost notifications

t hroughout the data processing chain. This additional Notification
metadata is al so helpful in correlating the data with other sources
of Network Telemetry [RFC9232] information.

For such reasons, this document proposes the foll ow ng:

* First, it provides an extensible YANG Notification header allow ng
i npl ementors and authors of Internet-Drafts to easily add new
Notification netadata to the Notification nessage

* Second, it provides the first crucial extensions enabling
operators to identify which network node publishes which YANG Push
messages, when the events or netrics were observed on the network
node, and in which order the nessages were transnmitted to the
Recei ver.
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* And finally, it provides a way to enable and disable these
extensions globally at the Server, nmaking the coexistence of
di fferent YANG Push and NETCONF Event Notification [ RFC5277]
possi bl e.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The terms "Subscription", "Dynam c Subscription”, "Configured
Subscription”, "Publisher”, "Receiver" and "Notification Message" are
used as defined in [ RFC8639].

The term"dient" and "Server" is used as defined in [ RFC6241] for
NETCONF and [ RFC8040] for RESTCONF

The ternms "I nplenmentation-time Information" and "Runtinme |nformation”
are used as defined in [ RFC9196].

In addition, this docunment defines the follow ng terns:

Notification Metadata: Additional data describing the context of a
notification that is sent in each nmessage, e.g. which node generated
the nmessage or at which tinme the notification was published.

Notification Envel ope: YANG structure encapsul ati ng the payl oad of a
notification, allow ng the inclusion of metadata.

2. Relationship to past documents

This section shows the relationship to [ RFC5277], [RFC8639],
[ RFC7951] and [ RFC9254] .

2.1. Relationship to RFC5277
[ RFC5277] defines a mechani smfor NETCONF Servers to send
Notifications to collectors. These are the key rel ati onshi ps between
the current docunent and [ RFC5277]:
* This document does not change the header defined by [ RFC5277] nor

updat e any behavi or defined in [RFC5277]. Inplenentations of
[ RFC5277] use the header defined in Section 2.2.1 of [RFC5277].
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2. 2.

The co-existence of the Notification nodel defined in [ RFC5277]
and the nodel defined in the current document is possible. The
co-exi stence is discussed in Section 6

Rel ati onship to RFC8639

Subscri bed Notifications [ RFC8639] defines a mechani smon top of
[ RFC5277] to stream Notifications fromthe Server. These are the key
rel ati onshi ps between the current docunent and [ RFC8639]:

*

2. 3.

Section 1.4 of [RFC8639] states that the solution uses the
Notification header defined in [ RFC5277]. This docunent proposes
a new header, which Cients can enable to replace the header
defined in [ RFC5277] for YANG defined event records. Wen this
new header is used, YANG defined Notifications sent via Subscribed
Notifications [RFC8639] are encoded as defined in Section 3.1
Servers MJST continue using the [ RFC5277] header for NETCONF event
streans.

2.4 and 2.5 of [RFC8639] defines how a Dynam ¢ Subscription and
Confi gured Subscriptions are managed. This docunment extends the
Subscri bed Notifications configuration [ RFC8639] to support
enabling the new header defined in this docunent.

Rel ati onship to RFC7950

[ RFC7950] defines how YANG data is encoded in XM.. These are the key
rel ati onshi p points between the current docunent and [ RFC7950]:

*

Section 7.16.2 of [RFC7950] defines the XM. encodi ng of YANG
Notification. This docunent defines a new header for such
Notifications. Wen a YANG Push Publisher inplements the
specifications in this docunent with the XM. encodi ng, the
Notifications are encoded according to Section 3.1.2.1

Rel ati onship to RFC7951

[ RFC7951] defines how YANG data i s encoded using JSON. These are the
key rel ationship points between the current docunent and [ RFC7951]:

*

[ RFC7951] does not define explicitly how a YANG Notifi cation
shoul d be encoded using JSON encodi ng. This docunent specifies a
new header for such Notifications. Wen a YANG Push Publisher

i mpl ements the specifications in this document with JSON encodi ng,
the Notifications are encoded according to Section 3.1.2.2.
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2.5. Relationship to RFC9254

[ RFC9254] defines how YANG data i s encoded using CBOR  These are the
key rel ationship points between the current docunent and [ RFC9254]:

* [RFC9254] does not define explicitly how a YANG Notification
shoul d be encoded usi ng CBOR encodi ng. Wen a YANG Push Publi sher
i mpl ements the specifications in this document in CBOR encoding,
the Notifications are encoded according to Section 3.1.2.3 in this
docunent .

3. Notification Envel ope Mde

Section 4.2.10 of [RFC7950] defines the encodi ng of YANG
Notifications. A Notification is defined by a "notification
statement in the YANG nodule. Wen a NETCONF Server sends a
Notification, it conprises two parts: a header containing
Notification netadata that encapsul ates the content and the content
defined by the '"notification statenent.

In YANG 1.1 [RFC7950], the Notification header is based on the node
defined in [ RFC5277] which contains a single netadata 'event Ti ne’

| eaf. An exanmple extracted from[RFC7950] is shown in the follow ng
XM

<notification
xm ns="urn:ietf:parans: netconf:capability:notification:1.0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<link-failure xm ns="urn: exanpl e: systeni' >
<i f-name>so-1/2/3.0</if-name>
<i f-adm n-status>up</if-adm n-status>
<i f-oper-status>down</if-oper-status>
</link-failure>
</notification>

Thi s docunent defines a new Notification header and enabl es extendi ng
this header with new Notification nmetadata. The Notification header
and extensions in this docunent are to be used in YANG Push [ RFC38641]
environments and can be inplenmented with NETCONF [ RFC6241] and
RESTCONF [ RFC8040]. When enabl ed, this new header MJST repl ace all
Notifications defined in both Subscribed Notifications [ RFC8639] and
YANG- Push [ RFC8641] for the entire Server, for both Configured and
Dynam ¢ Subscri pti ons.
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The remainder of this section is structured as follows. Section 3.1
defines the Notification Envel ope and how this structure is encoded

using XM, JSON, and CBOR. Section 3.2 and Section 3.3 defines the

first Notification extensions to both the Notification Envel ope and

t he YANG Push header

The Notification Envel ope and extensi ons are enabl ed through the
mechani sm defined in Section 4. dients can discover the support of
this header and extensions for both inplenmentation-tinme and runtinme
t hrough the di scovery mechani smdefined in Section 5

3.1. Notification Envel ope Structure
This section defines the structure of the Notification Envel ope. The
foll owi ng sections define how this structure is encoded in XM, JSON
and CBOR

3.1.1. Base Notification Mde

Whien a YANG Push Publisher uses the Notification nodel defined in
this document, the Notification is structured as foll ows:

* The Notification is encapsulated in a root 'envel ope’ container
* The header of the Notification contains the Notification netadata
that is enabled during the configuration of the Subscription as

child nodes of the root ’envel ope’ container

* The content of the Notification defined by the 'notification
statenent is encoded in the 'contents’ |eaf.

The following YANG tree [ RFC8340] illustrates the Notification
Envel ope supporting only the mandatory netadata 'event-tine’. Refer
to Section 3.2 for nore extensions to this header

structure envel ope:

+-- event-tine yang: dat e-and-ti ne
+-- contents? <anydat a>

3.1.2. Encodings of the Notification Envel ope

The YANG Notification can be encoded using XM
[ WVBC. REC- xml - 20001006] [ RFC7951], JSON [ RFC7951] and CBOR [ RFC9254].
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3.1.2.1. XM encoding

A YANG Notification encoded in XML is structured as a root 'envel ope
container. The nanespace of this container is the nanespace defined
in the YANG nodule "ietf-yp-notification

urn:ietf:parans: xm:ns:yang:ietf-yp-notification

Two mandatory child nodes within the *envel ope’ container are
expected, representing the event tine and the Notification payl oad.

When other Notification netadata is enabl ed through configuration,
the suppl ementary nodes are encoded at the sane | evel as the
mandatory 'event-tinme’ node. The YANG nodes in the Notification
header use the XM. nanespace fromthe nodul e that defines the nodes.
Thi s docunent defines two Notification metadata. Refer to

Section 3.2 for nore details.

The content of the Notification that is defined by the 'notification
statenment is encoded in the 'contents’ node. The name and nanespace
of this payload el enent are determ ned by the YANG nodul e cont ai ni ng
the "notification' statenent representing the Notification nmessage.

The foll owi ng exanpl e shows a ' push-update’ Notification defined in
t he YANG nodul e of YANG Push [ RFC8641] encoded in XM
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<envel ope xm ns="urn:ietf:parans: xn :ns:yang:ietf-yp-notification">
<event -ti me>2024-10- 10T10: 59: 55. 32Z</ event - ti me>
<cont ent s>
<push-updat e xm ns="urn:ietf:parans: xnm :ns:yang:ietf-yang-push">
<i d>1011</id>
<dat ast or e- cont ent s>
<interfaces
xm ns="urn:ietf:paranms: xnm :ns:yang:ietf-interfaces">
<interface>
<nane>et h0</ nane>
<type>i ana-if-type: et hernet Csmacd</type>
<if-index>1</if-index>
<adm n- st at us>down</ admi n- st at us>
<oper - st at us>down</ oper - st at us>
<statistics>
<di scontinuity-tinme>
2013- 04-01T03: 00: 00+00: 00
</discontinuity-tine>
</statistics>
</interface>
</interfaces>
</ dat ast or e-cont ent s>
</ push- updat e>
</ cont ent s>
</ envel ope>

Figure 1: XM.-encoded notification
3.1.2.2. JSON Encoding

A YANG Notification encoded in JSON is structured as a root
"envel ope’ container. The namespace of this container is the nane of
the YANG nmodule "ietf-yp-notification defined in Section 7.1.2.

Two nandatory child nodes within the "ietf-yp-notification:envel ope
contai ner are expected, representing the event tinme and the
Notification payload. The 'event-tine’ node is defined within the
same namespace as the 'ietf-yp-notification:envel ope’ container.

When ot her Notification netadata is enabl ed through configuration,
the suppl ementary nodes are encoded at the sane | evel as the
mandatory 'event-tinme’ node. The YANG nodes in the Notification
header use the YANG nodul e nane fromthe nodul e that defines the
nodes as its nanespace. Two additional metadata are described in
this document. Refer to Section 3.2 for nore details.
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The content of the Notification that is defined by the 'notification
statenment is encoded in the 'contents’ node. The name and nanespace
of this payload el enent are determ ned by the YANG nodul e cont ai ni ng
the "notification' statenent representing the Notification nmessage.

The foll owi ng exanpl e shows a "push-update” Notification defined in
the YANG nodul e of YANG Push [ RFC8641] encoded in JSON

{

"ietf-yp-notification:envel ope": {
"event-tinme": "2024-10-10T08: 00: 11. 222",
"contents": {

"i etf-yang-push: push-update": {
"id": 1011,
"dat astore-contents": {
"ietf-interfaces:interfaces": {
"interface": |
{
"name": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"if-index": 1,
"adm n-status": "up",
"oper-status": "up"”,
"statistics": {
"discontinuity-time": "2024-10-10T07: 50: 00Z"
}
}
]
}
}
}
}
}
}

Fi gure 2: JSON-encoded Notification
3.1.2.3. CBOR Encoding

YANG Notifications can be encoded in CBOR using Nanmes or SIDs in
keys.

Notifications encoded using nanmes is sinmlar to JSON encodi ng as
defined in Section 3.3 of [RFC9254]. The key of the el enent can be
the nane of the elenent itself or be nanespace-qualified. 1In the

| atter case, the nanespace of the Notification encoded nessage uses
the YANG nodul e nanme 'ietf-yp-notification’, defined in

Section 7.1.2.
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Notification encoded using YANG Sl Ds repl aces the nane of the keys of
the CBOR encoded message with a 63-bit unsigned integer. In this
case, the keys of the encoded data use the SID value as defined in
Section 3.2 of [RFC9254]. A SID allocation process is needed

bef orehand as defined in [ RFC9595].

In the Notification, two mandatory child nodes within the "ietf-yp-
notification:envel ope’ container are expected, representing the event
time and the Notification payload. The ’'event-tinme’ node is defined
within the sane nanespace as the 'ietf-yp-notification:envel ope’
cont ai ner.

When other Notification netadata is enabl ed through configuration,
the suppl ementary nodes are encoded at the sane | evel as the
mandatory 'event-tinme’ node. The YANG nodes in the Notification
header use the YANG nodul e name fromthe nodul e that defines the
nodes as its nanespace when they are encoded as nanes. Wen encoded
using YANG SIDs, the SID val ue assigned to the netadata node is used.
A .sid file requesting the SID values for the netadata defined in
this docunment can be found in Appendix A. The .sid file includes the
met adata defined in Section 3.2.

The content of the Notification that is defined by the 'notification
statenent is encoded in the 'contents’ node. The name and nanespace
of this payload el enent are determ ned by the YANG nodul e contai ni ng
the "notification” statenent representing the Notification message.
Simlarly, SIDs can be used as keys if they are allocated foll ow ng
the process defined in [ RFC9595] .

Figure 3 shows a 'push-update’ Notification defined in the YANG
nmodul e of YANG Push [ RFC8641] encoded in CBOR using nanes as keys.
The exanpl e uses the CBOR diagnostic notation as defined in
Section 3.1 of [RFC9254]:
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{

"ietf-yp-notification:envel ope": {
"event-time": "2024-10-10T08: 00: 11. 222",
"contents": {

"i etf-yang-push: push-update": {
"id": 1011,
"dat astore-contents": {
"ietf-interfaces:interfaces": {
"interface": [
{
“name": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"if-index": 1,
"adm n-status": "up",
"oper-status": "up"”,
"statistics": {
“discontinuity-time": "2024-10-10T07: 50: 00Z"
}
}
]
}
}
}
}
}
}

Figure 3: CBOR-encoded Notification using diagnostic notation

Fi gure 4 shows the same Notification encoded using Sl Ds:
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2957: { [/ ietf-yp-notification:envel ope (SID 2957)
/
2: "2024-10-10T08: 00: 11. 222", /| event-time (SID 2959) /
1. { / contents (SID 2958) /
"i etf-yang-push: push-update": {
"id": 1011,

"dat astore-contents": {
"ietf-interfaces:interfaces": {
"interface": |

{
"name": "eth0",
"type": "iana-if-type:ethernetCsnmacd",
"if-index": 1,
"adm n-status": "up",
"oper-status": "up",
"statistics": {
"discontinuity-tine": "2024-10-10T07:50: 00. 00Z"
}
}

Figure 4: CBOR-encoded Notification using YANG SIDs in CBOR
di agnostic notation

Note to the RFC-Editor: Please change the SID values fromthe exanple
Figure 4 with the ones allocated by | ANA

Note that in the exanple shown in Figure 4, the Notification payl oad
uses nanes as keys. These keys can al so be encoded as SIDs. The
correspondi ng SID val ues nust be allocated in the | ANA registry,

foll owi ng the procedures defined in [ RFC9595].

When SIDs are used throughout the Notification Envel ope, they are
encoded as deltas relative to the parent node by default. The
absolute SID can al so be used using the tag 47. Refer to [ RFC9254]
for nmore details.

Huang- Feng, et al. Expi res 10 August 2026 [ Page 13]



I nternet-Draft YANG- Push Noti fication Envel ope February 2026

3.2. Extensions for the Notification Envel ope

This section describes two optional YANG nodes for the Notification
Envel ope header: a 'hostnane’ and a ’'sequence-nunber’, which are
enabl ed by default when using the Notification Envel ope defined in
this docunment. The Cient discovers the support of these two
optional leafs with the nechanismdefined in Section 5.

The Notification Envel ope, including the metadata, results in the
foll owi ng YANG tree [ RFC8340].

structure envel ope:

+-- event-tine yang: dat e-and-ti ne

+-- host nane? i net: host - nane {host nane- sequence- nunber}?
+- - sequence- nunber ? yang: count er 32 { host nane- sequence- nunber}?
+-- contents? <anydat a>

3.2.1. Support of Hostname and Sequenci ng

When YANG Push Notification nmessages are forwarded froma Receiver to
anot her system such as a nessage broker or a tine series database,
the transport context is lost since it is not part of the
Notification netadata of the Notification encoded nessage.

Therefore, the downstream systemis unable to associate the nessage
wi th the publishing process (the exporting network node), nor able to
det ect message | oss or reordering.

To correlate network data anong different Network Tel emetry pl anes as
described in Section 3.1 of [RFC9232] or anong different YANG Push
Subscription types as defined in Section 3.1 of [RFC8641], a
reference to the node streaming the data is needed. This is
essential for understanding the tinmely rel ationship anong these

di fferent planes and YANG Push Subscription types.

Today, network operators work around this inpedinent by preserving
the transport source |IP address and sequence nunbers of the
publ i shing process. However, this inplies encoding this information
in the YANG Push Notification nessages which inpact the semantic
readability of the nmessage in the downstream system

On top of that, the transport source |IP address mi ght not represent
t he managenent | P address by which the YANG Push Publisher should be
known. |In other terns, the ’'source-host’ [RFC6470], which is the
"Address of the renote host for the session"” mght not be the
managenent | P address.
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To overcone these issues, this document defines an extension to the
Notification Envel ope to encode a hostname and a sequence nunber.
This all ows the downstream systemto not only be able to identify
from whi ch network node, Subscription, and tine the nessage was
publi shed but also, the order of the published nessages.

host name: Descri bes the hostnane of the network node that published
the message. The hostnane uniquely identifies the node within the
net wor k.

sequence- nunber: Generates a uni que sequence nunber for each
publ i shed nessage by the Publisher process. The initial nunber is
1 and counts up by 1 at every published Notification nmessage unti
it reaches 4294967295. Then, it waps around and restarts at O.
The value 0 is used to detect wrap arounds.

Figure 5 provides an exanple of a JSON encoded, [RFC8259], ’push-
update’ Notification nmessage with 'hostnane’ and 'sequence- nunber’

i ncl uded.
{
"ietf-yp-notification:envel ope":
"event-tinme": "2023-03-25T08: 30: 11. 222",
"host nanme": "exanpl e-router.exanpl e.coni,
"sequence-nunber": 1,
"contents": {
"i etf-yang-push: push-update": {
"id": 6666,
"dat astore-contents": {
"ietf-interfaces:interfaces": {
"interface": |
{
"nanme": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"if-index": 1,
"adm n-status": "up",
"oper-status": "up",
"statistics": {
"discontinuity-tine": "2023-03-25T08: 20: 00. 002"
}
}
]
}
}
}
}
}
}
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Figure 5: JSON Exanple for a 'push-update’ Notification nmessage
3.3. Extensions for the YANG Push Header

Thi s section described two optional 'push-update’ and ' push-change-
update’ Notification header extensions which are enabled by default
when using the Notification Envel ope defined in this docunent. The
Client discovers the support of these two |l eafs with the nechani sm
defined in Section 5

Thi s docunent defines the followi ng Notification netadata as shown in
the following YANG tree [ RFC8340]. See the follow ng sections for
nmore details.

modul e: ietf-yp-observation

augnment /yp: push-updat e:
+--ro tinmestanp? yang: date-and-ti ne
+--ro0 point-in-tine? enumrer ation
augment /yp: push- change- updat e:
+--ro timestamp? yang: dat e-and-ti ne
+--1r0 point-in-tine? enuner ation

3.3.1. Support of Observation Timestanp

To correl ate network data anong different Network Tel enetry pl anes,
as described in Section 3.1 of [RFC9232], or anpbng different YANG
Push Subscription types, as defined in Section 3.1 of [RFC8641], a
Recei ver needs a tinestanp reference to align all the netrics and
events. The observation tinestanp defined in this docunent
characterizes the nonment the state change was observed or the nonent
when the data was nmeasured, so that a Receiver can correctly align
the coll ected dat a.

The del ay between the YANG Push export process and the reception of
the message at the Receiver instance can be measured using the node
"event-tinme’ defined in Section 3.1.1. However, as the ’'event-tine’
node only establishes the nonent when the YANG Push nessage was
crafted and sent, the nonment when such metrics were collected or the
state changes were observed cannot be nmeasured using this tinmestanp.
The observation tinmestanp defined in this section characterizes the
moment when the metrics were observed, which enable aligning the
received netrics to the actual nonent they were measured.

VWhen the tine bucket length in a time series database and the

peri odi ¢ YANG Push Subscription time are configured with the sane

val ues, the "event-tine’ of the NETCONF Notification nessage header
can be used for indexing the data in the tine series database. There
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is a variable del ay between the observation tinestanp, the 'event-
tinme’, and the ’anchor-tine’ as described in Section 4.2 of

[ RFC8641]. \When these tinmestanps are close to the time bucket
boundaries, a tinme bucket may experience data collection

di screpancies, e.g. 0 neasurenents are aggregated into one tine
bucket while the next tinme bucket contains 2 nmeasurenents. This

| eads to inconsistent accounting errors in the tine series database.
This problemis resol ved using the observation timestanp instead of
the "event-tine’ for time series database indexation

By extending YANG Push Notifications with the observation tinestanp
and a 'point-in-tinme’ node, the data collection process can al ways
ensure it has the best available time for indexing the data. It can
therefore use unconditionally the observation tinmestanp node in the
data processing chain to correctly align the netrics and events. At
the sane tine, the 'point-in-tinme’ node ensures that the semantics
associated with the tinestanp are not |ost throughout the data
processi ng chain.

Besi des the Subscription ID as described in Section 3.7 of [RFC3641],
the followi ng network observation tinme nmetadata objects are part of
" push-updat e’ and ' push-change-update’ Notifications.

timestanp: States the nmeasurement observation tine for the ’push-
update’ Notification in 'periodic’ Subscriptions and for the
" push- change-update’ Notification in 'on-change’ Subscriptions.

By conparing the observation tinestanp of two 'push-update
Notifications in a periodic Subscription, the collector can deduce
the actual cadence of the neasurenents, and conpare it with the

Subscription configuration. |In case of an 'on-change
Subscription it states the time when the network state change was
obser ved.

point-in-tinme: The enuneration states at which point in tine the
val ue of the observation tinmestanp was observed. Choices are:

‘current-accounting’ states the point in time where the nmetrics
are polled and observed in "periodic" Subscriptions.

"initial-state’ states the initial point in tine when the
Subscription was established and the state was observed for
change sync on start’ Subscriptions.

on-

"state-changed’ states the point in tine when the state change was
observed after the Subscription was established for 'on-change
and ' on-change sync on start’ Subscriptions.
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3.3.1.1. Usage Exanple

This section illustrates the usage of the point-in-time’ node in two
di fferent Subscriptions. Section 3.3.1.1.1 showcases a YANG Push
Subscription nmonitoring the state of an interface using an ’on-change
sync on start’ Subscription. Section 3.3.1.1.2 illustrates the usage
of the "point-in-time’ node within periodic Subscriptions.

3.3.1.1.1. On-Change Subscriptions

Figure 6 illustrates the set of events that |lead to the generation of
"on-change’ YANG Push Notifications. This tinmeline depicts the
foll owi ng states and events:

* T1: At first, the operational state of the interface is "Up". The
Subscription is not configured yet at this stage and thus,
Notifications are not triggered for this state change.

* T2: After configuring an 'on-change’ Subscription supporting ’'sync
on start’, the Publisher sends the initial state of the interface.
The initial state is polled based on the event having happened at
T1.

* T3: This is the moment the interface changes its operationa
status to "Down".

* T4: After the interface state changes at T3, the Publisher
generates the 'on-change’ Notification alerting the Receiver

Ti mel i ne

T

(T1) Interface
state changed

(T2) YANG Push
"on-change sync

(T3) Interface
state changed

(T4) YANG Push
"on- change"

I I I
| | |
to "Up". | on start" | to "Down". | Notification
| Subscription for | | with the new
| interface state | | interface state.
| is established. | |
% % %
igure 6: Exanple tineline for On-Change Sync on Start Subscription

At T2, after configuring the Subscription, the Publisher triggers a
"push-update’ Notification as depicted in Figure 7. The ’'event-tine’
is the nonent the YANG Push process generates the Notification (T2).
The 'ietf-yp-observation:tinestanp’ node characterizes the nmonent of
the interface changed it status to "Up" (Tl1). T1 is the |atest
monent this state was observed by the process. |In this case, the
"point-in-tine’ node is set to 'initial-state’
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{
"ietf-yp-notification:envel ope": {
"event-tinme": "2025-03-25T08: 30:11. 227",
"host name": "exanpl e-router.exanpl e.cont,
"sequence-nunber": 1,
"contents": {
"i etf-yang-push: push-update": {
"id": 6666,
"ietf-yp-observation:timestamp”: "2025-03-25T08: 29: 30. 227",
"ietf-yp-observation:point-in-tine": "initial-state",
"dat astore-contents": {
"ietf-interfaces:interfaces": {
"interface": [{
"nanme": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"if-index": 1,
"adm n-status": "up",
"oper-status": "up",
"statistics": {
"discontinuity-tinme": "2025-03-25T06: 43: 127"
}
}H
}
}
}
}
}
}

Fi gure 7: Exanple of 'push-update’ Notification sent after the
Subscription is established.

After T3, the Publisher triggers a ’'push-change-update’ Notification
announcing an interface status change to the Receiver as depicted in
Figure 8. 1In this case, the 'ietf-yp-observation:tinestanp’ node
characterizes the noment the interface changed its status at T3. The
val ue of the "event-time’ node characterizes the nonment the YANG Push
process generated the Notification at T4.
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etf-yp-notification:envel ope": {
"event-tinme": "2025-03-25T08: 35:12. 227",
"host name": "exanpl e-router.exanpl e.cont,
"sequence-nunber": 1,
"contents": {
"i et f-yang- push: push- change-update": {
"id": 2222,
"ietf-yp-observation:timestamp”: "2025-03-25T08: 34: 05. 227",
"ietf-yp-observation:point-in-tine": "state-changed",
"dat astore-contents": {
"yang-patch": {
"patch-id": "52",
"edit": {
"edit-id": "edit_example_1",
"operation": "replace",
"target": "/ietf-interfaces:interfaces",
"val ue": {
"ietf-interfaces:interfaces": {
"interface": [{
"nanme": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"if-index": 1,
"adm n-status": "up",
"oper-status": "down",
"statistics": {
"discontinuity-time": "2025-03-25T06: 43: 122"
}
H

Figure 8: JSON Push Exanple for a push-change-update Notification
nessage

3.3.1.1.2. Periodic Subscriptions

In periodic Subscription, the observation tine characterizes the tine
when the nmetrics were polled fromthe datastore before it generates
the actual YANG Push nessage.
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Figure 9 illustrates the del ays associated with the generation of the
YANG- Push message. The tineline shows the foll owi ng states:

* T1: This is the nonment the periodic Subscription is configured to
push the operational status of the interface every N interval

* T2: This is the nonent the YANG Push process polls the state data
and netrics fromthe datastore. At this stage, the Notification
is not built nor sent yet.

* T3: This is the noment the YANG Push process generates the ’'push-
update’ Notification and sends it to the Receiver

At every N interval, the process repeats the steps from T2 and T3,
first polling the datastore to retrieve the data (T2) and then
bui l ding and sending the Notification to the Receiver (T3).

Ti mel i ne
(T3) YANG Push

"periodic"
current

(T1) YANG Push | (T2) YANG Push

"periodic" | process polls

Subscri ption | the metrics
I
I
I

I I
I I
I I
| _ |
| counter is dat ast or e. |
I I
\Y; \Y;

for interface fromthe accounting
est abl i shed
%

Figure 9: Exanple tineline for Periodic Subscription

An exanpl e of a 'push-update’ Notification is illustrated in

Figure 10. This exanple represents a nmessage sent at T3, after the
process built the YANG Push Notification. The node 'event-tinge’
characterizes the nmoment the YANG Push process generated the nessage
(T3). The node 'ietf-yp-observation:tinmestanp’ establishes the
monent when the netrics were polled fromthe datastore (T2). For
these periodi c Subscriptions, the 'point-in-tinme’ node nust be set to
'current-accounting’
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{
"ietf-yp-notification:envel ope": {
"event-tinme": "2023-03-25T08: 30: 12. 252",
"host name": "exanpl e-router.exanpl e.cont,
"sequence-nunber": 1,
"contents": {
"i etf-yang-push: push-update": {
"id": 6666,
"ietf-yp-observation:timestamp”: "2023-03-25T08: 30: 00. 002",
"ietf-yp-observation:point-in-tinme": "current-accounting",
"dat astore-contents": {
"ietf-interfaces:interfaces": {
"interface": [{
"nanme": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"if-index": 1,
"adm n-status": "up",
"oper-status": "up",
"statistics": {
"discontinuity-tine": "2023-03-25T07:43: 127",
"in-octets": 200,
"in-octets": 250
}
H
}
}
}
}
}
}

Figure 10: JSON Push Example for a push-update Notification nessage
4. Enabling the Notification Envel ope

The Notification Envel ope defined in this docunent can be enabl ed
either prior to or within the same NETCONF transaction that
configures the YANG Push Subscriptions. This document augments the
"ietf-subscribed-notification nodel [RFC3639] to support the
configuration of the Notification Envel ope.

When the node 'enabl e-notification-envel ope’ is enabled, all the
Notifications defined in Subscribed Notification [RFC8639] and YANG
Push [ RFC8641] are encoded as defined in Section 3.1. |If
additionally, any Notification nmetadata is enabled, the Notification
met adat a nodes are present in the header. When the node ’enabl e-
notification-envelope’ is disabled, Notifications are encoded as
defined in NETCONF Event Notifications [RFC5277]. Both extensions
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defined in Section 3.2 and Section 3.3 are sent by default when (1)
they are supported and (2) the node 'enabl e-notification-envelope’ is
enabl ed.

nmodul e: ietf-yp-notification

augnent /sn:subscriptions:
+--rw enabl e-notification-envel ope? bool ean
+--rw net adat a

When there are existing Subscriptions and a Cient changes the node
"enabl e-notification-envelope', all existing Subscriptions MIST be
term nated. The Publisher MJUST send a ’'subscription-termn nated
notification to all the existing Subscriptions using the header
configured before the change. Any new Subscription after the change
uses the header defined by the node 'enable-notification-envel ope’,
i.e. encoded as Section 3.1.1 when enabled and as defined in

[ RFC5277] if disabled.

The container 'metadata’ is intended to support optional extensions
that may be enabl ed on a per-extension basis. Defining explicit
configuration knobs to enable or disable these extensions is optiona
and left to the extension designer. Refer to Appendix B for an
exanmpl e.

Per the YANG specifications (Section 7.17 of [RFC7950]), which does
not allow maki ng mandatory statenents on augnentations, the ’enabl e-
notification-envel ope’ YANG | eaf nust be nade optional: the nmetadata
fields MJUST not be enabled when the Notification Envel ope is not
enabl ed.

Per - subscri ption support for this header was consi dered during the
definition of this specification, however, a network node-w de
setting was chosen to sinplify network operations. |n practice,
operators use YANG Push Subscriptions in |arge-scale depl oynents
wher e nunerous Subscriptions are created on each network node. Wile
per-subscription configuration provides nore flexibility, maintaining
the choi ce of header format for each Subscription adds significant
operational conplexity when troubl eshooting or migrating to a new
header format. The desire for sinplifying operations led to the
definition of a global configuration knob for the Notification

Envel ope.

5. Discovering the Support of the Notification Envel ope
A Cdient can discover the support of the Notification Envel ope nodel

through the capabilities nodel defined in [ RFC9196]. This docunent
extends the "ietf-notification-capabilities’ nodel with:
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* A container containing a |leaf 'envel ope’, stating that the YANG
Notification can be encoded followi ng the Notification Envel ope
nmodel .

* A container 'nmetadata’ containing all the supported extensions to
this header. Extensions are defined in Section 3.2 and
Section 3. 3.

VWhen the leafs defined in this docunent are supported by the Server,
the Cient discovers the presence of new netadata with the foll ow ng
augnentations in the "ietf-notification-capabilities nodule:

modul e: ietf-yp-notification

augnment /sysc:system capabilities/notc:subscription-capabilities:
+--ro notification-netadata
+--ro envel ope? bool ean
+--ro netadata
+--ro host nane- sequence- nunber ? bool ean
{host name- sequence- nunber}?

nmodul e: ietf-yp-observation

augnment /sysc:system capabilities/notc:subscription-capabilities:
+--ro0 yang- push-observation-ti ne-supported? bool ean

Oper ational Considerations

As stated in Section 4, the Notification Envel ope defined in this
docunent replaces the header defined by NETCONF Event Notifications
[ RFC5277] when enabl ed. The NETCONF Event Notifications [RFC5277]
header and the Notification Envel ope defined in this docunent nmay
coexist in the sane network. Since enabling or disabling the
Notification Envel ope is perforned on a YANG Push Publisher basis,
Receivers nmust only receive Notifications in a format they support.
Operators should ensure that Receivers support the correspondi ng
format or that proper validation and filtering are inplenented when
both formats are present in the same networKk.

In network devi ces where existing Subscriptions are active, enabling
or disabling the Notification Envel ope has operational inpact.
Operators shoul d acknow edge that any existing Subscriptions will be
terni nated when enabling or disabling the Notification Envel ope.
Careful planning is therefore required to avoid uni ntended service
di srupti on.

YANG Modul es
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7.1. The 'ietf-yp-notification Mdule

The foll owi ng sections show the YANG tree and YANG nodul e for the
"ietf-yp-notification” nodule. This nodule defines the Notification
Envel ope structure, and extends the 'ietf-subscribed-notifications
and 'ietf-notification-capabilities’ nodules to enable both the
configuration of the Notification Envel ope and the discovery of
supported extensions. This nmodul e supports the ’hostname’ and

' sequence- nunber’ as extensions to the Notification Envel ope.

7.1.1. YANG 'ietf-yp-notification Tree D agram

Thi s YANG nodul e extends 'ietf-subscribed-notifications [RFC8641]

and 'ietf-notification-capabilities’ [RFC9196] as shown in the
foll owi ng YANG tree [ RFC8340]:

nmodul e: ietf-yp-notification

augnment /sn:subscriptions:
+--rw enabl e-notification-envel ope? bool ean
+--rw net adat a
augnment /sysc:systemcapabilities/notc:subscription-capabilities:
+--ro notification-netadata
+--ro envel ope? bool ean
+--ro netadata
+--ro host nane- sequence- nunber ? bool ean
{host nane- sequence- nunber}?

structure envel ope:

+-- event-tine yang: date-and-ti ne

+-- host nane? i net: host - nane {host nane- sequence- nunber}?
+- - sequence- nunber ? yang: count er 32 { host nane- sequence- nunber} ?
+-- contents? <anydat a>

7.1.2. YANG 'ietf-yp-notification Mdule

The YANG nodul e augnments the nodul e ’ietf-subscribed-notifications

[ RFC8641], augments the module "ietf-notification-capabilities”

[ RFC9196] and uses 'ietf-yang-types’ nodul e [ RFC6991] and ’'ietf-yang-
structure-ext’ nodul e [ RFC8791].

<CODE BEG NS> file "ietf-yp-notificati on@025-12-24. yang"
modul e ietf-yp-notification {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-yp-notification";
prefix iypn;

import ietf-yang-types {
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prefix yang;
ref erence
"draft-ietf-netnod-rfc6991-bis-18: Commobn YANG Data Types";
}
inmport ietf-inet-types {
prefix inet;
reference
"draft-ietf-netnmod-rfc6991-bis-18: Common YANG Data Types";

}
import ietf-subscribed-notifications {
prefix sn;
ref erence
"RFC 8639: Subscription to YANG Notifications";
}

inmport ietf-systemcapabilities {
prefix sysc;
ref erence
"RFC 9196: YANG Mbdul es Describing Capabilities for
Systens and Datastore Update Notifications";
}
inmport ietf-notification-capabilities {
prefix notc;
reference
"RFC 9196: YANG Mbdul es Describing Capabilities for
Systens and Datastore Update Notifications";

}
import ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Working G oup"
cont act
"WG Web: <https://datatracker.ietf.org/group/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hors: Al ex Huang Feng
<mai | t 0: al ex. huang-feng@ nsa-1yon.fr>
Pi erre Francois
<mailto:pierre.francoi s@nsa-1lyon.fr>
Thomas G af
<mai | t o: t hormas. gr af @w sscom conp
Benoit C aise
<mai | t 0: benoi t @ver yt hi ng- ops. net >";

description
"Defines a notification header for Subscribed Notifications
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[ RFC8639] and YANG Push [ RFC8641]. When this notification header
i s enabl ed through configuration, the root container of the
notification is encoded as defined in RFCXXX

This npdul e can be used to validate XM.-encoded notifications

[ RFC7950], JSON encoded nmessages [ RFC7951], and CBOR-encoded
messages [ RFC9254]. Refer to Section 3.1.2 of RFC XXXX for nore
detail s.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, is permtted pursuant to, and subject to the license
terns contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices

The key words ' MUST', 'MJST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', ’SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision 2025-12-24 {
description
"Initial version.";
ref erence
"RFC XXXX: Extensible YANG Mbdel for YANG Push Notifications";
}

f eat ur e host nanme- sequence- nunber {
description
"This feature indicates that hostnane and sequence nunbers are
supported.”;

}

grouping notif-env-capabilities {
description
"This grouping defines the capabilities for
the notification-envel ope defined in RFC XXXX
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and the different supported netadata.";
| eaf envel ope {
type bool ean;
default "true";
description
"Supports YANG Push to use the notification-envel ope as
defined in RFC XXXX. |If set to true, the publisher supports
the notification envelope. If set to false, the
notification envelope is not supported by the publisher.”;
}
contai ner netadata {
description
"Container with the supported optional netadata by the
YANG- Push publisher.";
| eaf host name- sequence- nunber {
i f-feature "host name-sequence- nunber";
type bool ean;
default "false";
description
"Supports hostname and sequence- number
in the YANG Push notifications as defined in the
YANG- Push notification-envel ope in RFC XXXX
If set to true, the publisher supports
sendi ng the hostnane and sequence numnbers
within the notification envelope. If set to false,
the hostname and sequence nunbers are not supported.”;

}
}
}

sx: structure envel ope {
| eaf event-time {
type yang: date-and-ti ne;
mandat ory true;
description
"The date and tinme the event was generated by the network
node.";
}
| eaf hostnane {
i f-feature "host name-sequence- nunber";
type inet: host-naneg;
description
"The hostnane of the network node. This value is usually
configured on the node by the adm nistrator to identify
the node in the network uniquely.”;
}
| eaf sequence- nunber {
i f-feature "host nane-sequence- nunber";
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type yang: count er 32;
description
"Uni que sequence nunber for each published nessage
by the publisher process. The initial nunber is 1 and
counts up by 1 at every published notification nessage

until it reaches 4294967295. Then, it waps around and
restarts at 0. The value 0 is used to detect wap
arounds. ";

}

anydata contents {
description
"This contains the values defined by the '"notification
statenment unchanged.";
}
}

/1 Subscription container
augrment "/sn:subscriptions" {
description
"Thi s augnentati on adds the configuration sw tches for
enabling the notification envel ope and netadata."”;
| eaf enabl e-notification-envel ope {
type bool ean;
default "false";
description
"Enabl es YANG Push to use the notification-envel ope
defined in RFC XXXX

Enabling or disabling this |leaf terninates al
exi sting active dynam c and configured YANG Push
subscriptions. The publisher MIST send a
"subscription-termnated’ notification to all the
exi sting active subscriptions using
t he header configured before the change, then the
subscription is termnated. Refer to
Section 4 of RFC XXXX for nore details.";

}

cont ai ner metadata {

description

"Cont ai ner for configuring optional netadata.
Refer to Section 4 of RFC XXXX for nore details.";

}

}

/'l YANG Push Capabilities extension
augnment "/sysc:systemcapabilities"
+ "/ notc:subscription-capabilities" {
description
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"Extension to the subscription-capabilities nodel to enable
clients to | earn whether the publisher supports the
notification-envel ope";

container notification-netadata {
description
"Adds the notification nmetadata capabilities to subscription
capabilities.";

uses notif-env-capabilities;

}
}

}
<CODE ENDS>
7.2. The 'ietf-yp-observation’ Mbodul e

The foll owi ng sections show the YANG tree and YANG nodul e for the
"ietf-yp-observation’ nodule. This nbdule extends the 'ietf-yang-
push’ nodul e to support sending the observation tinmestanp in 'push-
update’ and ' push-change-update’ Notifications. Additionally, it
augnments the "ietf-notification-capabilities’ to enable Cients to
di scover the support of observation tinmestanps.

7.2.1. YANG 'ietf-yp-observation’ Tree Di agram

Thi s YANG nodul e extends 'ietf-yang-push’ [RFC3641] and 'ietf-
notification-capabilities’ [RFC9196] as shown in the follow ng YANG
tree [ RFC8340]:

nmodul e: ietf-yp-observation

augrment /yp: push-updat e:
+--ro timestamp? yang: dat e-and-ti ne
+--ro0 point-in-tine? enumer ati on
augnment /yp: push-change- updat e:
+--ro tinmestanp? yang: date-and-ti ne
+--r0 point-in-tine? enuner ation
augment /sysc:system capabilities/notc:subscription-capabilities:
+--ro0 yang- push-observation-ti ne-supported? bool ean

7.2.2. YANG 'ietf-yp-observation’ Mdule

The YANG nodul e augnents the nodul e 'ietf-yang-push’ [ RFC8641],
augrments the nodule 'ietf-systemcapabilities’ [RFC9196].
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<CCODE BEG NS> file "ietf-yp-observati on@025-12-24. yang"
modul e ietf-yp-observation {
yang-version 1.1;

nanespace "urn:ietf:parans: xn :ns:yang:ietf-yp-observation”;
prefix iypo;
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
i mport ietf-yang-push {
prefix yp;
ref erence
"RFC 8641: Subscription to YANG Notifications for Datastore
Updat es”;
}

inmport ietf-systemcapabilities {
prefix sysc;
reference
"RFC 9196: YANG Mbdul es Descri bing Capabilities for
Systens and Datastore Update Notifications";
}
inmport ietf-notification-capabilities {
prefix notc;
reference
"RFC 9196: YANG Mbdul es Descri bing Capabilities for
Systens and Datastore Update Notifications";

}

organi zati on

"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup";
cont act

"WG Web: <http:/tools.ietf.org/wy/ netconf/>

WG List: <nmailto:netconf@etf.org>

Aut hors: Thonmas G af
<mai | t o: t hormas. gr af @w sscom conp
Benoit d ai se
<mai | t 0: benoi t @ver yt hi ng- ops. net >
Al ex Huang Feng
<mai | t 0: al ex. huang- f eng@ nsa-1yon. fr>";
description
"Defines YANG Push event notification header with the observation
time in stream ng update notifications.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.
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Redi stribution and use in source and binary forns, with or without
modi fication, is permtted pursuant to, and subject to the license
terns contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2025-12-24 {
description
"Initial version.";
ref erence
"RFC XXXX: Extensible YANG Mbdel for YANG Push Notifications";
}

groupi ng yang- push-observation {

description
"This groupi ng adds the observation tinestanp for the
observed netrics.";

| eaf tinestanp {
type yang: date-and-ti ne;
description

"This is the time when the metrics were observed.";

| eaf point-in-time {
type enuneration {
enum current-accounting {
description
"For periodic subscriptions, the point-in-tine
where the netrics are being polled and observed.";
}
enuminitial-state {
description
"For ’on-change sync on start’ subscriptions, the
initial point in tinme when the subscription was
established and the state was observed.";
}
enum st at e- changed {
description
"For ’'on-change sync on start’ subscriptions, the
point in tinme when the state change was observed after
the subscription was established.”;
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}

description
"This describes at which point in time the netrics were
observed. ";
}
}

/1 Event notifications
augnment "/yp: push-update” {
description
"Thi s augnentati on adds the observation tinestanp of the
accounted netrics in the push-update notification.";
uses iypo: yang- push- observati on;

}

augnment "/yp: push-change-update" {
description
"Thi s augnmentation adds the observation tinestanp of the
event in the push-change-update notification.";
uses iypo: yang- push- observati on;

}

/1 Event capabilities
augnment "/sysc:system capabilities"
+ "/ notc:subscription-capabilities" {
description
"Add YANG Push notification capabilities to system|eve
capability container.";
| eaf yang- push-observation-tinme-supported {
type bool ean;
default "false";
description
"Specifies whether the publisher supports exporting
observation-tinestanp and point-in-tinme in notifications.
If set to true, publisher supports. If set to false,
the observation-timestanp is not supported.”;
reference
"RFC XXXX: Extensible YANG Mbdel for YANG Push Notifications";
}

}
}
<CCDE ENDS>

8. Inplenentation Status

Note to the RFC-Editor: Please renove this section before publishing.
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8. 1. Huawei VRP

Huawei inplenmented in push-update and push-change-update
Notifications the tinmestanp and point-in-tinme extension as described
in Section 3.3 for a YANG Push Publisher on UDP-based Transport for
Configured Subscriptions [I-D.ietf-netconf-udp-notif] in their VRP
pl at f or m

8.2. OH6WND VSR

6W ND i npl enented i n push-update and push-change-update Notifications
the tinestanp and point-in-tine extension as described in Section 3.3
for a YANG Push Publisher on UDP-based Transport for Configured
Subscriptions [I-D.ietf-netconf-udp-notif] in their VSR platform

8.3. Cisco IS XR

Cisco inplenmented in push-update and push-change-update Notifications
the tinmestanp and point-in-tine extension as described in Section 3.3
for a YANG Push Publisher on UDP-based Transport for Configured
Subscriptions [I-D.ietf-netconf-udp-notif] in their 105 XR platform

9. Security Considerations

This section uses the tenplate described in Section 3.7 of
[1-D.ietf-netnod-rfc8407bis].

The 'ietf-yp-notification' and 'ietf-yp-observation” YANG nodul es
define data nodels that are designed to be accessed via YANG based
managenent protocols, such as NETCONF [ RFC6241] and RESTCONF

[ RFC8040]. These YANG based nanagenent protocols (1) have to use a
secure transport layer (e.g., SSH [RFC6242], TLS [RFC8446], and QU C
[ RFC9000]) and (2) have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes wi thout proper protection or authentication can have a negative
effect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:
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* [sn:subscriptions/iypn:enabl e-notification-envel ope

The entries in the |list above will show whet her the mechani sm defi ned
in this docunent is enabled. Access control MJST be set so that only
sonmeone with proper access pernissions has the ability to access and
modi fy this resource

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control read access (e.g., via get, get-config, or
Notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

* [iypn: envel ope/ host nane

The entries in the list above will show the identity of the
originating device. Exposure of this information nay assist an
attacker in mapping the network or in injecting spoofed
Notifications. |Inplenentations SHOULD ensure that access to this
data is restricted and that Notifications are sent over secure and
aut henti cat ed channel s.

10. | ANA Consi derations

Thi s docunent describes the URI used for the | ETF XM. Regi stry and
regi sters a new YANG nodul e nane.

10.1. UR

I ANA is requested to add this docunent as a reference in the
following URI'’s in the | ETF XM. Regi stry [ RFC3688] .

URI: urn:ietf:parans:xm:ns:yang:ietf-yp-notification
Regi strant Contact: The | ESG

XM.: N A the requested URI is an XML nanmespace

Ref erence: RFC XXXX

URI: urn:ietf:parans: xm:ns:yang:ietf-yp-observation
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.
Ref erence: RFC XXXX
10. 2.  YANG nodul e nane

Thi s docunent registers the follow ng YANG nodul es in the YANG Mdul e
Nanes Registry [ RFC6020], within the "YANG Paraneters" registry:
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nane: ietf-yp-notification

nanespace: urn:ietf:paranms: xn:ns:yang:ietf-yp-notification
prefix: iypn

reference: RFC XXXX

nane: ietf-yp-observation

namespace: urn:ietf:paranms: xm :ns:yang:ietf-yp-observation
prefix: iypo

ref erence: RFC XXXX

10.3. YANG SID-file

I ANA is requested to register a new ".sid" file in the "I ETF YANG SI D
Regi stry" [ RFC9595]:

SID range entry point: TBD

SI D range size: 50

YANG nodul e nane: ietf-yp-notification
ref erence: RFC XXXX

A ".sid" file is proposed in Appendix A
Note to the RFC Editor:
Pl ease replace TBD with the value allocated by | ANA.
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Appendix A .sid file

Thi s appendi x is not normative. For CBOR encodi ng usi ng YANG Sl Ds
identifiers, a ".sid" file is requested to ANA in Section 10. 3.

The .sid file can be found in TBD2.
Note to the RFC-Editor:

1. Please replace the entry-point and SID values with the ones
al | ocat ed by | ANA.

2. Please change the 'sid-file-status’ to 'published once the .sid
file is published.
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.sid file reference from | ANA.

<CODE BEG NS> file "ietf-yp-notificati on@025-12-24.sid"

{

"nmodul e-revi sion":
"sid-file-status":"unpublished",

"description":

NG Push Notifications",
"dependency-revi si

{

H
{

Huang- Feng,

"modul e- nane" :
"nmodul e-revi si

"nmodul e- nane":
"nmodul e-revi si

"nmodul e- nane":
"nmodul e-revi si

"modul e- nane" :
"nmodul e-revi si

"nmodul e- nane":
"nmodul e-revi si

"nmodul e- nane":
"nmodul e-revi si

"modul e- nane" :
"nmodul e-revi si

"nmodul e- nane":
"nmodul e-revi si

"nmodul e- nane":
"nmodul e-revi si

et al.

etf-sid-file:sid-file": {

"nmodul e-name": "ietf-yp-notification",

"2025-12- 24",

"draft-ietf-netconf-notif-envel ope-04:

on": [

"ietf-datastores",
on":"2018-02- 14"

"ietf-interfaces",
on":"2018-02-20"

"ietf-ip",
on":"2018-02- 22"

"ietf-netconf-acni,
on":"2018-02- 14"

"ietf-network-instance",
on":"2019-01-21"

"ietf-restconf",
on":"2017-01- 26"

"ietf-yang-library"”,
on":"2019-01- 04"

"ietf-yang-patch",
on":"2017-02-22"

"i etf-yang-schema- nount",
on":"2019-01- 14"
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{
"nodul e-name": "ietf-yang-types",
"nodul e-revi sion": "2025-06-23"
H
{
"nmodul e-nanme": "ietf-inet-types",
"nmodul e-revi sion": "2025-06-23"
b
{
"modul e- nane": "ietf-subscribed-notifications",
"modul e-revi sion": "2019-09-09"
H
{
"nmodul e-nanme": "ietf-systemcapabilities",
"nodul e-revision": "2022-02-17"
H
{
"modul e-nanme": "ietf-notification-capabilities",
"nmodul e-revi sion": "2022-02-17"
b
{
"nmodul e-nane": "ietf-yang-structure-ext",
"modul e-revi sion": "2020-06-17"
}
"assi gnment -range": [
{
"entry-point": "2950",
"size": "50"
}
1,
"item: |
{
"status":"unstabl e",
"nanmespace": " nodul e",
"identifier":"ietf-yp-notification",
"sid":"2950"
b
{

"status":"unstabl e",
"nanmespace": "data",
"identifier":"/ietf-subscribed-notifications:subscriptions/ietf-yp-notificatio
n: enabl e-noti ficati on-envel ope",
"sid":"2951"
b
{

"status":"unstabl e",

"nanmespace": "dat a",

"identifier":"/ietf-subscribed-notifications:subscriptions/ietf-yp-notificatio
n: met adat a",
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"sid":"2952"

"status":"unstabl e",
"nanmespace": "data",
"identifier":"/ietf-systemcapabilities:systemcapabilities/ietf-notification-
capabilities:subscription-capabilities/ietf-yp-notification:notification-netadata",
"sid":"2953"
H
{

"status":"unstabl e",
"nanmespace": "dat a",
"identifier":"/ietf-systemcapabilities:systemcapabilities/ietf-notification-
capabilities:subscription-capabilities/ietf-yp-notification:notification-metadatalenvel op
e"1
"sid":"2954"
H
{

"status":"unstabl e",

"namespace": "dat a"

"identifier":"/ietf-systemcapabilities:systemcapabilities/ietf-notification-
capabilities:subscription-capabilities/ietf-yp-notification:notification-netadatal/netadat
a",

"sid":"2955"

}
{

"status":"unstable",

"nanmespace": "dat a",

"identifier":"/ietf-systemcapabilities:systemcapabilities/ietf-notification-
capabilities:subscription-capabilities/ietf-yp-notification:notification-netadatal/netadat
al/ host name- sequence- nunber ",

"sid":"2956"

b

{
"status":"unstabl e",
"nanmespace": "dat a",
"identifier":"/ietf-yp-notification:envel ope",
"sid":"2957"

b

{
"status":"unstabl e",
"nanmespace": "dat a",
"identifier":"/ietf-yp-notification:envel ope/contents",
"sid":"2958"

b

{
"status":"unstabl e",
"nanmespace": "dat a",
"identifier":"/ietf-yp-notification:envel ope/event-tine",
"sid":"2959"

b

{

"status":"unstabl e",
"nanmespace": "dat a",
"identifier":"/ietf-yp-notification:envel ope/ host nane",
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"sid":"2960"
b
{
"status":"unstabl e",
"nanmespace": "data",
"identifier":"/ietf-yp-notification:envel ope/ sequence-nunber",
"sid":"2961"
}
]
}
}
<CODE ENDS>

Figure 11: ietf-yp-notification .sid file
Appendi x B. Exanple extending the Notification Envel ope

Thi s appendi x provides a non-normative exanple illustrating how an
extension to the Notification Envel ope shoul d be inplenented. The
exanpl e does not define valid netadata, but serves to denonstrate how
future extensions should be specified.

Specifically, the exanple extends the Notification Envel ope with a
met adata field naned "foo". The YANG nodule illustrates the
necessary augmentations to both the 'ietf-yp-notification’ nodule and
the "ietf-notification-capabilities’ nodule.

<CODE BEG NS> fil e "exanpl e-f oo-ext ensi on. yang"

nmodul e exanpl e- f 00- ext ensi on {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl : ns: yang: exanpl e-f oo- ext ensi on";
prefix fooext;

import ietf-subscribed-notifications {
prefix sn;

}

inmport ietf-systemcapabilities {
prefix sysc;

}

import ietf-notification-capabilities {
prefix notc;

}

i mport ietf-yang-structure-ext {
prefix sx;

}

inmport ietf-yp-notification {
prefix iypn;

}
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description
"Defines a new 'foo’ metadata for the notification envel ope.";

/1 Extending the notification envel ope header with a new
/1 ’foo netadata
sx: augnent -structure "/iypn:envel ope" {
| eaf foo {
type string;
description
"Description of the
}

foo’ extension.";

}

/1 Extending the notifications capabilities so that clients can
/1 learn whether this new extension is supported or not
augnment "/sysc:systemcapabilities"
+ "/ notc:subscription-capabilities"
+ "/iypn:notification-nmetadatal/iypn: netadata" {
description
"Extension to the subscription-capabilities nodel to enable
clients to | earn whet her the publisher supports the new
"foo’ netadata."”;
| eaf foo {
type bool ean;
default "false";
description
"Adds the 'foo’ capability.";
}

}

/1 (Optional) A user can optionally add knobs for enabling and
/1 disabling specific metadata.
augnment "/sn:subscriptions/iypn: netadata" {
description
"An user can optionally, support a configuration knob for enabling
or disabling a netadata.";
| eaf foo {
type bool ean;
default "fal se";
description

"Configuration knob for enabling and disabling the 'foo’
nmet adata. ";
}
}
}
<CODE ENDS>

The extensions result in the followi ng YANG tree:
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modul e: exanpl e-f 00- ext ensi on

augnment /sysc:system capabilities/notc:subscription-capabilities
[iypn:notification-nmetadatal/iypn: netadat a:
+--ro foo? bool ean
augnment /sn:subscriptions/iypn: nmetadat a:
+--rw foo? bool ean

augnment -structure /iypn: envel ope:
+-- foo? string
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