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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines a mapping of the list pagination mechani sm
defined in [I-D.ietf-netconf-1list-pagination] to RESTCONF [ RFC8040] .

Thi s docunent updates RFC 8040, as described in Section 2.
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Declaring "list" and "leaf-list" as valid resource targets for the
GET operation is necessary for |ist pagination

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Conventions

Various exanples in this docunent use "BASE64VALUE=" as a pl acehol der
val ue for binary data that has been base64 encoded (per Section 9.8
of [RFC7950]). This placehol der value is used because real base64
encoded structures are often many lines |ong and hence distracting to
t he exanpl e bei ng presented.

2. Updates to RFC 8040
2.1. Resource Targets

Thi s docunent extends Section 3.5 of [RFC8040] to add "list" and
"leaf-list" nodes (not just their entries) as valid data resources
for the "GET" operation.

2.2. Media Type

Thi s docunent extends Section 3.2 of [RFC8040] to add a new nedi a
type, "application/yang-data+xm-list", to encode "list" and "I eaf-
list" nodes in XM.

The "application/yang-data+xm -1ist" nedia-type defines a pseudo top-
| evel elenent called "xnm-list" that is used to wap the response
set, thus ensuring that a single top-level elenment is returned for
the XML encodi ng", as required by Section 4.3 of [RFC3040].

For JSON, the existing "application/yang-data+j son" nedia type is
sufficient, as the JSON format has built-in support for encoding
arrays.

The "application/yang-data+xm -1ist" nmedia type is registered in
Section 3.2.1.
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2.3. Query Paraneters

Thi s docunent extends Section 4.8 of [RFC3040] to add new query
paraneters "limt", "offset", "cursor", "direction", "sort-by",
"l ocal e", "where", and "sublist-limtt".

These ei ght query paraneters correspond to those defined in Sections
3.1 and 3.2 in [I-D.ietf-netconf-Ilist-pagination].

Not e that conpl ex pagination with conbination of query paraneters may

cause performance strain on constrained devices due to intensive
processing on both the server and the client.
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CET, Limts the nunber of entries returned.

I I I I
| | HEAD | I'f not specified, the nunber of entries

| | | that may be returned i s unbounded. |
I I I I
| offset | CET, | I'ndicates the nunber of entries in the |
| | HEAD | result set that should be skipped over |
| | | when preparing the response. |f not |
| | | specified, then no entries in the |
| | | result set are skipped. |
I I I I
| cursor | CET, | I'ndicates where to start the working |
| | HEAD | result set, the previous entries are |
| | | skipped over. |If not specified, then |
| | | no entries in the result set are |
| | | skipped over. |
I I I I
| direction | CET, | I'ndicates the direction that the result |
| | HEAD | set is to be traversed. If not |
| | | specified, then the result set is |
| | | traversed in the "forwards" direction. |
I I I I
| sort-by | CET, | I'ndicates the node nane that the result |
| | HEAD | set should be sorted by. If not |
| | | specified, then the result set’s |
| | | default order is used, per YANG s |
| | | "ordered-by" statenent. |
I I I I
| locale | CET, | Specifies the locale the server should |
| | HEAD | use when collating the result set. If |
| | | not specified, the server chooses what |
| | | locale is used for collation. |
I I I I
| where | CET, | Specifies a filter expression that |
| | HEAD | result set entries nust match. |If |
| | | not specified, then no entries are |
| | | filtered fromthe result set. |
I I I I
| sublist-limt | GET, | Limts the nunber of entries returned |
| | HEAD | returned for descendent |ists and |
| | | leaf-lists. If not specified, the |
| | | nunmber of entries that may be returned |
| | | is unbounded. |
S R T +
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For all of the query paraneters, the query paraneter is only allowed
for the GET and HEAD nethods on "list" and "leaf-list" data
resources. A "400 Bad Request” status-line MJIST be returned if used
with any other nmethod or resource type. The error-tag val ue
"operation-not-supported” is used in this case.

Per the conformance defined in Section 3.1 of
[I-D.ietf-netconf-list-pagination], all of these parameters MJST be

supported for all "config true"” lists and leaf-lists, and SHOULD be
supported for "config false" lists and leaf-lists. A server MAY
di sabl e the support for sonme or all "config false" lists, as

described in Section 3.3 of [I-D.ietf-netconf-Iist-pagination].
2.3.1. The "limt" Query Paraneter

The "limt" query paraneter corresponds to the "limt" parameter
defined in Section 3.1.7 of [I-D.ietf-netconf-Ilist-pagination].

If the linmt value is invalid, i.e. not an unsigned 32-bit integer
greater than or equal to 1 or the string "unbounded", then a "400 Bad
Request” status-line MJST be returned with the error-type val ue
"application" and error-tag value "invalid-val ue"

2.3.2. The "offset" Query Paraneter

The "of fset" query parameter corresponds to the "offset" paraneter
defined in Section 3.1.5 of [I-D.ietf-netconf-Iist-pagination].

If the offset value is invalid, a "400 Bad Request" status-line MJST
be returned with the error-type value "application" and error-tag
val ue "invalid-val ue".

If the offset val ue exceeds the nunber of entries in the working
result set, then a "416 Range Not Satisfiable" status-line MJST be
returned with the error-type value "application", error-tag val ue
"invalid-value", and SHOULD al so include the "offset-out-of-range"
identity as the error-app-tag val ue.

2.3.3. The "cursor" Query Paraneter

The "cursor" query paraneter corresponds to the "cursor" paraneter
defined in Section 3.1.6 of [I-D.ietf-netconf-list-pagination]. As
described in Section 3.1.5 of [I-D.ietf-netconf-list-pagination] the
server does not keep any stateful information about the "next" and
"previous" cursor or the current page. Due to their ephenera
nature, cursor values are never cached
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If the cursor value is unknown, i.e. the key does not exist, a "404
Not Found" status-line MJUST be returned with the error-type val ue
"application" and error-tag value "invalid-value", and SHOULD al so
i nclude the "cursor-not-found" identity as the error-app-tag val ue.

If the "cursor" query paraneter is not supported on the target node,
then a "501 Not I|nplenented" status-line MJST be returned with error-
type value "application" and error-tag val ue "operation-not -
supported".

2.3.4. The "direction" Query Paraneter

The "direction" query paraneter corresponds to the "direction”
paraneter defined in Section 3.1.4 of
[I-D.ietf-netconf-1list-pagination].

If the direction value is invalid, then a "400 Bad Request" status-
line MIUST be returned with the error-type value "application" and
error-tag value "invalid-val ue"

2.3.5. The "sort-by" Query Paraneter

The "sort-by" query paraneter corresponds to the "sort-by" paraneter
defined in Section 3.1.2 of [I-D.ietf-netconf-Iist-pagination].

If the specified node identifier is invalid, then a "400 Bad Request™
status-line MIST be returned with the error-type value "application"
and error-tag value "invalid-val ue".

2.3.6. The "locale" Query Paraneter

The "l ocal e" query parameter corresponds to the "l ocal e" paraneter
defined in Section 3.1.3 of [I-D.ietf-netconf-Ilist-pagination].

If the specified node identifier is invalid, i.e. the locale is
unknown to the server, then a "501 Not | nplenented" status-line MJST
be returned with the error-type value "application" and error-tag
val ue "invalid-value", and SHOULD al so include the "l ocal e-
unavail abl e" identity as the error-app-tag val ue.

If "locale" is supplied but not "sort-by", a "400 Bad Request"
status-line MUST be returned with the error-type "application" and
error-tag value "invalid-val ue"

2.3.7. The "where" Query Paraneter

The "where" query paraneter corresponds to the "where" paraneter
defined in Section 3.1.1 of [I-D.ietf-netconf-Iist-pagination].
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Prefixes in the XPath expressi on MIST be YANG nodul e nanes.

If the specified XPath expression is invalid, then a "400 Bad
Request" status-line MJUST be returned with the error-type val ue
"application" and error-tag value "invalid-val ue"

2.3.8. The "sublist-limt" Query Paraneter

3.

3.

The "sublist-limt" query paraneter corresponds to the "sublist-
limt" paraneter defined in Section 3.2.1 of
[I-D.ietf-netconf-1|ist-pagination].

If the sublist-limt value is invalid, then a "400 Bad Request"”
status-line MIST be returned with the error-type value "application'
and error-tag value "invalid-val ue".

| ANA Consi der ati ons

.1. The "RESTCONF Capability URNs" Registry

Thi s docunent registers six capabilities in the RESTCONF Capability
URNs [ RFC8040] nmmintained at https://ww.iana. org/assi gnnents/
restconf-capability-urns/restconf-capability-urns.xhtm . Follow ng
the instructions defined in Section 11.4 of [RFC8040], the bel ow
regi strations are requested:

Al registrations are to use this document (RFC XXXX) for the
"Ref erence” val ue.

I ndex Capability ldentifier

limt urn:ietf:params:restconf:capability:limt:1.0
cof fset urn:ietf:paramnms:restconf:capability:offset:1.0
;. cursor urn:ietf:parans:restconf:capability:cursor:1.0

:sort-by urn:ietf:parans:restconf:capability:sort-by:1.0
:local e urn:ietf:paranms:restconf:capability:locale:1.0
:where urn:ietf:paramnms:restconf:capability:where:1.0

i
i
i

:direction urn:ietf:paranms:restconf:capability:direction:1.0
i
i
i
i

:sublist-limt urn:ietf:parans:restconf:capability:sublist-limt:1.0

2. The "Media Types" Registry

Thi s docunent registers one nmedia type in the "application”

subregi stry of the Media Types registry [ RFC6838] [ RFC4855]

mai ntai ned at https://ww. i ana. org/ assi gnnent s/ nedi a-t ypes/ nedi a-
types. xhtm #application. Followi ng the format defined in [ RFC4855],
the below registration is requested:
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3.2.1. Media Type "application/yang-data+xn-list"
Type name: application
Subt ype name: yang-data+xm -|i st
Requi red parameters: None
Optional parameters: None

Encodi ng consi derations: 8-bit
Each conceptual YANG data node is encoded according to the
XML Encodi ng Rul es and Canoni cal Format for the specific
YANG dat a node type defined in [ RFC7950].

Security considerations: Security considerations rel ated
to the generation and consunpti on of RESTCONF nessages
are discussed in Section 12 of RFC 8040. Additiona
security considerations are specific to the semantics
of particular YANG data nodels. Each YANG nodule is
expected to specify security considerations for the
YANG data defined in that nodul e.

Interoperability considerations: RFC XXXX specifies the
format of conform ng nessages and the interpretation
t her eof .

Publ i shed specification: RFC XXXX
Applications that use this nmedia type: |Instance docunment data
parsers used within a protocol or autonmation tool that
utilize the YANG Patch data structure
Fragment identifier considerations: Fragnent identifiers for
this type are not defined. Al YANG data nodes are
accessi ble as resources using the path in the request URl.
Addi tional information
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): None
Maci ntosh file type code(s): "TEXT"

Person & email address to contact for further information:
See the Authors’ Addresses section of RFC XXXX

I nt ended usage: COVMON
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Restrictions on usage: NA
Aut hor: See the Authors’ Addresses section of RFC XXXX

Change controller: Internet Engineering Task Force
(mailto:iesg@etf.org).

Provi sional registration? (standards tree only): no
4. Security Considerations

Thi s docunent introduces protocol operations for paging through data
al ready provided by the RESTCONF protocol, and hence does not
i ntroduce any new security considerations.

Thi s docunent does not define a YANG nodul e and hence there are no
data nodel i ng consi derations beyond those discussed in
[1-D.ietf-netconf-list-pagination].
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Appendi x A,  Exanpl e YANG Mbdul e

The examples within this docunent use the "exanpl e-social" YANG
nmodul e defined in Appendix A1 of [I-D.ietf-netconf-Ilist-pagination].

Appendi x B. Exanple Data Set

The Exanple Data Set used by the exanples is defined in Appendix A 2
of [I-D.ietf-netconf-list-pagination].

Appendi x C. Exanple Queries

C.1. List pagination with all query paraneters
Thi s exanple mmcs that Appendix A 3.9 of
[I-D.ietf-netconf-list-pagination]. This example is presented tw ce,

once using XM. and agai n using JSON.

XM:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

CGET /restconf/ds/ietf-datastores: operational /exanpl e-soci al : menber s/ \
menber ?where=//stats//joined[starts-w th(tinestanp,’2020’)]&sort-by=\
ti mest anp&di r ecti on=backwar ds&of f set =2&l i m t =2&sublist-limt=1 HITP/\
1.1

Host: exanpl e. com

Accept: application/yang-data+xm -1i st

Response fromthe RESTCONF server
=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Last-Mdified: Thu, 26 Jan 2017 20:55:30 GMJI
Cont ent - Type: application/yang-data+xm -1i st

<xm -list>
<nmenber
xm ns="htt ps://exanpl e. conl ns/ exanpl e-soci al "
xm ns: | p="urn:ietf:parans: xm :ns:yang:ietf-Ilist-pagination”
| p: remai ni ng="1" | p:local e="en_US">
<menber-i d>eri c</ menber-i d>
<emai | - addr ess>eri c@xanpl e. conx/ emai | - addr ess>
<passwor d>$0$1543</ passwor d>
<avat ar >BASE64VALUE=</ avat ar >
<tagline>Go to bed with dreans; wake up with purpose.</tagline>
<fol | owi ng>al i ce</fol | owi ng>
<post s>
<post >
<ti mest anp>2020- 09- 17T18: 02: 04Z</ ti nest anp>
<title>Son, brother, husband, father</title>
<body>What's your story?</body>
</ post >
</ post s>
<favorites>
<bits | p:remai ning="2" | p:local e="en_US">t wo</ bi t s>
</favorites>
<stat s>
<j 0i ned>2020- 09- 17T19: 38: 32Z</j oi ned>
<menber shi p-| evel >pr o</ nenber shi p-1 evel >
<l ast-activity>2020-09-17T18: 02: 04Z</l ast-activity>
</ st at s>
</ menber >
<menber
xm ns="htt ps://exanpl e. conl ns/ exanpl e-soci al "
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xmns: | p="urn:ietf:paramnms: xm : ns:yang:ietf-1ist-pagination"
| p: remai ni ng="1" | p:l ocal e="en_US">
<menber - i d>bob</ menber -i d>
<enui | - addr ess>bob@xanpl e. conx/ enmai | - addr ess>
<passwor d>$0$1543</ passwor d>
<avat ar >BASE64VALUE=</ avat ar >
<tagl i ne>Here and now, |ike never before.</tagline>
<post s>
<post | p:remaining="2" |p:local e="en_US">
<ti nmest anp>2020- 08- 14T03: 32: 25Z</ ti nest anp>
<body>Just got in. </body>
</ post >
</ post s>
<favorites>
<deci mal 64- nunbers | p:remai ning="1" | p:local e="en_US">3. 14159<\
/ deci mal 64- nunber s>
</favorites>
<stats>
<j 0i ned>2020- 08- 14T03: 30: 00Z</j oi ned>
<menber shi p-| evel >st andar d</ menber shi p- | evel >
<l ast-activity>2020-08-14T03: 34: 30Z</l ast-activity>
</ stats>
</ menmber >
</[xm-1list>

JSON:
=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

CGET /restconf/ds/ietf-datastores:runni ng/ exanpl e-soci al : menber s/ menb\
er?where=//stats//joined[starts-wi th(tinmestanp,’ 2020’ )] &sort-by=tine\
st anp&di r ect i on=backwar ds&of f set =2& i mi t =2&sublist-limt=1 HITP/ 1.1
Host: exanpl e. com

Accept: application/yang-dat a+json

Response fromthe RESTCONF server

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Last-Modified: Thu, 26 Jan 2017 20:55:30 GMJI
Cont ent - Type: appli cati on/yang-dat a+j son

"exanpl e-soci al : nenber": [

"@: |

"ietf-list-pagination:remaining": 1,
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"ietf-list-pagination:locale": "en_US"
} i)
"menber-id": "eric",
"emmi | - address": "eric@xanpl e. cont',

"password": "$0$1543",
"avatar": "BASE64VALUE=",
"tagline": "Go to bed with dreams; wake up with purpose.”,
"followi ng": ["alice"],
"posts”: {
"post": [

"@: |
"ietf-list-pagination:remaining": 2,
"ietf-list-pagination:locale": "en_US"

}1

“timestamp”: "2020-09-17T18: 02: 042",

“title": "Son, brother, husband, father",

"body": "What's your story?"

}
]
}
"favorites": {
"bits": ["two"],
" @xanpl e-social :bits": [

"ietf-list-pagination:remining": 2,

"ietf-list-pagination:locale": "en_US"
}
]
},
"stats": {
"joined": "2020-09-17T19: 38: 327",
"menber shi p-level": "pro”,
"last-activity": "2020-09-17T18: 02: 042"
}
H
{

"menber-id": "bob",
"emai | - address”: "bob@xanpl e. cont,
"password": "$0$1543",

"avatar": "BASE64VALUE=",

"tagline": "Here and now, |ike never before.",
"posts": {
"post": |
"@: A
"ietf-list-pagination:remining": 2,
"ietf-list-pagination:locale": "en US"
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} ’
"timestanmp": "2020-08-14T03: 32: 257",

"body": "Just got in."
}
]

1avorites": {
"deci mal 64- nunbers": ["3.14159"],
" @xanpl e-soci al : deci mal 64- nunbers": [

}

"ietf-list-pagination:remining": 1,

"ietf-list-pagination:locale": "en US"
}
]
}
"stats": {
"joined": "2020-08-14T03: 30: 002",
"menber ship-level": "standard",
"last-activity": "2020-08-14T03: 34: 302"
}

}
]
}
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