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Abst ract

Thi s docunent defines a mapping of the list pagination mechani sm
defined in [I-D.ietf-netconf-list-pagination] to NETCONF [ RFC6241].

Thi s docunent updates [ RFC6241], to augnent the <get> and <get -
config> "rpc" statenents, and [ RFC8526], to augnment the <get-data>
"rpc" statenent, to define input paraneters necessary for |ist
pagi nati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines a mapping of the list pagination mechani sm
defined in [I-D.ietf-netconf-1list-pagination] to NETCONF [ RFC6241].

Thi s docunent updates [ RFC6241] and [ RFC8526], as described in
Section 2.

Wi | e the pagi nati on nechanismdefined in this docunment is designed
for the NETCONF protocol [RFC6241], the augmented RPCs MAY be used by
the RESTCONF protocol [RFC8040] if the RESTCONF server inplenents the
"ietf-list-pagination-nc" nodul e.

Wat sen, et al. Expires 5 Cctober 2025 [ Page 2]



I nternet-Draft NETCONF Pagi nati on Support April 2025

The YANG data nodel in this docunent confornms to the Network
Management Datastore Architecture defined in [ RFC8342]

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Conventions

Various exanples in this docunent use "BASE64VALUE=" as a pl acehol der
val ue for binary data that has been base64 encoded (per Section 9.8
of [RFC7950]). This placehol der value is used because real base64
encoded structures are often many lines |ong and hence distracting to
t he exanpl e bei ng presented.

2. Updates to NETCONF operations
2.1. Updates to RFC 6241

The <get> and <get-config> rpc statenments are augnented to accept
addi tional input paranmeters, as described in Section 3.

2.2. Updates to RFC 8526

The <get-data> rpc statenent is augnented to accept additional input
paraneters, as described in in Section 3.

3. List Pagination for NETCONF

In order for NETCONF to support [I-D.ietf-netconf-Ilist-pagination],
this docunment extends the operations <get>, <get-config> and <get-
data> to include additional input paranmeters and output annotations.

The updated operations accept a content filter paraneter, simlar to
the "filter" parameter of <get-config> but includes nodes for "list"
and "leaf-list" filtering.

The content filter paranmeter is used to specify the YANG list or
leaf-list that is to be retrieved. This nust be a path expression
used to represent a list or leaf-list data node.

The followi ng tree diagram[RFC8340] illustrates the "ietf-netconf-
|'ist-pagi nation" nodul e:
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nmodul e: ietf-1ist-pagination-nc

augrment /nc:get/nc:input:
+---w | ist-pagination

+---w where? uni on

+---w | ocal e? string {sort}?
+---w sort-by? union {sort}?
+---w direction? enuner ati on
+---w cursor? string

+---w of fset? ui nt 32
+---wlimt? uni on

+---w sublist-limt? uni on
augment /nc:get-config/nc:input:
+---w |ist-pagination

+---w where? uni on

+---w | ocal e? string {sort}?
+---w sort-hby? union {sort}?
+---w direction? enuner ation
+---w cursor? string

+---w of fset? ui nt 32
+---wlimt? uni on

+---w sublist-limt? uni on
augnent /ncds: get-datal/ ncds: i nput:
+---w |ist-pagination

+---w where? uni on

+---w | ocal e? string {sort}?
+---w sort-hby? union {sort}?
+---w direction? enumer ati on
+---w cursor? string

+---w of fset? ui nt 32
+---wlimt? uni on

+---wsublist-limt? uni on

Comrent s:

* This nodul e augnents three NETCONF "rpc
config, and get-data.

statenents: get, get-

* The "get" and "get-config" augnents are agai nst the YANG nodul e
defined in [ RFC6241]. The "get-data" augnment is agai nst the YANG
nmodul e defined in [ RFC8526].
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4. Error Reporting

VWhen an input query paraneter is supplied with an erroneous val ue, an
<rpc-error> MJST be returned containing the error-type val ue
"application", the error-tag value "invalid-value", and MAY incl ude
the error-severity value "error". Additionally the error-app-tag
SHOULD be set containing query paranmeter specific error val ue.

4.1. The "offset" Query Paraneter

If the "offset" query paraneter value supplied is larger than the
nunber of instances in the working result-set, the <rpc-error> MJST
contain error-app-tag with val ue "offset-out-of-range”

5. YANG Mbdul e for List Pagination in NETCONF

The "ietf-netconf-1list-pagination-nc" nodul e defines conceptua
definitions within groupings, which are not nmeant to be inpl enented
as datastore contents by a server

Thi s nodul e has normati ve references to [ RFC6241], [ RFC6243],
[ RFC6991], and [ RFC8342].

<CODE BEG NS> file "ietf-1ist-pagination-nc@025-04-03. yang"

modul e ietf-1ist-pagination-nc {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-Ilist-pagination-nc";
prefix | pgnc;

i mport ietf-netconf {
prefix nc;
reference
"RFC 6241: Network Configuration Protocol (NETCONF)";
}

i mport ietf-netconf-nnda {
prefix ncds;
ref erence
"RFC 8526: NETCONF Extensions to Support the
Net wor k Managenent Datastore Architecture”;

}
inmport ietf-list-pagination {
prefix | pg;
ref erence
"RFC XXXX: List Pagination for YANG driven Protocols";
}
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organi zati on

"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup";

cont act

"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <mmilto:netconf@etf.org>

Aut hor : Kent Wat sen
<kent +i et f @vat sen. net >

Aut hor : Qn W
<bi | | . w@uawei . cone

Aut hor : Per Ander sson
<per.ietf@onio.se>

Aut hor : A of Hagsand
<ol of @agsand. se>

Aut hor : Hongwei Li
<fl ycool mn@muai |l . cone";

description

"Thi s nodul e augnents the <get>, <get-config> and <get-data>

"rpc’ statenments to support |ist pagination.

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Revised
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC
itself for full legal notices.

The key words ' MUST', ' MUST NOT', ' REQUI RED , 'SHALL’,

" SHALL NOT’, ’SHOULD , ' SHOULD NOT', ' RECOMVENDED ,

"NOT RECOMMENDED , ' MAY', and ' OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here.";

revisi on 2025-04-03 {
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description
"Initial revision.";
ref erence
"RFC XXXX: NETCONF Extensions to Support List Pagination";
}

augrment "/nc:get/nc:input" {
description
"Allow the ’get’ operation to use content filter
paraneter for specifying the YANG list or leaf-Ilist
that is to be retrieved";
uses | pg: pagi nati on- paraneters;

augnment "/nc:get-config/nc:input” {
description
"Allow the 'get-config’ operation to use content filter
paraneter for specifying the YANG list or leaf-Ilist
that is to be retrieved";
uses | pg: pagi nati on- par anet ers;

}

augnment "/ ncds: get-data/ncds:input” {
description
"Allow the 'get-data operation to use content filter
paraneter for specifying the YANG list or leaf-Ilist
that is to be retrieved”;
uses | pg: pagi nati on- paraneters;
}
}

<CODE ENDS>
6. | ANA Consi derations
6.1. The "IETF XM." Registry

Thi s docunent registers one URI in the "ns" subregistry of the | ETF
XM. Regi stry [ RFC3688] mmi ntai ned at

https://ww. i ana. org/ assi gnnments/ xm -regi stry/ xm -regi stry. xht m #ns
Following the format in [RFC3688], the following registration is
request ed:

URI: urn:ietf:parans:xm:ns:yang:ietf-1ist-pagination-nc

Regi strant Contact: The |ESG
XM.: N A, the requested URI is an XM. nanespace

Wat sen, et al. Expires 5 Cctober 2025 [ Page 7]



I nternet-Draft NETCONF Pagi nati on Support April 2025

6

8.

8.

2

.1

1.

The " YANG Modul e Nanes" Registry

Thi s docunent registers one YANG nodul e in the YANG Moddul e Nanes
registry [ RFC6020] mmi ntained at https://ww.iana. org/assi gnnents/
yang- par anet er s/ yang- paraneters. xhtm . Followi ng the format defined
in [ RFC6020], the bel ow registration is requested:

nane: ietf-list-pagination-nc

nanespace: urn:ietf:paranms:xm :ns:yang:ietf-Ilist-pagination-nc
prefix: pgnc

RFC:.  XXXX

Security Considerations
The "ietf-netconf-1ist-pagination” YANG Mdul e

This section follows the tenplate defined in Section 3.7.1 of
[ RFC8407] .

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Model (NACM [RFC8341]
provides the means to restrict access for particular NETCONF users to
a preconfigured subset of all avail abl e NETCONF protocol operations
and content.

The security considerations for the base NETCONF protocol operations
(see Section 9 of [RFC6241] and Section 6 of [RFC8526]) apply to the
ext ensi on of operations <get>, <get-config> and <get-data> defined

in this document.
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Appendi x A.  Exanpl e YANG Mdul e

The exanples within this docunent use the "exanpl e-social" YANG
nmodul e defined in Appendix A1 of [I-D.ietf-netconf-Iist-pagination].
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Appendi x B. Exanple Data Set

The Exanpl e Data Set used by the examples is defined in Appendix A 2
of [I-D.ietf-netconf-list-pagination].

Appendi x C. Exanple Queries
C. 1. List pagination with all query paraneters

This exanple mmcs that Appendix A 3.9 of
[I-D.ietf-netconf-1|ist-pagination].

<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nmessage-i d="42">
<get >
<sour ce>
<runni ng/ >
</ sour ce>
<filter type="xpath" select="/es: nmenbers/es: menber"
xm ns: es="https://exanpl e. conl ns/ exanpl e-soci al "/ >
<list-pagi nation
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-Iist-pagination-nc">
<where>//stats[starts-wi th(joined,’ 2020 )]</where>
<sort-by>j oi ned</sort - by>
<di recti on>backwar ds</ di recti on>
<of f set >2</ of f set >
<limt>2</limt>
<sublist-linmt>1</sublist-limt>
<l ocal e>sv_US</ | ocal e>
</list-pagination>
</ get >
</rpc>

Response fromthe NETCONF server
=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<dat a>
<menbers
xm ns="htt ps://exanpl e. conl ns/ exanpl e-soci al "
xmns: | p="urn:ietf:params: xm : ns:yang:ietf-Iist-pagination">
<menber | p:renaining="1" |p:local e="en_US">
<menber -i d>eri c</ menber-i d>
<emai | - addr ess>eri c@xanpl e. conx/ emai | - addr ess>
<passwor d>$0$1543</ passwor d>
<avat ar >BASE64VALUE=</ avat ar >
<tagline>CGo to bed with dreans; wake up with purpose.</tagli\
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ne>
<f ol | owi ng>al i ce</fol | owi ng>
<post s>
<post >
<ti mest anp>2020- 09- 17T18: 02: 04Z</ ti nest anp>
<title>Son, brother, husband, father</title>
<body>What's your story?</body>
</ post >
</ post s>
<favorites>
<bits | p:remaining="2" |p:local e="en_US">t wo</bits>
</favorites>
<stat s>
<j oi ned>2020- 09-17T19: 38: 32Z</j oi ned>
<menber shi p- | evel >pr o</ nenber shi p-1 evel >
<l ast-activity>2020-09-17T18: 02: 04Z</l ast-activity>
</ stats>
</ menber >
<menber | p:renaining="1" |p:local e="en_US">
<menber - i d>bob</ menber -i d>
<emai | - addr ess>bob@xanpl e. conx/ enuai | - addr ess>
<passwor d>$0$1543</ passwor d>
<avat ar >BASE64VALUE=</ avat ar >
<tagl i ne>Here and now, |ike never before.</tagline>
<post s>
<post | p:remaining="2" |p:local e="en_US">
<ti mest anp>2020- 08- 14T03: 32: 25Z</ ti nest anp>
<body>Just got in. </body>
</ post >
</ post s>
<favorites>
<deci mal 64- nunbers | p:remai ni ng="1" | p:local e="en_US">3. 14\
159</ deci mal 64- nunber s>
</favorites>
<stat s>
<j 0i ned>2020- 08- 14T03: 30: 00Z</j oi ned>
<menber shi p-| evel >st andar d</ menber shi p- | evel >
<l ast-activity>2020-08-14T03: 34: 30Z</l ast-activity>
</ st at s>
</ member >
</ menmber s>
</ dat a>
</rpc-reply>
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