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Abst ract

Thi s docunent defines a protocol for sending asynchronous event
notifications simlar to notifications defined in RFC 5277, but over
HTTPS. YANG nodul es for configuring publishers are al so defined.
Exanpl es are provided illustrating how to configure various
publ i shers.

Thi s docunment requires that the publisher is a "server" (e.g., a
NETCONF or RESTCONF server), but does not assune that the receiver is
a server.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 August 2024.
Copyright Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent.
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1. Introduction

Thi s docunent defines a protocol for sending asynchronous event
notifications simlar to notifications defined in NETCONF Event
Notifications [RFC5277], but over HITPS. Using HTTPS, which is a
secure formof HTTP Semantics [ RFCO9110], mexim zes transport-|eve
interoperability, while allowing for a variety of encoding options.
The protocol supports HITP/1.1: Message Syntax and Routing [ RFC9112]
and, HTTP/2 [RFC9113]. \While the payl oad does not change between
these versions of HITP and HTTP/3 [ RFC9114], the underlying transport
does. Since NETCONF does not support QU C. A UDP-Based Multipl exed
and Secure Transport [RFCO9000], support for HTTP/3 [ RFC9114], is
consi dered out of scope of this docunent.

Thi s docunent defines support for JSON and XM.; future efforts may
define support for other encodings (e.g., binary). This docunent
requires that the publisher is a "server" (e.g., a NETCONF or
RESTCONF server), but does not assunme that the receiver is a NETCONF
or RESTCONF server. It does expect the receiver to be an HITPS
server to receive the notifications.

Thi s docunent al so defines two YANG 1.1 [ RFC7950] nodul es that extend
the data nodel defined in Subscription to YANG Notifications
[ RFC8639], enabling the configuration of HTTPS-based receivers.

An exanple nodule illustrating the configuration of a publisher not
usi ng the data nodel defined in RFC 8639 is al so provided.

Configured subscriptions enable a server (e.g., a NETCONF or RESTCONF
server), acting as a publisher of notifications, to proactively push
notifications to external receivers without the receivers needing to
first connect to the server, as is the case with dynanic
subscri pti ons.

1.1. Applicability Statenent

Wi | e t he YANG nodul es have been defined as an augnentati on of
Subscription to YANG Notifications [ RFC8639], the notification method
defined in this document MAY be used outside of Subscription to YANG
Notifications [RFC8639] by using sone of the definitions fromthis
nmodul e al ong with the grouping defined in Goupings for HTTP Cients
and Servers [I-D.ietf-netconf-http-client-server]. For an exanple on
how t hat can be done, see Section A 2.
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1.2. Note to RFC Editor
Thi s docunent uses several placehol der val ues throughout the
docunent. Please replace themas follows and renove this section
bef ore publication.

RFC XXXX, where XXXX is the nunber assigned to this docunment at the
time of publication.

RFC YYYY, where YYYY is the nunber assigned to
[I-D.ietf-netconf-http-client-server].

2024-02-01 with the actual date of the publication of this docunent.

1.3. Abbreviations

[ el ety
| Acronym | Expansion |
| HTTP | Hypertext Transfer Protocol |
S R o e e e e e e e e e e e e e e +
| HTTPS | Hypertext Transfer Protocol Secure

S TRy e +
| SSE | Server-Sent Events |
T T T +
| TCP | Transm ssion Control Protocol |
S R o e e e e e e e e e e e e e e +
| TLS | Transport Layer Security |
S TRy O +

Table 1

1.4. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

1.4.1. Terns Inported from other RFCs

The following terns are defined in Subscription to YANG Notifications
[ RFC8639] .

*  Publ i sher

*  Recei ver
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* Subscribed Notifications
The following termis defined in RESTCONF Protocol [RFC8040].
* target resource

1.5. Tree Diagram

The tree diagram for the YANG nodul es defined in this docunent use
annot ati ons defined in YANG Tree Diagrans. [RFC8340].

2. Overview of Publisher to Receiver Interaction

The protocol consists of two HITP-based target resources presented by
the receiver. These two resources share a common prefix that the
publisher learns froma request it issues, as defined in section 3.2.
If the data nodel in section 6.2 is used, this common prefix is
defined by the "path" leaf in the "http-client-paraneters" container

* "capabilities": A target resource enabling the publisher to
di scover what optional capabilities a receiver supports.
Publ i shers SHOULD query this target before sending any
notifications or if ever an error occurs.

* "relay-notification": A target resource enabling the publisher to
send one or nore notification to a receiver. This docunent
defines support for sending only one notification per nessage; a
future effort MAY extend the protocol to send nultiple
notifications per nmessage.

The protocol is illustrated in the di agram bel ow
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Send HTTPS GET nessage  ------ >
to di scover receiver’'s
capabilities

<-mmm-- Send 200 (OK) contai ning

capabilities supported
by the receiver

-- For Each Notification -----------c--mmm oo +

wi th YANG defi ned
notification

+
I
| Send HTTPS POST nessage  ------ >
I
I
I
I

Note that, for RFC 8639 configured subscriptions, the very first
notification must be the "subscription-started" notification

3. Discovering a Receiver’s Capabilities
3.1. Applicability

For publishers using Subscription to YANG Notifications [ RFC8639],
dynani ¢ di scovery of a receiver’s supported encoding i s necessary
only when the "/subscriptions/subscription/encoding"” |eaf is not
configured, per the "encoding" |leaf’s description statenment in the
"ietf-subscribed-notification" nodul e.

If the "encoding" leaf is not configured, and the publisher wants to
send a notification in a particular format, w thout going through the
setup operation of learning the receiver capabilities, it can do so,
but has to be prepared for the case when it receives an error
response, because the receiver does not support the format sent by

t he publi sher.
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3.2. Request

To learn the capabilities of a receiver, a publisher can issue an
HTTPS GET request to the "capabilities" resource (see Section 2) on
the receiver with "Accept" header set using the "application/xm" as
defined in XML Media Types [ RFC7303], and/or "application/json" as
defined in JSON [ RFC8259] nedi a-types.

3.3. Response

The receiver responds with a "200 (OK)" nessage, having the "Content-
Type" header set to either "application/xm" or "application/json"
(which ever was selected), and containing in the response body a I|ist
of the receiver’'s capabilities encoded in the selected format.

Even though a YANG nodul e is not defined for this interaction, the
response body MJUST conformto the foll owi ng YANG nodel ed fornmat:

contai ner receiver-capabilities {
description
"A container for a list of capabilities supported by
the receiver.";
| eaf-1ist receiver-capability {
type "inet:uri";
description
"A capability supported by the receiver. A partial list of
capabilities is defined in the 'Capabilities for HITPS
Notification Receivers registry (see RFC XXXX). Additiona
custom capabilities MAY be defined.";
}
}

As it is possible that the receiver may return custom capability
URI's, the publisher MJST ignore any capabilities that it does not
recogni ze

3.4. Exanple

The publisher can send the followi ng request to | earn the receiver
capabilities. 1In this exanple, the "Accept" states that the
publ i sher wants to receive the capabilities response in XM but, if
not supported, then in JSON

GET /sone/ path/capabilities HITP/ 1.1

Host: exanpl e. com
Accept: application/xm, application/json;q=0.5
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If the receiver is able to reply using "application/xm", and
assunming it is able to receive JSON and XM. encoded notifi cati ons,
and it is able to process the RFC 8639 state machi ne, the response
m ght | ook like this:

HTTP/ 1.1 200 K

Date: Wed, 26 Feb 2020 20: 33: 30 GMVI
Server: exanpl e-server
Cache-Control : no-cache
Cont ent - Type: application/xm

<receiver-capabilities>
<recei ver-capability>\
urn:ietf:capability:https-notif-receiver:encoding:json\
</receiver-capability>
<recei ver-capability>\
urn:ietf:capability: https-notif-receiver:encoding: xm\
</receiver-capability>
<recei ver-capability>\
urn:ietf:capability:https-notif-receiver:sub-notif\
</receiver-capability>
</receiver-capabilities>

If the receiver is unable to reply using "application/xm", the
response mght look like this:

HTTP/ 1.1 200 XK

Date: Wed, 26 Feb 2020 20:33:30 GMI
Server: exanpl e-server
Cache-Control : no-cache
Cont ent - Type: application/json

Cont ent - Lengt h: nnn

{
"receiver-capabilities": {
"receiver-capability": |
"urn:ietf:capability: https-notif-receiver:encoding:json",
"urn:ietf:capability:https-notif-receiver:encodi ng: xm",
"urn:ietf:capability:https-notif-receiver:sub-notif"
]
}
}

4. Sending Event Notifications
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4.

4.

4.

1. Request

The publisher sends an HTTP POST request to the "relay-notification"
resource (see Section 2) on the receiver with the "Content-Type"
header set to either "application/json" or "application/xm" and a
body containing the notification encoded using the specified format.

XM.- encoded notifications are encoded using the format defined by
NETCONF Event Notifications [ RFC5277] for XM

JSON- encoded notifications are encoded the sane as specified in
Section 6.4 in RESTCONF [ RFC8040] with the follow ng deviations:

* The notifications do not contain the "data:" prefix used by
Server-Sent Events (SSE)

* |Instead of saying that, for JSON-encodi ng purposes, the nodul e
nane for the "notification" elenent is "ietf-restconf", the nodule
name will instead be "ietf-https-notif".

2. Response

The response on success SHOULD be "204 (No Content)". |In case of
corrupted or nal forned event, the response SHOULD be an appropriate
HTTP error response.

3. Example
An XM.- encoded notification might be sent as foll ows:

POST /sone/path/relay-notification HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cation/xm

<notification xm ns="urn:ietf:parans: xm:ns:netconf:notification:1. 0">
<event Ti me>2019- 03-22T12: 35: 00Z</ event Ti nme>
<event xm ns="https://exanpl e. com exanpl e- nmod" >
<event - cl ass>faul t </ event - cl ass>
<reporting-entity>
<car d>Et her net 0</ car d>
</reporting-entity>
<severity>ngj or</severity>
</ event >
</notification>

A JSON- encoded notification mght be sent as foll ows:
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POST /sone/path/relay-notification HITP/ 1.1
Host: exanpl e. com

Cont ent - Type: application/json

"ietf-https-notif:notification": {
"event Ti me": "2013-12-21T00: 01: 00Z",

"exanpl e-nod: event" : {
"event-class" : "fault",
"reporting-entity" : { "card" : "Ethernet0" },
"severity" : "mgjor"

}
}
}

And, in either case, the response on success night be as foll ows:

HTTP/ 1.1 204 No Content
Date: Wed, 26 Feb 2020 20:33:30 GMI
Server: exanpl e-server

5. The "ietf-subscribed-notif-receivers" Mdul e

5.1. Data Mdel Overview

Thi s YANG nmodul e augnents the "ietf-subscribed-notifications" nodul e
to define a choice of transport types that other nodul es such as the

"ietf-https-notif-transport” nodule can use to define a transport
specific receiver.

nmodul e: ietf-subscribed-notif-receivers

augrment /sn:subscriptions:
+--rw receiver-instances
+--rw receiver-instance* [nane]
+--rw name string
+--rw (transport-type)
augnment /sn:subscriptions/sn:subscription/sn:receivers/sn:receiver:
+--rw receiver-instance-ref? | eaf r ef

5.2. YANG Modul e

The YANG nodul e inports Subscription to YANG Notifications [ RFC8639].

Jet hanandani & Watsen Expi res 4 August 2024 [ Page 10]



I nternet-Draft HTTPS Notification Transport February 2024

<CODE BEG NS> file "ietf-subscribed-notif-receivers@024-02-01. yang"
modul e i etf-subscribed-notif-receivers {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-subscribed-notif-receivers"”;
prefix "snr";

import ietf-subscribed-notifications {
prefix sn;
ref erence
"RFC 8639: Subscription to YANG Notifications";
}

organi zati on
"1 ETF NETCONF Wor ki ng G oup”;

cont act
"WG Web: <http://datatracker.ietf.org/wy/ netconf>
WG List: <netconf@etf.org>

Aut hors: Mahesh Jet hanandani (njethanandani at gmail dot com
Kent Watsen (kent plus ietf at watsen dot net)";

description
"This YANG nodul e is inplenmented by Publishers inplenmenting
the "ietf-subscribed-notifications’ nodule defined in RFC 8639

While this nodule is defined in RFC XXXX, which primarily
defines an HTTPS- based transport for notifications, this nodul e
is not HTTP-specific. It is a generic extension that can be
used by any 'notif’ transport.

Thi s nodul e defines two ’augnment’ statenents. One statenent
augnents a 'container’ statenment called ’receiver-instances
into the top-level 'subscriptions’ container. The other
statement, called 'receiver-instance-ref’, augnents a 'l eaf’
statement into each 'receiver’ that references one of the

af ore nentioned receiver instances. This indirection enables
mul tiple configured subscriptions to send notifications to
the same receiver instance.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Revised BSD

Li cense set forth in Section 4.c of the I|ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices

The key words 'MJST', 'MJST NOT', 'REQUI RED , 'SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision "2024-02-01" {
description
"lInitial Version.";
ref erence
"RFC XXXX: An HTTPS- based Transport for YANG Notifications.";
}

augrment "/sn:subscriptions" {
cont ai ner receiver-instances {
description
"A container for all instances of receivers.";

list receiver-instance {
key "nane";

| eaf nane {
type string;
description
"An arbitrary but unique nane for this receiver
i nstance.";

}

choi ce transport-type {
mandat ory true;
description
"Choice of different types of transports used to
send notifications. The 'case’ statenents nust
be augnented in by other nodules."”;
}
description
"Alist of all receiver instances.";
}
}

description
"Augnent the subscriptions container to define the
transport type.";
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augmnent
"/sn:subscriptions/sn:subscription/sn:receivers/sn:receiver" {
| eaf receiver-instance-ref {
type leafref {
path "/sn:subscriptions/snr:receiver-instances/" +
"snr:receiver-instance/snr:name";
}

description
"Reference to a receiver instance.";
description
"Augnent the subscriptions container to define an optiona
reference to a receiver instance.";

}
}
<CODE ENDS>

6. The "ietf-https-notif-transport” Modul e
6.1. Data Mdel Overview

This YANG nodule is a definition of a set of receivers that are
interested in the notifications published by the publisher. The
modul e contains the TCP, TLS and HTTPS paraneters that are needed to
conmuni cate with the receiver. The nodul e augnents the "ietf-
subscri bed-notif-receivers" nmodule to define a transport specific
receiver.

As mentioned earlier, it uses a POST nethod to deliver the
notification. The "http-receiver/tls/http-client-paraneters/path"

| eaf defines the path for the resource on the receiver, as defined by
"pat h-absolute” in URI Generic Syntax [RFC3986]. The user-id used by
Net wor k Configuration Access Control Mddel [RFC8341], is that of the
receiver and is derived fromthe certificate presented by the
receiver as part of "receiver-identity".

An abridged tree diagramrepresenting the nodule is shown bel ow.
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modul e: ietf-https-notif-transport

augnment /sn:subscriptions/snr:receiver-instances
/snr:receiver-instance/snr:transport-type:
+--:(https)
+--rw https-receiver
+--rw (transport)
|  +--:(tls) {tls-supported}?

+--rwtls
+--rw tcp-client-paraneters
+--rw renot e- addr ess i net: host
+--rw renote-port? i net: port-nunber
+--rw | ocal - addr ess? i net:ip-address
| {I ocal - bi ndi ng- supported}?
+--rw | ocal -port? i net: port-nunber

| {I ocal - bi ndi ng- supported}?
+--rw proxy-server! {proxy-connect}?
| .

+--TW kéépal i ves! {keepalives-supported}?

rwtls-client-parameters

|+__+——rw client-identity!

I I+——rw server - aut hent i cati on

I +--rwhéi|o-pararrs {tl scrm: hel | o- parans} ?
} |+——rw i(éépal ives {tls-client-keepalives}?
I+--rw httb.—;:l i ent - paraneters

+--rwclient-identity!
|
+--rw proxy-connect! {proxy-connect}?
|
+--rw path string
+--rw receiver-identity {receiver-identity}?
+--rw cert-nmaps

+--rw cert-to-name* [id]

+--rwid ui nt 32

+--rw fingerprint x509c2n:tls-fingerprint
+--rw map-type i dentityref

+--rw nanme string
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6.2. YANG nodul e

The YANG nodul e inports A YANG Data Model for SNWVP Configuration
[ RFC7407], Subscription to YANG Notifications [ RFC8639], and YANG
Groupings for HTTP dients and HITP Servers
[I-D.ietf-netconf-http-client-server].

The YANG nmpdul e is shown bel ow.

<CODE BEG NS> file "ietf-https-notif-transport @024-02-01. yang"
nmodul e ietf-https-notif-transport {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-https-notif-transport™
prefix "hnt";

import ietf-x509-cert-to-nanme {
prefix x509c2n;
ref erence
"RFC 7407: YANG Data Mddel for SNWP Configuration.";

}
import ietf-subscribed-notifications {
prefix sn;
ref erence
"RFC 8639: Subscription to YANG Notifications";
}
import ietf-subscribed-notif-receivers {
prefix snr;
ref erence
"RFC XXXX: An HTTPS- based Transport for YANG Notifications.";
}

import ietf-http-client {
prefix httpc;
ref erence
"RFC YYYY: YANG G oupings for HITP Cients and HTTP Servers.";

}

organi zati on
"I ETF NETCONF Wor ki ng Group";

cont act
"WG Web: <http://datatracker.ietf.org/wgy/ netconf>
WG List: <netconf@etf.org>

Aut hors: Mahesh Jet hanandani (njethanandani at gnail dot com
Kent Watsen (kent plus ietf at watsen dot net)";
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description
"This YANG nodul e is inplenmented by Publishers that inplenent
the ’ietf-subscribed-notifications’ nodule defined in RFC 8639

Thi s nodul e augnments a 'case’ statenent called "https' into
the 'choice’ statenment called 'transport-type’ defined
by the "ietf-https-notif-transport’ nodul e defined in RFC XXXX

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD

Li cense set forth in Section 4.c of the I ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices

The key words *MJST', 'MJST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision "2024-02-01" {
description
"I'nitial Version.";
ref erence
"RFC XXXX: An HTTPS- based Transport for YANG Notifications.";

}

feature receiver-identity {
description
"Indicates that the server supports filtering notifications
based on the receiver’s identity derived fromits TLS
certificate.";

}

identity https {
base sn:transport;
description
"HTTPS transport for notifications.";

}

groupi ng https-receiver-grouping {
description
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"A grouping that may be used by other nodul es wishing to
configure HITPS-based notifications w thout using RFC 8639.";
uses httpc: http-client-stack-grouping {
refine "transport/tcp" {
/1 create the logical inpossibility of enabling the
[l "tcp" transport (i.e., "HTTP" without the 'S).
if-feature "not httpc:tcp-supported”;

}
augnment "transport/tls/tls/http-client-paraneters” {
| eaf path {
type string;
mandat ory true;
description
"A path to the target resources. Under this
path the receiver must support both the 'capabilities
and 'relay-notification” resource targets, as described
in RFC XXXX.";
}
description
"Augnentation to add a receiver-specific path for the
"capabilities’ and 'relay-notification’ resources.”;
}

}

contai ner receiver-identity {
if-feature receiver-identity;
description
"Maps the receiver’s TLS certificate to a local identity
enabling access control to be applied to filter out
notifications that the receiver may not be authorized
to view ";
contai ner cert-maps {
uses x509c2n: cert-to-nane,
description
"The cert-maps container is used by a TLS-based HTTP
server to map the HTTPS client’s presented X 509
certificate to a 'local’ username. Specifically, the
"nane’ field within the nmodule is used along with
"specified identity to performthe match. If no
mat ching and valid cert-to-name list entry is found,
the publisher MJST cl ose the connection, and MJST
NOT send any notifications over it.";
ref erence
"RFC 7407: A YANG Data Model for SNWMP Configuration.";

}
}
}

augnment "/sn:subscriptions/snr:receiver-instances/" +
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"snr:receiver-instance/snr:transport-type" {
case https {
cont ai ner https-receiver {
description
"The HTTPS receiver to send notifications to.";
uses https-receiver-grouping;
}
}

description
"Augnent the transport-type choice to include the 'https
transport.",;

}
}
<CODE ENDS>

7. Security Considerations

The YANG nodul es specified in this document define a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446]. The NETCONF Access Control Mdel (NACM [ RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The YANG nodul es in this docunent make use of groupings that are
defined in YANG G oupings for HITP Cients and HTTP Servers
[I-D.ietf-netconf-http-client-server], YANG G oupings for TLS Cdients
and TLS Servers [I-D.ietf-netconf-tls-client-server], and A YANG Dat a
Model for SNWP Configuration [RFC7407]. Please see the Security
Consi derations section of those documents for considerations rel ated
to sensitivity and vulnerability of the data nodes defined in them
Additionally, the parameters defined in the tls-client-grouping in
the ietf-tls-client nodul e should follow the reconmendati ons
specified in Reconmendations for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security (DTLS)

[ RFC9325]

There are a nunber of data nodes defined in the YANG nodul es that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:
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8.

8.

* The "path" node in "ietf-subscribed-notif-receivers" nodul e can be
nmodi fied by a malicious user to point to an invalid URI. Wrse
still, it could point the URI of their choosing, exploit the
vul nerable client, and if redirects are followed to the same URl,
track its usage.

The container "receiver-identity" contains nodes |like "cert-maps"
that are used by the HTTP server to map to the HITPS client’s
certificate to a 'local’ username. An unintended nodification of
these nodes will result in new connection requests be deni ed.

Sone of the readabl e data nodes in the YANG nodul es may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. The nodel does not define any
readabl e subtrees and data nodes that are particularly sensitive or
vul ner abl e.

Sone of the RPC operations in the YANG nodul es may be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control access to these operations. The nodel does not
define any RPC operations.

| ANA Consi der ati ons

.1. The "I ETF XM." Registry

Thi s docunent registers two URIs in the "ns" subregistry of the "I ETF
XM." registry [ RFC3688]. Following the format in [ RFC3688], the
followi ng registrations are requested:

URI: urn:ietf:parans: xm:ns:yang:ietf-subscribed-notif-receivers
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace

URI: urn:ietf:parans:xm:ns:yang:ietf-https-notif-transport
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace

2. The "YANG Modul e Nanes" Registry
Thi s docunent registers two YANG nodul es in the "YANG Mddul e Nanes"

registry [RFC6020]. Following the format in [RFC6020], the follow ng
regi strations are requested:
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nare: i etf-subscribed-notif-receivers
nanespace: urn:ietf:paranms:xm :ns:yang:ietf-subscribed-notif-receivers
prefix: snr

ref erence: RFC XXXX

nane: ietf-https-notif-transport
namespace: urn:ietf:params:xm:ns:yang:ietf-https-notif-transport
prefi x: hnt

ref erence: RFC XXXX
8.3. Registration of 'yang-notif’ URN Sub-nanespace
Thi s docunent requests that | ANA regi ster a new URN Sub- nanespace
within the "I ETF URN Sub-nanespace for Regi stered Protocol Paraneter
ldentifiers" registry defined in [ RFC3553].
Regi stry Name: yang-notif
Speci fication: RFC XXXX
Repository: "YANG Notifications" registry
8.4. Registration of "https’ URN Sub-nanespace

Thi s docunent requests that | ANA regi ster a new URN Sub- nanespace
within the "YANG Notifications" registry group defined in [ RFC3553].

Regi stry Name: https-capability

Speci fication: RFC XXXX

Repository: "Capabilities for HTTPS Notification Receivers" registry
The following note shall be at the top of the registry:

This registry defines capabilities that can be
supported by HTTPS-based notification receivers.

The fields for each registry are:
*  URN
-  The nane of the URN (required).
- The URN nust conformto the syntax described by [ RFC8141].

- The URN nust begin with the string "urn:ietf:params:yang-
notif:https-capability".

* Ref erence

- The RFC that defined the URN.
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<Title>.

* Description

- An arbitrary description of the capability.

- The description should be no nore than a few sentences.

- The description is to be in English,

but may contain UTF-8

characters as may be needed in sonme cases.

The update policy is "RFC Required".

Following is the initial

Recor d:
URN:
Ref er ence:

Descri pti on:

Record:
URN:
Ref er ence:

Descri pti on:

Record:
URN:
Ref er ence:

Descri pti on:

9. Ref er ences
9.1.

[ RFC2119]

[ RFC3553]

Jet hanandani

Br adner,
Requi renment Level s",
DA 10.17487/ RFC2119, March 1997,

<https://ww.rfc-editor.org/info/rfc2119>.

Meal |'i ng,
| ETF URN Sub- nanespace for
Paraneters",
2003,

& Wat sen

assignnent for this registry:

urn:ietf:parans:yang-notif: https-capability:encoding:json
RFC XXXX: An HTTPS- based Transport for YANG Notifications
Identifies support for JSONencoded notifications.

urn:ietf:parans:yang-notif: https-capability:encoding: xm
RFC XXXX: An HTTPS- based Transport for YANG Notifications
Identifies support for XM.-encoded notifications.

urn:ietf:params:yang-notif:https-capability:sub-notif
RFC XXXX: An HTTPS- based Transport for YANG Notifications
Identifies support for state nachine described in

RFC 8639, enabling the publisher to send, e.g., the
"subscription-started" notification.

Nor mati ve references

S., "Key words for use in RFCs to Indicate

BCP 14, RFC 2119,

M, Msinter, L., Hardie, T., and G Klyne, "An
Regi st ered Prot ocol
BCP 73, RFC 3553, DA 10. 17487/ RFC3553, June

<https://wwv.rfc-editor.org/info/rfc3553>.

Expi res 4 August 2024 [ Page 21]



Internet-Draft

[ RFC3688]

[ RFC3986]

[ RFC5277]

[ RFC6020]

[ RFC6241]

[ RFC6242]

[ RFC7303]

[ RFC7407]

[ RFC7950]

[ RFC8040]

[ RFC8174]

HTTPS Notification Transport February 2024

Mealling, M, "The IETF XM. Registry", BCP 81, RFC 3688,
DO 10.17487/ RFC3688, January 2004,
<https://www.rfc-editor.org/info/rfc3688>.

Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,

RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://ww.rfc-editor.org/info/rfc3986>.

Chisholm S. and H Trevino, "NETCONF Event
Notifications", RFC 5277, DA 10.17487/ RFC5277, July 2008,
<https://ww. rfc-editor.org/info/rfcb277>.

Bj orklund, M, Ed., "YANG - A Data Mddel i ng Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DO 10.17487/ RFC6020, Cctober 2010,

<https://www. rfc-editor.org/info/rfc6020>.

Enns, R, Ed., Bjorklund, M, Ed., Schoenwael der, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DO 10.17487/ RFC6241, June 2011,
<https://ww.rfc-editor.org/info/rfc6241>.

Wassernman, M, "Using the NETCONF Protocol over Secure
Shell (SSH)", RFC 6242, DO 10.17487/ RFC6242, June 2011,
<https://www.rfc-editor.org/info/rfc6242>.

Thonpson, H. and C. Lilley, "XM. Media Types", RFC 7303,
DO 10.17487/ RFC7303, July 2014,
<https://www. rfc-editor.org/info/rfc7303>.

Bj orklund, M and J. Schoenwael der, "A YANG Data Mddel for
SNWP Configuration", RFC 7407, DO 10.17487/ RFC7407,
Decenber 2014, <https://ww. rfc-editor.org/info/rfc7407>.

Bj orklund, M, Ed., "The YANG 1.1 Data Mdel i ng Language",
RFC 7950, DO 10. 17487/ RFC7950, August 2016,
<https://ww.rfc-editor.org/info/rfc7950>.

Bi erman, A, Bjorklund, M, and K Watsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/ RFC8040, January 2017,
<https://www. rfc-editor.org/info/rfc8040>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Jet hanandani & Watsen Expi res 4 August 2024 [ Page 22]



I nternet-Draft HTTPS Notification Transport February 2024

[ RFC8259]

[ RFC8340]

[ RFC8341]

[ RFC8446]

[ RFC8639]

[ RFC9000]

[ RFC9110]

[ RFC9112]

[ RFC9113]

[ RFC9114]

Jet hanandani

Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,

DO 10.17487/ RFC8259, Decenber 2017,
<https://ww.rfc-editor.org/info/rfc8259>.

Bj orklund, M and L. Berger, Ed., "YANG Tree D agrans",
BCP 215, RFC 8340, DA 10.17487/ RFC8340, March 2018,
<https://ww.rfc-editor.org/info/rfc8340>.

Bierman, A. and M Bjorklund, "Network Configuration
Access Control Model", STD 91, RFC 8341,

DO 10.17487/ RFC8341, March 2018,

<https://www. rfc-editor.org/info/rfc8341>.

Rescorla, E., "The Transport Layer Security (TLS) Prot ocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www. rfc-editor.org/info/rfc8446>.

Voit, E., Cemm A, CGonzalez Prieto, A, NI sen-Nygaard,
E., and A Tripathy, "Subscription to YANG Notifications",
RFC 8639, DO 10.17487/ RFC8639, Septenber 2019,
<https://ww.rfc-editor.org/info/rfc8639>.

lyengar, J., Ed. and M Thonmson, Ed., "QUI C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,

DA 10. 17487/ RFCO000, May 2021,
<https://www.rfc-editor.org/info/rfc9000>.

Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Senmantics", STD 97, RFC 9110,

DO 10.17487/ RFC9110, June 2022,
<https://www.rfc-editor.org/info/rfc9110>.

Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP/1.1", STD 99, RFC 9112, DO 10.17487/ RFC9112,
June 2022, <https://ww.rfc-editor.org/info/rfc9112>.

Thonmson, M, Ed. and C. Benfield, Ed., "HTTP/ 2", RFC 9113,
DA 10.17487/ RFC9113, June 2022,
<https://ww.rfc-editor.org/info/rfc9113>.

Bi shop, M, Ed., "HTTP/ 3", RFC 9114, DO 10.17487/ RFC9114,
June 2022, <https://ww. rfc-editor.org/info/rfc9114>.

& Wt sen Expi res 4 August 2024 [ Page 23]



I nternet-Draft HTTPS Notification Transport February 2024

[ RFC9325] Sheffer, Y., Saint-Andre, P., and T. Fossati,
"Recommendati ons for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", BCP 195, RFC 9325, DO 10.17487/ RFC9325, Novenber
2022, <https://ww.rfc-editor.org/info/rfc9325>

[I-D.ietf-netconf-http-client-server]
Wat sen, K., "YANG G oupings for HITP 1.1/2.0 Cients and
HTTP Servers", Wirk in Progress, Internet-Draft, draft-
ietf-netconf-http-client-server-15, 26 January 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
http-client-server-15>.

[I-D.ietf-netconf-tls-client-server]
Watsen, K., "YANG Goupings for TLS Cients and TLS
Servers", Work in Progress, Internet-Draft, draft-ietf-
netconf-tls-client-server-36, 29 January 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
tls-client-server-36>

9. 2. Informati ve references

[ RFC8141] Saint-Andre, P. and J. Klensin, "Uniform Resource Nanes
(URNs)", RFC 8141, DO 10.17487/ RFC8141, April 2017,
<https://ww. rfc-editor.org/info/rfc8141>

Appendi x A.  Configuration Exanpl es

Thi s non-normative section shows two exanples for how the "ietf-
https-notif-transport” nodul e can be used to configure a publisher to
send notifications to a receiver

In both exampl es, the publisher, being an HTTPS client, is configured
to send notifications to a receiver

A. 1. Using Subscribed Notifications (RFC 8639)

Thi s exanpl e shows how an RFC 8639 [ RFC8639] based publisher can be
configured to send notifications to a receiver

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<?xm version="1.0" encodi ng="UTF-8"?>
<subscri ptions
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-subscribed-notifications\
"
<recei ver-instances
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notif-receil
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vers">
<recei ver-instance>
<name>gl obal -r ecei ver - def </ name>
<htt ps-receiver
xm ns="urn:ietf:parans: xm :ns:yang:ietf-https-notif-transp\
ort"
xm ns: x509c2n="urn:ietf: parans: xm : ns:yang:ietf-x509-cert-\
t o- nane" >
<tls>
<tcp-client-paraneters>
<r enot e- addr ess>r ecei ver. exanpl e. conx/ r enot e- addr ess>
<r enot e- port >443</r enot e- port >
</tcp-client-paraneters>
<tls-client-paraneters>
<server-aut hentication>
<ca-certs>
<l ocal -definition>
<certificate>
<name>Server Cert |ssuer #1</nane>
<cert - dat a>base64encodedval ue==</cert - dat a>
</certificate>
</l ocal -definition>
</ ca-certs>
</ server-aut hentication>
</tls-client-paraneters>
<http-client-paraneters>
<client-identity>
<basi c>
<user-i d>ny- nanme</ user-i d>
<cl eart ext - passwor d>ny- passwor d</ cl eart ext - passwor d>
</ basi c>
</client-identity>
<pat h
xm ns="urn:ietf:parans: xm :ns:yang:ietf-https-notif-\
transport ">/ sone/ pat h</ pat h>
</ http-client-paraneters>
</tls>
<receiver-identity>
<cert-maps>
<cert-to-nane>
<id>1</id>
<fingerprint>11: 0A: 05: 11: 00</fi ngerprint>
<map-type>x509c2n: san- any</ map-type>
</cert-to-nanme>
</ cert-maps>
</receiver-identity>
</ https-receiver>
</ receiver-instance>
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</receiver-instances>
<subscri ption>
<i d>6666</i d>
<transport xm ns:ph="urn:ietf:parans:xm:ns:yang:ietf-https-noti\
f-transport">ph: https</transport>
<streamsubtree-filter>
<some-subtree-filter/>
</streamsubtree-filter>
<streanpsomne- streanx/ streanp
<recei vers>
<recei ver >
<name>subscri pti on-specific-receiver-def </ nane>
<receiver-instance-ref xmns="urn:ietf:parans: xm :ns:yang:ie\
tf-subscribed-notif-receivers">gl obal -recei ver-def</receiver-instanc\
e-ref>
</receiver>
</receivers>
</ subscri ption>
</ subscri ptions>
<truststore xm ns="urn:ietf:paranms: xn :ns:yang:ietf-truststore">
<certificate-bags>
<certificate-bag>
<nane>explicitly-trusted-server-ca-certs</nane>
<descri pti on>
Trust anchors (i.e. CA certs) that are used to
aut henti cate connections to receivers. Receivers
are authenticated if their certificate has a chain
of trust to one of these CA certificates.
certificates.
</ description>
<certificate>
<name>ca. exanpl e. conx/ name>
<cert-dat a>base64encodedval ue==</cert - dat a>
</certificate>
<certificate>
<nanme>Fred Fl i ntstone</nane>
<cert - dat a>base64encodedval ue==</cert - dat a>
</certificate>
</certificate-bag>
</certificate-bags>
</truststore>

A. 2. Not Using Subscribed Notifications
In the case that it is desired to use HITPS-based notifications

out si de of Subscribed Notifications, an application-specific nodule
woul d need to define the configuration for sending the notification
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Following is an exanple nodule. Note that the nodul e "uses" the
"https-receiver-groupi ng" grouping fromthe "ietf-https-notif-
transport™ nodul e.

nmodul e exanpl e- cust om nodul e {
yang-version 1.1;
nanespace "http://exanpl e. conl exanpl e- cust om nodul e";
prefix "custont;

inmport ietf-https-notif-transport {
prefix "hnt";
ref erence
"RFC XXXX:
An HTTPS- based Transport for Configured Subscriptions”;

}

organi zati on
"Exanple, Inc.";

cont act
"Support at exampl e.conf;

description
"Exanpl e of nmodul e not using Subscribed Notifications nodule.";

revision "2024-02-01" {
description
"Initial Version.";
ref erence
"RFC XXXX: An HTTPS- based Transport for YANG Notifications.";
}

cont ai ner exanpl e-nodul e {
description
"Exanpl e of using HTTPS notif wi thout having to
i mpl ement Subscribed Notifications.";

cont ai ner https-receivers {
description
"A container of all HTTPS notif receivers.";
list https-receiver {
key "nane";
description
"Alist of HTTPS notif receivers.";
| eaf nane {
type string;
description
"A unique nane for the https notif receiver.";
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}

uses hnt: https-receiver-grouping;
}

}
}
}

Foll owi ng i s what the correspondi ng configuration |ooks like:

<?xm version="1.0" encodi ng="UTF-8""?>
<exanpl e- nodul e xm ns="http://exanpl e. com exanpl e- cust om nodul e" >
<htt ps-receivers>
<htt ps-receiver>
<nane>f oo</ nane>
<tls>
<tcp-client-paraneters>
<r enot e- addr ess>r ecei ver. exanpl e. conx/ r enot e- addr ess>
<r enot e- port >443</r enot e- port >
</tcp-client-paraneters>
<tls-client-paraneters>
<server-aut hentication>
<ca-certs>
<l ocal -definition>
<certificate>
<name>Server Cert |ssuer #1</nane>
<cert - dat a>base64encodedval ue==</cert - dat a>
</certificate>
</l ocal -definition>
</ ca-certs>
</ server-aut hentication>
</tls-client-paraneters>
<http-client-paraneters>
<client-identity>
<basi c>
<user-i d>ny- nanme</ user -i d>
<cl eart ext - passwor d>ny- passwor d</ cl eart ext - passwor d>
</ basi c>
</client-identity>
<pat h>/ sone/ pat h</ pat h>
</ http-client-parameters>
</tls>
</ https-receiver>
</ https-receivers>
</ exanpl e- nodul e>
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