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Abst ract

Net wor k equi pnent are often configured by a variety of network
managenent systens (NMS), protocols, and teams. |If a network issue
arises (e.g., because of a wong configuration change), it is
important to quickly identify the root cause and obtain the reason
for pushing that nodification. Another potential network issue can
stem from concurrent NMSes with overlapping intents, each having
their own tasks to perform In such a case, it is inportant to map
the respective nodifications to its originating NVS

Thi s docunent specifies a NETCONF nechanismto automatically map the
configuration nodifications to their source, up to a specific NVB
change request. Such a nechanismis required, in particular, for

aut ononous networks to trace the source of a particular configuration
change that led to an anomaly detection. This mechanismfacilitates
the troubl eshooting, the post-nmortem analysis, and in the end the

cl osed | oop automation required for self-healing networks. The
specification also includes a YANG nodule that is nmeant to nap a

| ocal configuration change to the corresponding trace id, up to the
controller or even the orchestrator.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com net conf-wg/ configuration-tracing.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

I ssues arising in the network, for instance violation of some SLAs,
m ght be due to some configuration nodification. |In the context of
aut onat ed networks, the assurance system needs not only to identify
and revert the problematic configuration nodification, but also to
make sure that it won't happen again and that the fix will not

di srupt other services. To cover the last two points, it is

i nperative to understand the cause of the problematic configuration
change. Indeed, the first point, making sure that the configuration
nmodi fication will not be repeated, cannot be ensured if the cause for
pushing the nmodification in the first place is not known. Ensuring
the second point, not disrupting other services, requires as well
knowi ng i f the configuration nodification was pushed in order to
support new services. Therefore, we need to be able to trace a
configuration nodification on a device back to the reason that
triggered that nodification, for instance in a NVS, whether the
controller or the orchestrator.

Thi s specification focuses only on configuration pushed via NETCONF
[ RFC6241] or RESTCONF [ RFC8040]. The rationale for this choice is
that NETCONF is better suited for nornalization than other protocols
(SNWP, CLI). Another reason is that the notion of trace context,
useful to track configuration nodifications, has been ported to
NETCONF in [I-D.ietf-netconf-trace-ctx-extension] and RESTCONF in
[1-D.ietf-netconf-restconf-trace-ctx-headers].

The sane network el ement, or NETCONF [ RFC6241] server, can be
configured by different NMSs or NETCONF clients. |If an issue arises,
one of the starting points for investigation is the configuration
nmodi fi cation on the devices supporting the inpacted service. 1In the
best case, there is a dedicated user for each client and the
timestanp of the nodification allows tracing the problematic

nodi fication to its cause. In the worst case, everything is done by
the same user and sone nore correlations nust be done to trace the
probl ematic nodification to its source.
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Thi s docunent specifies a mechanismto autonmatically map the
configuration nodifications to their source, up to a specific NVB
service request. Practically, this mechani sm annotates configuration
changes on the configured elenment with sufficient information to
unanbi guously identify the corresponding transaction, if any, on the
el ement that requested the configuration nodification. |t reuses the
concept of Trace Context [WBC- Trace-Context] applied to NETCONF as in
[I-D.ietf-netconf-trace-ctx-extension] The information needed to
trace the configuration is stored in a new YANG nodul e that maps a

| ocal configuration change to sone additional netadata. The
additional netadata contains the trace ID, and, if the |ocal change
is not the beginning of the trace, the ID of the client that
triggered the I ocal-change. In that sense, it is an instance of the
YANG Dat aSt ore i npl enmentation of the Trace Context as proposed in
Section 1.2 of [I-D.ietf-netconf-trace-ctx-extension].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the terns client and server from[RFC6241].

Thi s docunent uses the terns transaction and Transaction I D from
[I-D.ietf-netconf-transaction-id].

Thi s docunent uses the termtrace ID from[WGC- Trace-Context].

Local Commit ID ldentifier of a local configuration change on a
Net wor k Equi pnent, Controller, Orchestrator or any other device or
software handling configuration. Such an identifier is usually
present in devices that can show a history of the configuration
changes, to identify one such configuration change

3. Use cases

This docunent was witten with autononous networks in mnd. W
assune that an existing nonitoring or assurance system such as
described in [RFC9417], is able to detect and report network
anomalies , e.g. SLA violations, intent violations, network failure,
or sinply a custoner issue. Here are the use cases for the proposed
YANG nodul e; they are extensions of the "Provisioning root cause
anal ysi s" use case presented in Section 1.3.1 of
[1-D.ietf-netconf-trace-ctx-extension].
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3.

3.

3.

3.

4.

1. Configuration M stakes

Taking into account that many network anomalies are due to
configuration mstakes, this nmechanismallows to find out whether the
of fendi ng configuration nodification was triggered by a tracing-
enabled client/NVM5. In such a case, we can map the of fending
configuration nodification id on a server/ NE to a |ocal configuration
modi fication id on the client/NVMS. Assuming that this mechani sm (the
YANG nodul e) is inplenmented on the controller, we can recursively
find, in the orchestrator, the latest (set of of) service request(s)
that triggered the configuration nodification. Wether this/those
service request(s) are actually the root cause needs to be

i nvestigated. However, they are a good starting point for

troubl eshooti ng, post-nortem analysis, and in the end the cl osed | oop
aut omati on, which is absolutely required for self-healing networks.

2. Concurrent NMS Configuration

Buil di ng on the previous use case is the situation where two NVS' s,
unawar e of each other, are configuring a conmmon router, each
believing that they are the only NM5 for the common router. So one
configuration executed by the NMS1 is overwitten by the NM52, which
inturn is overwitten by NVS1l, etc.

3. Conflicting Intents

Aut ononobus networks will be solved first by assuring intent per
specific domain; for exanple data center, core, cloud, etc. This

| ast use case is a nore specific "Concurrent NVS configuration" use
case where assuring donain intent breaks the entire end to end
service, even if the domain-specific controllers are aware of each
ot her.

4. Not a use case: Onboarding

During onboarding, a newy added device is likely to receive a

mul tiple configuration nessage, as it needs to be fully confi gured.
Qur use cases focus nore on what happens after the initial
configuration is done, i.e. when the "stable" configuration is
nodi fi ed.

Rel ying on WBC Trace Context to Trace Configuration Mdifications
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4.1. Existing configuration netadata on device

Thi s docunent assunes that NETCONF clients or servers (orchestrators,
controllers, devices, ...) have sone kind of mechanismto record the
nmodi fi cations done to the configuration. For instance, devices
typically have a history of configuration changes and this history
associates a locally unique identifier to some netadata, such as the
timestanp of the mnodification, the user doing the nodification or the
protocol used for the nodification. Such a locally unique identifier
is a Local Commit ID, we assune that it exists on the platform This
Local Conmit IDis the |ink between the nodule presented in this
draft and the device-specific way of storing configuration changes.

4.2. dient ID

Thi s docunent assunes that each NETCONF client for which
configuration nust be traced (for instance orchestrator and
controllers) has a unique client 1D anong the other NETCONF clients
in the network. Such an ID could be an | P address or a host nane.
The nmechani smfor providing and defining this client IDis out of
scope of the current docunent.

4.3. Instantiating the YANG nodul e

[1-D.ietf-netconf-trace-ctx-extension] defines a NETCONF extension
providing the trace context from|[WBC- Trace-Context]. Using this
mechani sm the NETCONF server captures the trace-id, when avail abl e,
and maps it to a local commt ID, by populating the YANG nodul e.

The trace context from VWBC provides a parent-id. This parent-id does
not identify a particular server or NV5S but rather one request in the
chain of HITP requests constituting the trace. Simlarly to the
passing of the trace context in
[I-D.ietf-netconf-trace-ctx-extension], we propose an XM attribute
on NETCONF nessages to pass the client-id. The attribute nane is
"client-id" and the nanespace is the nanespace of the YANG nodul e
from Section 5, namely "urn:ietf:parans: xm :ns:yang:ietf-external -
transaction-id’ . An exanple of a commt message including the
client-id is shown in Figure 4.

Qui | beuf, et al. Expires 7 May 2026 [ Page 6]



I nternet-Draft Configuration Tracing via trace-id Noverber 2025

S RIS +
| Orchestrator |
T +

| tr-1, tx-1
%
. +
| Controller |
o m e e e oo - +
tr-1, tx-2 | | tr-1, tx-3
% %
. + . +
| NE1 | | NE2 |
Hommm- + Hommm- +

Figure 1. Exanple of Hierarchical Configuration. tx: transaction
tr: trace.

In Figure 1, the transactions "tx-1", "tx-2' and 'tx-3 are sent via
NETCONF. The NETCONF RPC used, most likely 'conmit’ in our use case,
is annotated with the ’traceparent’ annotation as defined in
[I-D.ietf-netconf-trace-ctx-extension]. The traceparent annotation
has the sanme trace id "tr-1' for each of these transactions.
Additionally, for each transaction the client id is passed via the
"client-id annotation. For 'tx-1" the client-id is the id of the

O chestrator. For "tx-2' and 'tx-3', the client is the id of the
Controller.

It is technically possible that several clients push configuration to
the candi date configuration datastore and only one of themconmits
the changes to the running configuration datastore. Fromthe running
configuration datastore perspective, which is the effective one,
there is a single nodification, but caused by several clients, which
means that this nodification should have several corresponding
client-ids. Although, this case is technically possible, it is a bad
practice. W won't cover it in this docunent. |In other terns, we
assune that a given configuration nodification on a server is caused
by a single client, and thus has a single corresponding client-id.

4.4. Using the YANG nodul e

The YANG nodul e defined bel ow enabl es tracing a configuration change
in a Network Equi pment back to its origin, for instance a service
request in an orchestrator. To do so, the Anonaly Detection System
(ADS) shoul d have, for each client-id, access to sone credentials
enabling read access to the YANG nodul e for configuration tracing on
that client. It should as well have access to the network equi pnent
in which an issue is detected.
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| | i +
| | | tx-1
| | v
| | Fom e e e oo - +
| [3] match tr-1------------ >| |
| | | | Controller |
| ] I [4] c-id Otr-1---------- | |
L1 Nt +
L1 | tx-2
| v | v %

R + +----+

| Anomaly |--[1] match comit-id before tinme t-->| |

| Detection | | NE |

| System | <--------- [2] c-id Ctr-21------------ | |

S + +----+

Figure 2: Exanple of Configuration Tracing. tr: trace-id, C
Controller, O orchestrator. The nunber between square brackets
refer to steps in the listing bel ow

The steps for a software to trace a configuration nodification in a
Net wor k Equi pnent back to a service request are illustrated in
Figure 2. They are detail ed bel ow

1. The Anomaly Detection System (ADS) identifies the conmit-id that
created an issue, for instance by |ooking for the last commit-id
occurring before the issue was detected. The ADS queries the NE
for the trace id and client id associated to the commt-id.

2. The ADS receives the trace-id and the client-id. In Figure 2,
that step would receive the trace-id tr-1 and the id of the
Controller as a result. |If there is no associated client-id, the
change was not done by a client conpatible with the present
draft, and the investigation stops here.

3. The ADS queries the client identified by the client-id found at
the previous step, looking for a match of the trace-id fromthe
previous step. In Figure 2, for that step, the software would
|l ook for the trace-id tr-1 stored in the Controller.
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4. Fromthat query, the ADS knows the |l ocal-commit-id on the client
(Controller in our case). Since the local-commt-idis
associated to a client-id pointing to the Orchestrator, the ADS
continues the investigation

5. The ADS queries the Orchestrator, trying to find a match for the
trace-id tr-1.

6. Finally, the ADS receives the conmt-id fromthe Orchestrator
that ultimately caused the issue in the NE. Since there is no
associated client-id, the investigation stops here. The
nmodi fication associated to the cormit-id, for instance a service
request, is now avail able for further manual or autonmated
anal ysis, such as anal yzing the root cause of the issue.

Note that step 5 and 6 are actually a repetition of step 3 and 4.
The general algorithmis to continue |looking for a client until no
more client-id can be found in the current el enent.

5. YANG nodul e

We present in this section the YANG nodul e for nodelling the
i nformati on about the configuration nodifications.

5.1. Overview

The tree representati on [ RFC8340] of our YANG nmodule is depicted in
Figure 3

modul e: ietf-external -transaction-id
+--ro external -transactions-id
+--ro configuration-change* [l ocal -commit-id]

+--ro local-commt-id string

+--ro tinestanp? yang: dat e-and-ti ne
+--r0 trace-parent

| +--ro version? hex-digits

| +--ro trace-id? hex-digits

| +--ro parent-id? hex-digits

| +--ro trace-flags? hex-digits

+--ro client-id? string

Figure 3: Tree representation of ietf-external-transaction-id
YANG nodul e

The local -commit-id represents the local id of the configuration

changes, which is device-specific. It can be used to retrieve the
| ocal configuration changes that happened during that transaction
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The trace-parent is present to identify the trace associated to the

|l ocal -commit-id. This trace-parent can be transmtted by a client or
created by the current server. |In Section 4.4, the npbst inportant
field in trace-parent is the trace-id. W also included the other
fields for trace-parent as defined in [WBC Trace-Context] for the
sake of conpletion. |In sone cases, for instance direct configuration
of the device, the device may choose to not include the trace-id.

The presence of a client-id indicates that the trace-parent has been
transmitted by that client. |If the trace is initiated by the current
server, there is no associated client-id.

Even if this docunment focuses only on NETCONF or RESTCONF, the use
cases defined in Section 3 are not specific to NETCONF or RESTCONF
and t he mechani sm described in this docunent could be adapted to
ot her configuration mechani sns. For instance, a configuration
nmodi fi cation pushed via CLI can be identified via a | abel, which
could contain the trace-parent. As such cases are difficult to
standardi ze, we won't cover themin this docunent.

5.2. YANG nodul e ietf-external -transaction-id

<CODE BEG NS> file "ietf-external-transaction-i d@021-11-03. yang"
modul e ietf-external -transaction-id {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-external -transaction-id";
prefix ext-txid;

import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types, Section 3";
}

organi zati on
"I ETF NETCONF Wor ki ng Group";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>
Aut hor : Benoit C aise <nmailto:benoit.clai se@uawei.conp
Aut hor : Jean Quil beuf <mmilto:jean. quil beuf @uawei.com";
description
"Thi s nodul e enabl es tracing of configuration changes in a
network for the sake of automated correl ati on between
configuration changes and the external request that triggered
that change
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The nodul e stores the identifier of the trace, if any, that
triggered the change in a device. If that trace-id was provided
by a client, (i.e. not created locally by the server), the id
of that client is stored as well to indicated which client
triggered the configuration change

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the

RFC itself for full legal notices. ;

revision 2022-10-20 {
description
"Initial revision";
ref erence
"RFC xxxx: External Trace ID for Configuration Tracing";
}

typedef hex-digits {
type string {
pattern '[0-9a-f]*’;
}
description
"A string conposed of hexadecinal digits. Digits represented by
letters are restricted to | owercase so that a single
representation of a given value is allowed. This enabl es using
the string equality to check equality of the represented
val ues.";

}

groupi ng trace-parent-g {
description
"Trace parent frow the WBC trace-context recommandati on
Foll ows the format version 00.";
| eaf version {
type hex-digits {
I ength "2";
}

must "../version = 00" ";
description
"Version of the trace context. Miust be 00 to match the
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format described in this nodule.”;
}
| eaf trace-id {
type hex-digits {
| ength "32";
}

must "../trace-id !="'00000000000000000000000000000000" *;
description
"Trace ID that is common for every transaction that is
part of the configuration chain. This value can be used
to match a local conmit id to a conmit |ocal to another
system";
}
| eaf parent-id {
type hex-digits {
| ength "16";
}

description
"I D of the request (client-side) that Iead to configuring
the server hosting this nodule.”;

| eaf trace-flags {
type hex-digits {
| ength "2";
}

description
"Fl ags enabled for this trace. See WBC reference for the
details about flags.";
}
}

contai ner external -transactions-id {
config fal se;
description
"Contains the IDs of configuration transactions that are
external to the device.";
Iist configuration-change {
key "l ocal -commit-id";
description
"List of configuration changes, identified by their
| ocal -commit-id";
| eaf local-commit-id {
type string;
description

2025

"Stores the identifier as saved by the server. Can be used

to retrieve the correspondi ng changes using the server
mechani smif available.";

Qui | beuf, et al. Expires 7 May 2026 [ Page

12]



I nternet-Draft Configuration Tracing via trace-id Noverber 2025

| eaf tinestanp {
type yang: date-and-ti ne;
description
"A tinmestanp that can be used to further filter change
events.";
}
contai ner trace-parent {
description
"Trace parent associated to the local-conmt-id. If a
client IDis present as well, the trace context was
transmtted by that client. If not, the trace context was
created | ocally.

This trace-parent nust conme fromthe trace context of the
request actually nodifying the running configuration
datastore. This request mght be an edit-config or a
conmit dependi ng on whether the candi date datastore is
used.";
uses trace-parent-g;
}
leaf client-id {
type string;
description
"ID of the client that originated the nodification, to
further query information about the correspondi ng
change.

This data node is present only when the configuration was
pushed by a conpatible system";
}
}
}

}
<CODE ENDS>
6. Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-external -transaction-id" modul e defines a data nodel that
is designed to be accessed via YANG based managenent protocols, such
as NETCONF [ RFC6241] and RESTCONF[ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC6242], TLS [ RFC8446] and
QUI C [ RFC9000]) and have to use nutual authentication
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The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

* external -transactions-id/configuration-change exposes information
about which user or external system can configure the device and
could help an attacker to send its own configuration to the
device. It could also give sone infornmation about the
architecture of the configuration, i.e. what are the controllers
and the orchestrators.

7. | ANA Consi der ati ons

RFC Ed.: replace XXXX with actual RFC nunber and renove this note.

I ANA is requested to register the following URI in the "ns

subregistry within the "I ETF XM. Regi stry" [ RFC3688]:
URI: urn:ietf:parans: xm:ns:yang:ietf-external -transaction-id
Regi strant Contact: The |ESG
XM.: N A, the requested URI is an XM. nanespace.
I ANA is requested to register the following YANG nodul e in the "YANG
Modul e Nanmes" subregistry [ RFC6020] within the "YANG Paraneters"”
registry
Nane: ietf-external-transaction-id
Mai nt ai ned by | ANA? N
Nanespace: urn:ietf:parans:xm:ns:yang:ietf-external-transaction-id
Prefix: ext-txid
Ref erence: RFC XXXX
8. Contributors
9. (Open Issues / TODO
This section is to be renoved before publishing as an RFC

None
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Appendi x A.  Changes between revisions
This section is to be renmoved before publishing as an RFC
05 -> 06
* Change Benoit’'s affiliation
04 -> 05
* Fix security considerations tenplate
03 -> 04
* Add security and | ANA consi derati ons
01 -> 02

*  Renove YANG specific annotation for the nmechanismto pass the
client-id.

* Align with NETCONF Trace context draft.
00(WG adoption) -> 01

* Define mechanismto pass the client-id.
01 -> 02

* Switch to trace-parent instead of transaction id for tracing
configuration

00 -> 01

* Define Parent and Child Transaction

* Context for the "local-commt-id" concept

* Feedback from Med, both in text and YANG nodul e

Appendi x B. Exanpl e of NETCONF nessage
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<rpc xmns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" nessage-id="1"
xm ns: w3ctc="urn:ietf:parans: xm : ns: netconf:w3ctc: 1. 0"
xm ns: ext-txid=
"urn:ietf:parans: xnm :ns:yang:ietf-external -transaction-id"
w3ctc: traceparent =
" 00- 4bf 92f 3577b34da6a3ce929d0e0e4736- 00f 067aa0ba902b7- 01"
ext-txid:client-id="controller-01">
<conmmit/>
</rpc>

Fi gure 4: Exanple of NETCONF commit RPC with annotations

In Figure 4, we present an RPC annotated with the traceparent and the
client-id. The traceparent exanple is taken from
[I-D.ietf-netconf-trace-ctx-extension]. The client-id annotation is
defined in our YANG nodule. Here the client-id passed is
"controller-01".
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