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Abstract

Thi s docunent describes the procedure for encapsul ation of the Sinple
Two- WAy Active Measurenent Protocol (STAWMP) defined in RFC 8762 and
its optional extensions defined in RFC 8972 in MPLS networks. Label
Swit ched Paths (LSPs) and Pseudowi res (PW) are used in MPLS networks
for various services including carrying Layer 2 and Layer 3 data
packets and may optionally carry Control Wrd (CW. The procedure
descri bed uses the CGeneric Associ ated Channel (G ACh) to encapsul ate
the STAMP test packets with or without an | P/UDP header for the LSPs
and PW that carry CW
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1. Introduction

The Sinple Two-Way Active Measurenent Protocol (STAWMP) provides
capabilities for the nmeasurenment of various netrics in | P networks

[ RFC8762] wi thout the use of a control channel to pre-signal session
paraneters. [RFC8972] defines optional extensions for STAMP
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Label Switched Paths (LSPs) are used in MPLS networks for various
services including carrying Layer 2 and Layer 3 data packets. The
MPLS LSPs may use an optional CWas defined in Section 3, "Ceneric PW
MPLS Control Word" of [RFC4385].

Pseudowi res (PW) are used in MPLS networks for various services
including carrying Layer 2 and Layer 3 data packets [RFC6658]. PW
are bidirectional in nature. They can be point-to-point or point-to-
mul tipoint. PW may use an optional Control Wrd (CWN as defined in
Section 3, "Generic PWMPLS Control Word" of [RFC4385].

MPLS Transport Profile (MPLS-TP) [ RFC5960] was designed to use the
MPLS data pl ane without any changes. Therefore, when STAMP is
specified over an MPLS data plane, it is equally applicable to MPLS-
TP networks. As specified in Section 2 of [RFC5921], "QAM and
protection nmechani snms, and forwardi ng of data packets, nust be able
to operate without |IP forwarding support”.

When using STAMP for MPLS and MPLS-TP for both LSPs and PWs, there
are uni que aspects that need to be considered concerning the CW and
these aspects are addressed in this docunent.

A Ceneric Associated Channel (G ACh) [ RFC5586] provides a nechani sm
to transport Operations, Adninistration, and Mintenance (OAM and
ot her control nessages over the MPLS data plane. The G ACh types
identify the vari ous OAM nessages being transported over the channel.

Virtual Crcuit Connectivity Verification (VCCV) is used as a Control
Channel for PW as described in [RFC5085]. A G ACh can be used as a
VCCV Control Channel as described in [ RFC7708].

Thi s docunent describes the procedure for the encapsul ati on of STAMP
defined in [RFC3762] and its optional extensions defined in

[ RFC8972], for point-to-point LSPs and PW in MPLS networks. The
procedure uses G ACh to encapsul ate STAMP test packets with or

wi thout an | P/ UDP header for LSPs and PWs that carry Control Word.

Thi s docunent defines two new G ACh types when using STAMP wi t hout an
| P/ UDP header. These types are PWdemnul tipl exer agnostic and hence
applicable to both PW and Layer 2 Tunneling Protocol version 3
(L2TPv3) PWdenultipl exers. This docunent uses the existing G ACh
types for IPv4 and | Pv6 when using the STAMP packets with an | P/ UDP
header for LSPs and PW that carry Control Word.
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1.1. Requirements

The STAMP test packets need to be transmitted with the same | abel
stack as that used by the LSP and PWto ensure proper validation of
the underlay path taken by the actual data traffic. Also, the test
packets need to follow the same ECMP underlay path taken by the LSP
and PWdata traffic in the network. PWdata traffic may be

encapsul ated using CW [ RFC4385] and an | P header. As such, the STAWP
test packets need to be transmtted over the PWusing G ACh and an

| P/ UDP header.

When a STAMP packet is transmitted to a target |P address of a STAWP
Reflector, it may be encapsul ated over an MPLS LSP by the data pl ane
based on the reachability of the |IP address over the LSP. Hence, the
STAMP packets woul d be treated the same way as the data traffic
forwarded over the LSP by the transit nodes al ong the path.

Data traffic over L2-Specific Sublayer (L2SS) as used in L2TP PW
carries CWhbut does not carry an |P/UDP header. As such, the STAWP
packets need to be transmitted over L2SS as used in L2TP PW using
G ACh without any | P/ UDP header (as raw STAMP payl oad).

Private Line Enulation (PLE) [RFC9801] traffic is sent over a Packet
Switched Network (PSN) as Virtual Private Wre Services (VPW5) using
PW. The data packets are encapsulated with PLE CW but they do not
carry any | P header. As such, the STAWMP test packets need to be
transmtted using the sane | abel stack including the VPWs PW Label as
the PLE traffic [ RFC9801], and encapsul ated usi ng G ACh but without
an | P/UDP header. This allows the STAWP test packets to experience

t he same forwardi ng behaviour, follow the same underlay path as the
PLE traffic, and avoid different ECMP behavi or on internedi ate nodes.

The G ACh type allows for the demultiplexing of the VCCV Control
Channel for PW [RFC7708]. The G ACh types for STAMP packets with or
wi t hout | P/UDP headers are al so used to denultiplex the VCCV Control
Channel for PW. Signaling extensions for the VCCV Control Channel
for PWfor STAMP are outside the scope of this docunent.

The G ACh provides support for the OAM Control Channel associ ated
with the MPLS Transport Profile (MPLS-TP) [ RFC5960] LSPs and PWs.

The OAM Control Channel for MPLS-TP needs to be extended to

encapsul ate STAMP test packets (just like the delay and | oss

measur enent packets defined in [ RFC6374]). The G ACh types for STAWP
al so allow for the demultiplexing of the OQAM Control Channel for

MPLS- TP.

The requirenents for the encapsul ation of the STAMP test packets for
the LSPs and PW in MPLS networks can be sunmmari zed as foll ows:
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0 The G ACh MJST support STAMP test packets with an | P/ UDP header.
0 The G ACh MJST support STAMP test packets w thout an | P/ UDP header.
0 The G ACh MJST support STAMP to demultiplex the Control Channel.

0 Session-Sender test packets MJUST follow the underlay path taken by
the data traffic that is using CW

0 Session-Sender test packets MJST foll ow the sane ECMP underlay path
taken by the data traffic that is using CWand an Entropy Label
defined in [ RFC6790] .

0 Session-Sender test packets MJST foll ow the sane ECVMP underl ay path
taken by the data traffic that is using CWbut not using an Entropy
Label defined in [ RFC6790].

0 Session-Reflector test packets MAY follow the reverse underlay path
taken by Session-Sender test packets.

0 Session-Reflector test packets MAY follow the same reverse ECW
underl ay path taken by Session-Sender test packets.

Thi s docunent is concerned with the STAMP operation for the P2P

Si ngl e- Segnent PWs (SS-PW). The procedure for STAMP operation for

poi nt-to-multi point (P2MP) PW is outside the scope of this docunent.
1.2. Exanples of MPLS Data Traffic Use Cases

Exanpl es of MPLS data traffic use cases for STAMP test packets with
| P/ UDP header s:

1. MPLS PWData Traffic (with CWand | P header)
2. MPLS-TP PWData Traffic (with CWand | P header)
3. MPLS LSP Data Traffic (with I P header)

Exampl es of MPLS data traffic use cases for STAWP test packets
wi t hout | P/ UDP headers:

1. MPLS Ethernet PWData Traffic [ RFC4448]

2. L2-Specific Sublayer (L2SS) used in L2TPv3 PWData Traffic
[ RFC3931]

3. Private Line Emul ation [ RFC9801] PWData Traffic
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4. TDM over |P [RFC5087] PWData Traffic (with no | P header)
5. MPLS-TP LSP Data Traffic
2. Conventions Used in This Docunent
2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
2.2. Abbreviations
ECMP: Equal Cost Ml ti - Path.
G ACh: Ceneric Associ ated Channel.
GAL: G ACh Label .
HVAC. Hashed Message Aut hentication Code.
MPLS: Mul tiprotocol Label Switching.
OAM Operations, Admnistration, and M ntenance.
PLE: Private Line Emul ation.
PW Pseudowi re.
SHA: Secure Hash Al gorithm
STAMP: Sinple Two-Way Active Measurenent Protocol.
TC. Traffic O ass.
TTL: Ti me-To- Li ve.
2.3. STAMWP Reference Topol ogy
In the STAWP reference topol ogy shown in Figure 1, there exists an
LSP or a PWto transport data between Provider Edge (PE) Endpoints Sl
and R1. The STAMP Sessi on-Sender on PE node Sl initiates a Session-
Sender test packet, and the STAWMP Session-Refl ector on PE node Rl

transmits a reply test packet. The Session-Reflector reply test
packet nay be transmitted to the STAMP Sessi on- Sender node S1 on the
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same path (same set of links and nodes) in the reverse direction of
the path taken towards the Session-Refl ector node RIL.

Tl is atransmt tinestanp, and T4 is a receive tinmestanp added by
node S1. T2 is a receive tinestanp, and T3 is a transnit tinestanp
added by node RI.

| <=------- Pseudowire ------- >|
| <-------- LSP -------------- >|
I I
| Tl T2 |
I / \ I
ommma - + Test Packet e +
| | - - - > |
| S1 | :::::::::::::::::::::l R1 |
| < - o] |
oo + Reply Test Packet +------- +
\ /
T4 T3
STAMP Sessi on- Sender STAMP Sessi on- Refl ect or
Provi der Edge Endpoi nt Provi der Edge Endpoi nt

Fi gure 1: STAMP Ref erence Topol ogy using LSP and PW
3. Overview

The STAMP Sessi on- Sender and Sessi on-Refl ector test packets defined
in [RFC8972] are encapsul ated and transmtted over the PW in MPLS
networks. The base STAMP test packets can be encapsul ated using an
| P/ UDP header and may use destination UDP port 862 [ RFC8762]. The
source UDP port is chosen by the Session-Sender.

3.1. G ACh Types for STAW

There are two ways in which STAMP test packets nmay be encapsul ated
over a G ACh: either using an | P/UDP header, referred to as Format1l,
or without using an | P/ UDP header, referred to as Format?2.

For encapsul ating the STAMP test packets over a G ACh with | P/ UDP
headers (in Formatl), |Pv4 and | Pv6 channel types [ RFC4385] are used
for both Session-Sender and Session-Reflector test packets. The
destination UDP port number in the Session-Sender and Sessi on-

Refl ector test packets discrimnates the test packets. The IP
version (I Pv4 or 1Pv6) MIST match the I P version used for the LSPs
and PW bei ng neasured.
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For encapsul ati ng the STAMP test packets over a G ACh without adding
| P/ UDP headers (in Format?2), two new channel types are defined in
this document: one for the Session-Sender test packets and one for
the Session-Reflector test packets. The different channel types are
required for the Session-Sender and Session-Refl ector test packets as
the STAMP test packets do not have a way to discrimnate between

t hem

3.2. Using STAMP for LSPs and PW

The STAMP test packets are encapsul ated with an MPLS header using the
sane | abel stack as the PWdata traffic (including the PWIabel) and
a G ACh header (instead of the CWused by the data traffic). The
encapsul ation all ows the STAMP test packets to follow the same path
as the Pwdata traffic, and provide the same ECMP behavi our on the

i nter medi at e nodes.

Simlarly, the STAMP test packets are encapsulated in Formatl, but
wi thout a G ACh header, and with an MPLS header using the sane | abel
stack as the MPLS LSP and MPLS-TP LSP data traffic that contains an
| P header, without CW The encapsul ation provides the STAMP test
packets with the same ECMP behavi our on the internedi ate nodes.

The I Pv4 Time to Live (TTL), IPv6 Hop Linmit, and Ceneralized TTL
Security Mechanism (GISM procedures from [ RFC5082] al so apply to the
encapsul ati on of STAMP test packets, and hence the | Pv4 and MPLS TTL
and I Pv6 Hop Limt MJUST be set to 255.

The OAM Control Channel traffic between two Provider Edge (PE)
endpoints is not forwarded past the PE endpoints towards Custoner
Edge (CE) devices; instead, the OAM nessages are intercepted at the
PE endpoints for exception processing in the control plane.

[ RFC5085] defines nechani sns for the VCCV Control Channel to carry
OAM nessages for PWs.

The "I n-band VCCV for Control Wrd with 0001b as first nibble (Type
1)" defined in Section 5.1.1 of [RFC5085] MJST be added when
measuring PW with CWto avoid the different ECMP hashi ng behavi our.

The nethod for "TTL Expiry VCCV (Type 3)" defined in Section 5.1.3 of
[ RFC5085] allows the term nation of OAM nessages on the renote PE
endpoi nt nodes. This nethod is applied to the STAMP test packets to
force test packets to be processed on Session-Sender and Sessi on-
Refl ector control planes by adding the PWIlabel with a TTL val ue of
1.
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VCCC Type 2 is also referred to as ' MPLS Router Alert Label"

[ RFC5085]. This method could result in a different Equal Cost Multi-
Pat h (ECVWP) hashi ng behavior, and thus result in the STAMP packets
taking a path that differs fromthat of the actual data traffic under
test [RFC5085]. Hence, the VCCV Type 2 is not supported for STAWP
for measuring the PWtraffic.

The procedure to encapsul ate STAMP packets for PW, is also
applicable to MPLS LSPs and MPLS-TP LSPs when using CW For
nmeasuring the data traffic over MPLS LSPs using an | P header, STAWMP
test packets in Formatl are transmitted. For neasuring the data
traffic over MPLS-TP LSPs, not using an | P header, STAMP test packets
in Format2 are transmitted with a TTL value of 1 in the ultimte LSP
| abel in the MPLS header.

The G ACh | abel (GAL) [ RFC5586], along with Generic Associ ated
Channel (G ACh) types defined in this docunent, can be used with
STAMP test packets without an | P/UDP header (in Format2), similar to
the case of MPLS-TP LSP performance nmeasurenment defined in [ RFC6374].

3.3. Forwarding STAMP Packets on a Broken LSP

Setting the destination address to the egress node (STAMP Refl ector)
address of the LSP and forwardi ng STAMP packets on a broken LSP
woul d I ead to the STAMP session being down if all data traffic on the
LSP i s dropped.

O herwise, if the data traffic is not dropped but is incorrectly MPLS
or |P forwarded to the egress node, it could lead to an invalid
measurenent to the egress node (STAWP Reflector) of the LSP if the

STAMP packets follow a different path. |In this case, invalid
measurenents for a broken LSP by STAMP woul d be detected by network
anal ytics.

3.4. Applicability of Control Channel Types to STAWP for LSPs and PW

Control Channel Types defined in [ RFC5085] are applicable to STAW
Test Packets for LSPs and PW as foll ows:
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| Control | Control Channel | STAMP Header | G ACh Type |
| Channel Type | Name | For mat | |
[ et sl e sy e sl s U
| Type 1 | I'n-band: Control | Formatl (IP/ | |IPv4d G ACH |
| | Word with 0001b | UDP Headers) | (0x21) and |Pv6 |
| | as first nibble | | G ACH (0x57) |
S Fom e e e oo S o e e e e oo - +
| Type 1 | I'n-band: Control | Format2 (No | G ACH Type |
| | Word with 0001b | | P/ UDP | STAMP G ACH |
| | as first nibble | Headers) | (TBD1l/ TBD2) |
oo s o e e oo oo s o e e oo +
| Type 2 | CQut-of -band: | Not | Not supported |
| | MPLS Router | supported | |
| | Alert Label | | |
R o e e e e oo oo R o e e e e oo +
| Type 3 | TTL Expiry: | Format 1 | I'Pv4 G ACH |
| | Label with TTL | (I P/UDP | (0x21) and |Pv6 |
| | as 1 | Headers) | G ACH (0x57) |
S Fom e e e oo S o e e e e oo - +
| Type 3 | TTL Expiry: | Format2 (No | G ACH Type |
| | Label with TTL | | P/ UDP | STAMP G ACH |
| | as 1 | Headers) | (TBD1/ TBD2) |
oo s o e e oo oo s o e e oo +

Table 1: Control Channel Types for LSPs and PW
4. Session-Sender Test Packet

STAMP Sessi on- Sender test packets are transmitted for an LSP or a PW
using an MPLS header with or without an | P/UDP header. Session-
Sender STAMP test packets are transmitted using the | abel stack of
the PW including the PWIabel and the G ACh. Session-Sender STAMP
test packets are transmtted using the |abel stack of the LSP as well
as the G ACh.

4.1. Session-Sender Test Packet with | P/ UDP Header
The content of an exanple STAMP Session- Sender test packet for an LSP

or a PWencapsul ated using a G ACh and an | P/UDP header is shown in
Fi gure 2.
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0 1 2 3

01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| Label (1) | TC |9 TTL |
i I i S S S S S

B i s T T i i o S o T Ji I

| PW Label or Utinate LSP Label | TC |1 1 |

i i i T i I S i e s o o i i

|0 O O 1] Versi on| Reserved | I'Pv4 (0x0021) or |Pv6 (0x0057)|

R et e s i o e s i i

| I'P Header |
Source | P Address = Session-Sender |Pv4 or | Pv6 Address .
Destination | P Address=Sessi on-Refl ector | Pv4 or | Pv6 Address.
| Pv4 Protocol or |Pv6 Next Header = UDP (17)

T e L o o o e i i s it NN R SR S B S
| UDP Header |

Source Port = As chosen by Sessi on- Sender
Destination Port = User-configured Destination Port | 862

| Payl oad = Test Packet as specified in Section 3 of RFC 8972 |
. in Figure 1 and Figure 3 .

| Optional STAMP Extension TLVs

Figure 2: Exanpl e Session-Sender Test Packet with | P/ UDP Header
The G ACh header [RFC5586] with the channel type for IPv4 or |Pv6
MUST i nmedi ately follow the bottom of the | abel stack. The payl oad
contai ns the STAMP Sessi on- Sender test packet defined in [ RFC8972].

The STAMP Sessi on- Sender test packet G ACh header contains the
following fields:

Version: The Version field is set to 0, as defined in [ RFC4385].

Reserved: Reserved bits MJST be set to zero upon transni ssion and
i gnored upon receipt.

Channel Type: G ACh type for |Pv4 header (0x0021) or |Pv6 header
(0x0057) [RFCA385].
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4.2. Session-Sender Test Packet w thout | P/ UDP Header

The content of an exanple STAMP Session- Sender test packet for an LSP
or a PWencapsul ated using a G ACh without an | P/ UDP header is shown
in Figure 3.

0 1 2 3

01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| Label (1) | TC |9 TTL |
i I i S S S S S

i S S T i S S e e i S S S S

| PW Label or Utinmate LSP Label | TC 1] 1 |
i i i T i I S i e s o o i i
|0 O O 1] Versi on| Reserved | STAMP Sender G ACh (TBD1)

I
i e e T i e R e e e R et o ok o S T
| Payl oad = Test Packet as specified in Section 3 of RFC 8972 |
. in Figure 1 and Figure 3

| Optional STAMP Extension TLVs

Fi gure 3: Exanpl e Sessi on-Sender Test Packet wi thout | P/ UDP Header
The G ACh header [RFC5586] with the new STAMP Sessi on- Sender channel
type (value TBD1) MJST inmediately foll ow the bottom of the |abel
stack. The payl oad contains the STAMP Sessi on- Sender test packet
defined in [ RFC8972].

The STAMP channel type allows the identification of the encapsul ated
STAMP payl oad when denul tipl exi ng G ACh.

The STAMP Sessi on- Sender test packet G ACh header contains the
followi ng fields:

Version: The Version field is set to 0, as defined in [ RFC4385].

Reserved: Reserved bits MJST be set to zero upon transnission and
i gnored upon receipt.

Channel Type: G ACh type for STAMP Session- Sender packet (TBD1).
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5.

5.

Sessi on- Ref | ect or Test Packet

The STAMP Session-Reflector reflects the test packet back to the
Sessi on- Sender using the same channel in the reverse direction of the
LSP or PWon which it was received. The Session-Reflector has enough
information to reflect the test packet received by it to the Session-
Sender using the LSP or PW context.

The STAMP Session-Reflector reply test packet is transmtted on the

sanme path in the reverse direction of the LSP or the PW The STAWP
test packet can be transmtted using an MPLS header with or without

an | P/ UDP header. The Session-Reflector test packet is sent with an
| P/ UDP header if the Session-Sender test packet is received with an

| P/ UDP header; otherwise, it is sent without an | P/ UDP header.

The Session-Refl ector can use the PWIlabel or the ultimte LSP | abel
in the received packet to find the LSP or the PWin the reverse
direction. The Session-Reflector uses the | abel stack of that LSP or
PWas well as the G ACh, to transmit the Session-Reflector test
packet. The Session-Reflector test packet uses the sane G ACh as
that received in the Session-Sender test packet.

1. Session-Reflector Test Packet with | P/ UDP Header
The content of an exanpl e STAMP Session-Refl ector test packet for an

LSP or a PWencapsul ated using a G ACh and an | P/ UDP header is shown
in Figure 4.
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0 1 2 3
01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| Label (1) | TC |9 TTL |
i I i S S S S S

B i s T T i i o S o T Ji I
| PW Label or Utinate LSP Label | TC |1 1 |
i i i T i I S i e s o o i i
|0 O O 1] Versi on| Reserved | I'Pv4 (0x0021) or |Pv6 (0x0057)|
R et e s i o e s i i
| I'P Header |
Source | P Address
= As chosen by Session-Refl ector
Destination | P Address
= Source | P Address from Sessi on- Sender Test Packet
| Pv4 Protocol or |IPv6 Next Header = UDP (17)

| UDP Header
Source Port = As chosen by Session-Refl ector
Desti nati on Port
= Source Port from Sessi on-Sender Test Packet

| Payl oad = Test Packet as specified in Section 3 of RFC 8972 |
. in Figure 2 and Figure 4 .

Fi gure 4: Exanpl e Session-Refl ector Test Packet with | P/ UDP Header

The G ACh header [RFC5586] with the channel type |IPv4 or |Pv6 MJST
i medi ately follow the bottom of the |abel stack. The payl oad
contains the STAMP Session-Reflector test packet defined in

[ RFC8972] .

The STAMP Session-Refl ector reply test packet MJST use the | P/ UDP
informati on fromthe received test packet when an | P/ UDP header is
present in the received test packet.

The STAMP Session- Refl ector test packet G ACh header contains the
follow ng fields:
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Version: The Version field is set to 0, as defined in [ RFC4385].

Reserved: Reserved bits MJST be set to zero upon transmn ssion and
i gnored upon receipt.

Channel Type: G ACh type for |Pv4 header (0x0021) or |Pv6 header
(0x0057) [ RFC4385].

5.2. Session-Reflector Test Packet w thout | P/ UDP Header

The content of an exanple STAMP Session-Reflector test packet for an
LSP or a PWencapsul ated using a G ACh wi thout an | P/ UDP header is
shown in Figure 5.

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Label (1) | TC |9 TTL |
R et e s i o e s i i

T I T S S i T T S AR

| PW Label or U timate LSP Label | TC 1] 1 |
i e e R e s o i e R S e R S R ik i i SR SR SR S S
|0 O O 1] Versi on| Reserved | STAWMP Reflector G ACh (TBD2) |
B i s T T i i o S o T Ji I
| Payl oad = Test Packet as specified in Section 3 of RFC 8972 |
. in Figure 2 and Figure 4
T TS +
| STAMP TLVs from Sessi on- Sender Test Packet

o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +

Fi gure 5: Exampl e Session-Refl ector Test Packet wi thout | P/ UDP Header

The G ACh header [RFC5586] with the new STAMP Sessi on- Refl ect or
channel type (value TBD2) MJST i medi ately follow the bottom of the
| abel stack. The payl oad contains the STAMP Session-Refl ector test
packet defined in [ RFC8972].

The STAMP channel type allows the identification of the encapsul ated
STAMP payl oad when demul ti pl exi ng G ACh.

The STAMP Session-Refl ector test packet G ACh header contains the
followi ng fields:
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Version: The Version field is set to 0, as defined in [ RFC4385].

Reserved: Reserved bits MJST be set to zero upon transmn ssion and
i gnored upon receipt.

Channel Type: G ACh type for STAMP Session-Refl ector packet (TBD2).
6. Security Considerations

The procedures defined in this docunent are intended for depl oynent
in a single network admi nistrative domain. As such, the Session-
Sender address, Session-Reflector address, and |IP and MPLS forward
and return paths are provisioned by the operator for the STAW
session. It is assumed that the operator has verified the integrity
of the IP and MPLS forward and return paths used to transmt STAWP
test packets.

The security considerations specified in [RFC8762] and [ RFC8972] al so
apply to the procedure described in this docunent. Specifically, the
message integrity protection using HVAC, as defined in Section 4.4 of
[ RFC8762], also applies to the procedure described in this docunent.

Routers that support G ACh are subject to the sanme security
consi derations as defined in [ RFC4385] and [ RFC5586] .

The nessage throttling mechani sms described in the 'Security
Consi derations’ Section of [RFC5085] al so apply to the procedure
described in this docunent.

STAMP uses a wel |l -known UDP port nunber that coul d becone a target of
Deni al of Service (DoS) or could be used to aid on-path attacks.
Thus, the security considerations and neasures to mtigate the risk
of the attack documented in Section 6 of [RFC8545] equally apply to
the STAMP extensions in this docunent.

If desired, attacks can be nmitigated by perform ng basic validation
checks of the timestanp fields (such as T2 is later than T1 in the
STAMP Ref erence Topol ogy shown in Figure 1 in received reply test
packets at the Session-Sender. The mininmal state associated with
these protocols also limts the extent of neasurenent disruption that
can be caused by a corrupt or invalid test packet to a single test
cycl e.

The destination | P address-based filtering in the data plane is
provi sioned on the nodes in an MPLS adm nistrative domain to prevent
the packets with an | P destination address set to the egress node
address within the network fromleaking to outside of the donain.
This will also ensure that the STAMP packets with an | P destination
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address set to the egress node address (STAWMP Reflector) of an LSP
will not be | eaked outside of the domain (for exanple, in the case of
a broken LSP).

7. |1 ANA Consi derations

| ANA nai ntains the G ACh Type Registry (see

https://ww. i ana. or g/ assi gnment s/ g- ach- par anet er s/ g- ach-
paraneters.xhtm ). IANA is requested to allocate values for the

G ACh Types for STAWMP fromthe "MPLS Generalized Associ ated Channel
(G ACh) Types (including Pseudow re Associ ated Channel Types)"
registry.

| Value | Description | Reference |
B el e s e sy s
| TBDL | STAMP Sessi on-Sender G ACh Type | This docunent |
Fomm o - o m e e e e e e e e ee e o +
| TBD2 | STAMP Session-Reflector G ACh Type | This document |
N o e e e e e e e e e e e e e e e e e o o m e e e oo - +

Table 2: STAWMP G ACh Type
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