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Abst r act

Thi s docunent defines the Post-Stack MPLS Network Action (MNA) Header
Speci fication for carrying Network Actions encodings and Ancillary
Data after the MPLS | abel stack, based on the In-Stack MNA
Specification defined in "MPLS Network Action (MNA) Sub- Stack
Specification." MPLS Network Actions can be used to influence packet
forwardi ng decisions, carry additional Operations, Adninistration,
and Mai ntenance information in the MPLS packet, or perform user-
defined operations. This docunent follows the franmework specified in
RFC 9789.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

[ RFC3032] defines the encoding of the MPLS | abel stack, the basic
structure used to define a forwarding path. There are applications
that require MPLS packets to perform special network actions and
carry optional Ancillary Data (AD) that can affect the packet
forwardi ng decision or trigger Operations, Admnistration, and

Mai nt enance (OAM | ogging, for exanple as described in [ RFC9791].
Ancillary Data can be used to carry additional information, for
network slice purpose, as an exanple [RFC9791].

In sone cases, nore AD may be required than can be carried in the
MPLS header, so these kinds of network actions and their AD are
encoded after the Bottomof Stack (BOS). This network action with AD
is called the Post-Stack (PS) MA

Thi s docunent defines the Post-Stack MPLS Network Action (MNA) header
specification for carrying Network Actions encodings and Ancillary
Data after the MPLS | abel stack. The specification is based on the
In-Stack MNA Specification defined in [I-D.ietf-npls-ma-hdr]. The
requirenents for Post-Stack network action and Post-Stack data (PSD)
are described in [RFC9613]. This docunent follows the franmework
specified in [ RFC9789] .

Conventions Used in This Docunent
1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119] [RFC8174]
when, and only when, they appear in all capitals, as shown here.
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I | Bit | I
S o e e e e oo oo St +
| PS | Post-Stack | This docunent |
R o e e e e oo o e e e e e e e e oo oo +
| PSD | Post-Stack Data | [RFC9613] and [ RFC9789] |
oo s o e e oo s o m e e e e i oo +
| PSMWH | Post-Stack MPLS | This docunent |
| | Header | |
o e e - o e e e o o e e e e e e oo +
| TC | Traffic O ass | [ RFC5462] |
oo s o e e o s o m e e e e e e aao o +
| TTL | Time To Live | [ RFC3032] |
o e e o - o e e e oo o e e e e a e oo oo +

Table 1: Abbreviations
Overvi ew
Two main parts are specified to support post-stack MNA:

* The Post-Stack MPLS header Presence Bit Carried in In-Stack MNA
Sub- St ack.

* The Post-Stack MPLS header Encoding that includes Post-Stack MPLS
Header Type and Post-Stack Network Actions.

Post - St ack MPLS Header Presence Bit Carried in |In-Stack MNA Sub-
St ack

Bit 20 in LSE Format B carried in the In-Stack Network Action Sub-
Stack (NAS) described in [I-D.ietf-npls-ma-hdr] is defined as the P
bit in this document to indicate the presence of the Post-Stack MPLS
Header in the packet after the BOS.

0 1 2 3
012345678901234567890123456789¢01

L e i S e I S ek i S N SR S
| Opcode | 13-bit Data (Format B) |P|IHS| S| NASL |U NAL |
T I S i S S e S S SN SEp S

Figure 1. Post-Stack MPLS Header Presence Bit Carried in In-Stack
IMNA Sub- St ack

The following flags are carried in an In-Stack NAS as defined in

[I-D.ietf-npls-ma-hdr] and shown in Figure 1. These flags are also
applicable to Post-Stack MNA:

amani ckam et al. Expires 4 Cctober 2026 [ Page 5]
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* |HS (2 Bit): The In-Stack NAS for each scope with the P bit set
has a correspondi ng Post-Stack MPLS Header.

* U (1 Bit): Indicates the conbi ned Unknown Action Handling of the
I n-Stack and the Post-Stack Network Actions.

2. Post-Stack MPLS Header Encoding

The Post-Stack MPLS Header (PSWVH) for MNA is encoded after the LSE
for which Bottomof the Stack (BOS) bit is set, either inmrediately
after the BOS (i.e., start offset of 0) or after any other Post-Stack
headers that follow the BOS (i.e., start offset of non-zero), as
described in Section 4.

The PSIVH for MNA carries one or nore Post-Stack Network Actions and
their Ancillary Data.

The PSWVH for MNA consists of two nmain parts:
* Post-Stack MPLS Header Type

* Post-Stack Network Action Encoding

2.1. Post-Stack MPLS Header Type

The Post-Stack MPLS Header type is the top-header for all the Post-
Stack Network Actions that are encoded in the PSVMH for each scope as
shown in Figure 2.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| PFN | Reserve]| PSVH- Len | Type = MNA-Post - St ack- Header |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 2: Post-Stack MPLS Header Type
* PFN (4 bits): The Post-Stack First N bble (PFN) [RFC9790]
identifies the start of the PSMH The PFN is set to OxO for the
Post - St ack MPLS header.
* Reserve (4 bits): Reserved bits.
* PSWMH Len (8 bits): The PSMH total length in 4-octet units that

i ncl udes Post-Stack Network Actions. The |length excludes the
4-byte PSVH type header.
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* Type (16 bits): Type is set to 1 to indicate Post-Stack MPLS
Header Type for MNA. See Section 8.2. Note that other types of

Post - St ack headers (besides MNA) can be defined in the future and

is outside the scope of this docunent.
2.2. Post-Stack Network Action Encoding

The format shown in Figure 3, encodes a single Post-Stack Network
Action. By repeating this format, multiple Post-Stack Network
Actions and their corresponding Ancillary Data can be encoded.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| MNA-PS-OP |RIR PS-NAL | Post - St ack Dat a |
el i I e i it T e e e e i i T o S e e S e T R R
~ Conti nued Post - Stack Data ~
I S i o T s S S S e s s T

Figure 3: Post-Stack Network Action Encoding

* MNA-PS-OP (7 bits): Post-Stack Network Action Opcode. See
Section 8. 3.

* R (2 bits): Reserved bits.

* PS-NAL (7 bits): Post-Stack Network Action Length in 4-octet

units. This excludes the first 4-octets starting with MA-PS-OP.

* Post-Stack Data (16 bits): Post-Stack Data associated with the
Post - St ack Networ k Acti on.

* Continued Post-Stack Data: Further Post-Stack Data associated with

the Post-Stack Network Action, as indicated by the value of PS-
NAL. The padding rules for Post-Stack Data that does not fill
multiple of 32-bit units are described in the docunment that
defines the NA indicated by the MNA-PS-COP val ue.

2.3. Encoding of an MPLS Packet with a Post-Stack Header for MNA
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0 1 2 3
01234567890123456789012345678901
B i s i T S S s te T TRIE TRIE TR TRl SR S S S
MNA Label | TC |0 TTL
B s i T R i i T o S S i kI e R S e
de=2=NoOp| 0 | 1] 1 HS| O] NASL=0| U] NAL=
B i e S i et o e S i it EIE R S o R e el ol S N
0
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|--!|--+-+-+-+-+-+-+-+
1
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|--!|--+-+-+-+-+-+-+-!|--
0x0 | Reserve| PSVH Len | Type = MNA- Post - St ack- Header | PSIVHT
B R et e e s i i o S S S S S i e N R o
MNA- PS-OP | R R PS-NAL | Post - St ack Dat a
B s s S S i st T T TR T S T S S S S S i it S R R = A0\ /1Y
Conti nued Post-Stack Data ~ |
B S i ik i i i S S ik S N

Payl oad ~

i S S T i S S e e i S S S S

1 1
+ +
IOI
+0 +

+ -
| N
+-+ A
0] s
+-+ -

DOITnwrovs!

'TTIZWnT!
R e A S Sl Sl

l

Figure 4: Encoding of an MPLS Packet with a Post-Stack MPLS
Header for MNA

An exanpl e of an MPLS packet encoding that carries an MPLS header and
a Post-Stack MPLS header for the MNA Post-Stack Header type is shown
in Figure 4. The encoding contains the follow ng fields.

* MPLS HDR. MPLS Header containing an MPLS | abel stack and MNA Sub-
St acks (NAS).

* NAS: Network Action Sub-Stack. It has the P bit set to 1 to
i ndi cate the presence of a Post-Stack MPLS header for the MNA
Post - St ack Header type in the packet. An MPLS packet may carry
nmore than one NAS, not shown in Figure 4.

*  PSMH Post-Stack MPLS Header. This includes the Post-Stack MPLS
header type (PSMHT) and Post-Stack network actions (PSNA).

*  PSMHT: Post-Stack MPLS Header Type. This includes the type of
Post - Stack MPLS header, version, and Post-Stack MPLS Header
length. In this exanmple, the type is set to the MNA Post - St ack
Header .

* PSNA: Post-Stack Network Actions. Applicable only when the type

is set to the MNA Post-Stack Header. An MPLS packet nmay have nore
than one Post-Stack Network Action, not shown in Figure 4.

Raj amani ckam et al . Expires 4 Cctober 2026 [ Page 8]
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4. 1n-Stack Network Action Special Opcodes
4.1. In-Stack Network Action Opcode for PSWVH Start O fset for MA
Opcode: TBA2

Purpose: This opcode carries the start offset of the PSWVH for MA
fromthe BCS.

LSE Format: B or C (defined in [I-D.ietf-npls-ma-hdr])

Dat a: The data value of the LSE contains the offset fromthe MPLS BOS
in 4-octet units.

Scope: This opcode can be used with any scope.

Thi s opcode all ows the existing Post-Stack Headers (PSHs) [RFC9790],
e.g., the Generic Control Wrd (0000b) [RFC4385] and G ACh (0001b)

[ RFC5586], and any other PSH defined in the future to be placed

i medi ately after the BOS.

If inthe given NAS, the P bit is set and the PSVMH Start O f set
opcode is absent, the PSVMH is encoded i mediately after the MPLS BCS.
A data value of 1 indicates that the PSVMH starts at 4-octets after

t he BCS.

4.2. In-Stack Network Action Opcode for Ofset of End of Post- Stack
MPLS Header for M\A

Opcode: TBA3

Purpose: This opcode carries the offset of the end of the Post-Stack
MPLS Header for MNA fromthe BCS.

LSE Format: B or C (defined in [I-D.ietf-npls-ma-hdr]).

Data: The data value of the LSE contains the offset fromthe MPLS BCS
in 4-octet units. A data value of 5 indicates that the Post-Stack
MPLS Header ends at 20-octets after the BCS.

Scope: This opcode can be used with any scope.

The offset of the end of the PSVMH for MNA and the offset of the start
of the PSIWVH for MNA all ow the NAS parser inplenentation to know the

size of the PSWVH wi thout having to parse the PSVMH (e.g., for Readable
Label Depth with Post-Stack MPLS Header checks).

Raj amani ckam et al . Expires 4 Cctober 2026 [ Page 9]
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5. Procedure
5.1. Processing Rules for P Bit

The P bit MJUST be set to 1 in an In-Stack Network Action Sub-Stack
when the correspondi ng Post-Stack MPLS Header is added in the packet.

By default, the PSWVH starts inmmedi ately after the BOS. The offset of
the PSWVH that does not start imrediately after the BOS is indicated
using the PSVH Start O fset Opcode TBA2.

The P bit MJUST be set to 1 when the network action with opcode TBA2
is added to the In-Stack Network Action Sub-Stack. The node that
recogni zes the network action with Opcode TBA2 MJST process the
packet according to the Uflag if the P bit is not set.

The P bit MJST be set to 1 when the network action with opcode TBA3
is added to the In-Stack Network Action Sub-Stack. The node that
recogni zes the network action with Opcode TBA3 MJST process the
packet according to the Uflag if the P bit is not set.

The node that supports the P bit, processes the Post-Stack Network
Actions in the Post-Stack MPLS Header as defined in this docunent.
Conversely, the node that does not support the P bit skips processing
the Post-Stack MPLS Header altogether

5.2. Network Action Processing O der

The Post-Stack Network Actions are processed in the sanme order they
are encoded after the BOS. By default, they are processed after the
I n-Stack Network Actions in the Network Action Sub-Stack. However,
Post - St ack Networ k Action Opcodes for applications (such as | OAM as
described in [RFC9791]) can be added to the In-Stack Network Action
Sub- St ack to process Post-Stack Network Actions in a certain order
with respect to the Opcodes in the In-Stack Network Action Sub-Stack.

5.3. Node Capability Signaling
The ingress node that is adding a Post-Stack MPLS Header MJST ensure
that the egress node is capable of Post-Stack MNA processing and can
renove the PSMH from the packet.

* Each participating node MIST signal the Post-Stack network actions
that it supports to the encapsul ati ng node.

Raj amani ckam et al . Expires 4 Cctober 2026 [ Page 10]
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* Each participating node MIST signal its "Readabl e Label Depth
i ncludi ng Post-Stack MPLS Header" that can be encoded by the
encapsul ati ng node. Note that the "Readabl e Label Depth" defined
in[I-Dietf-nmpls-ma-hdr] is extended in this docunent to include
the length of the Post-Stack MPLS Header

The above capability signaling will be added in the appropriate
protocols. Signaling details are outside the scope of this docunent.

Processing the Network Action Sub-Stack and Post- Stack Header

The processing of the Network Action Sub-Stack described in

[I-D.ietf-npls-ma-hdr] are also applicable to the procedures defined
in this docunent. This section defines the specific responsibilities
for nodes along an MPLS path for processing a Post-Stack MPLS Header.

Encapsul ati ng Node Responsibilities

The encapsul ati ng node MAY add a Post-Stack MPLS Header to the
packet. The | ocation of the header MAY be in accordance with | oca
policy. The location may al so be subject to any pl acenent
restrictions inherent in the inplenmentation

The encapsul ati ng node MJUST NOT add a Post-Stack MPLS Header to the

packet if the decapsul ati ng node does not support Post-Stack MPLS
Header .

The encapsul ati ng node MJUST add the Post-Stack MPLS Header in the
sanme order as the corresponding In-Stack NAS in the MPLS header

Transit Node Responsibilities

A transit node MAY nodify the Ancillary Data in the Post-Stack MPLS
Header .

A transit node MJST respect the Unknown Action Handling flag encoded
in the correspondi ng NAS when processing the PSWVH

A transit node that removes an NAS with the Sel ect scope, MJST al so
remove the associ ated PSVH

Raj amani ckam et al . Expires 4 Cctober 2026 [ Page 11]
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6.3. Penultimte Node Responsibilities

In addition to the transit node responsibilities above, the

penul ti mate node MUST NOT renpbve an HBH or | 2E NAS
[I-D.ietf-npls-ma-hdr] and the associ ated PSMH when the NAS is
exposed after renoving the forwarding (transport) label. This allows
the egress node to receive and process the NAS and the associ ated
PSIVH.

6.4. Decapsul ati ng Node Responsibilities

The decapsul ati ng node MJST renove the Post-Stack MPLS Headers from
the packet when it renoves the NASes.

7. Security Considerations

The security considerations in [RFC3032], [RFC9789], and
[I-D.ietf-npls-ma-hdr] also apply to this docunent.

Syst em desi gners nust be aware that information included in Post-
Stack Ancillary Data may be transmtted "in the clear.” Network
actions that require the exchange of sensitive data, nust be defined
in such a way that the data is encrypted in transit.

8. | ANA Consi derations

8.1. First Nibble for Post-Stack MPLS Header
Thi s docunent requests that | ANA update the "Post-Stack First Nibble"
registry created by [ RFC9790] to include the PFN val ue 0x0 for the

Post - St ack MPLS Header. This should be added as a new entry in the
registry.

[ Rl sl ey el
| Protocol | Value | Description | Reference |
[ el e s oo e s
| MPLS | 0xO0 | Post-Stack MPLS Header | This docunent |
R i +------- B T I i +

Table 2: Post-Stack First N bble Registry
8.2. Post-Stack MPLS Header Types Registry

Thi s docunent requests that 1 ANA create a new registry with the nane
"Post - Stack MPLS Header Types" as follows. The registration
procedure for this registry is "I ETF Review', "Experinmental Use" and
"Private Use". The fields are "Type" (integer), "Description"
(string), and "Reference" (string).
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The Regi stration Procedure(s) for this registry are:

E oo ool oo e sy oo

| Type | Descri ption | Reference |

B sty sl pl g ——_———— o

| O | Reserved | This document |

S oo oo +

| 1-65520 | I ETF Review | This document |

S o e e e e oo oo T +

| 65521-65524 | Experinmental Use | This docunent |

S Fom oo Fom e +

| 65525-65535 | Private Use | This docunent |

S oo oo +

Tabl e 3: Post-Stack MPLS Header Types Registry
The initial assignnments for this registry are:

| Type | Descri ption | Reference |
b ool oo oo s s s oo oo e sy e
| O | Reserved | This docunent |
Foommo- o m oo oo Fom e +
| 1 | Post-Stack MPLS Header Type For MNA | This docunent |
ommmo - Fom o e e oo +

Tabl e 4: Post-Stack MPLS Header Types
8.3. Network Action Opcodes
I ANA nai ntains the "Network Action Opcodes" registry that will be
created by [I-D.ietf-npls-ma-hdr]. [1ANA is requested to performtwo
actions for this registry:

1. Assign two code points for network actions defined in this
docunent .

2. Add a new colum to indicate whether network acti on opcodes nay
be used In-Stack or Post- Stack.

The resulting entries in the registry are as foll ows:
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B oo oo el s oo sl e
| Opcode | Description | In-Stack Only, | Reference |
| | | Post-Stack | |
| | | Only, In-Stack | |
| | | and Post-Stack | |
B oo el oo ool e s
| O | Reserved | Not Applicable | [I-D.ietf-npls-ma-hdr] |

| Flag-Based |
| Network |
| Action |
| I'ndicators |
| without AD |

| 2 | No | I'n-Stack and | [I1-D.ietf-npls-ma-hdr] |
| | operation | Post - Stack | |

I | Opcode I I I

| Ofset of | Thi s docunent
| Start of |
| Post-Stack |
I I

I
|
MPLS Header |
| | | This docunent
| End of | |
| Post-Stack | |
| MPLS Header | |
I n- Stack and
Post - St ack

| | | [I-D.ietf-npls-ma-hdr]
| Range | |
| Extension | |
| Beyond 127 | |

Table 5: Network Action Opcodes
Ref erences
Nor mat i ve Ref erences

[1-D.ietf-npls-ma-hdr]
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Exampl es of Post-Stack MPLS Header Encodi ng

1. NAS that only Indicates Post-Stack MPLS Header
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Figure 5: NAS that only indicates Post-Stack MPLS Header
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In sone cases, the NAS nmay encode only the presence of Post-Stack
MPLS Header. The Post-Stack MPLS Header starts immediately after the
BOS.

A . 1.2. NAS that Indicates Post-Stack MPLS Header Start O f set

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
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i T T e T i i s i i S S S S S e et s o i i S
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i T T S i i s i e S S S e S S S T i St I NI S
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B S S T i i S it S I S S S Y S
| 1]
B S I e . i I T T S S S T h SR S S S

B I T R e i sl T ST I I S R TR SR R I S NI S I I I T el
0x0 | Reserve| PSVH Len=1 | Type = MNA- Post - St ack- Header
B I R e R e i ol ot T i S i S e e e o i i o SN
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! +— +— +—— +— + 1

l
l

Payl oad

B T S i T s i i e e SEI S

Figure 6: NAS | ndicates Post-Stack MPLS Header Start O f set
The NAS may encode the start offset of the Post-Stack MPLS Header
with a non-zero value, for example, when it is after another header
such as G ACh or Control Wrd header. |In this exanple, the PSWVH
starts at an offset of 8 bytes after the BoS.

A.1.3. Post-Stack Network Actions with Two Opcodes
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Figure 7: Post-Stack NA with Two Opcodes

This is an exanpl e where the Post-Stack MPLS Header encodes two
di fferent Post-Stack Network Actions.

Detail s:

2026

PSVH Len=3: This is the total |length of Post-Stack MPLS Header.

MNA- PS- OP=2: Post - Stack NA Opcode 2.

PS- NAL=0: Post-Stack Network Action does not contain any
addi ti onal data.

MNA- PS- OP=3: Post - Stack NA Opcode 3.

PS- NAL=1: Post-Stack Network Action contains 1 additional 4-octet

Anci |l | ary Dat a.

4. Post-Stack Network Action with two Different Scopes
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Figure 8: Post-Stack NA with two Different Scopes
This is an exanpl e of Post-Stack MPLS Header encodi ng, that encodes
two different different scoped Post-Stack Network Actions. The first
scope i s Hop-By-Hop and the second scope is | ngress-To-Egress.
Det ai | s:

The offset of the Hop-By-Hop scoped Post-Stack Network Action is
0.

Opcode TBA2 carries the offset of the Ingress-To-Egress scoped
Post - St ack Network Action. The data is 2, i.e., the Post-Stack
MPLS Header starts 8 bytes after the MPLS Bottom of Stack.
Exanmpl es of In-Stack and Post-Stack Network Actions

1. NAS with I n-Stack and Post-Stack NAs
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Figure 9: NAS with In-Stack and Post-Stack NAs
In sone cases, the NAS nmay encode In-Stack NAs and indicate the
presence of a Post-Stack MPLS Header. The IHS field indicates the
scope of both the In-Stack and Post-Stack NAs.
A.2.2. NASes with Different In-Stack and Post-Stack Scopes
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Figure 10: NASes with Different In-Stack and Post- Stack Scopes

In sone cases, the | abel stack may need to carry In-Stack NAs with
Hop- By- Hop scope and Post-Stack NAs with | 2E scope. 1|In this case,
there will be two NASes in the |abel stack. 1In this case, the first
NAS wi Il encode the In-Stack NA with the Hop-By-Hop scope and the
second NAS will encode the presence of |2E-scoped Post-Stack NAs.
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