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Abst r act

Thi s docunent defines the Post-Stack MPLS Network Action (IMNA)
solution for carrying Network Actions and Ancillary Data after the
MPLS | abel stack, based on the In-Stack MNA solution defined in "MPLS
Net wor k Action (MNA) Sub-Stack Solution.”™ MPLS Network Actions can
be used to influence packet forwardi ng decisions, carry additional
Qperations, Adm nistration, and Mii ntenance (OQAM information in the
MPLS packet, or perform user-defined operations. This solution
docunent addresses the Post-Stack network action and Post-Stack data
specific requirenments found in "RFC 9613". This docunent follows the
architectural framework for the MPLS Network Actions (MNA)

technol ogi es specified in "RFC 9789".

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 April 2026.
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I nt roduction

[ RFC3032] defines the encoding of the MPLS | abel stack, the basic
structure used to define a forwarding path. Forthcomi ng applications
require MPLS packets to perform special network actions and carry
optional Ancillary Data (AD) that can affect the packet forwarding
decision or trigger Operations, Admnistration, and M ntenance (QAM
| oggi ng, for exanple. AD can be used to carry additiona

informati on, such as for In Situ OAM (I OAM as described in

[ RFCO791]. User-defined network actions allow |ocal actions to be
defined. |In some cases, nore AD may be required than can be carried
in the MPLS header, so these kinds of network actions and their AD
are encoded after the Bottom of Stack (BOS). This network action
with AD is called Post-Stack MA

Thi s docunent defines the Post-Stack MPLS Network Action (MNA)
solution for carrying Network Actions and Ancillary Data after the
MPLS | abel stack. It is based on the In-Stack MNA sol ution defined
in[I-Dietf-mpls-ma-hdr]. This solution docunment addresses the
Post - St ack network action and Post-Stack data specific requirenents
found in [RFC9613]. This docunment follows the architectura
framework for the MPLS Network Actions (MNA) technol ogi es specified
in [ RFCO789].

Conventions Used in This Docunent
Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119] [RFC8174]
when, and only when, they appear in all capitals, as shown here.
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Abbr evi ati ons
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The term nol ogy defined in [ RFC9789] and [ RFC9613] are used in this

docunent .

f oo e
Meani ng | Reference |

B e sl ]
Ancill ary Data | [ RFC9613] |
------------------- S
Base Speci al | [ RFC9017] |
Pur pose Label | |
------------------- Fom oo
Bottom O Stack | [ RFC3032] |
------------------- T
Hop- By- Hop Scope | [ RFC9789] |
------------------- e
I ngress-To- Egress | [ RFC9789] |
Scope I I
------------------- e
| 2E, HBH, or | [I1-D.ietf-npls-ma-hdr] |
Sel ect Scope | |
------------------- e
I n-Stack Data | [RFC9613] |
------------------- e
Label Stack Entry | [ RFC3032] |
------------------- T
MPLS Net wor k | [ RFC9789] |
Acti ons | |
------------------- e
Net wor k Acti on | [ RFC9613] |
I ndi cat or | |
------------------- T
Net wor k Acti on | [I-Dietf-npls-ma-hdr] |
Length | |
------------------- e
Net wor k Acti on | [ RFC9789] |
Sub- St ack | |
------------------- T
Net wor k Acti on | [I-Dietf-npls-ma-hdr] |
Sub- St ack Length | |
------------------- e
Qper at i ons, | [ RFC6291] |
Admi ni strati on, | |
and Mai nt enance | |
------------------- S
Post - St ack Header | This docunent |
Presence Bit | |
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. S RIS T +
| PSD | Post-Stack Data | [RFC9613] and [ RFC9789] |
o e e - o e e e o o e e e e e e oo +
| PSH | Post-Stack Header | This docunent |
. S TRy e +
| TC | Traffic d ass | [ RFC5462] |
. I IR o mmemeeieeeeaecaeaaaas +
| TTL | Time To Live | [RFC3032] |
o e e - o e e e o o e e e e e e oo +

Tabl e 1: Abbreviations
Overvi ew
The Post-Stack MNA solution contains two main parts:
* Post-Stack Header Presence Bit Carried in In-Stack MNA Sub- St ack

* Post-Stack Header Encodi ng that includes Post-Stack Header Type
and Post-Stack Network Actions

Post - St ack Header Presence Bit Carried in In-Stack MNA Sub- St ack

The 21st bit fromthe left in LSE Format B carried in the In-Stack

Net wor k Acti on Sub-Stack (NAS) described in [I-D.ietf-npls-ma-hdr]

is defined as the P bit in this docunent to indicate the presence of
the Post-Stack Header in the packet after the BCS.

0 1 2 3

01234567890123456789012345678901
T S S e T S S i S S I A S S S
| Opcode | Dat a | PITHS| S| U NASL | NAL |
T i e b i T S S S BUp A St St U S

Figure 1: Post-Stack Header Presence Bit Carried in In-Stack MNA
Sub- St ack

The following flags are carried in In-Stack NAS as defined in
[I-D.ietf-npls-ma-hdr]. These flags are also applicable to Post-
Stack MNA:

* |HS (2 Bit): Indicates the conbined scope of the In-Stack and the
Post - Stack Network Actions. In-Stack NAS for each scope with P
bit set will have its correspondi ng Post-Stack Header.

* U (1 Bit): Indicates the conbi ned Unknown Action Handling of the
I n-Stack and the Post-Stack Network Actions.

amani ckam et al. Expires 4 April 2026 [ Page 5]
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3.2. Post-Stack Header Encoding

The Post-Stack Header is encoded after the Bottom of the MPLS Label
Stack (BCS), either immediately after the BOS (i.e., start offset of
0) or after any other Post-Stack headers that follow the BOS (i.e.,
start offset of non-zero), as described in Section 4.

The Post-Stack Header carries one or nore Post-Stack Network Actions
and their Ancillary Data.

The PSH consist of two nmain parts:

* Post-Stack Header (PSH) Type

* Post-Stack Network Action Encoding
3.2.1. Post-Stack Header Type

The Post-Stack Header type is the top-header for all the Post-Stack
Net work Actions that are encoded in the PSH for each scope.

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i
| TBAl | Version| PS-HDR-LEN | TYPE = MNA- PCST- STACK-HDR = 1 |
S S T S S S S S S S S S S A S S S

Figure 2: Post-Stack Header Type
* TBALl (4 bits): This first nibble [RFC9790] identifies the start of
the PSH A new value (value TBAl) is to be assigned by | ANA for
Post - St ack Headers.

* Version (4 bits): This is PSH version. The initial version is set
to O.

* PS-HDR-LEN (8 bits): PSH Total Length in 4-octet units that
i ncl udes Post-Stack Network Actions. This excludes the PSH type
header .

* TYPE (16 bits): Type is set to 1 to indicate Post-Stack Header
Type For MNA. See Section 8. 2.

3.2.2. Post-Stack Network Action Encoding
The format shown in Figure 3, encodes a single Post-Stack Network

Action. By repeating this format, multiple Post-Stack Network
Actions and their corresponding Ancillary data can be encoded.
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0 1 2 3

01234567890123456789012345678901
T T S R e T S A i T S
| MNA-PS-OP | R R PS-NAL | POST- STACK DATA |
T e S T S A S
~ CONTI NUED POST- STACK DATA ~
T T S S S T e S S it S S i S S

Figure 3: Post-Stack Network Action Encoding

* MNA-PS-OP (7 bits): Post-Stack Network Action Opcode. Opcodes
wi Il be assigned by | ANA accordingly.

* R (2 bits): Reserved bits.

* PS-NAL (7 bits): Post-Stack Network Action Length in 4-octet
units. This excludes the first 4-octets starting MA-PS-OP.

*  POST- STACK DATA (16 bits): Post-Stack Data associated with the
Post - St ack Network Acti on.

*  CONTI NUED POST- STACK DATA: Further Post-Stack Data associated with
the Post-Stack Network Action, as indicated by the val ue of PS-
NAL. The padding rules for Post-Stack Data that does not fill a
multiple of 32 bit units is described in the docunment that defines
the NA indicated by the MNA-PS-CP val ue.
4. In-Stack Network Action Special QOpcodes
4.1. In-Stack Network Action Opcode for PSH Start O fset
Opcode: TBA2
Purpose: This opcode carries the start offset of the PSH from BGCS.
LSE Format: B or C (defined in [I-D.ietf-npls-ma-hdr])
Data: The data val ue of the LSE contains the offset fromthe MPLS BOS
inunits of 4 octets. This allows the Generic Control Wrd (0000b)
[ RFC4385] and G ACh (0001b) [RFC5586] fields to be placed i mediately
after the BOS. |In the absence of this opcode, the PSH is encoded
i medi ately after the MPLS BOS. A data value of 1 indicates that the
PSH starts 4 octets after the BCS.

Scope: This opcode can be used with any scope.

Raj amani ckam et al . Expires 4 April 2026 [ Page 7]
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4.

5.

5.

2. In-Stack Network Action Opcode for Offset of End of Post-Stack
Header

Opcode: TBA3

Purpose: This opcode carries the offset of end of the Post-Stack
Header from BCS.

LSE Format: B or C (defined in [I-D.ietf-npls-ma-hdr])

Data: The data value of the LSE contains the offset fromthe MPLS BCS
inunits of 4 octets. A data value of 5 indicates that the Post-
St ack Header ends 20 octets after the BCS.

Scope: This opcode can be used with any scope.
Procedure
1. Processing Rules for P Bit

The P bit MJST be set to 1 in In-Stack Network Action Sub-Stack when
correspondi ng Post-Stack Header is added in the packet.

By default, the PSH starts inmmediately after the BOS. The offset of
the PSH that does not start inmrediately after the BOS is indicated
using the PSH Start O fset Opcode TBAZ2.

The P bit MJST be set to 1 when the network action with opcode TBA2
is added to the In-Stack Network Action Sub-Stack. The node that
recogni zes the network action with Opcode TBA2 MJST process the
packet according to the Uflag if the P bit is not set.

The P bit MJST be set to 1 when the network action with opcode TBA3
is added to the In-Stack Network Action Sub-Stack. The node that
recogni zes the network action with Opcode TBA3 MJST process the
packet according to the Uflag if the P bit is not set.

The node that supports the P bit, processes the Post-Stack Network
Actions in the Post-Stack Header as defined in this docunent.
Conversely, the node that does not support the P bit, will skip
processi ng the Post-Stack Header altogether.

Raj amani ckam et al . Expires 4 April 2026 [ Page 8]
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5.2. Network Action Processing O der

The Post-Stack Network Actions are processed in the same order they
are encoded after the BOS. By default, they are processed after the
In-Stack Network Actions in the Network Action Sub-Stack. However,
Post - St ack Network Action Opcodes for applications (such as | OAM as
described in [RFC9791]) can be added in the In-Stack Network Action
Sub- St ack to process Post-Stack Network Actions in a certain order
with respect to the Opcodes in the In-Stack Network Action Sub- Stack

5.3. Node Capability Signaling
The ingress node that is adding a Post-Stack Header MJUST ensure that
the egress node is capable of Post-Stack MNA and can renove the PSH

fromthe packet.

* Each participating node MIST signal the network actions that it
supports.

* Each participating node MIST signal its "Readabl e Label Depth
i ncludi ng Post-Stack Header" that can be encoded.

The above capability signaling will be added in appropriate
protocols. Signaling details are outside the scope of this docunent.

6. Node Responsibilities

This section defines the specific responsibilities for nodes al ong an
MPLS path for processing a Post-Stack Header.

6.1. Encapsul ati ng Node Responsibilities
The encapsul ati ng node MAY add Post-Stack Header to the packet in
accordance with its policies, the placenent restrictions, and the
limtations.

The encapsul ati ng node MJUST NOT add a Post-Stack Header to the packet
i f the decapsul ati on node does not support Post-Stack Header.

If the encapsulating node is also a transit node, then it MJST al so
respect transit node responsibilities.

6.2. Transit Node Responsibilities

A transit node MAY nodify the Ancillary Data in the Post-Stack
Header .

Raj amani ckam et al . Expires 4 April 2026 [ Page 9]
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A transit node MJST respect the Unknown Action Handling flag encoded
in the correspondi ng NAS when processing the PSH

A node that renobves the | ast copy of a NAS that has the P bit set
MUST renove all Post-Stack Headers.

6.3. Penultimte Node Responsibilities
In addition to the transit node responsibilities above, the
penul ti mate node MUST NOT renove the |last copy of an HBH or |2E NAS
and associ ated PSH when the NAS is exposed after renoving the
forwarding (transport) label. This allows the egress node to process
the NAS and associ ated PSH.

6.4. Decapsul ati ng Node Responsibilities
The decapsul ati ng node MJST renobve any Post-Stack Header it receives.

7. Security Considerations

The security considerations in [RFC3032], [RFC9789], and
[I-D.ietf-npls-ma-hdr] also apply to this docunent.

Syst em desi gners nust be aware that information included in Post-
Stack Ancillary Data may be transmitted "in the clear.” Network
actions that require the exchange of sensitive data, nust be defined
in such a way that the data is encrypted in transit.

8. | ANA Consi derati ons
8.1. First N bble for Post-Stack Headers
Thi s docunent requests that |1 ANA allocate a value (TBAl) for the

Post - St ack Headers fromthe "Post-Stack First N bble" registry
created by [RFC9790] to indicate the start of the PSH after BCS

B bl sl s el e o}
| Protocol | Value | Description | Reference |
[ S el sl sl el
| PSH | TBAl | Post-Stack Headers | This docunent |
I +------- I i S el I T +

Table 2: Post-Stack First N bble Registry
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8.2. Post-Stack Header Types Registry

Thi s docunent requests that 1 ANA create a new registry with the nane
"Post - St ack Header Types" as follows. The registration procedure for
this registry is "I ETF Review', "Experinental Use" and "Private Use".
The fields are "Type" (integer), "Description" (string), and
"Reference" (string).

The assignments for this registry are:

[ el e sl Lty o}
| Type | Descri ption | Reference |
| O | Reserved, not to be assigned | This docunent |
S o e e e e e e e e e o T +
| 1-65520 | 1ETF Revi ew | This docunent |
. . S I +
| 65521-65524 | Experinental Use | This docunent |
I ST I IRy +
| 65525-65535 | Private Use | This document |
S o e e e e e e e e e o T +

Tabl e 3: Post-Stack Header Types Registry

The initial assignnent for this registry is:

[ e bbb oo oo s s e s oo sl s ey o}
| Type | Descri ption | Reference |
[ bbb oo ey s
| 1 | Post-Stack Header Type For MNA | This docunent |
S o m e e e e e e e e e e aa oo oo +

Tabl e 4: Post-Stack Header Types
8.3. Network Action Opcodes
I ANA nmai ntains the "Network Action Opcodes" registry to be created by
[I-Dietf-npls-ma-hdr]. I1ANA is requested to performtwo actions on

this registry:

1. Assign two code points for network actions defined in this
docunent .

2. Add a new columm to say whet her network acti on opcodes may be
used in-stack or post-stack.

The resulting entries in the registry are as foll ows:
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9.

9.

1.

1.

B oo oo el s oo sl e
| Opcode | Description | In-Stack Only, | Reference |
| | | Post-Stack | |
| | | Only, In-Stack | |
| | | and Post-Stack | |
B oo el oo ool e s
| O | Reserved | Not Applicable | [I-D.ietf-npls-ma-hdr] |

| Flag-Based |
| Network |
| Action |
| I'ndicators |
| without AD |

| 2 | No | I'n-Stack and | [I1-D.ietf-npls-ma-hdr] |
| | operation | Post - Stack | |

I | Opcode I I I

| Ofset of | Thi s docunent
| Start of |
| Post-Stack |
I I

I
I
|
Header |

| This docunent

End of I
I

Header |

I n-Stack and
Post - St ack

| | | [I-D.ietf-npls-ma-hdr]
| Range | |
| Extension | |
| Beyond 127 | |
Table 5: Network Action Opcodes
Appendi x A: Exanpl es
Exampl es of Post-Stack Header Encodi ng

1. NAS that only Indicates Post-Stack Header

Raj amani ckam et al . Expires 4 April 2026 [ Page 12]
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0 1 2 3

01234567890123456789012345678901

T S T

WNA Label | TC |0 TTL |

i S S i T S S i S S S i S s

code=2=NOOP| 0 | 1] I HS| O] U NASL=0| NAL=0|

i S S e T T S S S S S S A E Rk
0

T T T I S T S E—- !o-- S
1

i T S S S e T Sy L—- L—- T S S T

TBA1 |Version| PS-HDR-LEN=1 | TYPE = MNA- POST- STACK-HDR = 1

B i S T T S S i ST SIS S SRR S S S

MNA-PS-OP | RIR| PS-NAL=0 | PCOST- STACK DATA
e T e S S S R e SUpT A

+

+

D+~ +— +— + 1 +— +— +

D+ 4+

l
l

Payl oad
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 4: NAS that only indicates Post-Stack Header

In sone cases, the NAS may encode only the presence of Post-Stack
Header. The Post-Stack Header starts inmediately after the BOCS.

9.1.2. NAS that | ndi cates Post-Stack Header Start O f set

Raj amani ckam et al . Expires 4 April 2026 [ Page 13]
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| MNA Label | TC |0 TTL |
i i i T i I S i e s o o i i
| Opcode=TBA2 | Post-Stack Ofset = 2 |1|1HS 0]U NASL=0| NAL=0|
R et e s i o e s i i
~ [0

i T s T i T S S I S i (T S S S e S
I | 1]

R e s T e e S e in i i e e e e R e
I
I
+-
I
+-
I
+-

e e T i S S o
TBAl |Version| PS-HDR-LEN=1 | TYPE = MNA- POST- STACK-HDR = 1
T T T S S S T i g
MNA-PS-OP | RIR|  PS- NAL=0 | POST- STACK DATA
T i S T S S S e i S

! +— +— +—— +— + 1

l

~ Payl oad

B T S i T s i i e e SEI S
Figure 5: NAS | ndicates Post-Stack Header Start O fset

The NAS may encode the start offset of the Post-Stack Header with a

non-zero value, for exanple, when it is after other header such as

GACH or CWheader. In this exanple, the PSH starts at offset of 8

bytes after the BoS

9.1.3. Post-Stack Network Actions with Two Qpcodes

Raj amani ckam et al . Expires 4 April 2026 [ Page 14]
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0 1 2 3
01234567890123456789012345678901
T A S i Sl S S i T i S S S S S S S T e e

MNA Label | TC |0 TTL |
B i i i S i i S S S i i N e i e
Opcode=2=NOOP| 0 | 1] I HS| 1] U NASL=0| NAL=0|
B i i i i S i i i S S i i o
TBA1 |Version| PS-HDR-LEN=3 | TYPE = MNA- POST- STACK- HDR = 1 |
I i S i i S S S i i i i S S S S S
MVA-PS-OP=2| R'R| PS-NAL=0 | POST- STACK DATA |

I i i i S i S i S SN N NS
MNA- PS-OP=3| R|R| PS-NAL=1 | POST- STACK DATA |
B i T S S i i i S i i S

POST- STACK DATA |
T A S S i Sl S i T oI S S S S S S S T e e

Opti onal Payl oad + Paddi ng |
B T e R et e s o o S e R e

Figure 6: Post-Stack NA with Two Opcodes

This is an exanpl e, Post-Stack Header encodes two different Post-
St ack Network Actions.

Det ai | s:
PS- HDR- LEN=3: This is the Total Length of Post-Stack Header.
MNA- PS- OP=2: Post - Stack NA Opcode 2.

PS- NAL=0: Post-Stack Network Action does not contain any
addi ti onal data.

MNA- PS- OP=3: Post - Stack NA Opcode 3.

PS- NAL=1: Post-Stack Network Action contains 1 additional 4-octet
Anci |l | ary dat a.

9.1.4. Post-Stack Network Action with two Different Scopes
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Figure 7: Post-Stack NA with two Different Scopes
This is an exanpl e of Post-Stack Header encoding, that encode two
different different scoped Post-Stack Network Actions. The first
scope i s Hop-By-Hop and the second scope is |Ingress-To-Egress scoped
Post - St ack Networ k Acti on.
Det ai | s:
The offset of the Hop-By-Hop scoped Post-Stack Network Action O.
Opcode TBA2 carries the offset of the Ingress-To-Egress scoped
Post - St ack Network Action. The data is 2, i.e., the Post-Stack
Header starts 8 bytes after the MPLS Bottom of Stack.
9.2. In-Stack and Post-Stack Network Actions

9.2.1. NAS with I n-Stack and Post-Stack NAs
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Figure 8 NAS with In-Stack and Post-Stack NAs

In sone cases, the NAS nmay encode In-Stack NAs and indicate the
presence of Post-Stack Header. The IHS field indicates the scope of
both the In-Stack and Post-Stack NAs.

9.2.2. NASes with Different In-Stack and Post-Stack Scopes
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10.

10.

Figure 9: NASes with Different In-Stack and Post-Stack Scopes

In sone cases the | abel stack may need to carry In-Stack NAs with
Hop- By- Hop scope and Post-Stack NAs with | 2E scope. 1|In this case,
there will be two NASes in the |abel stack. 1In this case, the first
NAS wi Il encode the In-Stack NA with the Hop-By-Hop scope and the
second NAS will encode the presence of |2E scoped Post-Stack NAs.
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