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Abst ract

In situ Operations, Administration, and M ntenance (1 GAM, defined
in RFC 9197, is an on-path telemetry nmethod to collect and record the
operational state and telenetry information using, for exanple, Pre-
al | ocated, Proof-of-Transit, Edge-To-Edge or Increnental | OAM
Options, that can be used to cal cul ate various performance netrics.
RFC 9326 defined the |1 OAM Direct Export (1 QAM DEX) Option in which
the operational state and telemetry information are coll ected
according to the specified profile and exported in a nanner and
format defined by a |local policy on each node al ong the path.

MPLS Network Actions (MNA) techniques are neant to indicate actions
to be performed on any comnbi nation of Label Switched Paths, MPLS
packets, and the node itself, and to transfer data needed for these
actions. This docunent explores the MNA nmechanisns to collect and
transport the on-path operational state, and telenetry information
| OAM data fields, including | OAM DEX Opti on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

In situ OAM (1 GAM [RFC9197] is an on-path telenetry method used to
collect and record the operational state and telenmetry infornmation
that can be used to cal culate various performance netrics. Several

| OAM Option types (e.g., Pre-allocated, Proof-of-Transit, Edge-To-
Edge, and Increnental) use the user packet to collect the operational
state and telenetry informati on. Such mechani snms transport the
collected information to an | OAM decapsul ati ng node (typically

| ocated at the edge of the |OAM domain within the data packet). |QAM
Direct Export (I OAM DEX) [RFC9326] is an | OAM Option type. In | CAM
DEX, the operational state and telenetry information are collected
according to the specified profile and exported in a nanner and
format defined by a |local policy on each node al ong the path.

MPLS Network Actions (MNA) techni ques [RFC9789] indicate actions to
be perfornmed on any conbi nation of Label Sw tched Paths, MPLS
packets, the node itself, and also allow for the transfer of data
needed for these actions. [I-D.ietf-npls-ma-hdr] defines nechanisns
for carrying the Network Action Sub-Stack (NAS) as part of the MPLS
| abel stack, i.e., the In-Stack MNA sol ution.
[1-D.ietf-npls-ma-ps-hdr] defines nechanisns for carrying MNA and
Ancillary Data (AD) outside the MPLS | abel stack, i.e., as the Post-
Stack MNA solution. [RFC9791] describes various use cases that can
be realized using MNA techni ques, including | QAM Pre-all ocated,
Proof -of - Transit, Edge- To- Edge, Incremental, and | QAM DEX Opti on

types.

Thi s docunent describes how MNA can be used for collecting and
transporting on-path operational state and telenetry infornmation
using |OAM data fields for 1 OAM Option types, including | CAM DEX
Speci fying the nechani smfor exporting the collected information in
case of the | CAMDEX Option is outside the scope of this docunent.
Conventions Used in This Docunent

1. Acronyns

OAM Operations, Admnistration, and M ntenance

HBH: Hop- By- Hop
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2.

2.

I 2E: I ngress-To- Egress
I HS: I ngress-To-Egress (12E), Hop-By-Hop (HBH) or Sel ect Scope
IOAM | n situ CAM
| OAM DEX: | OAM Di rect Export
| OAM DEX-1 SD- MNA: | OAM Di rect Export as MPLS Network Action |ISD
I SD: I n-Stack Data
PFN: Post - Stack First N bble
PSD: Post - St ack Data
PSMH: Post - St ack MPLS Header
LSE: Label Stack Entry
MPLS: Ml tiprotocol Label Swtching
IMNA: MPLS Network Action
NAI : Network Action Indicator
NAS: Network Action Sub-stack
NASL: Network Action Sub-stack Length
Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Applicability of 10AM and | OAM DEX in an MPLS Net wor k
Pre-all ocated, Increnmental, Proof-of-Transit, and Edge-to- Edge | OAM
Option types [ RFC9197] use user packets to collect and transport the
operational state and telenetry information. |In sone environnents,
for exanple, data center networks, this technique is useful as the
avai |l abl e bandwi dth and the use of junbo frames can acconmpdate the
i ncrease of the packet payload. This docunent defines the Post-Stack

MNA ([I-D.ietf-npls-ma-ps-hdr]) solution supporting Pre-allocated,
I ncrenental, Proof-of-Transit, and Edge-to-Edge | OAM Option types
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4.

4.

(Section 4.1).

However, for sone use cases, e.d., nobile backhaul, in which network
resources are closely controlled, collecting and transporting the
telenmetry information within a data packet may noticeably decrease
the cost-efficiency of network operations. Although the operational
state and telenetry informati on are essential for network automation
(Section 4 of [RFC8969]), its delivery is not as critical as user
packets. As such, collecting and transporting the operational state
and telenmetry information using the managenent plane is a viable
option for sonme environnments. | QAM DEX [ RFC9326] is capabl e of
collecting the IOAM data fields defined in [RFC9197]. The processing
and transport of the collected information are controlled by a | ocal
policy which is outside the scope of this specification. The
performance considerations discussed in Section 5 of [RFC9326] are
applicable here. In this docunent, the realizations of | QAM DEX
using the In-Stack MNA ([I-D.ietf-npls-ma-hdr] and Post-Stack M\A
([1-D.ietf-npls-ma-ps-hdr]) are defined in Section 4.2 and

Section 4.1, respectively.

Real i zation of | OAM and | OAM DEX as MPLS Networ k Acti ons
1. Realization of | OAM and | OAM DEX as Post - St ack MNA

The presence of Post-Stack MPLS Header is indicated in an |In-Stack
Net wor k Action Sub-stack as defined in [I-D.ietf-npls-ma-ps-hdr] and
is shown in Figure 1.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| MNA Label | TC |S TTL
i T S S S T S S S e it S Sl SE S S S

I

Opcode | 13-bit Data (Format B) |P|IHS|S| NASL |U NAL |

e b T S i i S S S S e e s S i T T i S S
I

I

+-

| Opcode | 16-bit Data (Format C) | S| 4b Data| U NAL
R et e s i o e s i i
| Label | TC |1 TTL |
B i s T T i i o S o T Ji I
~ Post - Stack MPLS Header for | OAM as shown in Figure 2 ~
Sl SR R R ol SR SN S N S R SR S SR S S S SR S S S SR S S S S S
~ Opti onal Payl oad + Paddi ng ~
R T o T e e i i ol ST S TR S e T e S e el st TR S R R S

Figure 1: An Exanple of In-Stack Network Action Sub-Stack wth
Post - St ack MPLS Header Carrying | OAM and | OAM DEX

The MNA Label (value TBA4) is defined in [I-D.ietf-npls-ma-hdr].
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The I HS scope field defined in [I-D.ietf-nmpls-ma-hdr] is used to
indicate that |2E or HBH or Sel ect processing is required for the
Net work Action and Ancillary Dat a.

If both edge and internedi ate nodes need to process the | OAM dat a
fields then I HS scope MJUST be set to "HBH, value 0x1". |If only edge
nodes need to process the |OAM data fields then IHS scope MJST be set
to "I12E, value 0x0". The HBH scope all ows skipping the | OAM dat a
processing on the internedi ate nodes i.e., avoids the need to parse
all 10AM data fields to detect the HBH option type.

The U Flag for Unknown Action Handling is specified in
[1-D.ietf-npls-ma-hdr].

S bit is the Bottomof Stack field [ RFC3032].
IHS field is set as specified in [I-D.ietf-npls-ma-hdr].
P flag is set as specified in [I-D.ietf-npls-ma-ps-hdr].

The Network Action Sub-Stack Length (NASL) is set as specified in
[I-D.ietf-npls-ma-hdr].

Opcode (7 bits) value is set to TBAL (for Network Action for | OAM and
| OAMDEX in PSD) for carrying an | OAM Opti on-Type and the associ at ed
data fields defined in [RFCO197] and the | QAM DEX Opti on- Type and the
associ ated data fields defined in [RFC9326] in PSMH.  This network
action is optional and can be carried in Format B or Fornat C Label
Stack Entry (LSE).

Data (10 bits, next to the Opcode field) in LSE contains the of fset
for PSWH for this In-Stack Network Action in 4-octets units after BOS
LSE to the start of the corresponding Post-Stack Network Action
pcode. Due to the Post-Stack MPLS Header type top-header, the

m ni mum val ue for the offset is 1 (i.e, 4-octets).

Length of Network Action (NAL) [I-D.ietf-npls-ma-hdr] is set to O
for the In-Stack Network Action for | OAM and | QAM DEX option type in
Post - St ack ancill ary dat a.

A packet may carry nore than one In-Stack Network Action in an MNA
Sub-Stack for I OAM and | OAM- DEX in PSWH (for exanple, for different

| OAM Option-Types as identified in Post-Stack ancillary data). There
may be a different In-Stack Network Action (other than for the | GAM
and 1CAMDEX) in the In-Stack MNA Sub- St ack.
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4.1.1. MPLS Networ k Action Post-Stack MPLS Header for | OAM and | OAM DEX

An exanpl e encoding for | OAM and | OAM DEX carried in Post-Stack MPLS
Header is shown in Figure 2.

0 1 2 3
012345678901234567890123456789¢01

~ | OAM Opti on and Data Space [RFC9197] [ RFC9326]
R i i o i e i i i oI NI TR TR e e S e S S e e e o o

I A S S S S s S S A R R T
| PFN | Version| PS-HDR-LEN | TYPE = MNA- POST- STACK-HDR = 1 |
i s e e e
| MNA- PS- OP | R R PS- NAL | R R] BLOCK- NUMBER| | CAM OPT- TYPE]|
I T S s S i St S S S S

I

Figure 2: An Exanmpl e of Post-Stack MPLS Header Carrying | OAM and
| OAM DEX

The Post-Stack MPLS Header (PSWVH) type top-header is added with the
following fields as defined in [I-D.ietf-npls-ma-ps-hdr].

PFN. The Post-Stack first nibble (PFN) (value TBA3) as defined in
[1-D.ietf-npls-ma-ps-hdr].

PS- HDR-LEN (8 bits): PSMH total length in four-octet units. This
excl udes the PSMH type top-header.

TYPE: TYPE is defined for MNA-POST-STACK-HDR (value 1) in
[1-D.ietf-npls-ma-ps-hdr].

The PSMH cont ai ns Post-Stack Network Action Opcode for | OAM and | CAM
DEX, length in nunmber of 4-octet units, and | QAM Opti on- Type with
|CAM data fields in the Post-Stack ancillary data as shown in

Figure 2. The IOAM data fields MJST foll ow the definitions
corresponding to their 1 OAM Option-Types (e.g., see Section 4.4 of

[ RFC9197] and | OAM DEX Option-Type in Section 3 of [RFC9326]).

An | OAM option is added in the PSMH containing the follow ng fields:

MNA- PS- OP: | ANA al | ocated val ue TBAL (Network Action Opcode for | OAM
and 1OAMDEX in PSD) for |1 QAM Opti on-Type defined in [ RFC9197], and
| OAM DEX Option- Type defi ned [ RFC9326].

| OAM OPT-TYPE: 7-bit field defining the | OAM Opti on-Type, as defined
in the "I OAM Opti on- Type Registry" specified in [ RFC9197] and
[ RFC9326] ) .

PS-NAL: 7-bit unsigned integer. Length of the |IOAMdata fields in
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4-octet units for the MNA-PS-OP. This excludes the first 4-octet
uni t.

| OAM Option and Data Space: |10OAM data fields as specified by the
| OAM OPT-Type field. |1 OAMdata fields are defined corresponding to
the 1 OAM Opti on-Type (e.g., see Section 4.4 of [RFC9197] and
Section 3 of [RFC9326].

BLOCK- NUMBER:  The bl ock number for the alternate marki ng nmethod can
be used to aggregate the |OAM data collected in the data plane,
e.g., to conpute neasurenent netrics for each block of a data flow.
It is also used to correlate the | OAM data on different nodes al ong
t he packet path. The block nunber is incremented sequentially at
every neasurenent interval provisioned on the encapsul ati ng node.

4.1.1.1. Miltiple | OAM and | OAM DEX Opti on- Types in PSVH

An example of multiple Post-Stack network actions with the sane scope
carrying different 1OAM option types is shown in Figure 3.

0 1 2 3

01234567890123456789012345678901
T i el e el s i S e i b i ST S B T S
| PFN | Version| PS-HDR-LEN | TYPE = MNA- POST- STACK- HDR
R e i I e e S il ok S TR S R S S e S e ol ot (I S N
| MNA- PS- OP |RIR| PS- NAL | R Rl BLOCK- NUMBER| | OAM: OPT-
i T S S O S i i S +
~ | OAM Opti on and Data Space [ RFC9197] [ RFC9326] ~
R T e i e i i S L S s il o T SR R R S

+
I
I
E|

R
1
- +-
YP
- +-

o s

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| MNA- PS- OP |RIR| PS- NAL | R Rl BLOCK- NUVMBER] | OAM OPT- TYPE]|
B T S i T s i i e e SEI S
~ | OAM Opti on and Data Space [ RFC9197] [ RFC9326] ~
I S i o T s S S S e s s T
~ Opti onal Payl oad + Paddi ng ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 3: Exanple of Multiple Post-Stack Network Actions with
| OAM and | OAMt DEX wi th Sane Scope

4.2. Realization of |OAMDEX as In-Stack MNA
Thi s docunent uses all the el enents of the | QAM DEX Opti on- Type

format defined in [ RFC9326] to support | OAMDEX in an MPLS network
using MNA ISD [I-D.ietf-npls-ma-hdr].
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To support the direct export of the operational state and telenetry
i nformati on, the | OAM DEX-1SD-MNA bl ob (binary |arge object) is
pl aced as part of the ISD block in an MPLS | abel stack according to
the MNA encoding principles defined in [I-D.ietf-npls-ma-hdr].

Using the IHS field, the | OAM DEX-1 SD- MNA can be perforned in Hop-by-
Hop, Ingress-to-Egress, or Select nodes [RFCO789] of collecting the
operational state and telenetry information, using an MNA Opcode
(Figure 4).

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| MNA Label | TC |9 TTL
e s S S T i i o S S T i
| Opcode = TBA2| 13-bit Data (Format B) |P|IHS| S| NASL |U NAL
R T T T i T e i i S e S e e S e s o ST I S R S S
~1| | OAMt DEX- | SD- MNA | S|

i T S T i s sl ol S S S Y

|
+
I
+
+
Figure 4: An Exanpl e of | QAM DEX Encapsul ati on as an MNA Opcode
Here, the enclosed el enents are defined as foll ows:
* The MNA Label (value TBA4) is defined in [I-D.ietf-npls-ma-hdr].
* S - the Bottomof Stack field [ RFC3032].

* Pflag is set as specified in [I-D.ietf-npls-nmma-ps-hdr].

* |HS, U and NASL fields are set as specified in
[I-D.ietf-npls-ma-hdr].

* NASL - nunber of LSEs that conpose the | OAM DEX-1 SD- MNA bl ob.

* Opcode i s MNA-| OAM DEX opcode (val ue TBA2) assigned by | ANA

* | OAM DEX-1SD-MNA - 1CAMDEX in MPLS Network Action |SD encodi ng.
Policies controlling the processing of the collected operational

state and telenetry information, and its transport are outside the
scope of this docunent.
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4.2.1. |1 OAM DEX Option-Type Encodi ng as MNA | SD

The 1 CAM DEX in MNA header uses the LSE Format D, as defined in
Section 4.4 [I-D.ietf-npls-ma-hdr], that maps | OAM DEX Option Type
format [RFC9326]. 1In addition to the requirenent to preserve the
Bottom of Stack field, the nost significant bit in LSE Format D is

al ways set to 1 avoiding a possible mix-up of the LSE with one of the
Base Special Purpose Labels. The format of | OAM DEX- MNA bl ob in MNA
| SD header is shown in Figure 5.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| 1] Nanespace- | D | Resv | S| Fl ags |
el i I e i it T e e e e i i T o S e e S e T R R
| 1] | OAM Tr ace- Type- MNA | SO R Ext-Flags |
I S i o T s S S S e s s T
| 1] Fl ow I D MNA (Optional) |S| FlowID MNA |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 1] Sequence Nunmber MNA (Optional) | S| Seq Num MNA |

B T S i T s i i e e SEI S
Figure 5: | OAM DEX Option Type Format for MPLS Network Action |SD
Where fields are defined as foll ows:

* Nanespace-IDis a 16-bit identifier of the | OAM Nanespace, as
defined in [ RFC9197].

* Resv field is Reserved, it MJST be set to 0 on transmt and
i gnored on receipt.

* Sis a one-bit the Bottom of Stack [ RFC3032].

* Flags is an eight-bit field conprised of eight one-bit subfields.
The subfields in the Flags field are allocated by | ANA in | OAM DEX
Flags registry, as defined in Section 4.2 of [RFC9326].

* | OAM Trace-Type-MNA is a 22-bit field. The interpretation of bit
positions in the | OAM Trace- Type- MNA are as specified in
[ RFC9197], fromBit O through Bit 21. Note that bits as specified
in [RFCO197] are right-shifted one bit, so for exanple, bit 0 in
[ RFC9197] (left most bit for hop_Limand node_id in short format)
is mapped to Bit 1 (second left nost bit) in the MNA encodi ng.
The registry that contains the assigned codepoints is found in the
| ANA's | OAM Trace- Type registry [| ANA-1 OAM Trace- Type] .
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* Ois aone-bit flag identical to the interpretation of Bit 22
mar ked as "variabl e-1 ength Opaque State Snhapshot” as defined in
[ RFC9197] and assigned codepoints found in the 1 ANA's | OAM Tr ace-
Type registry [ ANA-1 OAM Tr ace- Type] .

* R (Reserved) is a one-bit flag identical to the interpretation of
Bit 23 marked as "reserved" as defined in [RFC9197] and assigned
codepoints found in IANA’s | OAM Trace- Type regi stry
[1 ANA-1 OAM Trace-Type]. Simlarly to [RFCO197], the R bit is
reserved to allow for future extensions of the | OAM Trace- Type- MNA
bit field, i.e., it indicates the presence of the extended | OAM
Trace-Type-MNA field in the next LSE in Format D.

* The concatenation of the 22-bit | QAM Trace- Type-MNA, O and R
fields, explained above, is identical to | OAM Trace-Type in the
interpretation of its bits, as defined in [RFC9197] and assi gned
codepoints found in IANA's | OAM Trace- Type regi stry
[ 1 ANA-1 OAM Tr ace- Type] .

* Ext-Flags is a six-bit field conprised of six one-bit subfields.
The allocation of the subfields in the Ext-Flags field is
according to Section 4.3 of [RFC9326]. The allocated flags
i ndi cate the presence of the optional Flow ID MNA and/ or Sequence
Nunmber MNA fields in the | OAM DEX-1SD- MNA header. The length of
the Ext-Flags field in | OAM DEX Option-Type in MNA is shorter by
two one-bit fields conpared to the I ength of the Extension Fl ags
field defined in Section 3.2 of [RFC9326]. Mapping of these two
bit positions are for further study. Figure 6 displays the
detailed format of the Ext-Flags field.

* (Optional fields, i.e., Flow ID MNA and Sequence Nunber MNA
according to [ RFC9326], inmediately follow the Reserved field used
to align optional fields at the four-octet word boundary. 1In the
case of OAMDEX in MNA, such alignnent can be achi eved without
usi ng paddi ng.

* Flow ID MNA is an optional four-octet field and carries a 30-bit
Flow ID (after renmoving leading 1 and S bits). The semantics of
the Flow ID MNA field is as of the Flow ID field defined in
Section 3.2 of [RFC9326]. The nobst significant bit MJST be set to
1. Bit 23 MJST be set according to the definition of Bottom of
Stack field in [ RFC3032].

* Sequence Nunmber MNA is an optional four-octet field and carries a
30-bit sequence nunber (after renoving leading 1 and S bits). The
semantics of the Sequence Nunmber MNA field is as of the Sequence
Nunber field defined in Section 3.2 of [RFC9326]. The nopst
significant bit MJST be set to 1. Bit 23 MJST be set according to
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the definition of Bottomof Stack field in [RFC3032]. |In MPLS
networ k environnents where a | abel stack information is used for

| oad- bal ancing flows, the 19-bit-long part of the Sequence Number
MNA, starting fromthe Bit 1 position of the LSE, MJST remain
imutable for a particular packet flow that the value of the Flow
ID MNA field identifies. In MPLS networks, where other |oad-

bal anci ng techni ques are used, all bits of the Sequence Nunber MNA
field can be vari ed.

012345
i S S S S
[ FINU U Y U
T S

Figure 6: Ext-Flags Field Format
Where fields are defined as foll ows:

* F - one-bit flag. Wuen the flag is set to 1, it indicates the
presence of the Flow ID field in the | OAM DEX-| SD- MNA header .

* N - one-bit flag. Wen the flag is set to 1, it indicates the
presence of the Sequence Nunber field in the | QAM DEX- | SD- MNA
header .

* U - unassigned one-bit flag. It MJST be zeroed on transni ssion
and t he value MUST be ignored upon receipt.

5. Considerations for |1 OAM and | OAM DEX i n MPLS Net wor ks
5.1. Ingress-To-Egress Scope | OAM and | CAM DEX Network Acti ons

The 12E OAM data fields carry the | OAM Opti on-Type(s) that require
processing on the encapsul ati ng and decapsul ati ng nodes only.

The 1 OAM Opti on- Type carried can be | OAM Edge- To- Edge Opti on- Type
(value 3) defined in [RFC9197] as well as | QAM DEX Opti on- Type (val ue
4) defined in [ RFC9326]. The I2E |OAM data fields SHOULD NOT carry
any | OAM Opti on-Type that require | OAM processing on the internedi ate
nodes as it will not be processed by them when IHS scope is set to

"1 2E, val ue 0x0".

The 1 2E | OAM and | OAM DEX Network Action procedure is sunmarized as
fol | ows:
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5.

2.

* The encapsul ating node inserts an MNA Sub-Stack with the MNA Label
with IHS scope set to "I2E, value 0x0", one or nore |n-Stack
Networ k Actions and one or nore |OAM data fields in the MPLS
packet .

* The internedi ate nodes do not process the HBH | OAM data fi el ds.

* The decapsul ati ng node MAY punt the | OAM data fields fromthe
packet with the receive timestanp to the slow path for processing.
The receive tinestanp is required by the various |2E OAM use-
cases, including streamng telenetry. Note that the packet is not
necessarily punted to the control -pl ane.

* The decapsul ati ng node processes the |0OAM data fields using the
procedures defined in [ RFC9197] and [ RFC9326]. An exanple of | QAM
processing is to export the IOAM data fields for stream ng
telenetry.

* The decapsul ati ng node MJST renove the Network Actions and | CAM
data fields fromthe received packet. The decapsul ated packet is
forwarded downstreamor termnated locally simlar to the regul ar
dat a packets.

Hop- By- Hop Scope | OAM and | OAM DEX Networ k Acti ons

The HBH | OAM data fields carry the Option-Type(s) that require
processing at the internedi ate and/or encapsul ati ng and decapsul ati ng
nodes.

The |1 OAM Opti on-Type carried can be 1 OAM Pre-al |l ocated Trace Opti on-
Type (value 0), OAM Increnmental Trace Option-Type (value 1) and | OAM
Proof of Transit (POT) Option-Type (value 2), and Edge- To- Edge
Option-Type (value 3) defined in [ RFC9197] as well as | CAM DEX
Option-Type (value 4) defined in [ RFC9326].

Editor’'s note: IPv6 option is not supported for HBH | OAM | ncr enent al
Trace Option-Type (value 1). Simlarly, MPLS network action is also
not supported for HBH | OAM I ncrenmental Trace Option-Type (value 1)
and will be renoved.

The Hop-By-Hop | OAM and | OAM DEX Networ k Action procedure is
sunmmari zed as foll ows:

* The encapsul ati ng node inserts an MNA Sub-Stack containing MNA
Label, with IHS scope set to "HBH, val ue 0x1", one or nore In-
Stack Network Actions for | OAM and one or nore |OAM data fields
in the MPLS packet.
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* The intermedi ate node enabled with HBH | OAM function processes the
data packet including the | OAM data fields as defined in [ RFC9197]
and [ RFC9326] when the node recognizes the HBH scope in the MNA
Sub- St ack.

* The internmedi ate node MAY punt the IOAM data fields fromthe
packet with the receive tinmestanp to the slow path for processing
when t he node recogni zes the HBH scope. The receive tinestanp is
required by the various HBH OAM use-cases, including stream ng
telemetry. Note that the packet is not necessarily punted to the
control - pl ane.

* The intermedi ate node forwards the data packet downstream

* The processing on the decapsul ating node is the sane as the |2E
case.

Both HBH and | 2E Scope | OAM may be carried in the Post-Stack MNA in
an MPLS packet. In this case, the PSMH with HBH | OAM data fi el ds
MJUST be added after the BOS and before the PSMH with | 2E | OAM dat a
fields. This way, the RLD required to process themon the

i nternmedi ate nodes is mnimzed.

Node Capability

The decapsul ati ng node that needs to renove the | QAM and | QAM DEX
data fields and performthe 1 OAM and | OAM DEX functions may not be
capabl e of supporting it. The encapsul ati ng node needs to know i f
t he decapsul ati ng node can support the | OAM and | OAM DEX functi ons.
The signaling extension for this capability exchange is outside the
scope of this docunent.

The internedi ate node that is not capable of supporting the | OAM and
| OAM DEX functions defined in this docunent, can sinply skip the | OAM
and | OAM DEX processi ng.

Nested MPLS Encapsul ation

VWhen a packet is received with MPLS Encapsul ated Network Action for

| OAM and | OAMt DEX, the nested MPLS encapsul ati ng node that needs to
add different Network Action for | OAM and | OAM DEX, the node MJST add
a new MNA Sub-Stack with the Network Action for | OAM and | OAM DEX as
part of the new MPLS encapsul ati on.
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5.5. Readabl e Label Depth Consi deration

7.

7.

The encapsul ati ng node needs to make sure that the | OQAM and | QAM DEX
data fields in MNA are added within the Readabl e Label Depth (RLD) of
the downstream MNA capabl e nodes in order for themto be able to
process the | OAM and | QAM DEX.

Security Consi derations

Security considerations discussed in [RFC9197], [RFC9326],
[I-Dietf-npls-ma-hdr], [I-D.ietf-npls-ma-ps-hdr] and [ RFC9789]
apply to this docunent.

The usage of MPLS network actions defined in this document for | OAM
and 1OAMDEX is intended for deploynent in a single network

adm nistrative domain. As such, it assunes that the operator
enabling the | OAM and | OAM DEX operations has previously verified the
integrity of the path. Still, operators need to properly secure the
| OAM and | CAMDEX in the domain to avoid malicious configuration and
use, which could include injecting malicious | OAM and | CAM DEX
packets into the domain.

I ANA Consi derations
1. MPLS Network Action Qpcodes
I ANA is requested to assign codepoints fromits Network Action
Opcodes registry (creation requested in [I-D.ietf-npls-ma-hdr] and

update requested in [I-D.ietf-npls-ma-ps-hdr]) as specified in
Table 1.

[ el e oo e s e sl
| Opcode | Description | I'n-Stack Only, Post- | Reference |
| | | Stack Only, In-Stack | |
| | | and Post - St ack | |
[ oo s s s s e oo oo e ey e e 3
| TBAl | Network Action | In-Stack and Post - | This |
| | for 10AM and | Stack | document |
| | TCAMDEX in PSD | | |
+-------- I i T R F-- - - - +
| TBA2 | Network Action | In-Stack Only | This |
| | for TOAMDEX in | | document |
I | 1SD I I I
+-------- I I I R i R +

Table 1. MPLS Network Action QOpcodes
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8. Appendix A: Exampl es
8.1. In-Stack and Post-Stack Network Action Processing O der

The I n-Stack Network Action with Post-Stack Data can be added to
interl eave Post-Stack network actions with In-Stack network actions.
The foll owi ng exanpl e shows how to process the Post-Stack NA before
some of the In-Stack NAs.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| MNA Label | TC |0 TTL |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Opcode=8 | Ancill ary Data | 1] 1 HS] O] NASL=3]| U] NAL=0|
I R s e T S e e S S R S e S S e i i it S SR SR R S R e
Opcode=1 | Fl ag- Based NAl's | O] NAlI's | U NAL=0|
i T T e e i e o i i S O S e S S S it i S e NI S
Opcode=TBAl | Post - Stack O fset=1 | O] PS- NAI | U NAL=0|
I o T e s i s it T e R I i cT I SR S I SR
code=7 | Ancill ary Data | 1] AD | U NAL=0|
B i o I R R R i I S i i ol SRR SR o S S e e i e TR e e e s
N |Version| PS-HDR-LEN=1 | TYPE = MNA- POST- STACK-HDR = 1 |
++++++++++++++++++++++++++++++-+
S-OP=TBA1 |R R PS-NAL=0 | POST- STACK DATA |

B I T R s it cT T T I I S S S T e i soTe S T R I R R S

Figure 7: Post-Stack and In-Stack NA Processing O der

In this exanple, opcode 8 is processed first, followed by the opcode
1 for Flag-Based NAl's, then the Opcode TBAl (which has correspondi ng
Net wor k Acti on opcode TBAl in Post-Stack at an offset of 1 word,
i.e., 4 bytes fromthe BOS), and finally opcode 7.
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