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Abst r act

Thi s docunent defines the MPLS Network Actions (MNA) sub-stack
solution for carrying Network Actions and Ancillary Data in the MPLS
| abel stack. MNA can be used to influence packet forwarding

deci sions, carry additional Operations, Admnistration, and

Mai nt enance information in the MPLS packet or perform user-defined
operations. The solution specified in this docunent addresses the
requirenents for In-stack network action and In-stack data found in
"Requirenments for MPLS Network Actions". This docunment follows the
architectural framework for the MNA technol ogi es specified in "MLS
Net wor k Acti ons (MNA) Framewor k" .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 March 2026.
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I ntroduction

[ RFC3032] defines the encoding of the MPLS | abel stack, the basic
structure used to define a forwarding path. Forthcomi ng applications
require MPLS packets to perform special network actions and carry
optional Ancillary Data (AD) that can affect the packet forwarding
decision or trigger Operations, Admnistration, and M ntenance (OAM
| oggi ng, for example. Ancillary Data can be used to carry additiona
i nformati on, such as a network slice identifier or an entropy val ue
for | oad-bal ancing. Several MPLS Network Actions (MNA) applications
are described in [RFC9791].

The solution specified in this docunent addresses the requirenents
for In-stack network action and In-stack data (1SD) found in
[ RFC9613] .

Thi s docunent defines the syntax and semantics of network actions and
ancillary data encoded in an MPLS | abel stack. In-stack actions and
ancillary data are contained in a Network Action Sub-Stack (NAS),
which is recognized by a new base Special Purpose Label (bSPL). This
docunment follows the framework specified in [ RFC9789].

Conventions Used in This Docunent
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2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQUI RED',
"SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
docunent are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.

2.2. Abbreviations

The term nol ogy defi

docunent .

Raj amani ckam et al

Base Speci al Purpose Label

Equal Cost Multi-Path

Label Stack Entry

Net wor k Acti on Sub- St ack
| ndi cat or

Net wor k Acti on Sub- St ack

Expires 9 March 2026

Sept enber 2025

"SHALL", "SHALL NOT",
and "OPTIONAL" in this

ned in [ RFC9789] and [RFC9613] is used in this

e S oo
| Reference |
e S oo o s e
| [ RFC9613] |
O T T e ey +
| [ RFC9017] |
R T R e +
| [ RFC3032] |
me e e e oo - +
| [ RFC6790] |
O T T e ey +
| [ RFC9789] |
R T R e +
| [ RFC9789] |
me e e e oo - +
| [RFCO9789], |
| This docunent |
R L T LT Ry +
| [ RFC9613] |
IS +
| [ RFC3032] |
me e e e oo - +
| [RFC3031] |
R T T e +
| [ RFC9789] |
IS +
| [ RFC9613] |
me e e e oo - +
| This docunent |
R L T LT Ry +
| [ RFC9789] |
IS +
| This document |
e :

| This document |
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3.

4.

| | Length | |
S o e e e e e e e ememao - o m e e e oo - +
| OAM | Operations, Administration, | [RFC6291] |
| | and Mai nt enance | |
oo s o m e e e e e iee i oo +
| RLD | Readabl e Label Depth | [ RFC9789] |
o e e o - Fom e e e e i oo +
| TC | Traffic O ass | [ RFC5462] |
o e e - o e e e e e e e e m o T +
| TTL | Time To Live | [RFC3032] |
oo s o m e e e e e iee i oo +

Tabl e 1: Abbrevi ations
Overvi ew

The MPLS Network Action Sub-Stack (NAS) is a set of Label Stack
Entries (LSEs) that appear as part of an MPLS | abel stack and serve
to encode information about the network actions that should be
i nvoked for the packet. Miltiple NASes may appear in a | abel stack.

Thi s docunent describes how network actions and their optiona
ancillary data are encoded as part of an NAS as a stack of LSEs.
Mechani sns that allow sharing of ancillary data (AD) between multiple
network actions encoded in the same NAS can be described in other
docunents and do not rely on any explicit provision in the encodings
described in this docunent.

Label Stack Entry Formats

The NAS uses a variety of different formats of LSEs for different
purposes. This section describes the syntax of the various formats
whil e the overall structure of the NAS and the semantics of the
various LSEs are described in the sections bel ow.

1. LSE Format A: The MNA Sub- St ack | ndi cator

LSE Format A is an LSE as described in [ RFC3032] and [ RFC5462]. The
| abel value is an | ANA-assigned value (TBA) for the MNA bSPL | abe
fromthe "Base Special - Purpose MPLS Label Val ues" registry to

i ndi cate the presence of MNA in the packet and the begi nning an MNA
Sub- Stack in the |abel stack

0 1 2 3
01234567890123456789012345678901
I i e S S i i S Sk
| IMNA- Label =bSPL | TC |9 TTL |
T S S S S i S e o T
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4.

2.

Figure 1: LSE Format A The MNA Sub- Stack | ndicator

* S (1 bit): The Bottom of Stack [ RFC3032]. MJST be set to 0 on
transmtted packets. |If a packet is received with an LSE
containing the bSPL (value TBA) and with S bit set to 1, then the
packet MUST be dropped.

LSE Format B: The initial opcode

LSE Format B is used to encode the first opcode in the NAS, plus a
nunber of other fields about the NAS. This LSE can carry up to 13
bits of ancillary data.

0 1 2 3

01234567890123456789012345678901
T T i i Sl S S S SURV A S S S R A
| Opcode | 13-bit Data | RITHS] S| NASL | U NAL |
T S i e S S i S S T

Figure 2: LSE Format B: The initial opcode

* (Opcode (7 bits): The operation code for this LSE. See
Section 5. 1.

* Data (13 bits): Opcode-specific ancillary data.

* R (1 bit): Reserved. This bit MJST be transmtted as zero and
i gnored upon receipt.

* |HS (2 bits): The scope of the sub-stack. See Section 5. 3.

* S (1 bit): The Bottom of Stack [RFC3032]. |If NASL value is non-
zero, then S bit MJST be 0. |If a packet is received with S bit
set to 1 and a non-zero NASL val ue, then the packet MJST be
dropped. The encapsul ati ng node MJST ensure that S bit is set to
1 only in the Last LSE in the MPLS header.

* NASL (4 bits): The Network Action Sub-Stack Length (NASL). The
nunber of LSEs in the sub-stack, not including the | eading Format
A LSE and the Fornat B LSE.

* U (1 bit): Unknown Network Action Handling. See Section 5.4.

* NAL (3 bits): Network Action Length. The nunber of LSEs of
addi tional data, encoded in Format D LSEs (Section 4.4) follow ng
this Format B LSE. The NAL val ue MJST be | ess than or equal to
the NASL value in the Format B LSE, if not the packet MJST be
dr opped.
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4. 3.

LSE Format C. Subsequent opcodes

LSE Format C is used to encode the subsequent opcodes in the NAS.

0

+-
I
+-

1 2 3
01234567890123456789012345678901
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Opcode | 16-bit Data | S| 4b Data| U NAL |
i T o T i e S S S i S e S
Figure 3: LSE Format C. Subsequent opcodes
Opcode (7 bits): The operation code for this LSE. See
Section 5.1.
Data (16 bits + 4 bits): Opcode-specific ancillary data
S (1 bit): The Bottom of Stack [RFC3032]. |If NAL value is non-

zero and if S bit is set to 1, then the packet MJST be dropped.
If this is not the last LSE in the NAS and if S bit is set to 1
then the packet MJUST be dropped. The encapsul ati ng node MJST
ensure that S bit is set to 1 only in the Last LSE

U (1l bit): Unknown Network Action Handling. See Section 5.4.

NAL (3 bits): Network Action Length. The nunber of LSEs of
additional data, encoded in Format D LSEs (Section 4.4) follow ng
this Format C LSE. The NAL val ue MJST be |less than or equal to
the NASL value in the Format B LSE, if not the packet MJST be

dr opped.

NOTE: A Format A and a Format B LSE MUST be present when a Format C
LSE is carried in the NAS.

4. 4.

LSE Format D: Additional Data

LSE Format D is used to encode additional data that did not fit in
the LSE with the precedi ng opcode.

0

1 2 3

01234567890123456789012345678901

+-

T S T

[ 1] 22-bit Data S| 8-bit Data |

+-

I T T S S S e T S s Sl Sl S S S

Figure 4: LSE Format D: Additional Data

Raj amani ckam et al . Expires 9 March 2026 [ Page 7]
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* 1 (1 bit): The mobst significant bit MJST be set. This prevents
| egacy inmplenentations fromnisinterpreting this LSE as contai ni ng
a special purpose label if the data begins with zeros.

* S (1 bit): The Bottomof Stack [RFC3032]. |If this is not the |ast
LSE for the Network Action based on the NAL value and if S bit is
set to 1 then the packet MJST be dropped. |If this is not the |ast
LSE in the NAS and if S bit is set to 1 then the packet MJST be
dropped. The encapsul ati ng node MJUST ensure that the S bit is set
to 1 only in the Last LSE

* Data (22 bits + 8 bits): Opcode-specific ancillary data

NOTE: A Format A and a Format B LSE MUST be present when a Format D
LSE is carried in the NAS

5. The MNA Sub- St ack

The MNA Sub- Stack begins with a Format A LSE (Section 4.1). The
| abel value of the LSE contains the MNA bSPL (value TBA) to indicate
the presence of the MNA Sub- Stack

The TC and TTL val ues of the Format A LSE retain their semantics as
defined in [ RFC3032] and [ RFC5462]. The TTL and TC values in the
Format A LSE are copied fromthe forwarding | abel at the top of the

| abel stack. The penultinmate node on the path copies the TTL and TC
val ues fromthe preceding LSE to the next LSE on the | abel stack,
overwiting the TTL and TC val ues of the next LSE, as specified in
Section 3.5 of [RFC3443] and Section 2.6.3 of [RFC3270] in the

Uni form Mode LSPs. |f the node performing this copy is not aware of
MNA, this could overwite the values in the first LSE of the MNA sub-
st ack.

The second LSE in an NAS MJUST be a Format B LSE (Section 4.2). This
LSE contains an initial opcode plus additional fields that describe
t he NAS.

The Format B LSE (Section 4.2) could optionally carry additional data
in Format D (Section 4.4) LSEs, up to the length encoded in the LSE s
NAL val ue.

An NAS MAY contain nore Format C (Section 4.3) and Format D

(Section 4.4) LSEs, up to the length encoded in the NASL value. Al
Format D LSEs MJUST follow a Format C or B LSE and be included in that
LSE' s NAL val ue.

Raj amani ckam et al . Expires 9 March 2026 [ Page 8]
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5.1. Opcodes

The opcode is a 7-bit field that indicates the semantics of its LSE
Several opcodes are assigned special semantics (Section 6), others
act as Network Action Indicators and are assigned through | ANA
(Section 10 and Section 14.4).

5.2. Data

The data field carries opcode-specific data that is ancillary data
for a network action. |In the case of opcode 1, the data field
carries Flag-Based Network Action Indicators without ancillary data.

Legacy i npl ementati ons m ght use the | abel value (npbst significant 20
bits) in one or nore consecutive LSEs when | oad-bal ancing data fl ows
in an ECMP environment. Mdifying the first 20 bits in an LSE m ght
alter that packet’'s path and result in out-of-order delivery of
packets. To preserve the stability of the depl oyed services in ECW
environments that use information in the |abel value to |oad-bal ance
data flows, if a network action encodes data in the given LSE that
may be different anmong packets in the same flow or m ght change
during packet forwardi ng across the MPLS network, then that data MJST
NOT be carried in the nost significant 20 bits of a Fornmat B LSE
(Section 4.2), a Format C LSE (Section 4.3), or a Format D LSE
(Section 4.4). Thus, the available bits for data that can change by
a transit node or differ anong packets of the sane flowin Format A
and Format B LSEs are O, Format C LSE is 7 (bits 20-22 and 25-28) and
Format D LSE is 11 (bits 20-22 and 24-31).

Simlarly, to preserve service stability, such data also MJUST NOT be
carried in the nmost significant 23 bits of these LSEs when the | egacy
i npl ementation al so uses the TC value, in addition to the |abe

value, in all LSEs when conputing ECVMP deci si ons.

The available mtigations for these problens are to use additiona
Format D LSEs to carry the data, or to place the data in Post-Stack
Data as described in [ RFC9789].

In network depl oynments where it is known that a | oad-bal anci ng of
data flows is not used, or, otherwise, if only the explicitly
signal ed entropy value is used, and it is certain that the | oad-

bal anci ng path selection will not be based on the | abel value of the
LSEs, then the data in the | abel value of the LSEs in | SD MAY be

mut able within the data fl ow wi t hout causing the out-of-order
delivery of packets.

Raj amani ckam et al . Expires 9 March 2026 [ Page 9]
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5.3. Scope

The IHS field in the Format B LSE indicates the scope of all the NAls
encoded in the NAS. Scope defines which nodes along the MPLS path
shoul d performthe network actions found within the NAS. The
specific values of the IHS field are as foll ows:

B oo e b e ]
| Bits | Scope |
[ el et el
| 00 | I2E |
+------ I i T +
| 01 | HBH |
+------ I T +
| 10 | Sel ect |
+------ T i I S +
| 11 | Reserved for future use |
+------ I i T +

Table 2: I HS Scope Val ues

I ngress To Egress (12E) - The NAS MUST NOT be processed by any
node the except the egress node.

Hop- By-Hop (HBH) - All nodes along the path MJST process the NAS.

Select - Only specific nodes along the path that brings NAS to top
of the stack will performthe action.

A single NAS carries only one of the three scopes (I|2E/ HBH Sel ect).
To support nultiple scopes for a single packet, nultiple NASes MAY be
included in a single |abel stack.

The egress node is included in the HBH scope. This inplies that the
penul ti mate node MJUST NOT renpove a HBH NAS. The egress node NAY
receive an NAS at the top of the | abel stack as discussed in

Section 10.

An | 2E scope NAS, if present, MJST be encoded after any HBH or
Sel ect-scope NASes. This nmakes it easier for the transit nodes to
process a NAS with HBH or Sel ect scope.

If a packet is received with the IHS scope set to "Reserved for

future use", the packet is processed based on the U bit in the Format
B LSE in the NAS.

Raj amani ckam et al . Expires 9 March 2026 [ Page 10]
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5.4. Unknown Network Action Handling

The Unknown Network Action Handling (U) field in a Format B LSE
(Section 4.2) and Format C LSE (Section 4.3) is a 1-bit val ue that
defines the action to be taken by a node that does not understand an
action within the NAS. The different types of Unknown Network Action
Handl i ng actions are defined bel ow.

ooty ooty
| Bit | Action |
=4 —————————————————————+
| O | Skip to the next NA |
+----- I I R +
| 1 | Drop the packet |
+----- B +

Tabl e 3: Unknown Net wor k
Action Handling

When a packet with an unknown Network Action is dropped, the node
SHOULD maintain a | ocal counter for this event, and MAY send a rate-
limted notification to the operator.

5.5. Ordering

The network actions encoded in the NAS MJST be processed in the order
that they appear in the NAS, fromthe top of the NAS to the bottom
NAl s encoded as flags (see Section 6.2) MJST be processed fromthe
nmost significant bit to the least significant bit. |If a |abel stack
contains nultiple NASes, they MJST be processed in the order that
they appear in the |abel stack, subject to the restrictions in
Section 7.

6. Special Opcodes
Bel ow are the special opcodes defined to build a basic In-stack MNA
solution and has been assigned through | ANA registry (Section 14.4).
In future, additional special opcodes can be defined and their code-
poi nts assigned fromthe "Network Action Cpcodes” | ANA registry
(Section 14. 4).

6.1. bSPL Protection

Opcode: 0

Raj amani ckam et al . Expires 9 March 2026 [ Page 11]
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Pur pose: Legacy inpl enentati ons may scan the | abel stack | ooking for
bSPL values. As long as the opcode field is non-zero, an LSE cannot
be misinterpreted as containing a bSPL. Opcode 0 is therefore
reserved and is not used.

6.2. Flag-Based NAl's without AD
Opcode: 1
Pur pose: Network actions that do not require Ancillary Data do not
require an entire LSE. A single flag can be used to indicate each of
t hese network actions.
LSE Formats: B, C, D
Data: The data field carries Network Action Indicators, which should
be evaluated fromthe nost significant bit to the |least significant
bit. |If this opcode is used with LSE Format B only, then up to 13
flags may be carried. |If this opcode is used with LSE Format C only,
then up to 20 flags may be carried. Format D LSEs can be used with
format C LSEs to encode nore than 20 flags. Flags are assigned from
the "Network Action Flags Wthout Ancillary Data" registry
(Section 14.3). If flags need to be evaluated in a different order,
multiple LSEs using this opcode may be used to specify the requested
order. The Fl ag-Based Network Action Indicators MJST follow the
procedure for data specified in Section 5. 2.
Scope: This opcode can be used with any scope.

6.3. No-Cperation Opcode
Opcode: 2

Pur pose: This opcode is reserved to indicate that this opcode does
not performany Network Action and MJST be ski pped.

LSE Format: B
Scope: Any scope val ue may be set and MJUST be ignored.
6.4. Extension Opcode

Opcode: 127

Raj amani ckam et al . Expires 9 March 2026 [ Page 12]
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Purpose: This opcode is reserved to extend the current opcode range
beyond 127 in future. |If this opcode is not supported, then the
packet with the opcode 127 MJIST be dropped regardl ess of the setting
of the Ubit. Use of this opcode is outside the scope of this
docunent .

7. NAS placenent in the Label Stack

The node adding an NAS to the | abel stack places a copy of the NAS
where the rel evant nodes can read it. Each downstream node al ong the
pat h has a Readabl e Label Depth (RLD). |If the NAS is to be processed
by a downstream MNA- capabl e node, then the entire NAS MJUST be pl aced
so that it is within RLD by the tine the packet reaches the
downst r eam MNA- capabl e node.

If the label stack is deep, several copies of the NAS may need to be
encoded in the | abel stack

For an NAS with HBH scope, every node will process the top copy of
the NAS, but the NAS MUST NOT appear at the top of the stack at any
MNA- i ncapabl e node on the path.

An NAS MJUST NOT appear at the top of the stack after popping the
forwardi ng | abel on the MNA-incapabl e node on the path.

The node behavi our, where an NAS with | 2E and HBH scopes is al so
renoved al ong with popping the forwarding |abel on a PHP node, is
out side the scope of this docunent.

For an NAS with Sel ect scope, it is processed by the node that brings
it to the top of stack (for exanmple, in the case of using MPLS | abe
pop operation in Segnent Routing) and then the NAS is renoved from
the stack. The sel ect-scoped NAS needs to be inserted after the
forwardi ng | abel and before the next forwarding label. It could be
inserted before or after a HBH NAS. Note that the case of an NAS
with Select scope with MPLS | abel swap operation (for exanple, with
RSVP Traffic Engineering LSPs) is for future study.

For |2E scope, only one copy of the NAS needs to be added at the
bottom of the stack

Transit, non-penultinmate nodes that pop a forwardi ng | abel and expose
a copy of an NAS MUST renove it.

An MNA- capabl e node perform ng Penultimate Hop Poppi ng (PHP) that
pops the forwarding | abel with only the NAS(es) renmining on the
stack MUST NOT renove the NAS(es). Instead, it forwards the packet
with the NAS(es) at the top of stack to the next node. Note that the
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behavi or of the PHP node, as defined in [RFC3270] for TC processing,
and as defined in [RFC3443] for TTL processing, is not nodified
regardl ess of whether the PHP node supports MNA

The node that receives the NAS at the top of the | abel stack MJUST
renove it.

7.1. Actions when Pushing Labels

An MNA- capabl e node nmay need to push additional |abels as well as
push new network actions onto a received packet.

Whi | e pushing additional |abels on to the | abel stack of the received
packet, the MNA-capabl e node MJST verify that the entire top-nost NAS
with HBH scope is still within the RLD of the downstream MNA-capabl e
nodes. |If required, the MNA-capabl e node MAY create a copy of the
top-nmobst NAS with HBH scope and insert it within the RLD of the
downstream MNA- capabl e nodes on the | abel stack

When an MNA-capabl e node needs to push a new NAS with HBH scope on to
a recei ved packet that already has an NAS with HBH scope, it SHOULD
copy (and nerge) the network actions (including their Ancillary Data)
fromthe received top-nost NAS with HBH scope in the new NAS with HBH
scope. The new NAS MJST be placed within the RLD of the downstream
MNA- capabl e nodes. This behavior can be based on | ocal policy.

The new network actions added MJUST NOT conflict with the network
actions in the received NAS with HBH scope. The nechanismto resolve
such conflicts depend on the network actions and can be based on

| ocal policy. The MNA-capabl e node that pushes entries MJST

under stand any network actions which it is pushing which may result
in a conflict, and MJST resolve any conflicts between new and

recei ved network actions. |In the usual case of a conflict of
duplicating a network action, the definition of the network action
will generally give guidance on likely resolutions

8. Node Capability Signaling

The Encapsul ating Node is the node that pushes an NAS on to the Labe
st ack.

The encapsul ati ng node MJUST neke sure that the NAS can be processed
by the transit and egress nodes.

* The node responsible for selecting a path through the MPLS network

needs to know and consi der the MNA-capabilities and RLD of the
transit nodes, and the MNA-capabilities of the end point.
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* Information about the capabilities of the nodes may be configured,
col l ected through managenent protocols, or distributed by contro
protocol s (such as advertising by routing protocols).

* The mechani sns by which the capabilities of the nodes are known by
the node responsible for selecting a path through the MPLS network
are out of scope for this docunent.

* In the case of MPLS Segnent Routing (SR-MPLS), as well as the,
RLD, the path conputation system needs to know the MSD [ RFC8664]
that can be inposed at the ingress node of a given SR path. This
ensures that the | abel stack depth of a conputed path does not
exceed the maxi mum nunber of |abels (i.e., MSD) the node is
capabl e of inposing and the maxi num nunber of |abels that can be
read by the MNA-processing nodes in the path. The MSD needs to
i nclude the MNA Sub-Stacks to be added.

9. Processing the Network Action Sub-Stack

This section defines the specific responsibilities for nodes al ong an
LSP [ RFC3031].

9.1. Encapsul ati ng Node Responsibilities
The encapsul ati ng node MAY add NASes to the |abel stack in accordance
with its policies, the placenment restrictions in Section 7, and the

limtations | earned from Section 8.

The encapsul ati ng node MJST NOT add an NAS to the |abel stack if the
egress node does not support MNA

If there is an existing | abel stack, the encapsul ati ng node MJUST NOT
modify the first 20 bits of any LSE in the | abel stack when the ECW
technique in the network is using the hashing of the | abels on the

| abel st ack.

If the encapsulating node is also a transit node, then it MJST al so
follow the rules set out in Section 9. 2.

9.2. Transit Node Responsibilities

The transit node is the node that process an NAS on to the Labe
stack but does not push any new NAS.

The transit node MJST foll ow the procedure for data specified in
Section 5. 2.
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9

9

10.

Transit nodes MUST process the NASes in the |abel stack, according to
the rules set out in Section 5.5.

A transit node that processes an NAS and does not recogni ze the val ue
of an opcode MJST follow the rules according to the setting of the
Unknown Action Handling value in the NAS as described in

(Section 5.4).

3. Penultimte Node Responsibilities

In addition to the transit node responsibilities, the penultimate
node and penultimate SR-MPLS segment node MJUST NOT renove the | ast
copy of an HBH or |12E NAS when it is exposed after renoving the
forwarding (transport) label. This allows the egress node to process
t he NAS.

4. Egress Node Responsibilities
The egress node MJST renmove any NAS it receives.
Net wor k Action Indicator Opcode Definition

The followi ng informati on MJST be defined for a new Network Action
I ndi cat or opcode request in the docunent that specifies the Network
Acti on.

A request for a new NAI opcode MJST include the foll ow ng
i nfornation:

* Format: The definition of the new Network Action MJST specify the
LSE Formats. The opcode can define Network Action in Format B or
C or both Format B and C. Both Format B and C LSEs MAY optionally
carry Format D LSEs.

* Scope: The definition of the new Network Action MJST specify at
| east one scope (I2E, HBH, Select) for the Network Action, and MAY
specify nmore than one scope.

* Ancillary Data: The definition of the new Network Action MJST
specify the quantity, syntax, and semantics of any associ ated
Ancillary Data. The Ancillary Data MAY be variable | ength, but
the I ength MJUST be conputabl e based on the data present in the
NAS.

* Processing: The definition of the new Network Action MJST specify
the detail ed procedure for processing the network action
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* |Interactions: The definition of the new Network Action MJST
specify its interaction with other currently defined Network
Action if there is any.

An assignnment for an NAI MAY nake requests from any conbi nati on of
the "Network Action Opcodes" or "Network Action Flags Wt hout
Ancil l ary Data" assignments. This decision should optinmnize for
eventual encoding efficiency. |f the NAl does not require any
ancillary data, then a flag is preferred as only one bit is used in
t he encodi ng.

11. Backward Conpatibility

Thi s section discusses interactions between MNA-capabl e and | egacy,
MNA- i ncapabl e nodes.

An MNA- encapsul ati ng node MJST ensure that the MPLS Network Action
Sub- Stack indicator is not at the top of the MPLS | abel stack when
the packet arrives at an MNA-incapable node. |f such a packet did
arrive at an MNA-incapable node, it will nmost |ikely be dropped as
described in Section 2.1.1 of [RFC7325].

Legacy nodes nay scan the | abel stack, potentially |ooking for a

| abel value containing a bSPL. To ensure that the LSE formats

descri bed herein do not appear to contain a bSPL val ue, the opcode
val ue of 0 has been reserved. By ensuring that there is a non-zero
value in the high order 7 bits, we are assured that the high order 20
bits cannot be misinterpreted as containing a bSPL val ue (0-15).

The TC and TTL val ues of the Fornmat A LSE are not re-purposed for
encodi ng, as the penultimte node on the MPLS packet path nmay
propagate TTL fromthe transport (or forwarding) |abel to the next

| abel on the | abel stack, overwiting the TTL on the next label. If
the penultinate node is a |l egacy node, it mght performthis action,
potentially corrupting other values stored in the TC and TTL val ues.
To protect against this, we retain the TC and TTL values in the
Format A LSE

VWhen addi ng the Entropy Label ldentifier (bSPL 7) and Entropy Labe
as defined in [ RFC6790], along with an NAS, the RLD MJST be
considered for the placenent of both, and they both can be placed in
any order. If a transit LSR chooses to use as much of the whole

| abel stack as feasible as keys for the |oad-bal ancing function, the
MNA reserved | abel MJST NOT be used as a key for the | oad-bal anci ng
function, as specified in Section 4.3 of [RFC6790].
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12.

12.

13.

I mpl ement ati on Status

[Note to the RFC Editor - renmove this section before publication, as
wel |l as renove the reference to [ RFC7942]]

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

1. University of Tuebingen I nplenmentation

The solution defined in the docunent draft-ietf-npls-mma-hdr-08 has
been i npl emented using P4 pipeline. The inplenentation code can be
found at https://github. com uni-tue-kn/P4- MNA

Security Considerations

The security considerations in [RFC3032] and [ RFC9789] al so apply to
t hi s docunent.

I'n addition, MNA-creates a new di mension in security concerns:

* The actions of an encapsul ating node can affect any or all of the
nodes along the path. 1n the nost common and beni gn situations,
such as a syntactically incorrect packet could result in packet
| oss or corruption.

* The semantics of a network action are unbounded and may be
insecure. A network action could be defined that made arbitrary
changes to the menory of the forwarding router, which could then
be used by the encapsul ating node to conpromi se every MNA-capabl e
router in the network. The | ETF needs to ensure that only secure
network actions are defined.

* The MNA architecture supports |ocally-defined network actions.
For such actions, there will be linmted oversight to ensure that
the semantics do not create security issues. |Inplenentors and
network operators will need to ensure that |ocally-defined network
actions do not conprom se the security of the network
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14.

14.

14.

* The MPLS domain border nodes MJST ensure that the MPLS packets
with MNA fromany domain with a different admnistrative control
can be filtered to prevent entering the provider MPLS domain. The
filtering capability MAY be enabled on a per network action basis
and it can be based on a local policy. The filtering capability
MUST be inpl enmented on those nodes before deploying MNA in the
provi der MPLS domain. The RLD on the filtering node MJST be
hi gher than the RLD on all other nodes in the provider MPLS
domai n.

* The MNA architecture supports nodifying the AD on the internediate
nodes, so the critical network functions should either not rely on
the data or should be aware of the risks and use other nmeans to
verify the security of the whol e network.

* The "private Use" opcodes in "Network Action Opcodes" Section 14.4
and "Network Action Flags Wthout Ancillary Data" Section 14.3
Regi stry are subject to the considerations described in [ RFC8126].

* System designers nust be aware that information included in
Ancillary Data may be transmitted "in the clear.”™ Network actions
that require the exchange of sensitive data, nust be defined in
such a way that that data is encrypted in transit.

| ANA Consi der ati ons
1. MNA bSPL Labe

Thi s docunent requests that | ANA al |l ocate a value (TBA) for the MNA
bSPL | abel fromthe "Base Special - Purpose MPLS Label Val ues" registry
to indicate the presence of an MNA Sub-Stack in the |abel stack. The
description of the value should be "MPLS Network Actions". The

ref erence should be this docunent.

2. MPLS Network Actions Paraneters

Thi s docunent requests that |1 ANA create a new category called "MLS
Net wor k Actions Paranmeters” within the "Miltiprotocol Label Swtching
Architecture (MPLS)" category. The registries described bel ow shoul d
bel ong to this new category.
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14.3. Network Action Flags Wthout Ancillary Data

14.

Thi s docunent requests that 1 ANA create a new registry with the nane
"Network Action Flags Wthout Ancillary Data". Registration requests
should conply with Section 10. The registration procedure for this
registry is "I ETF Review', "Experinental Use" and "Private Use" as
defined in [RFC8126]. The fields in this registry are "Bit Position"
(integer), "Description" (string), and "Reference" (string).

Bit Position refers to the position relative to the nost significant
bit in LSE Format B or C Data fields and any subsequent Format D
LSEs. Bit Position O is the nobst significant bit in an LSE Format B
or CData field. Bit Position 20 is the nost significant bit in the
first LSE Format D Data field. There are 20 bits available in LSE
Format C and 30 bits available in LSE Format D. There are at nost 14
Format D LSEs per opcode (due to NASL limt of 15 and Format D
requires Format C LSE), so there are at nost 20 + 14 * 30 = 440 bit
positions. The Bit Position is an integer with value 0-439.

The initial assignments for this registry are:

[ gl e et e s sy et o
| Bit Position | Description | Reference |
[ oo e s e s e e
| 0-14 | 1ETF Review | This document |
o e e e e o - o e e e e a e oo m Fom e e e oo - +
| 15-16 | Experinental Use | This document |
o e oo - oo o - R +
| 17-19 | Private Use | This docunent |
I T T +
| 20-439 | I ETF Review | This document |
o e e e e o - o e e e e a e oo m Fom e e e oo - +

Table 4: Network Action Flags Wthout Ancillary
Dat a Registry

4. Network Action Opcodes

Thi s docunent requests that 1 ANA create a new registry with the nane
"Network Action Opcodes”. Registration requests should conply with
Section 10. The registration procedure for this registry is "IETF
Revi ew', "Experinental Use" and "Private Use" as defined in

[ RFC8126]. The fields are "Opcode" (integer), "Description”
(string), and "Reference" (string). Opcode is an integer with val ue
1-126.
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[ oo ool oo o)
| Opcode | Descri ption | Reference |
[ ey e ——————————————— Ll p—p—p—_—(—————r L
| 1-110 | 1ETF Revi ew | This docunent |
ommee - B TSP B TR +
| 111-114 | Experinmental Use | This docunent |
e oo R R +
| 115-126 | Private Use | This document |
P T U +
| 127 | 1ETF Revi ew | This docunent |
ommee - B TSP B TR +

Table 5: Network Action Opcodes

| ANA has all ocated values for the followi ng Network Action Opcodes
from"Network Action Opcodes".

[ bbb oo s s ool ey =}
| Opcode | Descri ption | Reference |
[ el oo s s s s s s sl oot 1}
| O | Reserved | This document |
S SRR o e e e e e e e oo S +
| 1 | Flag-Based Network Action | This docunent |
| | I'ndicators without AD | |
I p—— T . +
| 2 | No operation Opcode | This document |
Fomm oo o e e e e e T +
| 127 | Opcode Range Extension | This docunent |
| | Beyond 127 | |
R ppe—— e T +
Table 6: Network Action Opcodes

15. Exanpl es

15.1. Network Action Encodi ng Exanpl es

15.1.1. Network Action Flags w thout AD

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| MNA- Label =bSPL | TC |9 TTL |
S S MU M S S S S M T S S s S
| Opcode=1 | 13-bit Fl ags | Rl I HS| S| NASL=0 | Ul NAL=0|

i S T S S S T T S i Sl SER S S B

Figure 5: NAS with Network Action Fl ags
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This is an exanple of an NAS with Fl ag-Based NAls without Ancillary
Dat a.

Det ai | s:

Opcode=1: This opcode to indicates that the LSE carries Fl ag-Based
NAI s wi t hout AD.

Data: The data field carries the Fl ag-Based NAls.

S: This is the bottomof stack bit. Set if and only if this LSE
is the bottom of the stack.

U Action to be taken if one of the NAls are not recogni zed by the
processi ng node.

NASL: The NASL value is set to 0, as there are no additional LSEs.

NAL: The NAL value is set to O, as there are no additional AD
encoded usi ng Format D.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| MNA- Label =bSPL | TC |9 TTL |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Opcode=2 | Dat a=0 | Rl I HS| S| NASL=2 | U] NAL=0|
B T S i T s i i e e SEI S
| Opcode=1 | Fl ag- Based NAl's | S| NAl's | U NAL=1]|
I S i o T s S S S e s s T
| 1] Additional Flag-Based NAls | S| Fl ag- Based- NAI s|
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 6: Network Action Flags wi thout AD using LSE Format D
In this exanple, the NAS contains a Format B LSE wi th No-OQperation
Opcode value 2. The next LSE uses Format C, but the Network Action
Flag is not in a bit position contained within the Format C LSE, so a
single Format D LSE has been added to the NAS to carry the flag.

NAL is set to 1 to indicate that Flag-Based NAls are al so encoded in
the next LSE.

NASL is set to 2 to indicate that 2 additional LSEs are used.

15.1.2. Network Action Qpcode with AD
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| MNA- Label =bSPL | TC |9 TTL |
i i i T i I S i e s o o i i
| Opcode=8 | Ancil l ary Data | R I HS| S| NASL=0 | Ul NAL=0]|

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 7: Network action opcode with Ancillary Data

In this exanple, the NAS is carrying only one Network Action that
requires 13 bits of Ancillary Data.

Details on the Second LSE
Opcode=8: A network action allocation is outside of this docunent.
Data: The data field contains 13 bits of ancillary data.
15.1.3. Network Action Opcode with nore AD with Fornmat-B

A network action may require nore Ancillary Data than can fit in a
single LSE. In this exanple, a Fornat D LSE is added to carry
addi tional Ancillary Data.

0 1 2 3

01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| MNA- Label =bSPL | TC |9 TTL |
I S i o T s S S S e s s T
| Opcode=10 | Ancil l ary Data | R I HS| S| NASL=1 | U NAL=1]|
B T I e R i i i T S S e e I e ik oI I S S e S S
| 1] Ancill ary Data | S| Ancillary Data |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 8 Network Action Wth Additional Ancillary Data
In this example, opcode 10 is encoded in Format B and it requires
more than one LSE's worth of Ancillary Data, so a Format D LSE is
added.
Details on the second LSE:

Opcode=10: An opcode allocation is outside of this docunent

Ancillary Data: Ancillary data required to process the Network
Action opcode 10
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15.

Raj amani ckam et al . Expires 9 March 2026 [ Page 24]

NAL: Length of additional LSEs used to encode its Ancillary data

Details on the third LSE
Ancillary Data: 22 bits of additional Ancillary data.
Ancillary Data: 8 bits of additional Ancillary Data.
1.4. Network Action Opcode with nore ADwith Format C
A network action may require nore Ancillary Data than can fit in
single LSE. In this exanple, a Fornat D LSE is added to carry
addi tional Ancillary Data.
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| MNA- Label =bSPL | TC |9 TTL |
R et e s i o e s i i
| Opcode=2 | Dat a=0 | R I HS| S| NASL=2 | U] NAL=0|
B i s T T i i o S o T Ji I
| Opcode=9 | Ancil l ary Data | S| AD | U NAL=1|
i i i T i I S i e s o o i i
| 1] Ancillary Data | S| Ancillary Data |
R et e s i o e s i i

Figure 9: Network Action Wth Additional Ancillary Data

In this exanple, opcode 9 requires nore than one LSE's worth of
Ancillary Data, so a Format D LSE i s added.

Details on the third LSE
Opcode=9: An opcode allocation is outside of this docunent
Ancillary Data: Mst significant bits of Ancillary data
AD: 4 bits of additional Ancillary Data

Details on the fourth LSE:
Ancillary Data: 22 bits of additional Ancillary data.

Ancillary Data: 8 bits of additional Ancillary Data.
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15.2. Network Action Processing O der
The semantics of a network action can vary widely and the results of
processi ng one network action may affect the processing of a
subsequent network action. See Section 5.5.

15.2.1. Network Action Processing Oder

0 1 2 3
01234567890123456789012345678901

i s T S i i T S A b e ok
| MNA- Label =bSPL | TC |9 TTL |
i e e R e s o i e R S e R S R ik i i SR SR SR S S
| code=8 | Ancill ary Data | Rl 1 HS| S| NASL=2 | U] NAL=0|
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Opcode=7 | Ancil | ary Data7? | S| AD7 | U NAL=0|
e L o i S i i s st S N S SR S S
| Opcode=1 | Fl ag- Based NAl's | S|  NAI | U NAL=0|
i T e o i e R L e T i e R e s

Figure 10: In-stack NA processing order

In this exanple, opcode 8 is processed first, then opcode 7, and then
the network action flags are processed fromnost significant to | east
significant.

In a different case, sone Flag-Based NAIs may need to be processed
bef ore opcode 7 and sone Fl ag-Based NAls may need to be processed
after Opcode 7. This can be done by causing some NAls to appear
earlier in the NAS.

0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S
| MNA- Label =bSPL | TC |9 TTL |
+++++++++++++++++++++++++++++-+-+-+-+
| Opcode | Ancil l ary Data | Rl I HS| S| NASL=3 | U NAL=0]|
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| Opcode= | 0x01 | S| NAI | U NAL=0|
R o o e e i i e S S S s T S S S S e e ik i e R
| Opcode=7 | Ancil l ary Data7 | S| AD7 | U NAL=0|
T S i o I R S S i it et EIE S R R S S e i i e e s
| Opcode=1 | 0x02 | S| NAI | U NAL=0|
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R

Figure 11: Interleaving network actions
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In the above exanpl e, opcode 8 is processed first, then Fl ag-Based
NAI 0x01 is processed, then opcode 7 is processed, and finally NAI
0x02 is processed.
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