MPLS X. Song
I nternet-Draft ZTE Cor p.
I ntended status: Standards Track G Mrsky
Expires: 11 July 2026 B. Varga
Eri csson

R Gandhi

Cisco Systens, Inc.

Q Xiong

ZTE Cor p.

7 January 2026

MPLS Network Action for Deterministic Networking
draft-ietf-npls-ma-detnet-00

Abst r act

Thi s docunment specifies formats and mechani snms for using MPLS Networ k
Actions (IMNA) to support Deterministic Networking (DetNet) services,

i ncl udi ng bounded | atency, low |loss and in-order delivery. It
defines MPLS I n-Stack and Post-Stack MNA for carrying Det Net-specific
informati on, such as flow identification, sequence nunber, and

| atency information, which are forwarded over an MPLS technol ogy-
based network domai n.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 11 July 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

The Det Net work group has defined the Packet Replication Function
(PRF) and Packet Elimnation Function (PEF) to achieve extrenely |ow
packet loss. |In general, usage of these per-packet replication and
elimnation functions may result in out-of-order delivery of frames/
packets [RFC8655]. This characteristic of PRF/ PEF has been
identified by the IETF, and a Packet Ordering Function (POF) was
defined [ RFC9550]. The POF function is a DetNet service sub-|ayer
function sinmlar to PRF and PEF. Al the DetNet service sub-I|ayer
functions are usually referred to as Packet Replication, Elimnation,
and Ordering Functions (PREOF).
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2.

2.

2.

These Det Net service sub-layer-related functions require ordering
information (e.g., sequence nunber). |ETF Det Net WG has defi ned how
sequencing information (i.e., sequence nunber) travels w th Det Net
packets using the d-CW[RFC8964] when PW (PseudoWre) technology is
used with an MPLS Data Pl ane.

The Det Net forwardi ng sub-layer-related functions focus on ensuring
the bounded | atency requirenents and may use packet-specific |atency
informati on during forwarding. No solution was defined for adding
such | atency-specific information to the PWencapsul at ed Det Net
packets.

Thi s document presents MPLS MNA sol utions for DetNet functions
support. It follows the MPLS MNA requirements specified at [ RFC9613]
and MPLS MNA | n-Stack header specifid at [I-D.ietf-npls-ma-hdr] and
IMNA Post - Stack header specified at [I-D.ietf-npls-ma-ps-hdr] to
support basic Det Net service and Det Net service with enhanced Det Net
data plane requirenments specified at
[1-D.ietf-detnet-scaling-requirenents]

Ter mi nol ogy
1. Ternms Used in This Document
Thi s docunent uses the term nology established in the Det Net
architecture [ RFC8655]. The reader is assuned to be famliar with
that document and its term nol ogy.

2. Abbreviations

The foll owi ng abbreviations are used in this docunent:

Det Net Det er m ni sti c NetworKki ng

Fl ow1 D Fl ow | dentifier

IVNA MPLS Network Action

NA| Net wor k Action I ndi cator
NAS Net wor k Acti on Sub- Stack
LSE Label Stack Entry

PEF Packet Elim nation Function
POF Packet Ordering Function
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PRECF Packet Replication, Elimination and O dering Functions
PRF Packet Replication Function

PSD Post - St ack Dat a

SegNum Sequence Number

2.3. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. DetNet-specific MNA

Three information el ements nay be required during the forwarding of
Det Net packet s:

1. Flowidentifier (FlowlD)
2. Sequence information (SegNum
3. Latency information (Latencyl nfo)

"1" and "2" are used by the DetNet service sub-layer (i.e., by
PREOF). "1" and "3" are used by the DetNet forwardi ng sub-layer to
ensure the bounded | atency for a Det Net packet.

The use of a DetNet-specific MNA solution allows using a single
encapsul ation format for all DetNet-specific parameters (Fl ow 1D,
SeqgNum Lat encyl nfo) as MNA data, neaning that the Network Action
Sub-stack (NAS) is carried as part of the MPLS | abel stack (i.e., In-
Stack MNA solution). DetNet-specific MNA enables nore fine-tuned,
scal abl e handling of |atency-bound requirenments, with service
protection natively in MPLS

Thi s docunent introduces two options for DetNet-specific MNA: In-

Stack MPLS Network Action [see [I-D.ietf-npls-ma-hdr]] and Post -
Stack MPLS Network Action [see [I-D.ietf-npls-ma-ps-hdr]].
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4. MPLS In-Stack Encodi ng for Det Net
4.1. Det Net-specific NASes
The MPLS MNA encapsul ation is used between Det Net Rel ay nodes.
Det Net - speci fi c paraneters used during forwarding are: (1) Flow I D,
(2) SeqNum and (3) Latencylnfo. For each of them a specific NAS can
be defined to carry the related variable in an MPLS MNA net wor k:
1. PREOF-specific NAS (e.g., SegNum
2. Latency-specific NAS (e.g., Latencyd ass)
3. Flowspecific NAS (i.e., FlowID)

Not e: Det Net aggregate flows can be described with the sane set of
par anet ers.

Det Net functions use these NASes as foll ows:

* Det Net PRECF requires Flow | D+SeqNum paraneters. They are used
only at DetNet Relay nodes inplenenting the service sub-I|ayer.

* DetNet |atency-bound related functions use Flow | D+Latencylnfo, to
sel ect proper queui ng hop-by-hop along the transni ssion path.
They are used at DetNet Transit nodes to inplenent the forwarding
sub- | ayer.

Using these NASes in DetNet scenarios results in the follow ng MPLS

encapsul ati on format exanple that ensures placing all DetNet

paraneters in the NASes:

* LSP(s) = F-Label (s): used for describing the forwardi ng path.

* MNA Sub- Stack Indicator.

* NAS-3: (NAI: FlowID, Ancillary Data (AD): i.e., FlowID).

* NAS-2: (NAl: Latency, Ancillary Data (AD): e.g., Latencyd ass).

* NAS-1: (NAI: SeqNum Ancillary Data (AD): i.e., SeqNum (16/28
bits)).

*  Payl oad.
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Note that using PW(S-Label) in the label stack is optional, it is
not prevented by the method described in this docurment and is not
shown in the above exanpl e.

4.2. Characteristics of DetNet NASes
Characteristics of the DetNet-specific NASes are as foll ows:

* Encoding a Network Action: Different Operation Codes are used for
the above Det Net-specific NASes.

* Scope is encoded inplicitly, all DetNet NAl's (Network Action
I ndi cator) have a predefined scope.

- Al DetNet-specific NAls use "Sel ect” nmode, so the use of these
NAl's may be restricted for DetNet-aware nodes if the operator
intends to do so.

- Optional scope for the NAls:

o NAl: FlowID can have a Hop-by-hop (HBH) scope
o NAl: Latency can have a Hop-by-hop (HBH) scope.
o NAI: SegNum can have an | ngress-to-Egress (I12E) scope.

* Recognition action:

- NAI: FlowIDis used for flowidentification, and this NAl MJST
be ignored if unrecognized.

- NAl: Latency is used by every node along the path that perforns
a latency-related action (e.g., queuing). This NAl MJST be
ignored if unrecognized.

- NAl: SegNumis used only by the | ast node on the path defined
by the F-Label (s) that perfornms the PREOF action. This NA
MJST be ignored if unrecognized.

* Encoding of Post-Stack Data: N A for these NASes

By using the "Select" node for the DetNet-specific NASes, the network
operation can emulate the Ms-PW (Ml ti-Segrment PW pop-push
characteristics on the S-Label. There is no need to define the whole
forwardi ng graph across the MPLS network at the ingress.

Furthernore, the "Select"” nbde allows the payload is an MPLS packet
usi ng the sane | abel stack (as used by the M\A).
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4.3. Exanples of DetNet NASes in MPLS In-Stack

The figures show sone possible DetNet-specific NAS formats and their
usage.

Det Net Latency NAS: Fornat-B provi des enough bits to encode, e.g.,
several LatencyC ass-es. For longer latency-related paraneters
(e.g., timestanps) Format C/ C+D can be used.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Label (MNA bSPL) | TC |9 TTL |
B i s T T i i o S o T Ji I
| Opcode=TBAl | Data (Latency I|nfo) | RITHS| S| Res | U  NASL |
T e L o i S i s I S S S S S
Figure 1: The short DetNet Latency Information (e.g., several
Lat encyd ass-es) Encodi ng Using LSE Format B

Det Net SegqNum NAS: Dependi ng on the |ocation of the SeqNum par anet er
within the MNA part of the MPLS stack, a Format B+C/C/C+D is
necessary (which contains 28/16 bits of the SeqNum). In these
formats, there are unused "Data bits" to carry additional FLAGs
related to the SeqNum

0 1 2 3

01234567890123456789012345678901
R et e s i o e s i i
| Label (MNA bSPL) | TC |9 TTL |
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| code=TBA2 | Dat a ( SeqNum | RITHS| S| Res | U NASL=1]|
i i i T i I S i e s o o i i
| code=TBA2 | Data (cont.) | S| Data | NAL=0 |
R et e s i o e s i i
Figure 2: An Exanmpl e of the Det Net Sequence Number Encodi ng Using

LSE Formats B and C

Det Net Fl ow | D NAS: Depending on the location of the FlowID, a
Format C/ B+C i s necessary (which contains 20 bits of the ID).
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Figure 3: An Exanple of the DetNet Flow ldentifier

LSE Fornmats B and C

Figure 4 bel ow shows an MNA that contains all

NASes.
For mat - B.
encoded in Format C.

with a 16-bit sequenc

0

B i s T T i i o S o T Ji I
| Label (MNA bSPL) | TC |9 TTL |
e s o i T e b o i R S
| Opcode=TBA3 | Data (Fl ow I D) | RITHS| S| Res | U NASL=1]|
i T e o i e R e e s i e R R s
| code=TBA3 | Data (cont.) | S| Data | NAL=0 |
B i s T T i i o S o T Ji I

Encodi ng Usi ng

the Det Net-specific

MNA- 6 contains the DetNet Latency paraneter being encoded in
MNA-7 contains the DetNet FlowID, and a 20-bit FlowID is

MNA- 8 contains the DetNet SeqNumin Fornmat C

e nunber.

1 2

3

01234567890123456789012345678901

R o o e e i i e S S S s T S S S S e e ik i e R
| Label (MNA bSPL) | TC |9 TTL |
i e R R b e i o i e e i o Tk S N N S
| Opcode=TBAl | Data (Latency Info) | RITHS| S| Res | U NASL=2|
i T s i o S i i S R I S I S S S M
| Opcode=TBA3 | Data (Fl ow1D) | S| (FID | NAL=0 |
R o o e e i i e S S S s T S S S S e e ik i e R
| Opcode=TBA2 | Data ( SegNum |S| O | NAL=0 |
i T e e e e e i T e T Tk

Figure 4: An Exanpl e of the Conbi ned Det Net Parameters Encodi ng
Usi ng MNA
4. 4. Aggregation Exanple

Figure 5 shows an aggregati on exanple where nultiple DetNet flows are

aggregated in a singl

speci fic Det Net NASes,

the data packet.

Song, et al.

e aggregate. NAS-A part
and NAS-F contains the
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contains the aggregate
fl ow specific NASes of
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0 1 2 3
01234567890123456789012345678901

e o I e e ol i I T T T S S e e e e i i ol it T R R
| Label (MNA bSPL) | TC |9 TTL |
e s o i T e b o i R S
| Opcode=TBAl | Data (Aggr-Latency-Info)|RIHS| S| Res |U NASL=2
i T e o i e R L i s o s i o SR NN R S S R S
| Opcode=TBA3 | Data (Aggr-FlowlD) | S| (FID) | NAL=0 |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Opcode=TBA2 | Data (Aggr-SegNun | S| 0 | NAL=0

e L o i S T S e E o i e
| Label (MNA bSPL) | TC |9 TTL |
i e e R e i o o e b i o I R S T
| Opcode=TBAl | Data (Latency | nfo) | RITHS| S| Res | U NASL=2
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Opcode=TBA3 | Data (Fl ow1D) | S| (FID | NAL=0 |
e L o i e i i S e e
| Opcode=TBA2 | Dat a ( SegNum) |S| O | NAL=0

i T e o i e R e i T i i S SR TR NN R SR S S

Figure 5: An Exanpl e of the Det Net Aggregate Fl ow Paraneters
Encodi ng Usi ng MNA

Not el: Opcodes are to be allocated by | ANA during the
st andar di zat i on.

Not e2: Aggregation re-uses the same Options code points for the
aggregated and specific flows. The interpretation is based on the
order of NASes. During the de-aggregation of flows, the MNA
containing the aggregate paraneters is renoved fromthe | abel stack

(popped) .
5. MPLS Post-Stack Encoding for DetNet

When the | atency guarantee of a DetNet network is of the end-to-end
(E2E) forwarding type, for the hop-by-hop (hbh) forwardi ng type that
carries longer |latency information, the carrying of |atency

i nformati on changes with the nunmber of hops. In such cases, it is
recomrended to use PSD encapsul ation. The opcode of DetNet used in
MPLS In-Stack is reused for indication of PSD presence.
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0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Label (MNA bSPL) | TC |9 TTL |
B S T i s T S S S R S i ik Tk I I N R S S S i e
| Opcode=TBAl | Dat a | 1] ITHS| S| Res | U NASL=0]|
e e i i i e S S e S i il s St S S i R R R R
Figure 6: PSD presence for DetNet Latency Encoding Using LSE Format B

pcode: I n-Stack Opcode for DetNet action, requires allocation by
IANA. The PSD flag bit with P=1 is represented by the PSD encodi ng.
The scope field specifies the operation processing nethod of |IHS.

Figure 7 shows an exanple of a PSD in which DetNet flow information
is encoded in the MPLS Post-Stack NAS. The | atency information may
be variable in case of Hop-by-Hop processing in DetNet networks. In
this exanple, it’'s assunmed to have two NSIs to carry |atency
information (i.e., tinmestanps). The FlowID field length is 20 bits,
and the length of SegqNumis 28 bits carried in two NAlSs.

0 1 2 3
01234567890123456789012345678901

i R L s e T e R h th s i S SR N S
| Label (MNA bSPL) | TC |9 TTL |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Opcode=TBAl | Dat a | 1] 1HS| S| Res | U NASL=0|
el i I e i it T e e e e i i T o S e e S e T R R
| Label | 1 |
i e R R e e i i i e i sl st S N N N S
| firstN | Version| PS-HDR-LEN | TYPE = MNA- POST- STACK-HDR = 1 |
R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e
| Opcode=TBAl |RIR PS-NAL=4 | Data (Latency Info) | NAL=1]|
I R s e T S e e S S R S e S S e i i it S SR SR R S R e
| Data (Cont.) |
i e R e e i i i e R i i T S SN e S
| Opcode=TBA3 | R R Data (Fl ow I D) | NAL=0|
B T I e R i i i T S S e e I e ik oI I S S e S S
| code=TBA2 | R R Dat a ( SegNum | NAL=1]
el i I e i it T e e e e i i T o S e e S e T R R
| Data (Cont.) |
i e R e e i i i e R i i T S SN e S

Figure 7: An Exanpl e of the DetNet Fl ow Paraneters Encoding in
MPLS Post - St ack
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The first NAS in the Post-Stack is used to encapsul ate the PSD
header, indicating the total |ength, version, and type of the PSD
header, and conmplies with [I-D.ietf-npls-ma-ps-hdr].

pcode: The R bit is reserved, and PS-NAL is used to indicate the
size of the NAS corresponding to Det Net network operations.

The Flow I D Opcode identifies a DetNet flow at the receiving Det Net
service sub-layer processing node. The SeqNum Opcode identifies the
sequence nunber per DetNet-App flow, i.e., DetNet service. The
Sequence Nunber field | engths MJUST be supported O bits, 16 bits and
28 bits. The Latency Opcode identifies the service type of DetNet
flows or the latency information carried in MPLS networks. The
detailed information for latency format is for further study.

6. Security Considerations

Security considerations for DetNet are covered in the Det Net
Architecture [ RFC8655], DetNet Data Pl ane Franework [RFC38938] and

Det Net Security Considerations [ RFC9055]. MPLS security

consi derations are covered in [ RFC8964], [RFC3031], [RFC3032]. These
security considerations also apply to this docunment. The MNA
security considerations speicified at [I-D.ietf-npls-mma-hdr],
[1-D.ietf-npls-ma-ps-hdr] and [ RFC9789] are also applicable to the
procedures defined in this docunent.

7. | ANA Consi der ations

Thi s docunent requests new | ANA- nanaged code-points for Det Net
encoded in MPLS In-Stack adn Post-Stack. | ANA maintains the "Network
Action Opcodes" registry when created from | ANA request in
[I-Dietf-npls-ma-hdr]. |1ANA is requested to allocate new val ues
for MPLS Network Action Opcode for DetNet Action fromthis registry:
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8.

9.

9.

[ oo oo oo s oo ooy s
| Opcode | Description | In-Stack and Post - | Reference |
| Value | | Stack, In-Stack only, | |
| | | Post-Stack only | |
=4+t ————————+t———————————————+
| TBAl | Latency | I'n-Stack and Post - | This document |
| | I'nformation | Stack | |
+-------- I B i T i +
| TBA2 | Sequence | I'n-Stack and Post - | This document |
| | Nunber | Stack | |
F-------- L i I I I I I ] I i +
| TBA3 | Flow | I'n-Stack and Post - | This document |
| | Identifier | Stack | |
+-------- I B i T i +

Tabl e 1: Det Net MNA Opcode
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