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Abstract

Thi s docunent defines the core behavior for Media over QU C Transport
(MOQT), a nedia transport protocol designed to operate over QU C and
WebTransport, which have simlar functionality. MOQT allows a
producer of nedia to publish data and have it consuned via
subscription by a multiplicity of endpoints. 1t supports

intermedi ate content distribution networks and i s designed for high
scale and |l ow | atency distribution.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://nog-
wg. gi thub. i o/ nog-transport/draft-ietf-nog-transport.htnm. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-npg-transport/.
Di scussion of this docunent takes place on the Media Over QUIC
Working Group mailing list (mailto:nmog@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/noq/. Subscribe at
https://wwv. ietf.org/ mailman/listinfo/nmog/.

Source for this draft and an issue tracker can be found at
https://github. com nog- wg/ nbg-transport.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction 6
1.1 Mot i vation 6
1.1.1. Latency . . 6
1.1.2. Leveraging CUIC 7
1.1.3. Convergence . 7
1.1.4. Relays . . 7
1.2. Terns and Deflnltlons . 7
1.3. Stream Managenent Terns . 9
1.4. Notational Conventions 9
1.4.1. Variable-Length Integers C e e e e 9
1.4.2. Location Structure . . e
1.4.3. Key-Value-Pair Structure A
1.4.4. Reason Phrase Structure . . . O 24
1.5. Representing Nanespace and Track hbnes A
1.5.1. Parsing Serialized Nanes . . . . . . . . . . . . . . 13

2. Object Data Model . . . . . . . . . . . . . . . . . . . . .. 14
2.1. Qbhjects . . . . . . . . . . ... Lo s 1
2.2. Subgroups . . . . . . . . . . . . . . . . . . . ... .. 15
2.3. Goups . . e K ¢
2.3.1. Goup IDs e

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 2]



I nternet-Draft nog-transport

ww

NN
WN P
Do

©

® o0
WNEQNODO®MWNE

S : W www )
Uwegwmmwevgwwwﬂ@m#wwwwwwegwwww%

-

o o o

woo

Track . . .
.1. Track Nam ng .
.2. Ml formed Tracks
.3. Scope .
Properti es
ssions
Sessi on est abl i shmant
.1. \WebTransport
2. QQUcC . ..
.3. Connection URL
Ext ensi on Negoti ation .
Session initialization .o
.1. Request Cancellation and Rej ectl on
Uni di rectional Stream Types .
Term nation . e
M gration .
Congesti on Control
7 1. Bufferbl oat .
.7.2. Application- leted.
.3. Consistent Throughput
ularity .
|'ishing and Retr| eV| ng Tr acks
Subscri ptions .
.1. Subscription St ate Managerrent
.2. Subscription Filters
.3. Joining an Ongoi ng Track
Fetch State Managenent
mespace Di scovery . .
Subscribing to Narrespaces .
Publ i shi ng Namespaces .
iorities A
Definitions . .
Schedul ing Al gorl t hm .
Consi derations for Setting Pr| or|t| es .
| ays
Cachi ng Rel ays
Forward Handling . .
Mul tiple Publishers .
Subscri ber Interactions .

H A A

e

w

T Qo -

u

PP R

Publ i sher Interactions . . . . . . . .
5.1. Gaceful Publisher Relay Switchover
Rel ay Track Handling G
Rel ay oj ect Handling .
ntrol Messages
Request ID e
Requi red Request ID .
Message Paraneters

Nandakumar, et al. Expi res 3 Septenber 2026

4.1. G aceful Subscriber Rel aS/ .SV\,i.t.ch;)vér.

March 2026

17
17
19
20
21
22
22
22
22
23
23
24
24
24
25
27
27
28
28
28
29
29
29
31
32
33
34
34
35
35
36
36
37
39
39
39
40
40
41
42
42
44
45
45
45
47
47
47

[ Page 3]



I nternet-Dr

©

CONNUTOR,OOOOOOOOOOO
N

Loovooe

10
9. 10.
.11,
.12.
. 13.
. 14.

O O O ©

9. 14.
9. 14.

9. 14.
15.
16.
17.
18.
19.
20.
.21,
10. Data
10. 1.
10. 2.

©OOoOOoo

10. 2.

10. 3.

10. 3.

10. 4.
10.
10.
10.
10.

10. 5.

11. MoQr
11. 1.

Nandakumar ,

af t nog-t r ansport

Par amet er Scope . . .

AUTHORI ZATI ON TOKEN Par arret er
DELI VERY TI MEQUT Par anet er
RENDEZVOUS TI MEQUT Par anet er
SUBSCRI BER PRI ORI TY Par anet er
GROUP ORDER Par aneter . . .
SUBSCRI PTI ON FI LTER Par anet er
EXPlI RES Par anet er

LARGEST OBJECT Par anet er

10. FORWARD Par aneter . .

11. NEW GROUP REQJEST Par arret er
SETUP .

CoNoOhwhdE

.1 Setub bptlons

GOAVWAY . .

REQUEST_OK . .
REQUEST_ERROR .

SUBSCRI BE . .

SUBSCRI BE_OK .
REQUEST_UPDATE . .
1. Updating Subscri pt| ons .
PUBLI SH . . . .
PUBLI SH OK .

PUBLI SH_DONE

FETCH . .

1. Standal one Fetch .

2. Joining Fetches

3. Fetch Handli ng .

FETCH OK . . .
TRACK_STATUS . . .

PUBLI SH NAMESPACE .
NAMESPACE . . .

NAMESPACE DONE . .

SUBSCRI BE__ NAI\/ESPACE

PUBLI SH_BLOCKED .

Streans and Dat agr ans

Track Alias

hjects . .

1. bject Header

Dat agr ans .

1. bject Dat agram

Streans .

1. Stream Cancel I atr on

. 2. Subgroup Header .
3. dosing Subgroup Strearrs .
.4. Fetch Header . .
Exanpl es .

Properties . .

DELI VERY TI I\/E(lJT

et al. Expi res 3 Septenber 2026

March 2026

49
49
52
53
54
54
54
54
55
55
55
56
57
59
60
60
62
63
64
65
65
67
67
69
70
70
72
74
75
75
76
77
77
79
80
80
80
80
82
83
84
85
85
87
90
93
95
95

[ Page 4]



I nternet-Draft nog-t r ansport March 2026

11.2. MAX CACHE DURATION . . . . ¢
11.3. DEFAULT PUBLISHER PRIORITY . . . . . . . . v v . . . . . 96
11.4. DEFAULT PUBLISHER GROUP ORDER . . . . . . . . . . . . . 96
11.5. DYNAMC GROUPS . . . . . . . . . . .« « .« .« .« . . .o..9
11.6. Inmutable Properties . . . . . . . . . . . . . . . . .. 9
11.7. Prior Goup IDGp . . . . . . . . . . . . . . . . . .. 98
11.8. Prior Qbject IDGp . . . . . . . . . . . . . .o .09
12. Security Considerations . . . . . . . . . . . . . . . . . . . 100
12.1. Resource Exhaustion . . . . . . . . . . . . . . . . . . 100
12.2. Tineouts . . .o . . . . . . . . . . . . 100
12.2.1. Idle Cbnnectlon thdllng . e . . . . . . . . . . . . 100
12.3. Relay security considerations . . . . . . . . . . . . . 101
12.3.1. State nmi ntenance . . .. . . . o101
12.3.2. SUBSCRI BE_NAMESPACE mnth short preflxes B KOk

12. 4. Inplenmentation ldentification Frngerprrntrng ... .. 102
13. Grease . . e e ... . .. 102
14. |1 ANA ConS|derat|ons .o .. . . . . . . . . . . . 103
14.1. Authorization Token Al|as Type e O K
14.2. MOQT Auth Token Type . . . . e 1 O K
14.3. Message Paraneters . . . . . . . . . . . . . . . . . . . 103
14.4. Properties . . . . . . . . . . . . . . . . . . . . ... 104
14.5. FError Codes . . . . . . . . . . . . . 105
14.5.1. Session Ternlnatlon Error Codes . e . . . . . . . . 105
14.5.2. REQUEST ERROR Codes . . . . . . . . . . . . . . . . 106
14.5.3. PUBLISH DONE Codes . . . . . . . . . . . . . . . . . lov
14.5.4. Data Stream Reset Error Codes . . . . . . . . . . . 108
Contributors . . P A 0 <1
Use of Cenerative AI e L0 I
References . . . e K 0 1)
Nor mati ve References e K0 I
Informative References . . . . . . . . . . . . . . . . . . . . 110
Appendi x A. Change Log . . . e B )
A.1. Since draft-ietf-nog- transport 16 P B )
A 2 Since draft-ietf-nog-transport-15 . . . . . . . . . . . . 114
A3 Since draft-ietf-nog-transport-14 . . . . . . . . . . . . 116
A 4. Since draft-ietf-nmog-transport-13 . . . . . . . . . . . . 117
A.5. Since draft-ietf-nmog-transport-12 . . . . . . . . . . . . 118
A 6 Since draft-ietf-nog-transport-112 . . . . . . . . . . . . 119
A.7. Since draft-ietf-nog-transport-10 . . . . . . . . . . . . 119
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 120

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 5]



I nternet-Draft nog-t r ansport March 2026

1.

1.

1.

I nt roducti on

Media Over QUIC Transport (MOQT) is a protocol that is optimzed for
the QUIC protocol [QUC], either directly or via WbTransport

[ WebTransport], for the dissem nation of nedia. MOQT utilizes a

publ i sh/ subscri be workflow i n which producers of nedia publish data
in response to subscription requests froma multiplicity of

endpoints. MOQT supports w de range of use-cases with different
resiliency and latency (live, interactive) needs w thout conprom sing
the scalability and cost effectiveness associated with content
del i very networks

MOQT is a generic protocol designed to work in concert with nultiple
MbQ Streaming Formats. These MQ Streani ng Formats define how
content is encoded, packaged, and mapped to MOQI objects, along with
policies for discovery and subscription.

* Section 2 describes the data nodel enpl oyed by MOQT.

* Section 3 covers aspects of setting up an MOQT session

* Section 7 covers mechanisns for prioritizing subscriptions.

* Section 8 covers behavior at the relay entities.

* Section 9 covers how control nessages are encoded on the wire.
* Section 10 covers how data nessages are encoded on the wire.
1. Motivation

The devel opnent of MOQT is driven by goals in a number of areas -
specifically latency, the robust feature set of QU C and rel ay
support.

1.1. Latency

Latency is necessary to correct for variable network throughput.
ldeally live content is consuned at the sane bitrate it is produced.
End-to-end | atency would be fixed and only subject to encodi ng and
transm ssion delays. Unfortunately, networks have variable
throughput, primarily due to congestion. Attenpting to deliver
content encoded at a higher bitrate than the network can cause
queui ng al ong the path from producer to consuner. The speed at which
a protocol can detect and respond to congestion determ nes the
overall latency. TCP-based protocols are sinple but are slowto

det ect congestion and suffer from head-of-1ine blocking. Protocols
utilizing UDP directly can avoid queuing, but the application is then
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responsible for the conplexity of fragnentation, congestion control,
retransm ssions, receiver feedback, reassenbly, and nore. One goa
of MOQT is to achieve the best of both these worlds: |everage the
features of QU C to create a sinple yet flexible |low | atency protoco
that can rapidly detect and respond to congestion

1.1.2. Leveraging QU C

The parallel nature of QU C streans can provide inprovenents in the
face of loss. A goal of MOQT is to design a stream ng protocol to

| everage the transm ssion benefits afforded by parallel QU C streans
as well as exercising options for flexible | oss recovery.

1.1.3. Convergence

Sone |ive nedia architectures today have separate protocols for

i ngest and distribution, for exanple RTMP and HTTP based HLS or DASH.
Swi tching protocols necessitates internediary origins which re-
package the nedia content. \Wile specialization can have its
benefits, there are efficiency gains to be had in not having to re-
package content. A goal of MOQT is to develop a single protoco

whi ch can be used for transmi ssion fromcontribution to distribution
Arelated goal is the ability to support existing encoding and
packagi ng schemas, both for backwards conpatibility and for
interoperability with the established content preparation ecosystem

1.1.4. Relays

An integral feature of a protocol being successful is its ability to
deliver nedia at scale. Geatest scale is achieved when third-party
net wor ks, independent of both the publisher and subscriber, can be

| everaged to relay the content. These relays nust cache content for
distribution efficiency while sinultaneously routing content and
determnistically responding to congestion in a nulti-tenant network
A goal of MOQT is to treat relays as first-class citizens of the
protocol and ensure that objects are structured such that information
necessary for distribution is available to relays while the media
content itself remains opaque and private.

1.2. Terns and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The following terms are used with the first letter capitalized.
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Application: The entity using MOQT to transmit and recei ve data.
Client: The party initiating a Transport Session.

Server: The party accepting an inconmng Transport Session.
Endpoint: A Cient or Server.

Peer: The other endpoint than the one being descri bed.

Publ i sher: An endpoint that handl es subscriptions by sending
requested Objects fromthe requested track.

Subscriber: An endpoint that subscribes to and receives tracks.
Original Publisher: The initial publisher of a given track.

End Subscriber: A subscriber that initiates a subscription and does
not send the data on to other subscribers.

Rel ay: An entity that is both a Publisher and a Subscriber, is not
the Oiginal Publisher or End Subscriber, and conforns to all
requirenents in Section 8.

Upstream In the direction of the Original Publisher.

Downstream In the direction of the End Subscriber(s).

Transport Session: A raw QU C connection or a WbTransport sessi on.

Stream A bidirectional or unidirectional bytestream provided by the
QUI C transport or WebTransport.

Congestion: Packet |oss and queui ng caused by degraded or overl oaded
net wor ks.

Group: A tenporal sequence of objects. A group represents a join
point in a track. See (Section 2.3).

ohject: An object is an addressabl e unit whose payload is a sequence
of bytes. Objects formthe base elenment in the MOQT data nodel.
See (Section 2.1).

Track: A track is a collection of groups. See (Section 2.4).
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1.3. Stream Managenent Terns

Thi s docunent uses stream managenent terns described in [ RFC9000],
Section 1.3 including STOP_SENDI NG, RESET_STREAM and FI N

1.4. Notational Conventions

Thi s docunent uses the conventions detailed in ([ RFC9000],
Section 1.3) when describing the binary encodi ng.

1.4.1. Variable-Length Integers

MoQT requires a variable-length integer encoding with the follow ng
properties:

1. The encoded | ength can be deternmined fromthe first encoded byte.
2. The range of 1 byte values is as |large as possible.

3. Al 64 bit nunbers can be encoded.

The vari abl e-1ength integer encodi ng uses the nunber of leading 1
bits of the first byte to indicate the Iength of the encoding in
bytes. The remaining bits after the first 0 and subsequent bytes, if
any, represent the integer value, encoded in network byte order.
Integers are encoded in 1, 2, 3, 4, 5 6, 8, or 9 bytes and can

encode up to 64 bit unsigned integers. The follow ng table
sunmari zes the encodi ng properti es.
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B ool oo e s e s
| Leading Bits | Length (bytes) | Usable | Range |
| | | Bits | |
B et el st e et s e e e el
| 0 | 1 | 7 | 0-127 |
Fom e e m - - Fom e e e a e e - L I I T +
| 10 | 2 | 14 | 0-16383 |
I i I e ] I I I I R I I I +
| 110 | 3 | 21 | 0-2097151 |
I I I e I I B I i +
| 1110 | 4 | 28 | 0-268435455 |
Fom e e m - - Fom e e e a e e - L I I T +
| 11110 | 5 | 35 | 0-34359738367 |
I i I e ] I I I I R I I I +
| 111110 | 6 | 42 | 0-4398046511103 |
I I I e I I B I i +
| 11111110 | 8 | 56 | 0-72057594037927935 |
Fom e e m - - Fom e e e a e e - L I I T +
| 11111111 | 9 | 64 | 0-18446744073709551615 |
I i I e ] I I I I R I I I +

Table 1. Summary of Integer Encodings

The foll owi ng table contains sonme exanpl e encodi ngs:

| Byte Sequence | Decimal Val ue |
[} gttt ——————————— = —_———————————
| 0x25 | 37 |
T . +
| 0x8025 | 37 |
o e e e e e e e oo o m e e e e e e e e m e ao- +
| Oxbbbd | 15,293 |
o e e e e o o - o e e e e e e o - +
| Oxdd7f3e7d | 494,878, 333 |
T . +
| Oxfaala0e403d8 | 2,893,212, 287, 960 |
o e e e e e e e oo o m e e e e e e e e m e ao- +
| Oxfefa318fa8e3call | 70,423, 237, 261, 249, 041 |
o e e e e o o - o e e e e e e o - +
| Oxffffffffffffffffff | 18, 446,744,073,709, 551, 615 |
T . +

Tabl e 2: Exanpl e I nteger Encodi ngs

11111100 is an invalid code point. An endpoint that receives this
val ue MJST cl ose the session with a PROTOCOL_VI OLATI ON
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To reduce unnecessary use of bandwi dth, variable | ength integers
SHOULD be encoded using the | east nunber of bytes possible to
represent the required val ue.

x (vi64): Indicates that x holds an integer value using the
vari abl e-1 ength encodi ng as descri bed above.

1.4.2. Location Structure
Location identifies a particular Object in a Goup within a Track.

Location {
Group (vi64),
hj ect (Vi 64)

Figure 1: Location structure

In this docurment, a Location can be expressed in the form of

{Goupl D, ObjectlD}, where GouplD and ObjectID indicate the Goup ID
and Object ID of the Location, respectively. The constituent parts
of any Location A can be referred to using A Goup or A Object.

Location A < Location B if:
A Goup < B.Goup || (A Goup == B.Goup && A hject < B. (bject)
1.4.3. Key-Value-Pair Structure

Key-Val ue-Pair is a flexible structure designed to carry key/val ue
pairs in which the key is a variable length integer and the value is
either a variable length integer or a byte field of arbitrary |ength.

Key-Val ue- Pairs encode a Type value as a delta fromthe previous Type
value, or fromO if there is no previous Type value. This is
efficient on the wire and nekes it easy to ensure there is only one

i nstance of a type when needed. The previous Type val ue plus the
Delta Type MJST NOT be greater than 2764 - 1. |If a Delta Type is
received that would be too | arge, the Session MJST be closed with a
PROTOCOL_VI OLATI ON.

Key-Val ue-Pair is used in both the data plane and control plane, but
is optimzed for use in the data pl ane.
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Key- Val ue- Pair {
Delta Type (vi64),
[Length (vi64),]
Val ue (..)

Figure 2: MOQT Key-Val ue-Pair

* Delta Type: an unsigned integer, encoded as a varint, identifying
the Type as a delta encoded value fromthe previous Type, if any.
The Type identifies the type of value and al so the subsequent
serialization.

* Length: Only present when Type is odd. Specifies the |ength of
the Value field in bytes. The maximumlength of a value is 2716-1
bytes. |If an endpoint receives a length |arger than the naxi mum
it MJUST close the session with a PROTOCOL_VI OLATI ON

* Value: A single varint encoded val ue when Type is even, otherw se
a sequence of Length bytes.

If a receiver understands a Type, and the foll owi ng Val ue or Length/
Val ue does not match the serialization defined by that Type, the
recei ver MJST close the session with error code

KEY_VALUE_FORMATTI NG_ERROR

1.4. 4. Reason Phrase Structure

Reason Phrase provides a way for the sender to encode additiona
di agnostic information about the error condition, where appropriate.

Reason Phrase {
Reason Phrase Length (vi64),
Reason Phrase Value (..)

}

* Reason Phrase Length: A variable-length integer specifying the
I ength of the reason phrase in bytes. The reason phrase length
has a maxi num val ue of 1024 bytes. |If an endpoint receives a
| ength exceeding the maximum it MJST cl ose the session with a
PROTOCCOL_VI OLATI ON

* Reason Phrase Val ue: Additional diagnostic information about the
error condition. The reason phrase value is encoded as UTF-8
string and does not carry information, such as |anguage tags, that
woul d ai d conprehensi on by any entity other than the one that
created the text.
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1.5. Representing Nanespace and Track Nanes

There is often a need to render nanmespace tuples and track nanes for
pur poses such as |ogging, representing track filenanes, or use in
certain authorization verification schenmes. The namespace and track
nane are binary, so they need to be converted to a safe form

The following format i s RECOMVENDED:

* Each of the nanespace tuples are rendered in order with a hyphen
(-) between themfollowed by the track nane with a doubl e hyphen
(--) between the | ast nanespace and track nane.

* Bytes in the range a-z, A-Z, 0-9 as well as _ (0x5f) are output as
is, while all other bytes are encoded as a period (.) synbol
foll owed by exactly two | ower case hex digits.

The goal of this format is to have a format that is both fil enane and
URL safe. It allows many conmon nanes to be rendered in an easily
human readable formwhile still supporting binary val ues.

1.5.1. Parsing Serialized Nanes

When parsing a serialized namespace or track name back to its binary
form inplenentations MIUST apply the following rules to ensure a
canoni cal encodi ng:

* The hex digits following a period (.) MJST be | owercase (a-f).
Uppercase hex digits (A-F) are invalid and MJST cause parsing to
fail

* Bytes that can be represented literally (a-z, A-Z 0-9, ) MIJST
NOT appear in their hex-encoded form For exanple, .61 is invalid
because a nust be represented as the literal character a. A
parser MUST reject such redundant encodi ngs.

* A period (.) MIST be foll owed by exactly two hex digits. A
trailing period or a period followed by fewer than two hex digits
is invalid.

These rul es ensure that the encoding is bijective: every binary val ue
has exactly one valid serialized representation, and every valid
serialized string maps to exactly one binary value. This property
simplifies conparison of serialized nanes wi thout requiring ful
deserialization.

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 13]



I nternet-Draft nog-t r ansport March 2026

I mpl ement ations that receive an invalid serialized name SHOULD treat
it as an error. The specific error handling behavior is application-
def i ned.

Exanpl e:

exanpl e. 2enet -t ean?- proj ect _x--report
Nanmespace tupl es: (exanple.net, teanm?, project_x)
Track name: report

2. (Object Data Model

MOQT has a hierarchical data nodel, conprised of tracks which contain
groups, and groups that contain objects. |Inside of a group, the
obj ects can be organi zed i nto subgroups.

To give an exanple of how an application mght use this data nodel,
consi der an application sending high and | ow resol ution video using a
codec with tenporal scalability. Each resolution is sent as a
separate track to all ow the subscriber to pick the appropriate

resol ution given the display environnent and avail abl e bandwi dt h.
Each i ndependently coded sequence of pictures in a resolution is sent
as a group as the first picture in the sequence can be used as a
random access point. This allows the client to join at the |ogica
poi nts where decodi ng of the nmedia can start without needing
informati on before the join points. The tenporal |ayers are sent as
separate subgroups to allow the priority mechanismto favor | ower
tenmporal |ayers when there is not enough bandwidth to send all
tenmporal | ayers. Each frane of video is sent as a single object.

2.1. bjects

The basic data elenment of MOQT is an object. An object is an
addressabl e unit whose payload is a sequence of bytes. All objects
belong to a group, indicating ordering and potential dependencies
(see Section 2.3). An object is uniquely identified by its track
nanespace, track name, group ID, and object ID, and nmust be an

i dentical sequence of bytes regardl ess of how or where it is
retrieved. An Object can becone unavail able, but its contents MJST
NOT change over tine.
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oj ects are conprised of two parts: netadata and a payl oad. The

met adata i s never encrypted and is always visible to relays (see
Section 8). The payload portion may be encrypted, in which case it
is only visible to the Oiginal Publisher and End Subscribers. The
Original Publisher is solely responsible for the content of the

obj ect payload. This includes the underlying encoding, conpression,
any end-to-end encryption, or authentication. A relay MJST NOT
combi ne, split, or otherw se nodi fy object payl oads.

ohjects within a Goup are in ascending order by Ohject ID

From the perspective of a subscriber or a cache, an (bject can be in
three possible states:

1. The Object is known to not exist. This state is permanent. MOQT
has multiple ways to communi cate that a certain range of objects
does not exist, including the Cbject Status field, and the use of
gaps in FETCH responses.

2. The nject is known to exist. Fromthis state, it can transition
to not existing, but not vice versa.

3. The state of the (bject is unknown, either because it has not
been yet received, or it has not been produced yet.

Whenever the publisher comunicates that certain objects do not
exist, this fact is expressed as a contiguous range of non-existent
obj ects and by including Properties indicating the group/object gaps;
MOQT i npl enenters should take that into account when sel ecting
appropriate data structures.

2.2. Subgroups

A subgroup is a sequence of one or nore objects fromthe sane group
(Section 2.3) in ascending order by OGhject ID. Objects in a subgroup
have a dependency and priority relationship consistent with sharing a
stream and are sent on a single stream whenever possible. A Goup is
delivered using at | east as many streans as there are Subgroups,
typically with a one-to-one mappi ng between Subgroups and streans.

When an Object’s forwarding preference (see Section 10.2.1.2) is
"Datagram', it is not sent in Subgroups, does not belong to a
Subgroup in any way, and the description in the remai nder of this
section does not apply.
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Streans offer in-order reliable delivery and the ability to cancel
sendi ng and retransm ssion of data. Furthernore, many QU C and
WebTransport inplenmentations offer the ability to control the
relative scheduling priority of pending stream data.

Every hject within a Group belongs to exactly one Subgroup or
Dat agr am

VWhen Cbjects are sent in a subscription (see Section 5.1), bjects
fromtwo subgroups MUST NOT be sent on the same stream and Objects
fromthe sane Subgroup MJUST NOT be sent on different streans, unless
one of the streans was reset prematurely, or upstream conditions have
forced objects froma Subgroup to be sent out of Cbject |ID order.

Original publishers assign each Subgroup a Subgroup ID, and do so as
they see fit. The scope of a Subgroup IDis a Group, so Subgroups
fromdifferent Groups MAY share a Subgroup |ID w thout inplying any
rel ati onship between them 1In general, publishers assign objects to
subgroups in order to | everage the features of streanms as descri bed
above.

In general, if Object B is dependent on Chject A, then delivery of B
can follow A, i.e. A and B can be usefully delivered over a single
stream |If an oject is dependent on all previous Ghjects in a
Subgroup, it likely fits best in that Subgroup. If an bhject is not
dependent on any of the Cbjects in a Subgroup, it likely belongs in a
di fferent Subgroup.

When assigning Objects to different Subgroups, the Oiginal Publisher
makes a reasonabl e tradeoff between having an optimal mappi ng of

oj ect relationships in a Goup and ninimzing the nunber of streans
used.

2.3. Goups

A group is a collection of Chjects and is a sub-unit of a Track
(Section 2.4). Goups SHOULD be independently useful, so Objects
within a Goup SHOULD NOT depend on (bjects in other Goups. A Goup
provides a join point for subscriptions, so a subscriber that does
not want to receive the entire Track can opt to receive only G oups
starting froma given Goup ID. Goups can contain any nunber of

oj ect s.
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2.3.1. Goup IDs

Wthin a track, the original publisher SHOULD publish Goup IDs which
increase with tinme (where "tine" is defined according to the interna
clock of the nedia being sent). |In some cases, Goups will be
produced in increasing order, but sent to subscribers in a different
order, for exanple when the subscription’s Goup Order is Descending.
Due to network reordering and the partial reliability features of
MOQT, Groups can al ways be received out of order

As a result, subscribers cannot infer the existence of a Goup unti
an object in the Goup is received. This can create gaps in a cache
that can be filled by doing a Fetch upstream if necessary.

Applications that cannot produce Group IDs that increase with time
are limted to the subset of MOQT that does not conpare group |Ds.
Subscribers to these Tracks SHOULD NOT use range filters which span
multiple Groups in FETCH or SUBSCRI BE. SUBSCRI BE and FETCH delivery
use G oup Order, so they could have an unexpected delivery order if
G oup IDs do not increase with tine.

The anount of tinme el apsed between publishing an Gbject in Goup IDN
and in a Goup ID> N, or even which will be published first, is not
defined by this specification and is defined by the applications
usi ng MOQT.

2.4. Track

A track is a sequence of groups (Section 2.3). It is the entity
agai nst whi ch a subscriber issues a subscription request. A
subscri ber can request to receive individual tracks starting at a
group boundary, including any new objects pushed by the publisher
while the track is active.

2.4.1. Track Nam ng

In MOQT, every track is identified by a Full Track Name, consisting
of a Track Nanmespace and a Track Nane.

Track Nanmespace is an ordered set of between 0 and 32 Track Nanespace
Fi el ds, encoded as foll ows:

Track Namespace {
Nunber of Track Nanespace Fields (vi64),
Track Nanmespace Field (..) ..

}
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*  Number of Track Nanespace Fields: A variable-Ilength integer
speci fyi ng the nunber of Track Nanespace Fields in the Track
Namespace.

Each Track Nanespace Field is encoded as foll ows:

Track Namespace Field {
Track Namespace Field Length (vi64),
Track Nanmespace Field Value (..)

}

* Track Namespace Field Length: A variable-length integer specifying
the length of the Track Nanespace Field in bytes.

* Track Nanespace Field Value: A sequence of bytes that fornms a
Track Nanespace Fi el d.

Each Track Namespace Field Value MIUST contain at |east one byte. |If
an endpoi nt receives a Track Namespace Field with a Track Nanmespace
Field Length of 0, it MJST close the session with a
PROTOCCOL_VI OLATI ON

The structured nature of Track Namespace all ows rel ays and
applications to mani pul ate prefixes of a nanespace. |If an endpoint
receives a Track Nanmespace consisting of greater than 32 Track
Nanespace Fields, it MJST close the session with a
PROTOCOL_VI CLATI ON

Track Narme is a sequence of bytes, possibly enpty, that identifies an
i ndi vidual track within the nanmespace.

The maximumtotal length of a Full Track Nane is 4,096 bytes. The
length of a Full Track Nane is conputed as the sum of the Track
Nanespace Field Length fields and the Track Nane Length field. The
| ength of a Track Nanespace is the sumof the Track Nanespace Field
Length fields. |If an endpoint receives a Track Nanmespace or a Ful
Track Name exceeding 4,096 bytes, it MJST close the session with a
PROTOCOL_VI CLATI ON

In this specification, both the Track Nanespace Fields and the Track
Nane are not constrained to a specific encoding. They carry a
sequence of bytes and conpari son between two Track Nanespace Fiel ds
or Track Nanes is done by exact conparison of the bytes.

Speci fications that use MOQT may constrain the information in these
fields, for exanple by restricting themto UTF-8. Any such
specification needs to specify the canonicalization into the bytes in
the Track Nanespace Fields or Track Name such that exact conparison
wor ks.
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2.4.2.

Mal f or red Tr acks

There are multiple ways a publisher can transmt a Track that does
not conformto MOQT constraints. Such a Track is considered

mal formed. Sonme exanpl e conditions that constitute a nal formed track
when detected by a receiver include:

1.

10.

An (bject is received in a FETCH response with the sane Goup ID
as the previous Object, but whose Cbject IDis not strictly
| arger than the previous object.

In a FETCH response, an bject with a particular Subgroup IDis
received, but its Publisher Priority is different fromthat of
the previous Object with the same Subgroup |ID.

An Object is received in an Ascendi ng FETCH response whose G oup
IDis smaller than the previous object in the response.

An (bject is received in a Descending FETCH response whose G oup
IDis larger than the previous (bject in the response.

An Object is received whose bject IDis larger than the final
oject in the Subgroup. The final Object in a Subgroup is the
| ast Object received on a Subgroup stream before a FIN.

A Subgroup is received over multiple transport streans
termnated by FINwith different final Cbjects.

An Object is received in a Goup whose Object IDis larger than
the final Cbject in the Goup. The final Object in a Goup is
the hject with Status END OF_GROUP, the |last (bject before a
FIN in a Subgroup which has the END OF GROUP bit set, or the

| ast Object sent in a FETCH that requested the entire G oup.

An Object is received on a Track whose Group and Cbject ID are
larger than the final Object in the Track. The final Object in
a Track is the hject with Status END OF TRACK or the | ast

hj ect sent in a FETCH whose response indicated End of Track.

The sane Object is received nore than once with different
Payl oad or other inmutabl e properties.

An hject is received with a different Forwardi ng Preference
than previously observed.

The above list of conditions is not considered exhaustive.
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When a subscriber detects a Malforned Track, it MJST cancel any
correspondi ng subscription or fetches for that Track fromthat

publi sher (see Section 3.3.1), and SHOULD deliver an error to the
application. |If a relay detects a Malformed Track, it MJST

i medi ately term nate downstream subscriptions with PUBLI SH DONE and
reset any fetch streans with Status Code MALFORMED TRACK. (Object(s)
triggering Mal formed Track status MJST NOT be cached.

2.4.3. Scope

An MOQT scope is a set of servers (as identified by their connection
URIs) for which a Full Track Nane is guaranteed to be uni que and
identify a specific track. It is up to the application using MOQT to
define how broad or narrow the scope is. An application that deals
wi th connections between devices on a |local network may linmt the
scope to a single connection; by contrast, an application that uses
multiple CDNs to serve nedia may require the scope to include all of
t hose CDNs.

Because each Full Track Nane is unique within an MOQT scope, they can
be used as a cache key for the track. [If, at a given nonent in tine,
two tracks within the sane scope contain different data, they MJST
have different nanmes and/or nanespaces. MOQT provi des subscribers
with the ability to alter the specific manner in which tracks are
delivered via Paraneters, but the actual content of the tracks does
not depend on those paraneters; this is in contrast to protocols |ike
HTTP, where request headers can alter the server response

A publisher that | oses state (e.g. crashes) and intends to resune
publi shing on the same Track risks colliding with previously
publ i shed Objects and viol ating the above requirenents. A publisher
can handle this in application specific ways, for exanple:

1. Select a unique Track Nane or Track Namespace whenever it resunes
publishing. For exanple, it can base one of the Nanespace Fields
on the current tinme, or select a sufficiently Iarge random val ue.

2. Resume publishing under a previous Track Name and Nanespace and
set the initial Goup IDto a unique value guaranteed to be
|arger than all previously used groups. This can be done by
choosing a Goup I D based on the current tine.

3. Use TRACK STATUS or simlar nechanismto query the previous state
to determ ne the | argest published Goup I|ID
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2.5. Properties

Tracks and Objects can have additional relay-visible fields, known as
Properties, which do not require negotiation, and can be used to
alter MoQT Object distribution.

Properties are defined in Section 11 as well as externa
specifications and are registered in an | ANA table Section 14. These
specifications define the type and value of the property, along with
any rul es concerning processing, nodification, caching and

f orwar di ng.

If a Relay does not support a Property, it MJST NOT be nodified, MJST
be forwarded, and MJST be cached with the Track or bject. If a
Track or Object arrives with a different set of unknown properties
than previously cached, the nost recent set SHOULD repl ace any cached
val ues, renoving any unknown val ues not present in the new set.

Rel ays MJUST NOT attenpt to nmerge sets of unknown properties received
in different nmessages.

If a Relay supports a Property, it MAY be nodified, added, renoved,
and/ or cached, subject to the processing rules specified in the
definition.

Properties are serialized as Key-Value-Pairs (see Figure 2).

Property types are registered in the 1ANA table ' MOQ Properties’
See Section 14

Certain Property type ranges are reserved for application-specific
use and will never be allocated by IANA in future MOQT
speci fications:

* 0x38 to Ox3F (1-byte encoding): 8 code points for applications
with tight space constraints

*  0x3800 to Ox3FFF (2-byte encoding): 2048 code points (including
grease Section 13) for applications with noderate space
constraints

Applications MAY use code points in these ranges wi thout registration
for format-specific netadata or other application-defined purposes.
Rel ays that do not understand the application format MJST forward
these properties unchanged but MJST NOT attenpt to interpret their
semantic neaning. Different applications using the same code point
in these ranges nmay assign different neanings; the interpretation
depends on the track or application context known to the publisher
and subscri ber.
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3. Sessions
3.1. Session establishnment

Thi s docunent defines a protocol that can be used interchangeably
both over a QUIC connection directly [QU C], and over WbTransport
[ WbTransport]. Both provide streans and datagrans with simlar
semantics (see [I-D.ietf-webtrans-overview], Section 4); thus, the
main difference lies in how the servers are identified and how the
connection is established. The QU C DATAGRAM ext ensi on ([ RFC9221])
MUST be supported and negotiated in the QU C connection used for
MOQT, which is already a requirenment for WebTransport over HTTP/ 3.
The RESET_STREAM AT [I-D.draft-ietf-quic-reliable-streamreset]
extension to QU C can be used by MOQT, but the protocol is also
designed to work correctly when the extension is not supported.

There is no definition of the protocol over other transports, such as
TCP, and applications using MQ m ght need to fall back to another
protocol when QUI C or WebTransport aren’t avail abl e.

MOQT uses ALPN in QUIC and "W- Avai | abl e- Protocol s* in WebTransport
([ WebTransport], Section 3.3) to performversion negotiation

[[RFC editor: please renpve the renainder of this section before
publication.]]

The ALPN val ue [RFC7301] for the final version of this specification
is nogt. ALPNs used to identify IETF drafts are created by appendi ng
the draft nunber to "noqt-". For exanple, draft-ietf-nog-
transport-13 would be identified as "noqgt-13"

Note: Draft versions prior to -15 all used nog-00 ALPN, followed by
versi on negotiation in the SETUP nessages.

3.1.1. WbTransport

An MOQT server that is accessible via WebTransport can be identified
usi ng an HTTPS URI ([ RFC9110], Section 4.2.2). An MOQI session can
be established by sendi ng an extended CONNECT request to the host and
the path indicated by the URI, as described in ([ WbTransport],
Section 3).

3.1.2. QuUC
An MOQT server that is accessible via native QU C can be identified

by a URI with a "nogqt" schenme. The "noqt" URI schene is defined as
foll ows, using definitions from [ RFC3986]:
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mogt-URI = "noqt" "://" authority path-abenpty [ "?" query ]

The authority portion MJUST NOT contain an enpty host portion. The
mogt URI scheme supports the /.well-known/ path prefix defined in
[ RFC8615] .

Thi s protocol does not specify any semantics on the path-abenpty and
query portions of the URI. The contents of those are left up to the
appl i cati on.

The client can establish a connection to an MOQT server identified by
a given URI by setting up a QU C connection to the host and port
identified by the authority section of the URI. The authority, path-
abenpty and query portions of the URI are also transmitted in Setup
Options (see Section 9.4.1). |If the port is omtted in the URI, a
default port of 443 is used for setting up the QU C connection

3.1.3. Connection URL

Each track MAY have one or nore associ ated connection URLs specifying
networ k hosts through which a track may be accessed. The syntax of
the Connection URL and the associ ated connection setup procedures are
specific to the underlying transport protocol usage (see Section 3).

3.2. Extension Negotiation

Endpoi nts use the exchange of Setup nessages to negotiate MOQT
ext ensions. Extensions can define new Message types, new Paraneters,
or new framng for Data Streans and Dat agr ans.

The client and server MJUST include all Setup Options Section 9.4.1
required for the negotiated MOQT version in SETUP.

Each endpoint declares the extensions it supports and provi des any
initial values required by those extensions as Setup Options in
SETUP. Once an endpoint has both sent and recei ved SETUP nessages,
it determines the set of negotiated extensions.

New versions of MOQT MJST specify which existing extensions can be

used with that version. New extensions MJST specify the existing
versions with which they can be used.
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3.3. Session initialization

MOQT uses a pair of unidirectional streams for creating the session
and exchangi ng control nessages. Each peer opens one control stream
beginning with a SETUP nessage. Using a pair of unidirectional
streans rather than a single bidirectional streamall ows either peer
to send data as soon as it is able. Depending on whether O-RTT is
avail abl e on the QUIC connection, either client or server mght be
able to send streamdata first.

In addition to the control streams, this specification uses
bidirectional streanms to carry requests. A request stream begins
with one of these six nmessage types: TRACK STATUS, SUBSCRI BE,

PUBLI SH, FETCH, PUBLI SH NAMESPACE, and SUBSCRI BE_NAMESPACE.

Bi di rectional streams MJST NOT begin with any other nessage type

unl ess negotiated. |If they do, the peer MJST cl ose the Session with
a PROTOCOL_VI OLATION. njects are sent on unidirectional streans.

Unidirectional streams containing Objects or bidirectional strean(s)
beginning with a request nessage could arrive prior to the control
streans, in which case the data SHOULD be buffered until both control
streans arrive and setup is conplete. |If an inplenentation does not
want to buffer or if the nessage type is not supported, it MAY reset
such bidirectional streans before the session and control streans are
est abl i shed.

A control stream MJST NOT be cl osed at the underlying transport |ayer
during the session's lifetine. Doing so results in the session being
cl osed as a PROTOCOL_VI OLATI ON.

3.3.1. Request Cancellation and Rejection
Once a request stream has been opened, the request MAY be cancel |l ed
by either endpoint. Senders cancel requests if the response is no
| onger of interest; Receivers cancel requests if they are unable to
or choose not to respond.
I mpl enent ati ons SHOULD cancel requests by abruptly term nating any
directions of a streamthat are still open using RESET_STREAM /
RESET_STREAM AT or STOP_SENDI NG

When an endpoint rejects a request w thout perform ng any application
processing, it SHOULD send a REQUEST_ERRCR and FIN the stream

3.4. Unidirectional Stream Types

Al'l unidirectional MOQT streans start with a variabl e-1ength integer
i ndicating the type of the stream
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I ID| Type I
[ ool s s s s s s s s
| 0x05 | FETCH HEADER (Section 10. 4. 4) |
S . +
| 0x10-0x1D | SUBGROUP_HEADER (Section 10.4.2) |
e e +
| 0x2F00 | SETUP (Section 9.4) |
S i +
Table 3

An endpoint that receives an unknown streamtype MJST cl ose the
sessi on.

Control streans (SETUP) are described in Section 3.3. Data streans
(FETCH _HEADER, SUBGROUP_HEADER) are described in Section 10.

3.5. Term nation
The Transport Session can be term nated at any point. Wen native
QU C is used, the session is closed using the CONNECTI ON CLCSE frane
([QUC], Section 19.19). Wen WbTransport is used, the session is
cl osed using the CLOSE VWEBTRANSPORT_SESSI ON capsul e ([ WebTransport],
Section 6).

When term nating the Session, the application MAY use any error
message and SHOULD use a rel evant code, as defined bel ow

NO _ERROR (0x0): The session is being term nated without an error.
| NTERNAL _ERROR (0Ox1): An inplenentation specific error occurred.

UNAUTHORI ZED (0x2): The client is not authorized to establish a
sessi on.

PROTOCOL_VI OLATION (0x3): The renote endpoint performed an action
that was disallowed by the specification.

I NVALI D REQUEST I D (0x4): The endpoint received a Request IDwith an
incorrect least significant bit for the sender, or a duplicate
Request ID. See Section 9. 1.

I NVALI D REQUI RED REQUEST I D (0x7): The endpoint received a Required
Request ID Delta that results in an invalid Request ID. See
Section 9. 2.

DUPLI CATE_TRACK_ALI AS (0x5): The endpoint attenpted to use a Track
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Alias that was already in use.

KEY_VALUE FORMATTI NG ERROR (0x6): The key-value pair has a
formatting error.

I NVALI D_PATH (0x8): The PATH paraneter was used by a server, on a
WebTransport session, or the server does not support the path.

MALFORMED PATH (0x9): The PATH paraneter does not conformto the
rules in Section 9.4.1.2.

GOAWAY_TI MEQUT (0x10): The session was cl osed because the peer took
too long to close the session in response to a GOAWAY
(Section 9.5) nmessage. See session nmigration (Section 3.6).

CONTROL_MESSAGE TI MEQUT (0x11): The session was cl osed because the
peer took too long to respond to a control nessage.

DATA_STREAM Tl MEQUT (0x12): The session was cl osed because the peer
took too long to send data expected on an open Data Stream (see
Section 10). This includes fields of a stream header or an object
header within a data stream |f an endpoint tines out waiting for
a new obj ect header on an open subgroup stream it MAY send a
STOP_SENDI NG on that streamor terninate the subscription.

AUTH_TOKEN_CACHE_OVERFLOW (0x13): The Session limt Section 9.4.1.3

of the size of all registered Authorization tokens has been
exceeded.

DUPLI CATE_AUTH TOKEN_ALI AS (0x14): Authorization Token attenpted to
register an Alias that was in use (see Section 9.3.2).

VERSI ON_NEGOTI ATI ON_FAI LED (0x15): The client didn't offer a version
supported by the server.

MALFORMED AUTH TOKEN (0x16): Invalid Auth Token serialization during
registration (see Section 9.3.2).

UNKNOAN_AUTH TOKEN_ALI AS (0x17): No registered token found for the
provided Alias (see Section 9.3.2).

EXPI RED_AUTH_TOKEN (0x18): Authorization token has expired
(Section 9.3.2).

I NVALI D_ AUTHORI TY (0x19): The specified AUTHORI TY does not
correspond to this server or cannot be used in this context.

MALFORMED AUTHORI TY (0x1A): The AUTHORITY value is syntactically
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i nval i d.

An endpoi nt MAY choose to treat a subscription or request specific
error as a session error under certain circunstances, closing the
entire session in response to a condition with a single subscription
or nessage. |nplenentations need to consider the inpact on other
out st andi ng subscriptions before nmaking this choice.

3.6. Mgration

MOQT requires a long-lived and stateful session. However, a service
provi der needs the ability to shutdown/restart a server without
waiting for all sessions to drain naturally, as that can take days
for long-formmedia. MOQI enabl es proactively draining sessions via
the GOAWAY nessage (Section 9.5).

The server sends a GOAWAY nessage, signaling the client to establish
a new session and migrate any Established subscriptions. The GOAVWAY
message optionally contains a new URI for the new session, otherw se
the current URI is reused. The GOAVWAY nessage contains a Ti neout

i ndicating how long, in mlliseconds, the sender intends to wait
before closing the session. The sender SHOULD cl ose the session with
GOAVAY_TI MEQUT after the indicated tinmeout if there are still open
subscriptions or fetches on a connection

When the server is a subscriber, it SHOULD send a GOAWAY nessage to
downstream subscri bers prior to unsubscribing from upstream
publ i shers.

After the client receives a GOAWAY, it’'s RECOVWENDED that the client
waits until there are no nore Established subscriptions before
closing the session with NO ERROR ldeally this is transparent to
the application using MOQI, which involves establishing a new session
in the background and migrating Established subscriptions and
publ i shed nanespaces. The client can choose to delay closing the
session if it expects nore OBJECTs to be delivered. The sender
closes the session with a GOAVWAY_TI MEQUT if the peer doesn’t close
the session within the indicated Ti neout.

3.7. Congestion Contro
MOQT does not specify a congestion controller, but there are

inmportant attributes to consider when sel ecting a congestion
controller for use with an application built on top of MOQI.
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3.

3.

3.

7.1. Bufferbl oat

Traditional Al MD congestion controllers (ex. CUBIC [RFC9438] and
Reno [ RFC6582]) are prone to Bufferbloat. Bufferbloat occurs when
el ements along the path build up a substantial queue of packets,
commonly nore than doubling the round trip tine. These queued
packets cause head-of-1ine blocking and | atency, even when there is
no packet | oss.

7.2. Application-Limted

The average bitrate for latency sensitive content needs to be |ess
than the avail abl e bandwi dth, otherwi se data will be queued and/or
dropped. As such, many MOQT applications will typically be linmted
by the available data to send, and not the congestion controller

Many congestion control algorithns only increase the congestion

wi ndow or bandwi dth estinmate if fully utilized. This conbination can
| ead to underestimting the avail able network bandwi dth. As a
result, applications mght need to periodically ensure the congestion
controller is not app-limted for at least a full round trip to
ensure the avail abl e bandwi dth can be neasured.

Sone applications mght have APIs to all ow sending duplicate data or
forward error correction to probe for nore bandwi dth while al so
limting the inpact of probing in case it causes packet |oss.
Applications wanting to switch to an alternate representati on of a
Track can request that Track at a |lower priority to probe.
Applications can subscribe to additional tracks at the | owest (255)
priority to fill the congestion wi ndow during probing intervals while
m nimzing the inpact on higher priority media. Network-assisted
bandwi dt h estimati on mechani sms such as SCONE
[I-D.ietf-scone-protocol] can provide receivers with sustainable
bandwi dth hints, which subscribers can use to informtrack sel ection
deci sions and potentially avoid unnecessary probing.

7.3. Consistent Throughput

Congestion control algorithms are commonly optim zed for throughput,
not consistency. For exanple, BBR s PROBE RTT state hal ves the
sending rate for nore than a round trip in order to obtain an
accurate mnimum RTT. Sinmilarly, Reno halves it’'s congestion w ndow
upon detecting loss. In both cases, the large reduction in sending
rate might cause issues with latency sensitive applications.
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4.

5

5.

Modul arity

MOQT defines all messages necessary to inplenent both sinple
publ i shing or subscribing endpoints as well as highly functiona

Rel ays. Non-Rel ay endpoi nts MAY inplenment only the subset of
functionality required to perform necessary tasks. For example, a
limted media player could operate using only SUBSCRI BE rel at ed
messages. Limted endpoints SHOULD respond to any unsupported
messages with the appropriate NOTI_SUPPORTED error code, rather than
i gnoring them

Rel ays MJUST inplement all MOQT messages defined in this docunent, as
wel | as processing rules described in Section 8.

Publ i shing and Retrieving Tracks
1. Subscriptions

Al'l subscriptions begin in the Idle state. A subscription can be
initiated and noved to the Pending state by either a publisher or a
subscriber. A publisher initiates a subscription to a track by
sendi ng the PUBLI SH message. The subscriber either accepts or
rejects the subscription using PUBLI SH OK or REQUEST ERROR A
subscriber initiates a subscription to a track by sending the
SUBSCRI BE nessage. The publisher either accepts or rejects the
subscription usi ng SUBSCRI BE_ K or REQUEST ERROR. Once either of
these sequences is successful, the subscription noves to the

Est abl i shed state and can be updated by the subscriber using
REQUEST UPDATE. Either endpoint can term nate an Established
subscription, noving it to the Terminated state. The subscri ber
term nates a subscription in the Pending (Subscriber) or Established
states by sending STOP_SENDI NG The publisher term nates a
subscription in the Pending (Publisher) or Established states by
sendi ng PUBLI SH DONE and cl osing the stream

Thi s di agram shows the subscription state nachi ne:
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Fome e +
| Idle |
Fomm oo +
I I
SUBSCRI BE | | PUBLI SH
(subscri ber) | | (publisher)
\Y \Y
S I oI +
| Pending | | Pending
+----| (Subscriber) | | (Publisher) |----+
| S S + Fomm e e eaaaas + |
I I I I
REQUEST _ERROR | SUBSCRI BE_ XK | | PUBLI SH OK | REQUEST_ERROR
(publ i sher) | (publi sher)| | (subscriber) | (subscriber)
I \Y \Y I
| S + |
| | Established | ------ +
| | | | REQUEST UPDATE
| - + <----- +
I I I I
+--- STOP_SENDI NG | | PUBLI SH DONE --- -+
| (subscri ber) | | (publisher) |
I \Y \Y I
| - + |
R > Terminated | <------------ +
o m e e e oo - +

A publisher MJUST send exactly one SUBSCRI BE K or REQUEST ERROR in
response to a SUBSCRI BE. A subscriber MJST send exactly one
PUBLI SH OK or REQUEST _ERRCR in response to a PUBLI SH. The peer
SHOULD cl ose the session with a protocol error if it receives nore
t han one.

Al'l Established subscriptions have a Forward State which is either 0
or 1. The publisher does not send Ohjects if the Forward State is O,
and does send themif the Forward State is 1. The initiator of the
subscription sets the initial Forward State in either PUBLISH or
SUBSCRI BE. The subscriber can send PUBLI SH OK or REQUEST_ UPDATE to
update the Forward State. Control messages, such as PUBLI SH DONE
(Section 9.13) are sent regardless of the forward state.

A publisher MJST save the Largest Location conmunicated in

SUBSCRI BE_OK, PUBLI SH or REQUEST_CK (in response to a REQUEST UPDATE)
that changes the Forward State fromO to 1. This value is called the
Joi ning Location and can be used in a Joining FETCH (see

Section 9.14.2) while the subscription is in the Established state.
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Ei ther endpoint can initiate a subscription to a track without
exchangi ng any prior nmessages other than SETUP. Relays MJST NOT send
any PUBLI SH nmessages without knowing the client is interested in and
aut horized to receive the content. The communication of intent and
aut hori zati on can be acconplished by the client sending

SUBSCRI BE_NAMESPACE, or conveyed in other mechani sms out of band.

An endpoi nt MAY SUBSCRIBE to a Track it is publishing, though only
Rel ays are required to handl e such a SUBSCRI BE. Such self-
subscriptions are identical to subscriptions initiated by other
endpoints, and all published Objects will be forwarded back to the
endpoint, subject to priority and congestion response rul es.

For a given Track, an endpoint can have at nost one subscription to a
Track acting as the publisher and at npbst one acting as a subscri ber
If an endpoint receives a nessage attenpting to establish a second
subscription to a Track with the sane role, it MJST fail that request
with a DUPLI CATE_SUBSCRI PTI ON error.

If a publisher receives a SUBSCRI BE request for a Track with an

exi sting subscription in Pending (publisher) state, it MJST fail that
request with a DUPLI CATE SUBSCRI PTION error. |If a subscriber
receives a PUBLISH for a Track with a subscription in the Pending
(Subscriber) state, it MJST ensure the subscription it initiated
transitions to the Terminated state before sending PUBLI SH OK.

A publ i sher SHOULD begi n sendi ng i nconpl ete objects when available to
avoid incurring additional |atency.

Publ i shers MAY start sending Objects on PUBLISHinitiated
subscriptions before receiving a PUBLI SH OK response to reduce

| atency. Doing so can consune unnecessary resources in cases where
the Subscriber rejects the subscription with REQUEST ERROR or sets
Forward State=0 in PUBLISH OK. It can also result in the Subscriber
dropping Objects if its buffering limts are exceeded (see

Section 10.3 and Section 10.4.2).

5.1.1. Subscription State Managenent

A subscriber keeps subscription state until it cancels the request
(see Section 3.3.1), or after receipt of a PUBLI SH DONE or

REQUEST ERROR. Note that PUBLI SH DONE does not usually indicate that
state can i medi ately be destroyed, see Section 9.13.

The Publisher can destroy subscription state as soon as it has

received STOP_SENDING. It MJST reset any open streans associ ated
wi th the SUBSCRI BE.
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The Publisher can also i medi ately del ete subscription state after
sendi ng PUBLI SH DONE, but MJUST NOT send it until it has closed all
rel ated streans.

A REQUEST ERROR indicates no objects will be delivered, and both
endpoints can i medi ately destroy relevant state. Objects MJST NOT
be sent for requests that end with an error.

5.1.2. Subscription Filters

Subscribers can specify a filter on a subscription indicating to the
publ i sher which hjects to send. Subscriptions without a filter pass
all Objects published or received via upstream subscriptions.

Al filters have a Start Location and an optional End G oup Delta.
Only objects published or received via a subscription having
Locations greater than or equal to Start Location and strictly |ess
than or equal to the End Group (when present) pass the filter.

Sone filters are defined to be relative to the Largest bject. The
Largest Object is the Cbhject with the |argest Location

(Section 1.4.2) in the Track fromthe perspective of the publisher
processi ng the nessage. Largest Object updates when the first byte
of an Object with a Location larger than the previous value is
publi shed or received through a subscription.

A Subscription Filter has the follow ng structure:

Subscription Filter {
Filter Type (vi64),
[Start Location (Location),]
[End Group Delta (vi64),]

}

Filter Type can have one of the foll owi ng val ues:

Largest Object (0x2): The filter Start Location is {Largest

hj ect. Group, Largest Cbject.hject + 1} and Largest Object is
communi cated in SUBSCRIBE_OK. |If no content has been delivered yet,
the filter Start Location is {0, 0}. There is no End Goup - the
subscription is open ended. Note that due to network reordering or
prioritization, relays can receive (bjects with Locations snaller
than Largest Object after the SUBSCRIBE is processed, but these

hj ects do not pass the Largest Cbject filter.

Next Group Start (0Ox1): The filter Start Location is {Largest

oject.Goup + 1, 0} and Largest Object is communicated in
SUBSCRIBE_CK. If no content has been delivered yet, the filter Start
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Location is {0, 0}. There is no End G oup - the subscription is open
ended. For scenarios where the subscriber intends to start from nore
than one group in the future, it can use an AbsoluteStart filter

i nst ead.

Absol uteStart (0x3): The filter Start Location is specified
explicitly. The specified Start Location MAY be | ess than the
Largest Object observed at the publisher. There is no End G oup -
the subscription is open ended. An AbsoluteStart filter with Start =
{0, 0} is equivalent to an unfiltered subscription.

Absol ut eRange (0x4): The filter Start Location and End Group are
specified explicitly. The specified Start Location MAY be | ess than
the Largest hject observed at the publisher. |If the specified End
G oup Delta is zero, the remainder of that G oup passes the filter.
O herwise, the last Goup IDto be delivered will be the Goup IDin
Start Location plus the End Group Delta.

An endpoint that receives a filter type other than the above MJST
cl ose the session with PROTOCOL_ VI OLATI ON.

5.1.3. Joining an Ongoi ng Track

The MOQT Obj ect nodel is designed with the concept that the begi nning
of a Goup is ajoin point, so in order for a subscriber to join a
Track, it needs to request an existing Goup or wait for a future
Goup. Different applications will have different approaches for
when to begin a new G oup.

To join a Track at a past G oup, the subscriber sends a SUBSCRI BE,
PUBLI SH OK or REQUEST_UPDATE with Forward State 1 followed by a
Joi ning FETCH (see Section 9.14.2) for the intended start G oup,
which can be relative. To join a Track at the next Goup, the
subscriber sends a SUBSCRIBE with Filter Type Next G oup Start.

5.1.3.1. Dynamically Starting New G oups

VWil e sone publishers will deternministically create new G oups, other
applications mght want to only begin a new Goup when needed. A
subscriber joining a Track m ght detect that it is nore efficient to
request the Original Publisher create a new group than issue a
Joining FETCH. Publishers indicate a Track supports dynam c group
creation using the DYNAM C_GROUPS par aneter (Section 11.5).

One possi bl e subscriber pattern is to SUBSCRIBE to a Track using
Filter Type Largest Object and observe the Largest Location in the
response. |If the Object IDis belowthe application's threshold, the
subscri ber sends a FETCH for the beginning of the Goup. |If the
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5.

2.

Ohject IDis above the threshold and the Track supports dynanic
groups, the subscriber sends a REQUEST_ UPDATE message with the
NEW CGROUP_REQUEST paraneter equal to the Largest Location’s G oup,
pl us one (see Section 9.3.11).

Anot her possi bl e subscriber pattern is to send a SUBSCRI BE with
Filter Type Next Group Start and NEW GROUP_REQUEST equal to 0. The
val ue of DYNAM C GROUPS in SUBSCRIBE OK will indicate if the

publ i sher supports dynami c groups. A publisher that does will begin
the next group as soon as practical.

Fetch State Managenent

The publisher MJST send exactly one FETCH OK or REQUEST ERROR i n
response to a FETCH.

A subscri ber keeps FETCH state until it cancels the request (see
Section 3.3.1), receives REQUEST_ERROR, or receives a FIN or
RESET_STREAM for the FETCH data stream |If the data streamis

al ready open, the subscriber wi shing to cancel the FETCH MAY send
STOP_SENDI NG for the data streamas well as the the bidi request
stream It MJST send STOP_SENDI NG for the bidi request stream

The Publisher can destroy fetch state as soon as it has received a
STOP_SENDING It MJST reset the bidi request stream and
unidirectional data stream associated with the FETCH It can al so
destroy state after closing the FETCH data stream

It can destroy all FETCH state after closing the data streamwith a
FI' N.

A REQUEST_ERROR i ndi cates that both endpoints can i mmedi ately destroy
state. Since a relay can start delivering FETCH Objects from cache
before determning the result of the request, sone Objects could be
received even if the FETCH results in error.

Nanespace Di scovery

Di scovery of MOQT servers is always done out-of-band. Nanespace
di scovery can be done in the context of an established MOQT sessi on.

G ven sufficient out of band information, it is valid for a
subscriber to send a SUBSCRI BE or FETCH nessage to a publisher
(including a relay) wi thout any previous MOQT nessages besi des SETUP.
However, SUBSCRI BE_NAMESPACE, PUBLI SH and PUBLI SH NAMESPACE nessages
provi de an in-band neans of discovery of publishers for a namespace.

The syntax of these nessages is described in Section 9.
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6.1. Subscribing to Nanmespaces

If the subscriber is aware of a nanespace of interest, it can send
SUBSCRI BE_ NAMESPACE to publishers/relays it has established a session
with. The recipient of this nessage will send any rel evant
NAMESPACE, NAMESPACE DONE or PUBLI SH nmessages for that nanespace, or
more specific part of that namespace. This includes echoing back
publ i shed Tracks and/or Track Namespaces under the

SUBSCRI BE_NAMESPACE prefix to the endpoint that sent them If an
endpoi nt accepts its own PUBLISH, this behaves as self-subscription
described in Section 5. 1.

A SUBSCRI BE_NAMESPACE with zero Track Namespace fields indicates the
sender is interested in all tracks and/or namespaces fromthe
receiver.

The subscri ber sends SUBSCRI BE_NAMESPACE on a new bi directional
stream and the publisher MJUST send a single REQUEST K or

REQUEST _ERROR as the first nmessage on the bidirectional streamin
response to a SUBSCRI BE_ NAMESPACE. The subscriber SHOULD cl ose the
session with a protocol error if it detects receiving nore than one.

If a Subscription cannot be created because there is no avail abl e
Request | D, the Publisher sends a PUBLI SH BLOCKED nessage on the
response streamto indicate the Full Track Name of the Subscription
that could not be established. The Publisher MJST NOT send a PUBLI SH
for a Track after PUBLI SH BLOCKED has been sent. The subscriber can
instead i ssue a SUBSCRIBE to establish a subscription to that track.

The receiver of a REQUEST K or REQUEST ERROR ought to forward the
result to the application, so the application can deci de which ot her
publishers to contact, if any.

A SUBSCRI BE_NAMESPACE can be cancelled by closing the streamwith
either a FIN or RESET_STREAM Cancel | i ng does not prohibit original
publi shers from sending further PUBLI SH NAMESPACE or PUBLI SH
messages, but relays MJST NOT send any further PUBLI SH nmessages to a
client without knowing the client is interested in and authorized to
recei ve the content.

6. 2. Publishing Nanespaces

A publisher MAY send PUBLI SH NAMESPACE nessages to any subscriber. A
PUBLI SH NAMESPACE i ndicates to the subscriber that the publisher has
tracks available in that namespace. A subscriber MAY send SUBSCRI BE
or FETCH for tracks in a nanespace w thout having received a

PUBLI SH_NAMESPACE for it.
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If a publisher is authoritative for a given namespace, or is a relay
that has received an authorized PUBLI SH NAMESPACE for that nanespace
froman upstream publisher, it MJST send a PUBLI SH NAMESPACE t o any
subscri ber that has subscribed via SUBSCRI BE NAMESPACE for that
nanespace, or a prefix of that nanespace. A publisher MAY send the
PUBLI SH NAMESPACE to any ot her subscri ber.

An endpoi nt SHOULD report the reception of a REQUJEST_OK or

REQUEST ERROR to the application to informthe search for additional
subscribers for a namespace, or to abandon the attenpt to publish
under this namespace. This m ght be especially useful in upload or
chat applications. A subscriber MJST send exactly one REQUEST_OK or
REQUEST _ERROR as the first nmessage on the bidi streamin response to
a PUBLI SH NAMESPACE. The publisher SHOULD cl ose the session with a
protocol error if it receives nore than one.

A PUBLI SH NAMESPACE is withdrawn by cancelling the request (see
Section 3.3.1), although it is not a protocol error for the
subscriber to send a SUBSCRI BE or FETCH nessage for a track in a
nanespace after the namespace is w thdrawn.

A subscriber can cancel the request (see Section 3.3.1) to revoke
acceptance of a PUBLI SH NAMESPACE. |If the reason for cancellation is
expiration of authorization credentials, the publisher can send

PUBLI SH_NAMESPACE again on a new bidi streamw th refreshed

aut hori zation, or close the stream and di scard associ ated state.

Whi | e PUBLI SH NAMESPACE i ndicates to relays how to connect publishers
and subscribers, it is not a full-fledged routing protocol and does
not protect against |oops and other phenonena. |In particular,

PUBLI SH_NAMESPACE SHOULD NOT be used to find paths through richly
connect ed networks of rel ays.

A subscriber MAY send a SUBSCRIBE or FETCH for a track to any
publisher. If it has accepted a PUBLI SH NAMESPACE wi th a nanespace
that exactly matches the nanmespace for that track, it SHOULD only
request it fromthe senders of those PUBLI SH NAMESPACE nessages.

7. Priorities
MoQ priorities allow a subscriber and original publisher to influence
the transm ssion order of Objects within a session in the presence of
congesti on.

7.1. Definitions

MOQT nmaintains priorities between different schedul abl e objects. A
schedul abl e object in MOQT is either:

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 36]



I nternet-Draft nog-t r ansport March 2026

1. The first or next Ohject in a Subgroup that is in response to a
subscri ption.

2. An Object with forwardi ng preference Datagram

3. An bject in response to a FETCH where that Object is the next
Obj ect in the response.

An (bject is not schedulable if it is known that no part of it can be
witten due to underlying transport flow control limts.

A single subgroup or datagram has a single publisher priority.
Wthin a response to SUBSCRIBE, it can be useful to conceptualize
this process as schedul i ng subgroups or datagranms instead of

i ndi vi dual objects on them FETCH responses however can contain
objects with different publisher priorities.

A priority nunberis an unsigned integer with a value between 0 and
255. A lower priority nunber indicates higher priority; the highest
priority is O.

Subscriber Priority is a priority nunber associated with an

i ndividual request. It is specified in the SUBSCRI BE or FETCH
message, and can be updated via REQUEST UPDATE nessage. The
subscriber priority of an individual schedul abl e object is the
subscriber priority of the request that caused that object to be
sent. \Wen subscriber priority is changed, a best effort SHOULD be
made to apply the change to all objects that have not been schedul ed,
but it is inplenentation dependent what happens to objects that have
al ready been schedul ed.

Publisher Priority is a priority nunmber associated with an individua
schedul abl e object. A default can be specified in the parameters of
PUBLI SH, or SUBSCRI BE OK. Publisher priority can also be specified

in a subgroup header or datagram (see Section 10).

Goup Order is a property of an individual subscription. It can be
either ' Ascending’ (groups with lower group ID are sent first), or
"Descending’ (groups with higher group ID are sent first). The
subscri ber optionally comunicates its group order preference in the
SUBSCRI BE nessage; the publisher’s preference is used if the
subscriber did not express one (by setting Goup Oder field to val ue
0x0). The group order of an existing subscription cannot be changed.

7.2. Scheduling Al gorithm

When an MOQT publisher has nultiple schedul abl e objects it can choose
bet ween, the objects SHOULD be sel ected as foll ows:
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1. If two objects have different subscriber priorities associated
with them the one with *the hi ghest subscriber priority* is
schedul ed to be sent first.

2. |If two objects have the sane subscriber priority, but different
publisher priorities, the one with *the hi ghest publisher
priority* is scheduled to be sent first.

3. If two objects in response to the sane request have the same
subscri ber and publisher priority, but belong to two different
groups of the sane track, *the group order* of the associated
subscription is used to decide the one that is scheduled to be
sent first.

4. 1f two objects in response to the sane request have the same
subscri ber and publisher priority and belong to the same group of
the sane track, the one with *the | owest Subgroup ID* (for
objects with forwardi ng preference Subgroup), or *the | owest
oject ID* (for objects with forwarding preference Datagram is
scheduled to be sent first. |If the two objects have different
Forwar di ng Preferences the order is inplenentation dependent.

The definition of "scheduled to be sent first" in the algorithmis

i npl ement ati on dependent and is constrained by the prioritization
interface of the underlying transport. For sone inplenentations, it
could nean that the object is serialized and passed to the underlying
transport first. Qher inplenentations can control the order packets
are initially transmtted

This al gorithm does not provide a well-defined ordering for objects
that belong to different subscriptions or FETCH responses, but have
the sanme subscriber and publisher priority. The ordering in those
cases is inplenentation-defined, though the expectation is that all
subscriptions will be able to send sone data

A publisher might not utilize the entire avail abl e congesti on w ndow,
session flow control, or all available streanms for lower priority
hjects if it expects higher priority Objects will be available to
send in the near future or it wants to reserve some bandwi dth for
control messages.

Gven the critical nature of control messages and their relatively
smal | size, the control streams SHOULD be prioritized highest,

foll owed by the bidi request streans and then all subscribed bjects.
Bi di request streans MAY be prioritized within thensel ves by
Subscriber Priority if specified.
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7.3. Considerations for Setting Priorities

For downstream subscriptions, relays SHOULD respect the subscriber
and original publisher’s priorities. Relays can receive
subscriptions with conflicting subscriber priorities or G oup Oder
preferences. Relays SHOULD NOT directly use Subscriber Priority or
Group Order fromincom ng subscriptions for upstream subscriptions.
Rel ays’ use of these fields for upstream subscriptions can be based
on factors specific to it, such as the popularity of the content or
policy, or relays can specify the same value for all upstream
subscri pti ons.

MbQ Sessions can span multiple namespaces, and priorities mght not
be coordi nated across nanespaces. The subscriber’s priority is
considered first, so there is a nechanismfor a subscriber to fix
inconpatibilities between different nanespaces prioritization
schenes. Additionally, it is anticipated that when nultiple
nanespaces are present within a session, the namespaces coul d be
coordi nating, possibly part of the sane application. |n cases when
pool i ng anbng namespaces i s expected to cause issues, nultiple MQ
sessions, either within a single connection or on multiple
connections can be used.

I mpl enent ati ons that have a default priority SHOULD set it to a val ue
inthe mddle of the range (eg: 128) to allow non-default priorities
to be set either higher or |ower.

8. Relays
Rel ays are | everaged to enable distribution scale in the MQ
architecture. Relays can be used to forman overlay delivery
network, simlar in functionality to Content Delivery Networks
(CDNs). Additionally, relays serve as policy enforcenment points by
val i dati ng subscribe and publish requests at the edge of a network.

Rel ays are endpoints, which neans they termi nate Transport Sessions
in order to have visibility of MoQ Object netadata.

8.1. Caching Rel ays

Rel ays MAY cache (bjects, but are not required to.
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A caching relay saves bjects to its cache identified by the Qbject’s
Ful | Track Nane, Goup ID and Obhject ID. If multiple objects are
received with the sane Full Track Nane, Goup ID and Object |ID,

Rel ays MAY ignore subsequently received Obhjects or MAY use themto
update certain cached fields. Inplenentations that update the cache
need to protect against cache poisoning. The only Object fields that
can be updated are the follow ng:

1. Object can transition fromexisting to not existing in cases
where the object is no |onger avail able.

2. (Object Properties can be added, renoved or updated, subject to
the constraints of the specific property.

An endpoint that receives a duplicate Object with a different
Forwar di ng Preference, Subgroup ID, Priority or Payl oad MJST treat
the track as Ml fornmed.

For ranges of objects that do not exist, relays MAY change the
representation of a mssing range to a semantically equival ent one.
For instance, a relay may change an End-of - G oup="Y" Subgroup Header
to an equi val ent object with an End of Group status, or a Prior G oup
I D Gap extension could be renoved in FETCH, where it’s redundant.

Note that due to reordering, an inplenentation can receive an Object
after receiving an indication that the Object in question does not
exi st. The endpoint SHOULD NOT cache or forward the object in this
case.

A cache MUST store all fields of an Object defined in Section 10.2.1,
with the exception of any Cbject Properties (Section 10.2.1.2) that
speci fy otherw se.

8.2. Forward Handling

Rel ays SHOULD set the Forward flag to 1 when a new subscription needs
to be sent upstream regardless of the value of the Forward field
fromthe downstream subscription. Subscriptions that are not
forwarded consunme resources fromthe publisher, so a publisher nm ght
deprioritize, reject, or close those subscriptions to ensure other
subscriptions can be delivered.

8.3. Miltiple Publishers
A Rel ay can receive PUBLI SH NAMESPACE for the sanme Track Namespace or
PUBLI SH nessages for the sane Track fromnultiple publishers. The

foll owi ng sections explain how Rel ays mai ntain subscriptions to al
avai |l abl e publishers for a given Track
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There is no specified linit to the number of publishers of a Track
Nanespace or Track. An inplenentation can use nechani sns such as
REQUEST_ERROR or unsubscribing (see Section 3.3.1) if it cannot
accept an additional publisher due to inplenentation constraints.

I npl enent ati ons can consi der the establishnment or idle tine of the
session or subscription to determ ne which publisher to reject or
di sconnect.

Rel ays MUST handl e hjects for the same Track frommultiple
publishers and forward themto matching Established subscriptions.
The Rel ay SHOULD attenpt to deduplicate Objects before forwarding,
subject to inplenmentation constraints.

8.4. Subscriber Interactions

Subscri bers request Tracks by sending a SUBSCRI BE (see Section 9.8)
or FETCH (see Section 9.14) control nessage for each Track of
interest. Relays MJST ensure subscribers are authorized to access
the content associated with the Track. The authorization information
can be part of request itself or part of the encompassing session

The specifics of how a relay authorizes a user are outside the scope
of this specification

The relay MJST have an Established upstream subscription before
sendi ng SUBSCRIBE_ K in response to a downstream SUBSCRIBE. If a
rel ay does not have sufficient information to send a FETCH K

imedi ately in response to a FETCH, it MJST wi thhold sendi ng FETCH K
until it does.

Publ i shers maintain a |list of Established downstream subscriptions
for each Track. Relays use the Track Alias (Section 10.1) of an
incomng Object to identify its Track and find the current
subscribers. Each new bject belonging to the Track is forwarded to
each subscriber, as allowed by the subscription's filter (see
Section 9.8), and delivered according to the priority (see Section 7)
and delivery tinmeout (see Section 9.3.3).

A relay MUST NOT reorder or drop objects received on a nulti-object

stream when forwarding to subscribers, unless it has application
specific infornmation.
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Rel ays MAY aggregate authorized subscriptions for a given Track when
mul ti pl e subscribers request the same Track. Subscription
aggregation allows relays to make only a single upstream subscription
for the Track. The published content received fromthe upstream
subscription request is cached and shared anbng the pending
subscribers. Because MOQT restricts wi dening a subscription, relays
that aggregate upstream subscriptions can subscribe using the Largest
hject filter to avoid churn as downstream subscribers with di sparate
filters subscribe and unsubscribe froma Track

A subscriber remains subscribed to a Track at a Relay until it
unsubscri bes, the upstream publisher term nates the subscription, or
the subscription expires (see Section 9.9). A subscription with a
filter can reach a state where all possible Objects matching the
filter have been delivered to the subscriber. Since tracking this
can be prohibitively expensive, Relays are not required or expected
to do so.

8.4.1. Gaceful Subscriber Relay Sw tchover

This section describes a behavior that a Subscriber MAY inplenent to
i mprove user experience when a relay sends a GOAWAY or the Subscri ber
swi t ches between networks, such as WFi to Cellular, and QU C
Connection Mgration is not possible.

When a subscriber receives the GOAWAY nessage, it starts the process
of connecting to a new relay and sendi ng the SUBSCRI BE requests for
all Established subscriptions to the newrelay. The newrelay wll
send a response to the subscribes and if they are successful, the
subscriptions to the old relay can be cancelled (see Section 3.3.1).

8.5. Publisher Interactions
There are two ways to publish through a rel ay:

1. Send a PUBLI SH nessage for a specific Track to the relay. The
relay MAY respond with PUBLISH OK in Forward State=0 until there
are known subscribers for new Tracks.

2. Send a PUBLI SH NAMESPACE nessage for a Track Nanespace to the
relay. This enables the relay to send SUBSCRI BE or FETCH
messages to publishers for Tracks in this Namespace in response
to requests received from subscribers.

Rel ays MUST verify that publishers are authorized to publish the set
of Tracks whose Track Nanespace matches the nanespace in a
PUBLI SH NAMESPACE, or the Full Track Nane in PUBLISH Relays MJUST
NOT assune that an authorized publisher of a single Track is
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inmplicitly authorized to publish any other Tracks or Track
Nanmespaces. |If a Publisher would Iike Subscriptions in a Nanespace
routed to it, it MJST send an explicit PUBLI SH NAVESPACE. The

aut hori zation and identification of the publisher depends on the way
the relay is managed and is application specific.

When a publisher wants to stop new subscriptions for a published
nanespace, it cancels the request (see Section 3.3.1) to withdraw the
PUBLI SH NAMESPACE. A subscriber indicates it will no | onger
subscribe to Tracks in a nanespace it previously responded REQUEST K
to by cancelling the PUBLI SH NAMESPACE request.

A Rel ay connects publishers and subscribers by managi ng sessi ons
based on the Track Namespace or Full Track Nanme. Wen a SUBSCRI BE
message is sent, its Full Track Name is matched exactly agai nst

exi sting upstream subscriptions.

Nanespace Prefix Matching is further used to deci de which publishers
recei ve a SUBSCRI BE and whi ch subscribers receive a PUBLISH In this
process, the fields in the Track Nanespace are matched sequentially,
requiring an exact match for each field. |If the published or

subscri bed Track Nanespace has the sane or fewer fields than the
Track Nanmespace in the nessage, it qualifies as a match.

For exanple: A SUBSCRI BE nessage with namespace=(foo, bar) and nane=x
will match sessions that sent PUBLI SH NAMESPACE nessages wth
nanespace=(foo) or namespace=(foo, bar). It will not match a session
wi t h nanespace=(foobar).

Rel ays MJUST send SUBSCRI BE nessages to all matching publishers. This
i ncl udes mat chi ng both Established subscriptions on the Full Track
Nanme and Namespace Prefix Matching agai nst published Namespaces.

Rel ays MUST forward PUBLI SH NAMESPACE or PUBLI SH nessages to al

mat chi ng subscri bers.

When a Rel ay needs to make an upstream FETCH request, it determ nes
the avail abl e publishers using the sane matching rul es as SUBSCRI BE
When nore than one publisher is available, the Relay MAY send the
FETCH to any of them
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When a Rel ay receives an authorized SUBSCRIBE for a Track with one or
nmor e Established upstream subscriptions, it MIST reply with
SUBSCRIBE OK. If the SUBSCRI BE has Forward State=1 and the upstream
subscriptions are in Forward State=0, the Relay MJUST send

REQUEST UPDATE with Forward=1 to all publishers. |If there are no

Est abl i shed upstream subscriptions for the requested Track, the Rel ay
MJUST send a SUBSCRI BE request to each publisher that has published

the subscription’s nanespace or prefix thereof. |If the SUBSCRI BE has
Forwar d=1, then the Relay MJST use Forward=1 when subscri bi ng
upstream

When a relay receives an i ncom ng PUBLI SH nessage, it MJST send a
PUBLI SH request to each subscriber that has subscribed (via
SUBSCRI BE_NAMESPACE) to the Track’s nanespace or prefix thereof.

When a relay receives an authorized PUBLI SH NAMESPACE for a nanespace
that matches one or nore existing subscriptions to other upstream
sessions, it MJST send a SUBSCRIBE to the publisher that sent the
PUBLI SH NAMESPACE for each matchi ng subscription. Wen it receives
an aut hori zed PUBLI SH nessage for a Track that has Established
downstream subscriptions, it MJST respond with PUBLISH OK. |If at

| east one downstream subscriber for the Track has Forward State=1

the Relay MUST use Forward State=1 in the reply.

If a Session is closed due to an unknown or invalid control nessage
or Cbject, the Relay MUST NOT propagate that nessage or Object to
anot her Session, because it would enable a single Session error to
force an unrel ated Session, which mght be handling other
subscriptions, to be closed.

8.5.1. Gaceful Publisher Relay Switchover

This section describes a behavior that a publisher MAY inplenment to
i mprove user experience when a relay sends a GOAWAY or the publisher
swi t ches between networks, such as WFi to Cellular, and QU C
Connection Mgration is not possible.

A new Session is established, to a new URl if specified in a GOAVAY.
The publisher sends PUBLI SH NAMESPACE and/or PUBLI SH nessages to
begi n publishing on the new Session, but it does not inmediately stop
publ i shing Objects on the old Session

Once the subscriptions have nmigrated over to the new session, the
publ i sher can stop publishing Objects on the old session. The relay
will attenpt to deduplicate Objects received on both subscriptions.
Ideal |y, the subscriptions downstreamfromthe relay do not observe
this change, and keep receiving the Objects on the sane subscription
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8.6. Relay Track Handling

A relay MIUST include all Properties associated with a Track when
sendi ng any PUBLI SH, SUBSCRI BE_OK, REQUEST OK when in response to a
TRACK _STATUS, or FETCH OK, unless allowed by the property’s
specification (see Section 2.5).

8.7. Relay bject Handling

MOQT encodes the delivery information in the Object header
(Section 10.2.1). A relay MJST NOT nodify Object fields when
forwardi ng, except for Cbject Properties as specified in Section 2.5.

A relay MIST treat the object payl oad as opaque. A relay MJST NOT
combi ne, split, or otherw se nodify object payloads. A relay SHOULD
prioritize sending Objects based on Section 7.

9. Control Messages

MOQT uses a pair of unidirectional streans to exchange control
messages, as defined in Section 3.3. Every nessage on a control or
request streamis formatted as foll ows:

MOQT Control Message {
Message Type (Vi 64),
Message Length (16),
Message Payl oad (..),

}
Fi gure 3: MOQT Control Message

The foll owi ng Message Types are defi ned:

[ gt e e s s oo e s
| ID | Messages |
| 0x01 | RESERVED (SETUP for version 00) |
Fomm e - o - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 0x40 | RESERVED (CLIENT_SETUP for versions <= 10) |
S SRR oo m o e e e e e e e e e e e e e e e e e e meao— o +
| 0x41 | RESERVED ( SERVER SETUP for versions <= 10) |
S o m o e oo ieoioo--- +
| 0x20 | RESERVED (CLIENT_SETUP in versions <= 16) |
Fomm e - o - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 0x21 | RESERVED (SERVER SETUP in versions <= 16) |
S SRR oo m o e e e e e e e e e e e e e e e e e e meao— o +
| Ox2F00 | SETUP (Section 9.4) |
S ot o e oo iooioo--- +
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x| REQUEST oK (section 9.6) T )
" 0x5 | REQUEST_ERRGR (Section 0.7) )
" ox3 | SUBSORIBE (Section 9.8) )
" ox4 | SIBSCRBE.OK (Section 8.9) )
" 0x2 | REQUEST_UPDATE (Section 0.10) )
ToxiD | PUBLISH (Section 0.1y T )
UOXIE | PUBLISHOK (Section 9.12) 7 )
" 0xB | PUBLISHDOE (Section .13 )
Tox16 | FETOH (section 0.14) T )
Tox18 | FETGLOK (Section 9.15) 7 )
XD | TRAGKSTATUS (Section .18) )
" T0x6 | PUBLI SHNAVESPACE (Section 9.17) )
" T0xB | NAVESPACE (Section 9.18) )
" TOXE | NAVESPACE DONE (Section 0.19) )
" T0x11| SUBSCR BENAVESPACE (Section 9.20) )
" TOXF | PUBLI SHBLOGKED (Section 9.21) )
-------- e
Tabl e 4

recei ves an unknown nessage type MJST cl ose the

Control messages have a length to make parsing easier, but

nmessages are intended to be ignored.

The length is set to

the nunber of bytes in Message Payl oad, which is defined by each
type. |If the Iength does not match the I ength of the Message

nessage
Payl oad,

the receiver

PROTOCOL_VI OLATI ON.

Nandakumar ,

et al.
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9.1. Request ID

Request IDis included in request nessages and is used to identify
requests across nessages. For exanple, Joining Fetch references the
Request 1D of a SUBSCRI BE.

The client generates even nunbered Request IDs, starting at 0, and
the server generates odd nunbered Request IDs, starting at 1. Each
endpoint increnents its Request ID by 2 for each new request.

Each SUBSCRI BE, PUBLI SH, FETCH, SUBSCRI BE_NAMESPACE
PUBLI SH NAMESPACE, REQUEST_ UPDATE, and TRACK STATUS nessage consunes
a Request ID. Only request messages include a Request |D;, response
messages do not, since they are sent on the sane bidirectional stream
as the request.

If an endpoint receives a Request |ID where the |east significant bit
is incorrect for the sender, or a duplicate Request ID, it MJST cl ose
the session with | NVALI D_REQUEST_I D

9.2. Required Request ID

Every request nessage includes a Required Request ID Delta field that
speci fies a dependency on a prior request. The Required Request |ID
is computed as:

Requi red Request ID = Request ID - (2 x Required Request ID
Del t a)

A Required Request ID Delta of 0 indicates no dependency. Wen a
dependency exists, the receiver MJST deliver the referenced request
to the application before delivering the dependent request. If the
required request does not arrive, the receiver will tine out the
dependent request.

The delta is scaled by two because request |IDs from each endpoi nt use
alternating parity (odd or even), so valid dependencies always differ
by a multiple of two. An endpoint MJIST close the session with

I NVALI D REQUIRED REQUEST ID if it receives a delta where 2 x Required
Request 1D Delta exceeds the Request |ID.

9.3. Message Paraneters

Sone control messages include a field that encodes optional Message
Paranmeters. Message Paraneters are serialized as foll ows:
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Message Paraneter {
Type Delta (vi64),
Val ue (..)

Figure 4. Message Paraneter

Type Delta: The difference between this Paranmeter Type and the

previ ous Parameter Type in the nmessage, or the Paraneter Type itself
for the first paranmeter. Parameters MJST be serialized in ascending
order by Type.

* Value: The encoding is specified by each paraneter definition.
The encodings defined in this draft are:

- uint8: A single-byte unsigned integer (0-255)

- wvarint: A variable-length integer

- Location: Two consecutive varints (G oup, Object)

- Length-prefixed: A varint length followed by that many bytes

Message Paraneters are intended for the peer only and are not
forwarded by Rel ays, though relays can consi der received paraneter
val ues when meki ng a request.

Al'l Message Paraneters MJST be defined in the negotiated version of
MOQT or negotiated via Setup Options. An endpoint that receives an
unknown Message Paraneter MJST cl ose the session with

PROTOCOL_VI OLATI ON. Because the receiver has to understand every
Message Paraneter, there is no need for a nechanismto skip unknown
par anet er s.

The Message Paraneter types defined in this version of MOQT are
listed bel ow.

Senders MJST NOT repeat the sane Paraneter Type in a message unl ess
the paraneter definition explicitly allows multiple instances of that
type to be sent in a single nessage. Receivers SHOULD check t hat
there are no unexpected duplicate paraneters and cl ose the session
with PROTOCOL_VI CLATION i f found.

The nunber of Message Paranmeters is not specifically limted, but the
total length of a control nmessage is limted to 2216-1 bytes.
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Message Parameters in SUBSCRI BE, PUBLI SH OK and FETCH MUST NOT cause
the publisher to alter the payl oad of the objects it sends, as that
woul d viol ate the track uni queness guarantee described in

Section 2.4.3.

Message Paraneters in SUBSCRI BE, PUBLI SH OK and FETCH MJUST NOT cause
the publisher to alter the payload of the objects it sends, as that
woul d viol ate the track uni queness guarantee described in

Section 2.4.3.

9.3.1. Paraneter Scope

Message Paraneters are always intended for the peer endpoint only and
are not forwarded by Rel ays, though relays can consider received

par anet er val ues when making a request. Track information not
specific to the Message or Session is encoded in Track Properties.
See Section 2.5.

Each Message Parameter definition indicates the nessage types in
which it can appear. |If it appears in some other type of nessage,
the receiving endpoint MIST cl ose the connection with a

PROTOCOL_VI OLATION. Note that since Setup Options use a separate
nanespace, it is inpossible for Message Paranmeters to appear in Setup
nessages.

9.3.2. AUTHORI ZATI ON TOKEN Par amnet er

The AUTHORI ZATI ON TOKEN par anet er (Paraneter Type 0x03) uses Length-
prefixed encoding. It MAY appear in a PUBLISH SUBSCRI BE

REQUEST _UPDATE, SUBSCRI BE_NAMESPACE, PUBLI SH NAMESPACE, TRACK_STATUS
or FETCH nessage. This parameter conveys information to authorize
the sender to performthe operation carrying the paraneter.

The paraneter value is a Token structure containing an optiona
Session-specific Alias. The Alias allows the sender to reference a
previously transnmitted Token Type and Token Value in future nmessages.
The Token structure is serialized as foll ows:

Token {
Alias Type (vib64),
[ Token Alias (vib64),]
[ Token Type (vi64),]
[ Token Value (..)]

}

Figure 5: Token structure
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* Aias Type - an integer defining both the serialization and the
processi ng behavior of the receiver. This Alias type has the
fol |l owi ng code points:

DELETE (0xQ): There is an Alias but no Type or Value. This Alias
and the Token Value it was previously associated with| MJST be
retired. Retiring renoves themfromthe pool of actively
regi stered tokens.

REQ STER (0x1): There is an Alias, a Type and a Value. This Alias
MUST be associated with the Token Value for the duration of the
Session or it is deleted. This action is termed "registering” the
Token.

USE_ALIAS (0x2): There is an Alias but no Type or Value. Use the
Token Type and Val ue previously registered with this Alias.

USE VALUE (0x3): There is no Alias and there is a Type and Val ue.
Use the Token Value as provided. The Token Value may be di scarded
after processing.

If a server receives Alias Type DELETE (0x0) or USE ALIAS (0x2) in a
SETUP nessage, it MJST cl ose the session with a PROTOCOL_VI OLATI ON

* Token Alias - a Session-specific integer identifier that
references a Token Value. There are separate Alias spaces for the
client and server (e.g.: they can each register Alias=1). Once a
Token Alias has been registered, it cannot be re-registered by the
sanme endpoint in the Session without first being deleted. Use of
the Token Alias is optional

* Token Type - a nuneric identifier for the type of Token payl oad
being transmitted. This type is defined by the I ANA table "MOQT
Aut h Token Type" (see Section 14). Type 0 is reserved to indicate
that the type is not defined in the table and is negotiated out-
of -band between client and receiver

* Token Value - the payload of the Token. The contents and
serialization of this payload are defined by the Token Type.

If the Token structure cannot be decoded, the receiver MJST close the
Session with KEY VALUE FORMATTI NG ERROR.  The receiver of a nessage
attenpting to register an Alias which is already regi stered MJST

cl ose the Session with DUPLI CATE AUTH TOKEN ALI AS. The receiver of a
message referencing an Alias that is not currently registered MJST
reject the nmessage with UNKNOAN AUTH TOKEN ALI AS
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The receiver of a nessage containing a well-formed Token structure
but ot herwi se invalid AUTHORI ZATI ON TOKEN par anet er MJST rej ect that
message with an MALFORMED AUTH TCKEN err or

The receiver of a nessage carrying an AUTHORI ZATION TOKEN with Alias
Type REG STER that does not result in a Session error MJST register
the Token Alias, in the token cache, even if the nessage fails for

ot her reasons, including Unauthorized. This allows senders to

pi pel i ne messages that refer to previously registered tokens without
potentially termnating the entire Session. A receiver MAY store an
error code (eg: UNAUTHORI ZED or MALFORMED AUTH TOKEN) in place of the
Token Type and Token Alias if any future nmessage referencing the
Token Alias will result in that error. However, it is inportant to
not store an error code for a token that might be valid in the future
or due to sone other property becoming fulfilled which currently
isn"t. The size of a registered cache entry includes the |ength of
the Token Val ue, regardl ess of whether it is stored.

If a receiver detects that an authorization token has expired, it
MJST retain the registered Alias until it is deleted by the sender,
though it MAY discard other state associated with the token that is
no | onger needed. Expiration does not affect the size occupied by a
token in the token cache. Any nessage that references the token with
Alias Type USE_ALIAS fails wth EXPl RED AUTH TOKEN.

Using an Alias to refer to a previously registered Token Type and
Value is for efficiency only and has the same effect as if the Token
Type and Val ue was included directly. Retiring an Alias that was
previously used to authorize a nmessage has no retroactive effect on
the original authorization, nor does it prevent that sane Token Type
and Val ue from being re-registered.

Senders of tokens SHOULD only register tokens which they intend to
re-use during the Session and SHOULD retire previously registered
tokens once their utility has passed.

By registering a Token, the sender is requiring the receiver to store
the Token Alias and Token Value until they are deleted, or the
Session ends. The receiver can protect its resources by sending a
Setup Option defining the MAX AUTH TOKEN CACHE SIZE |inmt (see
Section 9.4.1.3) it is willing to accept. |If a registrationis
attenpted which would cause this Iimt to be exceeded, the receiver
MUST term nate the Session with a AUTH TOKEN CACHE OVERFLOW error.

The AUTHORI ZATI ON TOKEN par amet er MAY be repeated within a nessage as

| ong as the conbi nation of Token Type and Token Val ue are uni que
after resolving any aliases.
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Messages carrying the AUTHORI ZATI ON TOKEN par aneter can appear on
different control streams. Because stream processing order can be
different than send order, the receiver and sender can have

i nconsi stent views of the token cache state.

Senders MJST NOT send USE _ALI AS on one control streamfor an alias
registered on a different streamuntil the sender has received a
response to the message containing the REG STER  Senders MAY use
USE_ALI AS on the same control stream as the REQ STER wi t hout waiting
for a response.

Senders MJUST NOT send DELETE for an alias while any message using
USE_ALIAS with that alias has not received a response.

9.3.3. DELIVERY TI MEQUT Par amet er

The DELI VERY TI MEQUT paraneter (Paraneter Type 0x02) is a varint. It
MAY appear in a PUBLI SH OK, SUBSCRI BE, or REQUEST_ UPDATE nessage.

It is the duration in mlliseconds the relay SHOULD continue to
attenpt forwarding Objects after they have been received. The start
time for the tinmeout is based on when the Object header is received,
and does not depend upon the forwarding preference. Objects with
forwardi ng preference 'Datagrami are not retransmitted when | ost, so
the Delivery Timeout only linmits the amount of tinme they can be
queued before being sent. There is no explicit signal that an Object
was not sent because the delivery tinmeout was exceeded.

A DELI VERY_TI MEQUT val ue of 0 indicates no tineout; Cbjects do not
expire due to delivery timeout.

If both the subscriber specifies this paraneter and the Track has a
DELI VERY_TI MEQUT ext ensi on, the endpoints use the mn of the two non-
zero values for the subscription. |If either value is 0, the non-zero
value is used. |If both are 0, there is no delivery tineout.

Publ i shers can, at their discretion, discontinue forwarding Qbjects
earlier than the negotiated DELI VERY TI MEQUT, subject to stream

cl osure and ordering constraints described in Section 10. 4. 3.

However, if neither the subscriber nor publisher specifies DELIVERY
TIMEQUT, all Objects in the track matching the subscription filter
are delivered as indicated by their Goup Order and Priority. |If a
subscriber fails to consume Qbjects at a sufficient rate, causing the
publ i sher to exceed its resource limts, the publisher MAY terninate
the subscription using PUBLI SH DONE with error TOO FAR BEHI ND.
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If an object in a subgroup exceeds the delivery timeout, the
publ i sher MJUST reset the underlying transport stream (see
Section 10.4.3) and SHOULD NOT attenpt to open a new streamto
deliver additional Objects in that Subgroup

This paraneter is intended to be specific to a subscription, so it
SHOULD NOT be forwarded upstreamby a relay that intends to serve
mul ti ple subscriptions for the sane track.

Publ i shers SHOULD consi der whether the entire Object can |ikely be
successfully delivered within the tinmeout period before sendi ng any
data for that Object, taking into account priorities, congestion
control, and any other relevant information.

9.3.4. RENDEZVOUS TI MEQUT Par amnet er

The RENDEZVOUS TI MEQUT paraneter (Paranmeter Type 0x04) MAY appear in
a SUBSCRI BE nmessage.

It is the duration in mlliseconds the subscriber is willing to wait
for a publisher to becone available. This applies when a rel ay
receives a SUBSCRIBE for a Track that has no current publisher

I f the RENDEZVOUS TI MEQUT is present, the relay SHOULD hol d the
subscription and wait for a publisher to appear, up to the specified
duration. The relay does not send SUBSCRI BE OK until a publisher
becones available. |If a publisher becomes available within this
time, the relay proceeds with the subscription normally. If the

ti meout expires without a publisher, the relay SHOULD respond with
REQUEST ERROR with error code TI MEQUT

The relay MAY use a shorter tineout than requested by the subscriber.
For exanple, a relay mght limt the maxi numrendezvous timeout to
protect its resources.

A value of 0 indicates the subscriber does not want to wait and
expects an i nmedi ate response. The relay MJST imredi ately return
REQUEST ERROR with error code DOES NOT_EXI ST if no publisher is
avail abl e

I f RENDEZVOUS TI MEQUT is absent, the default is O.
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9.3.5. SUBSCRIBER PRI CRI TY Par anet er

The SUBSCRI BER_PRI ORI TY parameter (Paraneter Type 0x20) is a uint8.

It MAY appear in a SUBSCRIBE, FETCH, REQUEST_ UPDATE (for a
subscription or FETCH), or PUBLISH OK nessage. It is an integer
expressing the priority of a subscription relative to other
subscriptions and fetch responses in the sane session. Lower nunbers
get higher priority. See Section 7.

If omtted from SUBSCRI BE, PUBLI SH OK or FETCH, the publisher uses
the val ue 128.

9.3.6. GROUP ORDER Par anet er

The GROUP_ORDER paraneter (Parameter Type 0x22) is a uint8. It MAY
appear in a SUBSCRIBE, PUBLISH OK, or FETCH

Its value indicates howto prioritize Objects fromdifferent groups
within the sane subscription (see Section 7), or how to order G oups
in a Fetch response (see Section 9.14.3). The allowed val ues are
Ascendi ng (0x1) or Descending (0x2). If an endpoint receives a value
outside this range, it MJST close the session with

PROTOCOL_VI CLATI ON

If omtted from SUBSCRI BE, the publisher’s preference fromthe Track
is used. If omitted fromFETCH, the receiver uses Ascendi ng (0x1).

9.3.7. SUBSCRI PTION FILTER Par anet er

The SUBSCRI PTI ON_FI LTER paraneter (Parameter Type 0x21) uses | ength-
prefixed encoding. It MAY appear in a SUBSCRI BE, PUBLI SH K or
REQUEST_UPDATE (for a subscription) nessage. It is a Subscription
Filter (see Section 5.1.2).

If omtted from SUBSCRI BE or PUBLI SH OK, the subscription is
unfiltered. |If omtted from REQUEST UPDATE, the value i s unchanged.

9. 3. 8. EXPI RES Par anet er

The EXPI RES paraneter (Paraneter Type 0x8) is a varint. |t NAY
appear in SUBSCRI BE OK, PUBLISH, PUBLISH OK, or REQUEST OK. It
encodes the tine in nilliseconds after which the sender of the
paraneter will term nate the subscription. The sender will terminate
the subscription using PUBLI SH DONE or by cancelling the request (see
Section 3.3.1). This value is advisory and the sender can terninate
the subscription prior to or after the expiry tine.
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The receiver of the paraneter can attenpt to extend the subscription
by sending a REQUEST_UPDATE with O or nore updated paraneters. |If
the recei ver has one or nore updated AUTHORI ZATI ON_ TOKENs, it SHOULD
include those in the REQUEST UPDATE. |f the extension is granted,
the sender includes a new EXPI RES val ue in REQUEST OK. Rel ays that
send this paraneter and applications that receive it MAY introduce
jitter to prevent nmany endpoi nts from updating sinmultaneously.

If the EXPIRES parameter is 0 or is not present in a nmessage, the
subscription does not expire or expires at an unknown tine.

9.3.9. LARGEST OBJECT Par anet er

The LARGEST_OBJECT paramneter (Paranmeter Type 0x9) is a Location. It
MAY appear in SUBSCRI BE_OK, PUBLISH or in REQUEST_OK (in response to
REQUEST UPDATE or TRACK STATUS). It contains the |argest Location
(see Section 1.4.2) in the Track observed by the sendi ng endpoi nt
(see Section 5.1.2). |If Objects have been published on this Track
the Publisher MJUST include this paraneter.

If omtted froma nessage, the sending endpoint has not published or
received any hjects in the Track.

9. 3. 10. FORWARD Par anet er

The FORWARD par aneter (Paraneter Type 0x10) is a uint8. It MAY
appear in SUBSCRI BE, REQUEST_ UPDATE (for a subscription), PUBLI SH,
PUBLI SH OK and SUBSCRI BE_ NAMESPACE. It specifies the Forwardi ng
State on affected subscriptions (see Section 5.1). The all owed
values are 0 (don't forward) or 1 (forward). |f an endpoint receives
a value outside this range, it MJST close the session with
PROTOCOL_VI OLATI ON.

If the parameter is omtted from REQUEST UPDATE, the value for the
subscription remai ns unchanged. |If the paraneter is omtted from any
ot her nessage, the default value is 1.

9.3.11. NEW GROUP REQUEST Par anet er

The NEW GROUP_REQUEST paraneter (Paranmeter Type 0x32) is a varint.

It MAY appear in PUBLISH OK, SUBSCRIBE or REQUEST_ UPDATE for a
subscription. It represents the largest Goup IDin the Track known
by the subscriber, plus 1. A value of 0 indicates that the

subscri ber has no Goup information for the Track. A subscriber MJST
NOT send this paraneter in PUBLI SH OK or REQUEST UPDATE if the Track
did not include the DYNAM C GROUPS Property with value 1. A

subscri ber MAY include this paraneter in SUBSCRI BE wi t hout

f oreknow edge of support. |If the original publisher does not support
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dynanic Groups, it ignores the paraneter in that case.

VWhen an Original Publisher that supports dynam c G oups receives a
NEW GROUP_REQUEST with a value of 0 or a value larger than the
current Group, it SHOULD end the current G oup and begin a new G oup
as soon as practical. The Oiginal Publisher MAY delay the

NEW GROUP_REQUEST subj ect to inplenmentation specific concerns, for
exanpl e, achieving a mninmumduration for each G oup. The Oiginal
Publ i sher chooses the next Group ID;, there are no requirenents that
it be equal to the NEW GROUP_REQUEST par aneter val ue.

Rel ay Handl i ng:

A relay that receives a NEW CGROUP_REQUEST for a Track w thout an
Est abl i shed subscription MJST include the NEW GROUP_REQUEST when
subscri bi ng upstream

A relay that receives a NEW GROUP_REQUEST for an Established
subscription with a value of 0 or a value larger than the Largest
G oup MUST send a REQUEST_UPDATE i ncl udi ng the NEW GROUP_REQUEST to
the publisher unless:

1. The Track does not support dynanmic G oups

2. There is already an outstandi ng NEW GROUP_REQUEST fromthis Rel ay
with a greater or equal val ue

If a relay receives a NEW GROUP_REQUEST with a non-zero val ue | ess
than or equal to the Largest Group, it does not send a
NEW CGROUP_REQUEST upst r eam

After sending a NEW GROUP_REQUEST upstream the request is considered
outstanding until the Largest G oup increases.

9.4. SETUP

The SETUP nmessage is the first message each endpoint sends on its
control stream (see Section 3.3); it allows the endpoints to agree on
the initial configuration before any other control messages are
exchanged. An endpoint that is not offering extensions which nodify
control nessage semantics MAY pipeline other control nessages after
SETUP wi thout waiting for the peer’s SETUP.

The nessages contain a sequence of key-value pairs called Setup
Options; the semantics and format of which can vary based on whet her
the client or server is sending. To ensure future extensibility of
MOQT, endpoi nts MJST i gnore unknown Setup Opti ons.
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The wire format of the Setup nmessage is as foll ows:

SETUP Message {
Type (vi64) = 0x2F00,
Length (16),
Setup Options (..) ...,
}

Figure 6: MOQT SETUP Message

Setup Options are serialized as Key-Value-Pairs Figure 2. Setup
Options use a namespace that is constant across all MOQT versions,
separate from Message Paraneters. Receivers MJST ignore unrecogni zed
Setup Options. Senders MJUST NOT repeat the sane Option Type in a
message unless the option definition explicitly allows multiple

i nstances. Receivers MJST all ow duplicates of unknown Setup Options.

The avail able Setup Options are detailed in the next sections.
9.4.1. Setup Options
9.4.1.1. AUTHORI TY

The AUTHORI TY option (Option Type 0x05) allows the client to specify
the authority conponent of the MbQ URI when using native QU C
([QUC). It MIST NOT be used by the server, or when WebTransport is
used. Wen an AUTHORITY option is received froma server, or when an
AUTHORI TY option is received while WebTransport is used, or when an
AUTHORI TY option is received by a server but the server does not
support the specified authority, the session MJST be closed with

I NVALI D_AUTHORI TY.

The AUTHORITY option follows the URI formatting rul es [ RFC3986].
When connecting to a server using a URl with the "npbqt" schene, the
client MJUST set the AUTHORITY option to the authority portion of the
URI. |f an AUTHORITY option does not conformto these rules, the
sessi on MJUST be cl osed with MALFORMED_AUTHORI TY.

9.4.1.2. PATH

The PATH option (Option Type 0x01) allows the client to specify the
path of the MbQ URI when using native QUC ([QUIC). It MIST NOT be
used by the server, or when WebTransport is used. Wen a PATH option
is received froma server, or when a PATH option is received while
WebTransport is used, or when a PATH option is received by a server
but the server does not support the specified path, the session MJST
be closed with | NVALI D _PATH.
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The PATH option follows the URI formatting rules [RFC3986]. Wen
connecting to a server using a URl with the "noqt" scheme, the client
MJST set the PATH option to the path-abenpty portion of the URI; if
query is present, the client MJST concatenate ?, followed by the
query portion of the URI to the option. |If a PATH does not conform
to these rules, the session MJST be closed with MALFORMED PATH.

9.4.1.3. MAX_AUTH_TOKEN CACHE_SI ZE

The MAX_AUTH TOKEN CACHE SI ZE option (Option Type 0x04) commruni cates
the maxi mum size in bytes of all actively registered Authorization
tokens that the endpoint is willing to store per Session. This
option is optional. The default value is 0 which prohibits the use
of token Aliases.

The token size is calculated as 16 bytes + the size of the Token
Value field (see Figure 5). The total size as restricted by the
MAX_AUTH TOKEN CACHE SI ZE option is calculated as the sum of the
token sizes for all registered tokens (Aias Type val ue of 0x01)

m nus the sum of the token sizes for all deregistered tokens (Alias
Type val ue of 0x00), since Session initiation

9.4.1.4. AUTHORI ZATI ON TOKEN

The AUTHORI ZATI ON TOKEN Setup Option (Option Type 0x03) is
functionally equival ent to the AUTHORI ZATI ON TOKEN nmessage paraneter,
see Section 9.3.2. The endpoint can specify one or nore tokens in
SETUP that the peer can use to authorize MOQT session establishnent.

If an endpoi nt receives an AUTHORI ZATI ON TOKEN option in SETUP with
Alias Type REAQ STER that exceeds its MAX_AUTH TOKEN CACHE Sl ZE, it
MJUST NOT fail the session with AUTH TOKEN CACHE OVERFLOW | nstead,

it MIST treat the option as Alias Type USE VALUE. Since each
endpoint’s SETUP may be sent before the peer’s SETUP is received, the
sender MJST handl e registration failures of this kind by purging any
Token Aliases that failed to regi ster based on the peer’s
MAX_AUTH_TOKEN_CACHE_SI ZE option in SETUP (or the default val ue of

0).

9.4.1.5. MOQT | MPLEMENTATI ON

The MOQT_I MPLEMENTATI ON option (Option Type 0x07) identifies the name
and version of the sender’s MOQT inplenentation. This SHOULD be a
UTF- 8 encoded string [ RFC3629], though the nmessage does not carry

i nformati on, such as |anguage tags, that would aid conprehensi on by
any entity other than the one that created the text.
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An endpoi nt SHOULD send a MOQT_| MPLEMENTATI ON opti on unl ess
specifically configured not to do so. This option helps identify the
scope of interoperability problens and work around i npl enentati on-
specific limtations.

Senders SHOULD Iimt the value to the inplenentation nanme and
versi on, avoi ding advertising or other nonessential information.
I mpl enent ati ons SHOULD NOT use the identifiers of other

i mpl ementations to declare conpatibility, as this underm nes the
useful ness of inplenentation identification for debugging.

9.5. GOAWAY

An endpoi nt sends a GOAVWAY nessage to informthe peer it intends to
cl ose the session soon. Wen sent by a server, it can initiate
session mgration (Section 3.6) with an optional URI. Wen sent by a
client, the New Session URI MJST be zero | ength.

The GOAVAY nessage does not inmpact subscription state. A subscriber
SHOULD i ndi vi dual | y UNSUBSCRI BE for each existing subscription, while
a publisher MAY reject new requests after sending a GOAVAY.

Upon receiving a GOAWAY, an endpoi nt SHOULD NOT initiate new requests
to the peer including SUBSCRI BE, PUBLISH, FETCH, PUBLI SH NAMESPACE,
SUBSCRI BE_NAMESPACE and TRACK_STATUS.

Sendi ng a GOAVWAY does not prevent the sender frominitiating new
requests, though the sender SHOULD avoid initiating requests unless
required by mgration (see (Section 8.4.1 and Section 8.5.1). An
endpoi nt that receives a GOAWAY MAY reject new requests with an
appropriate error code (e.g., REQUEST ERROR with error code

GO NG_AWAY) .

The endpoint MJUST cl ose the session with a PROTOCOL_VI OLATI ON
(Section 3.5) if it receives nmultiple GOAWAY nessages.

GOAVAY Message {
Type (vi 64) = 0x10,
Length (16),
New Session URI Length (vi64),
New Session URI (..),
Ti meout (vi 64),

Figure 7: MOQT GOAWAY Message
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6.

7.

*  New Session URI: Wen received by a client, indicates where the

client can connect to continue this session. The client MJST use

this URI for the new session if provided. If the URl is zero
bytes long, the current URl is reused instead. The new session
URI SHOULD use the same schene as the current URI to ensure

conmpatibility. The maxi mum |l ength of the New Session URl is 8,192

bytes. If an endpoint receives a |l ength exceeding the naxi num
MJST cl ose the session with a PROTOCOL_VI OLATI O\

If a server receives a GOAVWAY with a non-zero New Session URI
Length it MJUST cl ose the session with a PROTOCOL_VI CLATI ON.

* Timeout: The time in milliseconds the sender will wait for the
session to be gracefully closed before closing the session with

GOAVAY_TI MEQUT. A value of 0 indicates the sender has no specific

timeout, and the recipient SHOULD still close the session as

qui ckly as possible. This is a hint; the sender of the GOAVWAY NMNAY

cl ose the session before the indicated timeout has el apsed.
REQUEST_CK

The REQUEST K nessage is sent to a response to REQUEST UPDATE,
TRACK_STATUS, SUBSCRI BE_NAMESPACE and PUBLI SH_NAMESPACE requests.

REQUEST_OK Message {
Type (vi 64) = 0x7,
Length (16),
Nunber of Paraneters (vi64),
Paraneters (..)

Figure 8 MOQT REQUEST OK Message
* Parameters: The paraneters are defined in Section 9. 3.
REQUEST_ERROCR

The REQUEST_ERROR nessage is sent to a response to any request
(SUBSCRI BE, FETCH, PUBLI SH, SUBSCRI BE_NAMESPACE, PUBLI SH NAMESPACE,
TRACK_STATUS, REQUEST_UPDATE) .

REQUEST ERROR Message {
Type (vi 64) = 0x5,
Length (16),
Error Code (vi64),
Retry Interval (vi64),
Error Reason (Reason Phrase),
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Figure 9: MOQT REQUEST ERROR Message
* FError Code: ldentifies an integer error code for request failure.

* Retry Interval: The mininumtime (in mlliseconds) before the
request SHOULD be sent again, plus one. |If the value is 0, the
request SHOULD NOT be retried.

* FError Reason: Provides a text description of the request error
See Section 1.4.4.

The application SHOULD use a rel evant error code in REQUEST_ERROR, as
defined bel ow and assigned in Section 14.5.2. Moyst codepoints have

i dentical neanings for various request types, but some have request-
speci fi c neani ngs.

If a request is retryable with the same paraneters at a later tineg,
the sender of REQUEST_ERROR includes a non-zero Retry Interval in the
message. To nininize the risk of synchronized retry storms, the
sender can apply random zation to each retry interval so that retries
are spread out over tine. A Retry Interval value of 1 indicates the
request can be retried i mediately.

I NTERNAL_ERROR:  An inpl ementation specific or generic error
occurr ed.

UNAUTHORI ZED: The subscriber is not authorized to performthe
requested action on the given track. This might be retryable if
the authorization token is not yet valid.

TI MEQUT: The subscription could not be conpl eted before an
i mpl ementation specific timeout. For exanple, a relay could not
establish an upstream subscription within the tineout.

NOT_SUPPORTED: The endpoi nt does not support the type of request.

MALFORMED AUTH TOKEN: I nvalid Auth Token serialization during
registration (see Section 9.3.2).

EXPI RED AUTH TOKEN: Aut hori zation token has expired (Section 9.3.2).

GO NG_AWAY:  The endpoi nt has recei ved a GOAWAY and MAY reject new
requests.

EXCESSI VE_LOAD: The responder is overloaded and cannot process the

request at this time. The sender SHOULD use the Retry Interval to
i ndi cate when the request can be retried.
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DUPLI CATE_SUBSCRI PTI ON (0x19): The PUBLI SH or SUBSCRI BE r equest
attenpted to create a subscription to a Track with the sanme role
as an exi sting subscription.

Bel ow are errors for use by the publisher. They can appear in
response to SUBSCRI BE, FETCH, TRACK STATUS, and SUBSCRI BE NAMESPACE,
unl ess ot herw se not ed.

DCES NOT_EXI ST: The track or namespace is not available at the
publ i sher.

I NVALI D_RANCE: In response to SUBSCRI BE or FETCH, specified Filter
or range of Locations cannot be satisfied.

MALFORMED TRACK: I n response to a FETCH, a relay publisher detected
the track was mal forned (see Section 2.4.2).

The following are errors for use by the subscriber. They can appear
in response to PUBLI SH or PUBLI SH NAMESPACE, unl ess otherw se noted.

UNI NTERESTED:. The subscriber is not interested in the track or
nanespace.

Errors bel ow can only be used in response to one nessage type.

PREFI X_OVERLAP: I n response to SUBSCRI BE_NAMESPACE, the nanespace
prefix overlaps with another SUBSCRI BE NAMESPACE in the same
sessi on.

NAMESPACE TOO LARCE: | n response to SUBSCRI BE NAMESPACE, the
nanespace prefix matches nore publishers than the relay is willing
to enunerat e.

I NVALI D JO NI NG REQUEST ID: In response to a Joining FETCH, the
referenced Request IDis not an Established Subscription.

SUBSCRI BE

A subscription causes the publisher to send newy published objects
for a track.

Subscribe only requests newy published or received Objects. Objects
fromthe past are retrieved using FETCH (Section 9.14).

The format of SUBSCRIBE is as foll ows:
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SUBSCRI BE Message {
Type (vi 64) = 0x3,
Length (16),
Request 1D (vi64),
Requi red Request |ID Delta (vi64),
Track Namespace (..),
Track Name Length (vi64),
Track Name (..),
Nunber of Parameters (vi64),
Paraneters (..)

Figure 10: MOQT SUBSCRI BE Message
* Request ID. See Section 9.1.

* Required Request ID Delta: See Section 9. 2.

* Track Nanespace: ldentifies the nanespace of the track as defined
in (Section 2.4.1).

* Track Nane: ldentifies the track nane as defined in
(Section 2.4.1).

* Paranmeters: The paraneters are defined in Section 9. 3.

On successful subscription, the publisher MIST reply with a
SUBSCRI BE_ OK, allowi ng the subscriber to determi ne the start group/
obj ect when not explicitly specified, and start sendi ng objects.

If the publisher cannot satisfy the requested Subscription Filter
(see Section 9.3.7) or if the entire End Group has al ready been
published it SHOULD send a REQUEST ERROR wi th code | NVALI D RANGE. A
publ i sher MUST NOT send objects from outside the requested range.

Subscribing with the FORWARD paraneter (Section 9.3.10) equal to O
all ows publisher or relay to prepare to serve the subscription in
advance, reducing the tine to receive objects in the future.

9.9. SUBSCRI BE_K

A publisher sends a SUBSCRIBE OK as the first response nessage on the
bidi stream for successful subscriptions.
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SUBSCRI BE_OK Message {

9. 10.

Type (vi 64) = 0x4,
Length (16),
Track Alias (vib64),
Nunber of Paraneters (vi64),
Paraneters (..) ...,
Track Properties (..),

Figure 11: MOQT SUBSCRI BE OK Message

Track Alias: The identifer used for this track in Subgroups or
Dat agranms (see Section 10.1). The sanme Track Alias MJST NOT be
used by a publisher to refer to two different Tracks

simul taneously in the same session. |f a subscriber receives a
SUBSCRI BE_ OK that uses the sane Track Alias as a different track
with an Established subscription, it MJST close the session with
error DUPLI CATE_TRACK_ALI AS.

Paranmet ers: The paraneters are defined in Section 9. 3.
Track Properties : A sequence of Properties. See Section 2.5.

REQUEST_UPDATE

The sender of a request (SUBSCRI BE, PUBLI SH, FETCH,

PUBLI SH_NAMESPACE, SUBSCRI BE_NAMESPACE) can | ater send a

REQUEST UPDATE on the same bidi streamas the request to nodify it.
A subscriber can al so send REQUEST _UPDATE to nodify paraneters of a
subscription established with PUBLI SH.

The recei ver of a REQUEST_UPDATE MJST respond with exactly one
REQUEST_OK or REQUEST_ERRCR nessage indicating if the update was
successful .

If a paraneter previously set on the request is not present in
REQUEST_UPDATE, its value remains unchanged.

There is no nechanismto renove a paraneter froma request.

The format of REQUEST UPDATE is as foll ows:
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REQUEST _UPDATE Message {
Type (vi64) = 0x2,
Length (16),
Request 1D (vi64),
Requi red Request |ID Delta (vi64),
Nunber of Paraneters (vi64),
Paraneters (..)

Figure 12: MOQT REQUEST UPDATE Message
* Request ID: See Section 9.1.
* Required Request |ID Delta: See Section 9. 2.
* Parameters: The paraneters are defined in Section 9. 3.
9.10.1. Updating Subscriptions

When a subscriber decreases the Start Location of the Subscription
Filter (see Section 5.1.2), the Start Location can be smaller than
the Track’s Largest Location, sinmlar to a new Subscription. FETCH
can be used to retrieve any necessary Objects smaller than the
current Largest Location.

When a subscriber increases the End Location, the Largest Object at
the publisher mght already be | arger than the previous End Locati on.
This will create a gap in the subscription. The REQUEST (K in
response to the REQUEST _UPDATE will include the LARGEST OBJECT
paraneter, and the subscriber can issue a FETCH to retrieve the
omitted Qhjects, if any.

VWhen a subscriber narrows their subscription (increase the Start
Location and/ or decrease the End Group), it mght still receive

oj ects outside the new range if the publisher sent them before the
updat e was processed.

When a subscription update is unsuccessful, the publisher MIST al so
term nate the subscription with PUBLISH DONE with error code
UPDATE_FAI LED.

9.11. PUBLISH
The publisher sends PUBLISH as the first message on a new

bidirectional streamto initiate a subscription for a Track. The
receiver verifies the publisher is authorized to publish this track.
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PUBLI SH Message {
Type (vi 64) = 0x1D,
Length (16),
Request 1D (vi64),
Requi red Request |ID Delta (vi64),
Track Namespace (..),
Track Name Length (vi64),
Track Name (..),
Track Alias (vib64),
Nunber of Paraneters (vi64),
Paraneters (..) ...,
Track Properties (..),

Figure 13: MOQT PUBLI SH Message
* Request ID: See Section 9.1.
* Required Request |ID Delta: See Section 9. 2.

* Track Nanespace: ldentifies a track’s namespace as defined in
(Section 2.4.1)

* Track Nane: ldentifies the track nane as defined in
(Section 2.4.1).

* Track Alias: The identifer used for this track in Subgroups or
Dat agrans (see Section 10.1). The same Track Alias MJST NOT be
used by a publisher to refer to two different Tracks
simul taneously in the sanme session. |f a subscriber receives a
PUBLI SH t hat uses the sane Track Alias as a different track with
an Established subscription, it MJST close the session with error
DUPL| CATE_TRACK_ALI AS.

* Parameters: The paraneters are defined in Section 9. 3.
* Track Properties : A sequence of Properties. See Section 2.5.

A subscriber receiving a PUBLISH for a Track it does not wish to
recei ve SHOULD send REQUEST ERROR with error code UNI NTERESTED, and
abandon readi ng any publisher initiated streans associated with that
subscription using a STOP_SENDI NG frane.

A publisher that sends the FORWARD paraneter (Section 9.3.10) equal
to O indicates that it will not transmt any objects until the
subscriber sets the Forward State to 1. |If the FORWARD paraneter is
omtted or equal to 1, the publisher will start transmtting objects
i medi atel y, possibly before PUBLI SH K
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9.12. PUBLI SH OK

The subscriber sends a PUBLISH OK as the first response nessage on
the bidi streamto acknow edge the successful authorization and
acceptance of a PUBLI SH nessage, and establish a subscription

PUBLI SH OK Message {
Type (vi 64) = Ox1E,
Length (16),
Nunber of Paraneters (vi64),
Paraneters (..) ...,

}
Figure 14: MOQT PUBLI SH OK Message
* Parameters: The paraneters are defined in Section 9. 3.

TODO. A similar section to SUBSCRI BE about how the publisher handles
a filter that is entirely behind Largest ohject or is otherw se
i nvalid.

9.13. PUBLI SH _DONE

A publisher sends a PUBLI SH DONE nessage as the final nessage before
closing the subscription’s bidi streamto indicate it is done

publi shing Objects for that subscription. The Status Code indicates
why the subscription ended, and whether it was an error. Because
PUBLI SH DONE i s sent on the control stream it is likely to arrive at
the receiver before late-arriving objects, and often even | ate-
openi ng streans. However, the receiver uses it as an indication that
it should receive any | ate-opening streans in a relatively short
time.

Not e that some objects in the subscribed track m ght never be
delivered, because a streamwas reset, or never opened in the first
pl ace, due to the delivery timeout.

A sender MJUST NOT send PUBLI SH DONE until it has closed all streans
it wll ever open, and has no further datagrans to send, for a
subscription. After sending PUBLI SH DONE, the sender can inmredi ately
destroy subscription state, although streamstate can persist unti
delivery conpletes. The sender m ght persist subscription state to
enforce the delivery timeout by resetting streanms on which it has

al ready sent FIN, only deleting it when all such streans have

recei ved ACK of the FIN
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A sender MJST NOT destroy subscription state until it sends
PUBLI SH DONE, though it can choose to stop sending objects (and thus
send PUBLI SH DONE) for any reason

A subscriber that receives PUBLI SH DONE SHOULD set a tiner of at

|l east its delivery tinmeout in case sone objects are still inbound due
to prioritization or packet |oss. The subscriber MAY dispense with a
timer if it unsubscribed or is otherwise no longer interested in
objects fromthe track. Once the timer has expired, the receiver
destroys subscription state once all open streanms for the
subscription have closed. A subscriber MAY di scard subscription
state earlier, at the cost of potentially not delivering sone |ate
objects to the application. The subscriber SHOULD send STOP_SENDI NG
on all streans related to the subscription when it del etes
subscription state.

The format of PUBLISH DONE is as follows:

PUBLI SH DONE Message {
Type (vi 64) = 0xB,
Length (16),
Status Code (vi64),
St ream Count (vi 64),
Error Reason (Reason Phrase)

Fi gure 15: MOQT PUBLI SH DONE Message

* Status Code: An integer status code indicating why the
subscri ption ended.

* Stream Count: An integer indicating the nunber of data streans the
publ i sher opened for this subscription, including streans that
contained no bjects (e.g., an enpty Subgroup). This helps the
subscriber know if it has received all of the data published in
this subscription by conparing the nunber of streans received.

The subscriber can imredi ately renove all subscription state once

the sanme nunber of streans have been processed. |[|f the publisher
did not open any streans for this subscription, the publisher MJST
set Stream Count to 0. |If the publisher is unable to set Stream

Count to the exact nunmber of streans opened for the subscription,
it MUST set Stream Count to 2762 - 1. Subscribers SHOULD use a
ti meout or other mechanismto renpbve subscription state in case
the publisher set an incorrect value, reset a stream before the
SUBGROUP_HEADER, or set the maxi mumvalue. |f a subscriber
receives nore streans for a subscription than specified in Stream
Count, it MAY close the session with a PROTOCOL_VI OLATI ON
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* Error Reason: Provides the reason for subscription error. See
Section 1.4.4.

The application SHOULD use a rel evant status code in PUBLI SH DONE, as
defi ned bel ow.

I NTERNAL_ERROR (0x0): An inplenmentation specific or generic error
occurr ed.

UNAUTHORI ZED (0x1): The subscriber is no | onger authorized to
subscribe to the given track

TRACK_ENDED (0x2): The track is no |onger being published.

SUBSCRI PTI ON_ENDED (0x3): The publisher reached the end of an
associ ated subscription filter.

GO NG_AWAY (0x4): The subscriber or publisher issued a GOAWAY
nessage

EXPI RED (0x5): The publisher reached the tineout specified in
SUBSCRI BE_COK.

TOO FAR BEHI ND (0x6): The publisher’s queue of objects to be sent to
the given subscriber exceeds its inplenmentation defined linit.

MALFORMED TRACK (0x12): A relay publisher detected that the track
was nal formed (see Section 2.4.2).

UPDATE_FAI LED (0x8): REQUEST_UPDATE failed on this subscription (see
Section 9.10).

EXCESSI VE_LOAD (0x9): The publisher is overloaded and is term nating
the subscription.

9.14. FETCH
A subscriber sends FETCH as the first message on a new bidi streamto
a publisher to request a range of already published objects within a
track.

There are three types of Fetch nessages.
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B oo oo s s
| Code | Fetch Type |
[ ety e p—p——p—————(———(———(——————r
| O0x1 | Standal one Fetch |
ommmm - o m e +
| 0Ox2 | Relative Joining Fetch

$o-mm - oo +
| Ox3 | Absolute Joining Fetch

e oo +

Table 5

An endpoint that receives a Fetch Type other than 0x1, 0x2 or 0x3
MJST cl ose the session with a PROTOCOL_VI CLATI ON

9.14.1. Standal one Fetch
A Fetch of Objects perfornmed independently of any Subscri be.
A St andal one Fetch includes this structure:

St andal one Fetch {
Track Nanespace (..),
Track Name Length (vi64),
Track Name (..),
Start Location (Location),
End Location (Location)

* Track Nanespace: ldentifies the nanespace of the track as defined
in (Section 2.4.1).

* Track Nane: ldentifies the track nanme as defined in
(Section 2.4.1).

* Start Location: The start Location

* End Location: The end Location, plus 1. A Location.Object value
of O means the entire group is requested.

9.14.2. Joining Fetches

A Joining Fetch is associated with a Subscribe request by specifying
the Request I D of a subscription in the Established or Pending
(subscriber) state. Because Joining Fetch references an existing
subscription, if that subscription has not yet been established, the
Publ i sher receiving the Joining Fetch buffers the pending Joining
Fetch until either the Subscription is established or the request
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tinmes out.

A publisher receiving a Joining Fetch uses properties of the

associ ated subscription to determ ne the Track Namespace, Track Nane
and End Location such that it is contiguous with the associated
subscription. The subscriber can set the Start Location to an

absol ute Location or a Location relative to the Largest group.

A Subscriber can use a Joining Fetch to, for example, fill a playback
buffer with a certain nunber of groups prior to the |ive edge of a
track.

A Joining Fetch is only pernitted when the associ ated subscription
has Forward State 1; otherw se the publisher MJST cl ose the session
with a PROTOCOL_VI OLATI ON

If no hjects have been published for the track the publisher MJST
respond with a REQUEST ERROR with error code | NVALI D_RANGE

A Joining Fetch includes this structure

Joi ning Fetch {
Joi ni ng Request I D (vi64),
Joining Start (vi64)

}

* Joining Request ID: The Request ID of the subscription to be
joined. If a publisher receives a Joining Fetch with a Request ID
that does not correspond to a subscription in the sane session in
the Established or Pending (subscriber) states, it MJST return a
REQUEST _ERRCOR with error code | NVALID JO NI NG REQUEST | D.

* Joining Start : Arelative or absolute value used to deternmine the
Start Location, described bel ow.

9.14.2.1. Joining Fetch Range Cal cul ation

The Joi ning Location value fromthe correspondi ng subscription is
used to calculate the end of a Joining Fetch, so the Objects
retrieved by the FETCH and SUBSCRI BE are conti guous and non-
over | appi ng.

The publisher receiving a Joining Fetch sets the End Location to

{Joining Location. G oup, Joining Location.(bject + 1} (see
Section 5. 1.
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Note: the last Object included in the Joining FETCH response is the
hj ect at the Joining Location. The + 1 above indicates the
equi val ent St andal one Fetch encodi ng.

For a Relative Joining Fetch, the publisher sets the Start Location
to {Joining Location.Goup - Joining Start, O0}.

For an Absol ute Joining Fetch, the publisher sets the Start Location
to {Joining Start, 0}.

9.14.3. Fetch Handling
The format of FETCH is as foll ows:

FETCH Message {
Type (vi 64) = 0x16,
Length (16),
Request 1D (vi64),
Requi red Request |ID Delta (vi64),
Fetch Type (vi64),
[ St andal one (Standal one Fetch), ]
[Joining (Joining Fetch),]
Nunber of Paraneters (vi64),
Paraneters (..) .

Figure 16: MOQI FETCH Message
* Request ID: See Section 9.1.

* Required Request |ID Delta: See Section 9. 2.

* Fetch Type: ldentifies the type of Fetch, whether Standal one,
Rel ative Joi ning or Absol ute Joining.

* Standal one: Standal one Fetch structure included when Fetch Type is
0x1

* Joining: Joining Fetch structure included when Fetch Type is 0x2
or 0x3.

* Parameters: The paraneters are defined in Section 9. 3.
A publisher responds to a FETCH request with either a FETCH OK or a
REQUEST _ERROR message. The publisher creates a new unidirectional

streamthat is used to send the Objects. The FETCH K or
REQUEST ERROR can cone at any tinme relative to object delivery.
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The publisher responding to a FETCH i s responsible for delivering all
avail abl e hjects in the requested range in the requested order (see
Section 9.3.6). The hjects in the response are delivered on a
single unidirectional stream Any gaps in the Goup and hject IDs
in the response streamindi cate objects that do not exist. For
Ascendi ng Group Order this includes ranges between the first
requested object and the first object in the stream between objects
in the stream and between the last object in the stream and the
Largest G oup/ Ohject indicated in FETCH OK, so long as the fetch
streamis termnated by a FIN. |If no Objects exist in the requested
range, the publisher opens the unidirectional stream sends the
FETCH HEADER (see Section 10.4.4) and closes the streamwith a FIN

A relay that has cached objects fromthe begi nning of the range MAY
start sending objects imediately in response to a FETCH. If it
encounters an object in the requested range that is not cached and
has unknown status, the relay MJST pause subsequent delivery until it
has confirned the object’s status upstream |If the upstream FETCH
fails, the relay sends a REQUEST_ERRCR and can reset the

unidirectional stream It can choose to do so imediately or wait
until the cached objects have been delivered before resetting the
stream

The Obj ect Forwardi ng Preference does not apply to fetches.

Fetch specifies an inclusive range of (bjects starting at Start
Location and ending at End Location. End Location MJST specify the
sanme or a larger Location than Start Location for Standal one and
Absol ut e Joi ni ng Fet ches.

oj ects that are not yet published will not be retrieved by a FETCH
The Largest available Object in the requested range is indicated in
the FETCH OK, and is the last bject a fetch will return if the End
Locati on have not yet been published.

If Start Location is greater than the Largest Cbject (Section 9.8)
the publisher MJUST return REQUEST ERROR with error code
| NVALI D_RANGE

A publisher MJUST send fetched groups in the requested group order,

ei ther ascending or descending. Wthin each group, objects are sent
in Qbject ID order; subgroup IDis not used for ordering.
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If a Publisher receives a FETCH with a range that includes one or
more Objects with unknown status (e.g. a Relay has tenporarily |ost
contact with the Oiginal Publisher and does not have the (bject in
cache), it can choose to reset the FETCH data streamwi th

UNKNOAN OBJECT _STATUS, or indicate the range of unknown Objects and
continue serving other known Objects.

9.15. FETCH XK

A publisher sends a FETCH OK as the first nessage on the bidi stream
in response to a successful fetch. A publisher MAY send Objects in
response to a FETCH before the FETCH OK nessage is sent, but the
FETCH OK MUST NOT be sent until the End Location is known.

FETCH OK Message {
Type (vi 64) = 0x18,
Length (16),
End O Track (8),
End Location (Location),
Nunber of Parameters (vi64),
Paraneters (..) ...
Track Properties (..),

Figure 17: MOQT FETCH OK Message

* End O Track: 1 if all Objects have been published on this Track,
and the End Location is the final Object in the Track, 0 if not.

* End Location: The |argest object covered by the FETCH response.
The End Location is deternined as foll ows:

- If the requested FETCH End Location was beyond the Largest
known (possibly final) Object, End Location is {Largest.G oup,
Largest. Ghject + 1}

- |If End Location.Object in the FETCH request was O and the
response covers the last Object in the Goup, End Location is
{Fetch. End Locati on. Group, 0}

- Oherwi se, End Location is Fetch. End Locati on Where Fetch. End

Location is either Fetch. Standal one. End Location or the
comput ed End Location described in Section 9.14.2.1.
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9

9

If the relay is subscribed to the track, it uses its know edge of
the largest {Goup, Object} to set End Location. If it is not
subscri bed and the requested End Location exceeds its cached dat a,
the relay makes an upstreamrequest to conplete the FETCH and
uses the upstreamresponse to set End Location

If End Location is smaller than the Start Location in the
correspondi ng FETCH the recei ver MJUST cl ose the session with a
PROTOCCOL_VI OLATI ON

* Parameters: The paraneters are defined in Section 9. 3.
* Track Properties : A sequence of Properties. See Section 2.5.
16. TRACK_STATUS

A potential subscriber sends TRACK STATUS as the first and only
message on a new bidi streamto obtain information about the current
status of a given track.

The TRACK_STATUS nessage format is identical to the SUBSCRI BE nmessage
(Section 9.8), but subscriber paraneters related to Track delivery
(e.g. SUBSCRI BER PRIORITY) are not included.

The receiver of a TRACK STATUS nessage treats it identically as if it
had received a SUBSCRI BE nmessage, except it does not create
downstream subscription state or send any Objects. |f successful,
the publisher responds with a REQUEST K nessage with the sane
paraneters it would have set in a SUBSCRIBE OK. Track Alias is not
used. A publisher responds to a failed TRACK STATUS with an
appropri ate REQUEST_ERROR nessage. The bidi streamis closed with a
FIN after REQUEST K or REQUEST ERROR are sent.

Rel ays wi thout an Established subscription MAY forward TRACK STATUS
to one or nore publishers, or MAY initiate a subscription (subject to
aut hori zation) as described in Section 8.5 to determ ne the response.
The publisher does not send PUBLI SH DONE for this request, and the
subscri ber cannot send REQUEST UPDATE.

17. PUBLI SH_NAMESPACE

The publisher sends the PUBLI SH NAMESPACE nessage as the first
message on a new bidi streamto advertise that it has tracks

avail able within a Track Nanespace. The receiver verifies the
publisher is authorized to publish tracks under this namespace.
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PUBLI SH NAMESPACE Message {
Type (vi 64) = 0x6,
Length (16),
Request 1D (vi64),
Requi red Request |ID Delta (vi64),
Track Namespace (..),
Nunber of Parameters (vi64),
Paraneters (..)

Fi gure 18: MOQT PUBLI SH NAMESPACE Message

* Request ID: See Section 9.1.
* Required Request ID Delta: See Section 9. 2.

* Track Nanespace: ldentifies a track’s nanespace as defined in
Section 2.4.1.

* Parameters: The paranmeters are defined in Section 9. 3.

9.18. NAMESPACE

The NAMESPACE nessage is simlar to the PUBLI SH NAMESPACE nessage,

except it is sent on the response stream of a SUBSCRI BE _NAMESPACE
request. All NAMESPACE nessages are in response to a

SUBSCRI BE_NAMESPACE, so only the nanespace tuples after the ’'Track
Nanespace Prefix’ are included in the 'Track Nanespace Suffix’.

NAMESPACE Message {

Type (i) = 0x8,

Length (16),

Track Nanmespace Suffix (..),
}

Figure 19: MOQT NAMESPACE Message
* Track Nanespace Suffix: Specifies the final portion of a track’s

nanespace as defined in Section 2.4.1 after renoving namespace

tuples included in ' Track Nanmespace Prefix’ {message-subscribe-
ns}.
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9.19. NAMESPACE DONE

The publisher sends the NAMESPACE DONE control mnessage to indicate
its intent to stop serving new subscriptions for tracks within the
provi ded Track Nanespace. All NAVESPACE DONE nessages are in
response to a SUBSCRI BE NAMESPACE, so only the nanespace tuples after
the ' Track Nanespace Prefix’ are included in the ' Track Nanespace
Suf fix’ .

NAMESPACE DONE Message {
Type (i) = OXxE,
Length (16),
Track Nanmespace Suffix (..)
}

Fi gure 20: MOQT NAMESPACE DONE Message

* Track Nanespace Suffix: Specifies the final portion of a track’'s
namespace as defined in Section 2.4.1. The nanespace begins with
the ' Track Nanespace Prefix’ specified in {message-subscribe-ns}.

9.20. SUBSCRI BE_NAMESPACE

The subscri ber sends a SUBSCRI BE_NAMESPACE control nessage on a new
bidirectional streamto a publisher to request the current set of
mat chi ng publ i shed namespaces and/or Established subscriptions, as
wel|l as future updates to the set.

SUBSCRI BE_NAMESPACE Message {
Type (vi 64) = 0x11,
Length (16),
Request 1D (vi64),
Requi red Request ID Delta (vi64),
Track Nanespace Prefix (..),
Subscri be Options (vi64),
Nunber of Paraneters (vi64),
Paraneters (..)

Figure 21: MOQT SUBSCRI BE NAMESPACE Message
* Request ID: See Section 9.1.
* Required Request |ID Delta: See Section 9. 2.
* Track Nanespace Prefix: A Track Nanespace structure as descri bed

in Section 2.4.1 with between 0 and 32 Track Namespace Fi el ds.
This prefix is matched agai nst track nanmespaces known to the
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publisher. For exanple, if the publisher is a relay that has
recei ved PUBLI SH NAMESPACE nessages for namespaces ("exanple.cont,
"meeting=123", "participant=100") and ("exanple.cont,
"meeting=123", "participant=200"), a SUBSCRI BE_NAMESPACE f or
("exampl e. cont', "neeting=123") would match both. |f an endpoint
receives a Track Nanespace Prefix consisting of greater than than
32 Track Nanespace Fields, it MJST close the session with a
PROTOCOL_VI CLATI ON

* Subscribe Options: Al ows subscribers to request PUBLISH (0x00),
NAMESPACE (0x01), or both (0x02) for a gi ven SUBSCRI BE NAMESPACE
request .

* Parameters: The paranmeters are defined in Section 9. 3.

The publisher will respond with REQUEST OK or REQUEST ERROR on the
response half of the stream |f the subscriber receives any frane
other than a REQUEST K or a REQUEST ERROR as the first frane on the
response half of the stream then it MJST close the session with a
PROTOCOL_VI OLATION. I f the SUBSCRI BE NAMESPACE is successful, the
publi sher will send matchi ng NAMESPACE nmessages on the response
streamif they are requested. |If it is an error, the streamw || be
i mediately closed via FIN. Al so, any mat chi ng PUBLI SH nessages

wi t hout an Established Subscription will be established on new
bidirectional streanms. Wen there are changes to the namespaces or
subscriptions bei ng published and the subscriber is subscribed to
them the publisher sends the correspondi ng NAMESPACE
NAMESPACE_DONE, or PUBLI SH nessages.

A subscri ber cannot neke overl appi ng nanespace subscriptions on a
single session. Wthin a session, if a publisher receives a
SUBSCRI BE_NAMESPACE with a Track Nanmespace Prefix that shares a
common prefix with an establi shed namespace subscription, it MJST
respond with REQUEST ERROR with error code PREFI X OVERLAP

The publisher MUST ensure the subscriber is authorized to perform
thi s nanmespace subscription

SUBSCRI BE_NAMESPACE is not required for a publisher to send
PUBLI SH NAMESPACE or PUBLI SH nessages to a subscriber. It is useful
in applications or relays where subscribers are only interested in or
aut horized to access a subset of avail abl e nanespaces and tracks.
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If the FORWARD parameter (Section 9.3.10) is present in this nessage
and equal to 0O, PUBLISH nessages resulting fromthis

SUBSCRI BE_NAMESPACE wi || set the FORWARD paraneter to 0. |If the
FORWARD paraneter is equal to 1 or omtted fromthis nessage, PUBLI SH
messages resulting fromthi s SUBSCRI BE NAMESPACE wi | | set the FORWARD
paraneter to 1, or indicate that value by omtting the paraneter (see
Section 5.1).

The publisher MJUST NOT send NAMESPACE DONE for a nanespace suffix
before the correspondi ng NAMESPACE. |f a subscriber receives a
NAMESPACE DONE before the correspondi ng NAVMESPACE, it MJUST cl ose the
session with a ' PROTOCOL_VI OLATI ON .

If the publisher is unable to send NAMESPACE or NAMESPACE_DONE
messages in a tinmely manner because the SUBSCRI BE_NAMESPACE response
streamis blocked by flow control, the publisher MAY reset the
SUBSCRI BE_ NAMESPACE response stream Wen a subscriber receives a
streamreset on a SUBSCRI BE NAMESPACE response stream it SHOULD
treat this as though each active namespace recei ved a NAMESPACE DONE.

9.21. PUBLI SH _BLOCKED

The publisher sends the PUBLI SH BLOCKED control nessage to indicate
it cannot send a PUBLI SH nessage to initiate a new Subscription for a
Track in the SUBSCRI BE_NAMESPACE s Track Namespace. All

PUBLI SH BLOCKED nessages are in response to a SUBSCRI BE_NAMESPACE, so
only the nanespace tuples after the ' Track Nanespace Prefix’ are
included in the 'Track Nanespace Suffix’.

PUBLI SH BLOCKED Message {
Type (vi 64) = OxF,
Length (16),
Track Nanmespace Suffix (..),
Track Name Length (vi64),
Track Narme (..),

Fi gure 22: MOQT PUBLI SH BLOCKED Message
* Track Nanespace Suffix: Specifies the final portion of a track’'s
nanespace as defined in Section 2.4.1. The nanespace begins with

the ' Track Nanespace Prefix’ specified in {nmessage-subscribe-ns}.

* Track Nanme: ldentifies the track nanme as defined in
(Section 2.4.1).
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10.

10.

10.

10.

Data Streans and Dat agrans

A publisher sends Cbjects matching a subscription on Data Streans or
Dat agrans and sends Cbjects matching a FETCH request on one Data
Stream

Unidirectional streamtypes are defined in Section 3.4. Data streans
use SUBGROUP_HEADER or FETCH HEADER t ypes.

Al MOQT datagrans start with a variable-length integer indicating
the type of the datagram See Section 10.3.1.

An endpoint that receives an unknown datagramtype MJST cl ose the
sessi on.

Every hject has a ' Object Forwarding Preference’ and the O gi nal
Publ i sher MAY use both Subgroups and Datagrans within a Group or

Tr ack.

1. Track Alias

To optimze wire efficiency, Subgroups and Datagrans refer to a track
by a nuneric identifier, rather than the Full Track Nane. Track
Alias is chosen by the publisher and included i n SUBSCRI BE (K
(Section 9.9) or PUBLISH (Section 9.11).

hjects can arrive after a subscription has been cancel | ed.
Subscribers SHOULD retain sufficient state to quickly discard these
unwant ed Objects, rather than treating themas belonging to an
unknown Track Ali as.

2. Objects

An Obj ect contains a range of contiguous bytes fromthe specified
track, as well as associated netadata required to deliver, cache, and
forward it. Objects are sent by publishers.

2.1. (bject Header

A canoni cal MoQ Object has the follow ng fields:

* Track Nanespace and Track Nane: The track this object bel ongs to.

* Goup ID The identifier of the Object’s Goup (see Section 2.3)
within the Track.

* (Cbject ID: The order of the object within the group.
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10.

* Publisher Priority: An 8 bit integer indicating the publisher’s
priority for the Object (Section 7).

* (bject Forwarding Preference: An enuneration indicating how a
publ i sher sends an object. The preferences are Subgroup and
Datagram (oject Forwarding Preference is a property of an
i ndi vi dual Object and can vary anong hjects in the sane Track.
In a subscription, an Object MJIST be sent according to its Object
For war di ng Preference.

* Subgroup ID: The identifier of the Object’'s Subgroup (see
Section 2.2) within the Group. This fieldis omtted if the
oj ect Forwardi ng Preference is Datagram

* (bject Status: An enuneration used to indicate whether the Cbject
is a normal Object or mark the end of a group or track. See
Section 10.2.1.1 bel ow.

* (bject Properties : A sequence of Properties associated with the
object. See Section 10.2.1.2.

* (bject Payl oad: An opaque payl oad intended for an End Subscri ber
and SHOULD NOT be processed by a relay. Only present when ' Ohject
Status’ is Normal (0x0).

2.1.1. nject Status

The Ohject Status is a field that is only present in objects that are
delivered via a SUBSCRI PTION, and is absent in Objects delivered via
a FETCH. It allows the publisher to explicitly comruni cate that a
speci fic range of objects does not exist.

Status can have foll ow ng val ues:

* Ox0 := Norrmal object. This status is inplicit for any non-zero
| ength object. Zero-length objects explicitly encode the Nornal
stat us.

* 0x3 :=Indicates End of Goup. Indicates that no objects with the

specified Goup ID and the Object IDthat is greater than or equal
to the one specified exist in the group identified by the G oup
I D.

* 0x4 := Indicates End of Track. Indicates that no objects with the
|l ocation that is equal to or greater than the one specified exist.

Al of those SHOULD be cached.

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 81]



I nternet-Draft nog-t r ansport March 2026

10.

10.

Any ot her value SHOULD be treated as a protocol error and the session
SHOULD be closed with a PROTOCOL_VI OLATION (Section 3.5). Any object
with a status code other than zero MJST have an enpty payl oad.

2.1.2. nject Properties

Any hject with status Normal can have properties (Section 2.5). |If
an endpoi nt receives properties on an Object with status that is not
Normal , it MUST cl ose the session with a PROTOCOL_VI CLATI ON.

oj ect Properties are visible to relays and are intended to be
rel evant to MOQT Object distribution. Any Object netadata never
i ntended to be accessed by the transport or Relays SHOULD be
serialized as part of the (bject payl oad and not as an (bject
Property.

oj ect Properties are serialized as a length in bytes foll owed by
Key-Val ue-Pairs (see Figure 2).

hj ect Properties {
Properties Length (vi64),
Properties (..),

}

oj ect Property types are registered in the |1 ANA table ' MOQ
Properties’. See Section 14.

3. Datagrans

A singl e object can be conveyed in a datagram The Track Alias field
(Section 10.1) indicates the track this Datagram belongs to. |[If an
endpoi nt receives a datagramwi th an unknown Track Alias, it MAY drop
the datagram or choose to buffer it for a brief period to handle
reordering with the control nessage that establishes the Track Ali as.

An (bj ect received in an OBJECT DATACRAM nessage has an hj ect
Forwar di ng Preference = Datagram

To send an Object with Object Forwardi ng Preference = Datagram
determne the | ength of the header and payl oad and send the (bject as
datagram \When the total size is larger than the nmaxi num datagram
size for the session, the Object will be dropped w thout any explicit
notification.
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Each session along the path between the Oiginal Publisher and End
Subscri ber m ght have different maxi num datagram si zes.

Additionally, Object Properties (Section 10.2.1.2) can be added to
oj ects as they pass through the MOQT network, increasing the size of
the hject and the chances it will exceed the nmaxi num dat agram si ze
of a downstream session and be dropped.

10.3.1. bject Datagram
An OBJECT _DATAGRAM carries a single object in a datagram

OBJECT_DATAGRAM {
Type (i) = 0x00..0x0F / 0x20..0x21 / 0x24..0x25 /
0x28..0x29 / 0x2C..0x2D,
Track Alias (vib64),
Goup ID (vi64),
[hject ID (vi6d),]
[ Publ i sher Priority (8),]
[ Properties (..),]
[hject Status (vi64),]
[ hject Payload (..),]

Fi gure 23: MOQT OBJECT_DATAGRAM

The Type field in the OBJECT _DATAGRAM t akes the form ObOOXOXXXX (or
the set of values from O0x00 to OxOF, 0x20 to Ox2F). However, not all
Type values in this range are valid. The four loworder bits and bit
5 of the Type field deternine which fields are present in the

dat agram

* The *PROPERTIES* bit (0x01) indicates when the Properties field is
present. Wen set to 1, the Ohject Properties structure defined
in Section 10.2.1.2 is present. Wen set to 0, the field is
absent. |If an endpoint receives a datagramw th the PROPERTIES
bit set and an Properties Length of 0, it MJST close the session
wi th a PROTOCOL_VI CLATI ON.

* The *END_OF_GROUP* bit (0x02) indicates End of G oup. Wen set to
1, this indicates that no Gbject with the sane Goup ID and an
oject ID greater than the Cbject IDin this datagram exists.

*  The *ZERO OBJECT_ID* bit (0x04) indicates when the Obhject IDfield
is present. Wen set to 1, the Object IDfield is onmitted and the
hject IDis

1. Wien set to 0, the Object IDfield is present.
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* The *DEFAULT_PRI ORI TY* bit (0x08) indicates when the Priority
field is present. Wen set to 1, the Priority field is omtted
and this Object inherits the Publisher Priority specified in the
control message that established the subscription. Wen set to O,
the Priority field is present.

* The *STATUS* bit (0x20) indicates whether the datagram contains an
hj ect Status or Object Payload. Wen set to 1, the Cbject Status
field is present and there is no Object Payl oad. Wen set to O,
the nject Payload is present and the bject Status field is
omtted. There is no explicit length field for the hject
Payl oad; the entirety of the transport datagramfollow ng the
Obj ect header contains the payl oad.

The foll owing Type values are invalid. |If an endpoint receives a
datagramwi th any of these Type values, it MJST cl ose the session
with a PROTOCOL_VI CLATI ON:

*  Type values with both the STATUS bit (0x20) and END OF GROUP bit
(0x02) set: 0x22, 0x23, 0x26, 0x27, 0x2A, 0x2B, Ox2E, Ox2F. An
obj ect status nessage cannot signal end of group.

* Type values that do not match the form ObOOXOXXXX (i.e., Type
val ues outside the ranges 0x00..0xOF and 0x20..0x2F).

If an bject Datagramincludes both the STATUS bit and PROPERTI ES
bit, and the hject Status is not Normal (0x0), the endpoint MJST
cl ose the session with a PROTOCOL_VI OLATI ON, because only Nor nal
oj ects can have Properti es.

4. Streans

VWhen Cbjects are sent on streams, the stream begins with a Subgroup
or Fetch Header and is followed by one or nore sets of serialized
oject fields. |If a streamends gracefully (i.e., the stream
terminates with a FIN) in the mddle of a serialized Object, the
sessi on SHOULD be closed with a PROTOCOL_VI OLATI ON.

A publ i sher SHOULD NOT open nore than one streamat a time with the
sanme Subgroup Header field val ues.

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 84]



I nternet-Draft nog-t r ansport March 2026

10.

10.

4.1. Stream Cancell ation

Streans aside fromthe control streanms MAY be cancel ed due to
congestion or other reasons by either the publisher or subscriber.
Early termination of a unidirectional stream does not affect the MQ
application state, and therefore has no effect on outstanding
subscriptions. Termnation of a bidi request streamterm nates the
Subscription, Fetch, Track Status, Publish Namespace, or Subscribe
Nanespace request. \When possible, Publishers SHOULD send a

PUBLI SH DONE when term nating a subscription instead of abruptly
term nating the associated control stream

4.2. Subgroup Header

All njects on a Subgroup streambelong to the track identified by
Track Alias (see Section 10.1) and the Subgroup indicated by ' G oup
I D and Subgroup ID indicated by the SUBGROUP_HEADER.

I f an endpoint receives a subgroup with an unknown Track Alias, it
MAY abandon the stream or choose to buffer it for a brief period to
handl e reordering with the control message that establishes the Track
Alias. The endpoint MAY w thhold streamflow control beyond the
SUBGROUP_HEADER unti|l the Track Alias has been established. To
prevent deadl ocks, endpoints MJST allocate connection flow control to
the control streams before allocating it to any data streans.

O herwi se, a receiver mght wait for a control message containing a
Track Alias to release flow control, while the sender waits for flow
control to send the nmessage.

SUBGROUP_HEADER {
Type (i) = 0x10..0x15 / 0x18..0x1D / 0x30..0x35 / 0x38..0x3D,
Track Alias (vib64),
Goup ID (vib6d),
[ Subgroup I D (vi64),]
[ Publ i sher Priority (8),]

Fi gure 24: MOQI SUBCGROUP_HEADER

Al njects received on a stream opened w th SUBGROUP_HEADER have an
oj ect Forwardi ng Preference = Subgroup.

The Type field in the SUBGROUP_HEADER t akes the form ObOOXLXXXX (or
the set of values fromOx10 to Ox1F, Ox30 to Ox3F), where bit 4 is
al ways set to 1. However, not all Type values in this range are
valid. The four loworder bits and bit 5 determ ne which fields are
present in the header:
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The *PROPERTI ES* bit (0x01) indicates when the Properties field is
present in all Objects in this Subgroup. Wen set to 1, the

hj ect Properties structure defined in Section 10.2.1.2 is present
inall Objects. Wen set to 0, the field is never present.
ojects with no properties set Properties Length to O.

The *SUBGROUP_I D MODE* field (bits 1-2, mask 0x06) is a two-bit
field that determ nes the encoding of the Subgroup ID. To extract
this value, performa bitwise AND with mask 0x06 and right-shift
by 1 bit:

- 0b00: The Subgroup IDfield is absent and the Subgroup IDis O.

- 0b01: The Subgroup ID field is absent and the Subgroup IDis
the hject ID of the first Object transmtted in this Subgroup.

- 0b10: The Subgroup ID field is present in the header.
- 0Obll: Reserved for future use.

The *END_OF _GROUP* bit (0x08) indicates that this subgroup
contains the largest (bject in the Goup. Wen set to 1, the
subscriber can infer the final hject in the Goup when the data
streamis terminated by a FIN. In this case, Objects that have
the sane Group ID and an Ohject ID larger than the |last hject
received on the streamdo not exist. This does not apply when the
data streamis ternmnated with a RESET_STREAM or RESET STREAM AT.

The *DEFAULT PRI ORI TY* bit (0x20) indicates when the Priority
field is present. Wen set to 1, the Priority field is ontted
and this Subgroup inherits the Publisher Priority specified in the
control message that established the subscription. Wen set to O,
the Priority field is present in the Subgroup header.

The foll owing Type values are invalid. |If an endpoint receives a
stream header with any of these Type values, it MJST cl ose the
session with a PROTOCOL_VI CLATI ON:

*

Type val ues with SUBGROUP_I D MODE set to Obll: 0x16, Ox17, Ox1E,
Ox1F, 0x36, 0x37, Ox3E, Ox3F. This node is reserved for future
use.

Type val ues that do not match the form ObOOXIXXXX (i.e., Type
val ues outside the ranges 0x10..0x1F and 0x30..0x3F, or val ues
where bit 4 is not set).
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To send an Object with Ohject Forwarding Preference = Subgroup, find
the open streamthat is associated with the subscription, Goup ID
and Subgroup I D, or open a new one and send the SUBGROUP_HEADER
Then serialize the follow ng fields.

The hject Status field is only sent if the Cbject Payload Length is
zero.

The Object IDDelta + 1 is added to the previous hject IDin the
Subgroup streamif there was one. The bhject IDis the Object ID
Delta if it’s the first Qbject in the Subgroup stream For exanple,
a Subgroup of sequential Object IDs starting at O will have 0 for all
ohject ID Delta values. A consumer cannot infer information about
the existence of hjects between the current and previous (bject ID
in the Subgroup (e.g. when Cbject ID Delta is non-zero) unless there
is an Prior Object |ID Gap extension header (see Section 11.8).

{
Cbject 1D Delta (vi64),

[ Properties (..),]

hj ect Payl oad Length (vi64),
[hject Status (vi64),]

[ hject Payload (..),]

Fi gure 25: MOQT Subgroup Cbject Fields
4.3. dosing Subgroup Streans

Subscribers will often need to know if they have received all objects
in a Subgroup, particularly if they serve as a relay or cache. QUC
and Webtransport streans provide signals that can be used for this
pur pose. Cl osing Subgroups promptly frees systemresources and often
unl ocks flow control credit to open nore streans.

If a sender has delivered all objects in a Subgroup to the QU C
stream except any Objects with Locations snaller than the
subscription’s Start Location, it MJST close the streamwith a FIN.

If a sender closes the streambefore delivering all such objects to
the QUIC stream it MJST use a RESET _STREAM or RESET_STREAM AT
[I-D.draft-ietf-quic-reliable-streamreset] frane. This includes,
but is not linmted to:

* An Object in an open Subgroup exceeding its Delivery Tineout

* FEarly termination of subscription due to request cancellation
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* A publisher’s decision to end the subscription early

* A REQUEST_UPDATE novi ng the subscription’s End Goup to a smaller
Group or the Start Location to a |arger Location

* Omitting a Subgroup ohject due to the subscriber’s Forward State

When RESET _STREAM AT is used, the reliable size SHOULD i ncl ude the
stream header so the receiver can identify the correspondi ng
subscription and accurately account for reset data streans when
handl i ng PUBLI SH DONE (see Section 9.13). Publishers that reset data
streams w t hout using RESET_STREAM AT with an appropriate
reliable_size can cause subscribers to hold on to subscription state
until a tinmeout expires.

A sender m ght send all objects in a Subgroup and the FIN on a QU C
stream and then reset the stream |In this case, the receiving
application would receive the FINif and only if all objects were
received. |f the application receives all data on the stream and the
FIN, it can ignore any RESET _STREAM it receives.

If a sender will not deliver any objects froma Subgroup, it MAY send
a SUBGROUP_HEADER on a new stream with no objects, and then send
RESET_STREAM AT with a reliable_size equal to the Iength of the
stream header. This explicitly tells the receiver there is an unsent
Subgr oup.

A relay MUST NOT forward an Cbject on an existing Subgroup stream
unless it is the next Object in that Subgroup. A relay determ nes
that an Object is the next Object in the Subgroup if at |east one of
the following is true

* The Object IDis one greater than the previous Cbject sent on this
Subgroup stream

*  The bject was received on the sanme upstream Subgroup stream as
the previously sent bject on the downstream Subgroup stream wth
no other Objects in between.

* |t determined all Object |IDs between the current and previous
oj ect IDs on the Subgroup stream belong to different Subgroups or
do not exist.

If the relay does not know if an Cbject is the next (bject, it MJIST
reset the Subgroup stream and open a new one to forward it.
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Si nce SUBSCRI BEs al ways end on a group boundary, an ending
subscription can always cleanly close all its subgroups. A sender
that term nates a streamearly for any other reason (e.g., to handoff
to a different sender) MJUST use RESET_STREAM or RESET STREAM AT.
Senders SHOULD term nate a stream on Goup boundaries to avoi d doi ng
SO.

An MOQT i nmpl enentation that processes a streamFIN is assured it has
received all objects in a subgroup fromthe start of the
subscription. |If arelay, it can forward streamFINs to its own
subscri bers once those objects have been sent. A relay MAY treat
recei pt of EndOf Group or EndOF Track objects as a signal to close
correspondi ng streans even if the FIN has not arrived, as further
objects on the streamwould be a protocol violation.

Simlarly, an EndOf G oup nessage indicates the maxi mum Gbject IDin
the Group, so if all Objects in the Goup have been received, a FIN
can be sent on any stream where the entire subgroup has been sent.
Thi s m ght be conplex to inplenent.

Processi ng a RESET_STREAM or RESET_STREAM AT means that there m ght
be other objects in the Subgroup beyond the | ast one received. A
relay might inmediately reset the correspondi ng downstream stream or
it might attenpt to recover the missing Cbjects in an effort to send
all the bjects in the subgroups and the FIN. It also mght send
RESET_STREAM AT with reliable_size set to the last Cbject it has, so
as to reliably deliver the Objects it has while signaling that other
oj ects mght exist.

A subscriber MAY send a QUIC STOP_SENDI NG frane for a subgroup stream
if the Group or Subgroup is no longer of interest toit. The

publ i sher SHOULD respond wi th RESET _STREAM or RESET_STREAM AT. |If
RESET _STREAM AT is sent, note that the receiver has indicated no
interest in the objects, so setting a reliable_size beyond the stream
header is of questionable utility.

RESET_STREAM and STOP_SENDI NG on SUBSCRI BE data streans have no

i mpact on other Subgroups in the Goup or the subscription, although
applications mght cancel all Subgroups in a Goup at once.

A publisher that receives a STOP_SENDI NG on a Subgroup stream SHOULD
NOT attenpt to open a new streamto deliver additional Objects in
that Subgr oup.

The application SHOULD use a rel evant error code in RESET_STREAM or
RESET_STREAM AT, as defined bel ow

| NTERNAL_ERROR (0x0): An inplenmentation specific error.
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CANCELLED (0x1): The subscriber or publisher cancelled the Request.
For Subscriptions, PUBLISH DONE (Section 9.13) will have a nore
detail ed status code.

DELI VERY_TI MEQUT (0x2): The DELIVERY TI MEQUT Section 9.3.3 was
exceeded for this stream

SESSI ON_CLOSED (0x3): The publisher session is being closed.

UNKNOAN OBJECT _STATUS (0x4): |In response to a FETCH, the publisher
is unable to determne the Status of the next Object in the
requested range.

TOO FAR BEHI ND (0x5): The correspondi ng subscription has exceeded
the publisher’s resource limts and is being term nated (see
Section 9.3.3).

EXCESSI VE LOAD (0x9): The publisher is overloaded and is resetting
this stream

MALFORMED TRACK (0x12): A relay publisher detected that the track
was nal formed (see Section 2.4.2).

4.4, Fetch Header

When a stream begins with FETCH HEADER, all objects on the stream
belong to the track requested in the Fetch nmessage identified by
Request | D.

FETCH_HEADER {
Type (vi 64) = 0x5,
Request 1D (vi64),
}

Fi gure 26: MOQT FETCH_HEADER

Each Obj ect sent on a FETCH stream after the FETCH HEADER has the
foll owi ng format:
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Serialization Flags (vi64),
[Goup ID (vib64),]

[ Subgroup I D (vib64),]
[hject ID (vi6d),]

[ Publ i sher Priority (8),]

[ Properties (..),]

hj ect Payl oad Length (vi64),
[ hject Payload (..),]

Figure 27: MOQT Fetch hject Fields

The Serialization Flags field defines the serialization of the
hject. It is a variable-length integer. When |less than 128, the
bits represent flags described below. The follow ng additional

val ues are defi ned:

b ool oo )
| Value | Meaning |
[ il s ey
| 0x8C | End of Non-Existent Range |
+------- I i T I R +
| 0x10C | End of Unknown Range |
+----- - I i I I T N R +
Table 6

Any ot her value is a PROTOCOL_VI OLATI ON.
10.4.4.1. Flags

The two least significant bits (LSBs) of the Serialization Flags form
a two-bit field that defines the encoding of the Subgroup. To

extract this value, the Subscriber perforns a bitw se AND operation
with the mask 0x03.
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| Bitmask Result | Meani ng |
| (Serialization Flags & 0x03) | |
[} gt ——————————————————— e p—p—_——
| 0x00 | Subgroup IDis zero |
TS TS +
| 0x01 | Subgroup IDis the prior |
| | Object’s Subgroup ID |
o e e e e e e e e e o o e e e e e e e e e e aa o - +
| 0x02 | Subgroup IDis the prior |
| | Object’s Subgroup ID plus one |
TS ST +
| 0x03 | The Subgroup IDfieldis |
| | present |
o e e e e e e e e e o o e e e e e e e e e e aa o - +
Table 7

The following table defines additional flags within the Serialization
Flags field. Each flag is an independent bool ean val ue, where a set
bit (1) indicates the corresponding condition is true.

[ ety e sl ey
| Bitmask | Condition if set | Condition if not set |
I I | (0) I
| Ox04 | Object IDfieldis | Object IDis the prior |
| | present | Qoject’s ID plus one |
S o m e e e aa oo s o m e e e e e e aao o +
| 0x08 | Goup IDfield is | Goup IDis the prior |
| | present | Object’s Goup ID |
B o e e e e e e oo o St +
| 0x10 | Priority field is | Priority is the prior |
| | present | Coject’s Priority |
S o m e e e aa oo s o m e e e e e e aao o +
| 0x20 | Properties field is | Properties field is not |
| | present | present |
B o e e e e e e oo o St +
| 0x40 | Datagram ignore the two | Decode the Subgroup ID |
| | least significant bits | as indicated by the two |
| | | least significant bits |
S o e e e e e e e e oo s o m e e e e i oo +

Table 8
If the first Ohject in the FETCH response uses a flag that references

fields in the prior Object, the Subscriber MJST cl ose the session
with a PROTOCOL_VI OLATI ON.
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The Object Properties structure is defined in Section 10.2.1.2.

When encodi ng an hject with a Forwardi ng Preference of "Datagrant
(see Section 10.2.1.2), the object has no Subgroup ID. The publisher
MJST SET bit 0x40 to "1'. When Ox40 is set, it SHOULD set the two

| east significant bits to zero and the subscriber MJST ignore the
bits.

4.4.2. End of Range

When Serialization Flags indicates an End of Range (e.g. val ues 0x8C
or 0x10C), the Goup ID and Ohject ID fields are present. Subgroup
ID, Priority and Properties are not present. Al Objects with

Locati ons between the last serialized bject, if any, and this
Location, inclusive, either do not exist (when Serialization Flags is
0x8C) or are unknown (0x10C). A publisher SHOULD NOT use End of Non-
Exi stent Range in a FETCH response except to split a range of Objects
that will not be serialized into those that are known not to exi st
and those wi th unknown st at us.

VWhen an Object follows an End of Range indicator and uses flags that
reference the "prior hject”, the prior Object fields are deterni ned
as foll ows:

* Prior Goup ID and prior Object ID: The values fromthe End of
Range i ndi cat or.

* Prior Subgroup ID: The Subgroup ID fromthe |last actual Ohject
before the End of Range indicator. |If there was no prior bject,
using a flag that references the prior Subgroup IDis a
PROTOCOL_VI CLATI ON

* Prior Priority: The Priority fromthe |ast actual Object before
the End of Range indicator. |If there was no prior Object, using a
flag that references the prior Priority is a PROTOCOL_VI OLATI ON

5. Examples

Sendi ng a subgroup on one stream
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Stream = 2

SUBGROUP_HEADER {
Type = 0x14
Track Alias = 2
Goup ID=0
Subgroup ID =0
Priority =0

mog-t r ansport

}

{
hject ID=0
oj ect Payl oad Length = 4
Payl oad = "abcd"

}

{
hject ID=1
oj ect Payl oad Length = 4
Payl oad = "efgh"

}

March 2026

Sending a group on one stream wth the first object containing two

Properti es.
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Stream = 2

SUBGROUP_HEADER {

Type = 0x35
Track Alias = 2
Goup ID=0
Subgroup ID =0
}
{

oject IDDelta =0
Properties Length =
{ Type = 4
Val ue = 2186796243
}

{ Type = 77
Length = 21
Val ue = "tracel D: 123456"

(Cbject IDis 0)
33

}
oj ect Payl oad Length = 4
Payl oad = "abcd"

o)

oject IDDelta =0 (oject IDis 1)
Properties Length =0

oj ect Payl oad Length = 4

Payl oad = "efgh"

MOQT Properties

The following Properties are defined in MOQT. Each Property
specifies whether it can be used with Tracks, Objects, or both.

Property types in ranges reserved for application-specific use
(0x38- 0x3F, 0x3800-0x3FFF) are not defined by MOQT. See Section 2.5
for usage gui dance.

1. DELIVERY TI MEQUT

DELI VERY TI MEQUT (Property Type 0x02) is a Track Property. It
expresses the publisher’s DELIVERY _TIMEQUT for a Track (see
Section 9.3.3).

A DELI VERY_TI MEQUT val ue of 0 indicates no tineout; Cbjects do not
expire due to delivery tineout.
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If both the subscriber specifies a DELIVERY_TI MEQUT paraneter and the
Track has a DELI VERY_TI MEQUT property, the endpoints use the nmin of

the two non-zero values for the subscription. |If either value is O,
the non-zero value is used. |If both are 0, there is no delivery
ti meout.

If unspecified, the subscriber’s DELIVERY_TIMEQUT is used. |If
nei t her endpoint specified a tinmeout, Objects do not time out.

2.  NMAX CACHE DURATI ON
MAX_CACHE DURATI ON (Property Type 0x04) is a Track Property.

It is an integer expressing the nunber of nilliseconds an Object can
be served froma cache. |If present, the relay MJST NOT start
forwardi ng any individual Object received through this subscription
or fetch after the specified nunber of mlliseconds has el apsed since
t he begi nning of the Object was received. This neans Objects earlier
ina multi-object streamwi |l expire earlier than Cbjects later in
the stream Once (bjects have expired fromcache, their state
becones unknown, and a relay that handl es a downstream request that

i ncludes those Objects re-requests them

I f MAX CACHE DURATION is not sent by the publisher, the Objects can
be cached until inplementation constraints cause themto be evicted.

3. DEFAULT PUBLI SHER PRI ORI TY

DEFAULT PUBLI SHER PRI ORI TY (Property Type OxOE) is a Track Property
that specifies the priority of a subscription relative to other
subscriptions in the same session. The value is fromO to 255 and

| ower numbers get higher priority. See Section 7. Priorities above
255 are invalid. Subgroups and Datagramnms for this subscription
inherit this priority, unless they specifically override it.

If omtted, the Default Publisher Priority is 128.
4. DEFAULT PUBLI SHER GROUP ORDER

DEFAULT _PUBLI SHER GROUP_ORDER (Property Type 0x22) is a Track
Property.

It is an enumindicating the publisher’s preference for prioritizing
hjects fromdifferent groups within the sane subscription (see
Section 7). The allowed val ues are Ascendi ng (0x1) or Descendi ng
(0x2). If an endpoint receives a value outside this range, it MJST
cl ose the session with PROTOCCOL VI OLATI ON
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If omtted, the publisher’s preference is Ascending (0x1).
5. DYNAM C GROUPS

DYNAM C GROUPS (Property Type 0x30) is a Track Property. The all owed
values are 0 or 1. Wen the value is 1, it indicates that the
subscri ber can request the Original Publisher to start a new G oup by
i ncludi ng the NEW GROUP_REQUEST paraneter in PUBLISH K or

REQUEST _UPDATE for this Track. |If an endpoint receives a val ue
|larger than 1, it MJST close the session with PROTOCOL_ VI OLATI ON

If omtted, the value is O.
6. Imrutable Properties

I mmut abl e Properties (Property Type OxB) contain a sequence of Key-
Val ue-Pairs (see Figure 2) which are also Track or Chject Properties

I mut abl e Ext ensi ons {
Type (0xB),
Length (vi64),
Key-Val ue-Pair (..)
}

This Property can be added by the Oiginal Publisher, but MJUST NOT be
added by Relays. This Property MJUST NOT be nodified or renoved and
the serialization (e.g. variable-length integer encodings) of the
Key-Val ue- Pairs MJUST NOT change). Like other Properties, Relays MJST
cache Imrutable Properties if the Object or Track are cached and MJST
forward it. Relays MAY decode and view the Properties in the Key-

Val ue- Pairs.

Unl ess specified by a particular Property specification, Properties
MAY appear either in the nmutable extension list or inside |mutable
Properties. Wen |ooking for the value of a property, processors
MJUST search both the nutable properties and the contents of | mutable
Ext ensi ons.

If a Property allows nultiple values, the sane Property Type MAY
appear in both the nutable |ist and inside | mutabl e Extensions,
unl ess prohibited by the Property specification

A Track is considered malformed (see Section 2.4.2) if any of the
foll owi ng conditions are detected:

* An Object contains an Imutable Properties property that contains
anot her | mmut abl e Properties key.
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* A Key-Val ue-Pair cannot be parsed.

The follow ng figure shows an exanple Object structure with a
conbi nation of nutable and i mmutable properties and end to end
encrypted netadata in the Object payl oad.

oj ect Header oj ect Payl oad
----------------------------------------------- D ———
------- e T
Object | Ext 1 | Imutable | Ext N | [Payload] | Private Properties |
Fields | | Properties | | [Length] | App Payl oad |
------- T
XXXXXXXXXXXX XXXXXXXXXXXXXXXXXXXX
YYYYYYYYYYYYYYYYYYYY

e2e Aut henticated Data
e2e Encrypted Data

EXT 1 and EXT N can be nodified or renoved by Rel ays

11.

An Obj ect MJUST NOT contain nore than one instance of this property.
7. Prior Goup ID Gap
Prior Group ID Gap only applies to hjects, not Tracks.

Prior Group ID Gap (Property Type 0x3C) is a variable length integer
contai ni ng the nunber of G oups prior to the current Goup that do
not and will never exist. For example, if the Oiginal Publisher is
publishing an Cbject in Goup 7 and knows it will never publish any
ohjects in Goup 8 or Goup 9, it can include Prior Goup ID Gap = 2
in any nunber of Objects in Goup 10, as it sees fit. A Track is
consi dered mal fornmed (see Section 2.4.2) if any of the follow ng
conditions are detected:

* An Object contains nore than one instance of Prior Goup |ID Gap.

* A Group contains nore than one Cbject with different val ues for
Prior Group |ID Gap.

* An Object has a Prior Goup ID Gap larger than the Goup ID.

* An endpoint receives an Gbject with a Prior Goup ID Gap covering
an Cbject it previously received.

* An endpoint receives an Object with a Goup IDwithin a previously
communi cat ed gap.
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11.

Use of this property is optional, as publishers mght not know the
prior gap size, or there may not be a gap. |If Prior Goup ID Gap is
not present, the receiver cannot infer any information about the

exi stence of prior groups (see Section 2.3.1).

This property can be added by the Oiginal Publisher, but MJUST NOT be
added by relays. This property MAY be renmoved by a relay when the
object in question is served via FETCH, and the gap that the

ext ensi on communi cates is already comunicated inplicitly in the
FETCH response; it MJST NOT be nodified or renpved ot herw se.

An Obj ect MJUST NOT contain nore than one instance of this property.
8. Prior hject ID Gap
Prior hject ID Gap only applies to Objects, not Tracks.

Prior hject ID Gap (Property Type Ox3E) is a variable | ength integer
contai ni ng the nunber of Objects prior to the current Object that do
not and will never exist. For example, if the Oiginal Publisher is
publishing Object 10 in Group 3 and knows it will never publish
ohjects 8 or 9 inthis Goup, it can include Prior Object ID Gap = 2.
A Track is considered mal fornmed (see Section 2.4.2) if any of the
followi ng conditions are detected:

* An Object contains nore than one instance of Prior oject |ID Gap.
* An Object has a Prior Ohject ID Gap larger than the Object ID.

* An endpoint receives an Obhject with a Prior Object |ID Gap covering
an Cbject it previously received.

* An endpoint receives an (bject with an Cbject IDwthin a
previ ously comruni cat ed gap.

Use of this property is optional, as publishers mght not know the
prior gap size, or there mght not be a gap. If Prior bject ID Gap
is not present, the receiver cannot infer any information about the
exi stence of prior objects (see Section 2.1).

This property can be added by the Original Publisher, but MUST NOT be
added by relays. This property MAY be renpved by a relay when the
object in question is served via FETCH, and the gap that the

ext ensi on communi cates is already comunicated inplicitly in the
FETCH response; it MJST NOT be nodified or renpoved ot herw se.

An Obj ect MUST NOT contain nore than one instance of this property.
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12.

12.

12.

12.

Security Considerations
TODO. Expand this section, including subscriptions.
TODO. Descri be Cache Poi soning attacks
1. Resource Exhaustion

Li ve content requires significant bandwi dth and resources. Failure
to set limts will quickly cause resource exhaustion.

MOQT uses streamlimts and flow control to inpose resource limts at
the network |ayer. Endpoints SHOULD set flow control limits based on
the anticipated bitrate.

Endpoi nts MAY i npose a MAX STREAM count limt which would restrict
the nunber of concurrent streans which an application could have in
flight.

The publisher prioritizes and transnmits streans out of order.
Streanms m ght be starved indefinitely during congestion. The
publ i sher and subscriber MJST cancel a stream preferably the one
with the | owest priority, after reaching a resource limt.

2. Tinmeouts

I mpl enent ati ons are advised to use tinmeouts to prevent resource
exhaustion attacks by a peer that does not send expected data within
an expected tine. Each inplenmentation is expected to set its own

ti meouts.

2.1. ldle Connection Handling

The transport connection (e.g., QU C underlying a MOQT session can
close due to idle timeout if no data is exchanged, either because
there are no established subscriptions or the established
subscriptions are not publishing Objects frequently. This includes
publ i sher sessions that have issued a PUBLI SH NAMESPACE and are

wai ting for subscribers.

I mpl enentations that want to keep idl e sessions open have severa
options:

* Use transport-layer keep-alive nechanisns, such as QU C PI NG
franes, to prevent idle tinmeout closure.

* Send periodic control messages, for exanple REQUEST UPDATE with no
nmodi fi ed Message Paraneters.
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12.

12.

12.

12.

* Accept that idle connections can close and inpl enment reconnection
| ogi ¢ when needed.

The choi ce of nechanismis inplenentation-specific.
3. Relay security considerations
3.1. State maintenance

A Rel ay SHOULD have nechani sns to prevent malicious endpoints from
flooding it with PUBLI SH NAVESPACE or SUBSCRI BE NAMESPACE requests
that could bloat data structures. It could use QUC streamlinmts to
limt the nunber of such requests, or could have application-specific
policies that can reject incom ng PUBLI SH NAVMESPACE or

SUBSCRI BE_NAMESPACE requests that cause the state mai ntenance for the
session to be excessive.

3.2. SUBSCRI BE_NAMESPACE wi th short prefixes

A Relay can use authorization rules in order to prevent subscriptions
closer to the root of a large prefix tree. Oherwise, if an entity
sends a relay a SUBSCRI BE NAMESPACE nessage with a short prefix, it
can cause the relay to send a | arge vol une of NAMESPACE nessages. As
changes occur in the tree of nanespaces, the relay would have to send
mat chi ng NAMESPACE/ NAMESPACE_DONE nessages

4. Inplenentation Identification Fingerprinting

The MOQT_| MPLEMENTATI ON option (Section 9.4.1.5) can revea
information that contributes to fingerprinting, a set of techniques
for identifying a specific endpoint over time through its unique set
of characteristics.

Detail ed inplenentation information, including specific version
nunbers, build identifiers, or platformdetails, can create a unique
fingerprint that enables tracking endpoints across sessions without
their awareness. Wen conbined with other session characteristics,
even minimal inplementation identification can contribute to

di sti ngui shi ng one endpoi nt from anot her

To mitigate fingerprinting risks:
* | npl enentati ons SHOULD send only the mnimum i nformati on necessary

for interoperability debugging. A short inplenentation nane and
maj or version nunber are typically sufficient.
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13.

* | npl ementati ons SHOULD NOT i nclude detailed systeminformation,
build nunmbers, or other attributes that could uniquely identify a
specific instance or user.

* Privacy-consci ous depl oynents MAY onit the MOQT | MPLEMENTATI ON
option entirely or send a generic val ue.

* I mplenentati ons MAY provide users with the ability to configure or
di sabl e the MOQT_I| MPLEMENTATI ON opti on.

Qperators should be aware that detailed inplenentation identification
facilitates the sane privacy concerns as persistent identifiers,
since it enables correlation of sessions across tinme.

G ease
To ensure that inplenmentations correctly handl e unknown val ues and do
not fail when encountering protocol extensions they do not
under stand, this document reserves a range of values for the purpose
of greasing; see Section 3.3 of [RFC9170].

Grease values follow the pattern Ox7f * N + 0x9D for non-negative
i nteger values of N (that is, O0x9D, OxBC, ..., Ox3ffffffffffffffe).

The following registries include GREASE reservati ons:
* Setup Options (Section 9.4.1)

* Properties (Section 14.4)

* Session Termination Error Codes (Section 14.5.1)

*  REQUEST_ERROR Codes (Section 14.5.2)

* PUBLI SH DONE Codes (Section 14.5. 3)

* Data Stream Reset Error Codes (Section 14.5.4)

*  MOQT Auth Token Type

I mpl enent ati ons MJUST handl e unknown val ues fromthese registries
gracefully according to the rules defined in each section.

Setup Options with reserved identifiers have no semantics and can
carry arbitrary values. Endpoints MJST ignore unknown Setup Options
as specified in Section 9.4.
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14. | ANA Consi derations
TODO. fill out currently missing registries:
*  MOQT ALPN val ues
*  Setup Options
* Message types
TODO. register the URI schene and the ALPN

14.1. Authorization Token Alias Type

[ gl oo oo ooy - e
| Code | Nane | Specification |
R ety S pjegy e p——p—p——(——————r——
| Ox0 | DELETE | Section 9.3.2 |
ommmo - S oo +
| Ox1 | REG STER | Section 9.3.2 |
R R T +
| Ox2 | USE_ALIAS | Section 9.3.2 |
Foommo- . Fom e +
| Ox3 | USE VALUE | Section 9.3.2 |
ommmo - S oo +
Table 9
14.2. MOQT Auth Token Type
| Code | Nane | Specification |
[§ pleemesfommsbomsbemsoe b esoe s esos s esps sy Ses oo espsesfespesfespeesfespeesfspup
| 0x0 | Reserved | Section 9.3.2 |
Fom e Fom oo Fom e +
| Ox7f * N + Ox9D | Reserved for greasing | Section 13 |
Fom e oo oo +
Tabl e 10
14. 3. Message Paraneters
| Parameter Type | Paraneter Nane | Specification |
[ oo e s s oo s sy o}
| 0x02 | DELI VERY_TI MEQUT | Section 9.3.3 |
Fom e Fom oo Fom e +
| 0x03 | AUTHORI ZATI ON_TOKEN | Section 9.3.2 |
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o a o S o a o +
| 0x04 | RENDEZVOUS TI MEOUT | Section 9.3.4 |
o e o e e e e e oo - o e +
| 0x08 | EXPI RES | Section 9.3.8 |
o a o Fom e e e e e oo s o a o +
| 0x09 | LARGEST OBJECT | Section 9.3.9 |
o a o S o a o +
| 0x10 | FORWARD | Section 9.3.10 |
o e o e e e e e oo - o e +
| 0x20 | SUBSCRIBER PRICRITY | Section 9.3.5 |
o a o Fom e e e e e oo s o a o +
| 0x21 | SUBSCRIPTION FILTER | Section 9.3.7 |
o a o S o a o +
| 0x22 | GROUP_ORDER | Section 9.3.6 |
o e o e e e e e oo - o e +
| 0x32 | NEW GROUP_REQUEST | Section 9.3.11 |
o a o Fom e e e e e oo s o a o +
Tabl e 11
* Message Paraneters - List which parans can be repeated in the
tabl e.
14.4. Properties
| Type | Nane | Scope | Specification |
[ et —— e ————————————————————————————— L—p—————— Ll p—p—p—p—_————————
| 0x02 | DELI VERY_TI MEQUT | Track | Section 11.1 |
S o m e e e e e e aaao o T o +
| 0x04 | MAX_CACHE DURATI ON | Track | Section 11.2 |
Fomm oo - o e e e e e e e meme oo Fomm e - o - o m e e e oo - +
| 0x0B | | MMUTABLE_PROPERTI ES | Track, | Section 11.6 |
I I | Coject | I
S o m e e e e e e e aaao o T oo +
| OxOE | DEFAULT_PUBLI SHER PRI ORI TY | Track | Section 11.3 |
S o m e e e e e e aaa oo R oo +
| 0x22 | DEFAULT_PUBLI SHER GROUP_ORDER | Track | Section 11.4 |
TS o e e e e e e e e e e aa o - Fomm oo T +
| 0x30 | DYNAM C_GROUPS | Track | Section 11.5 |
S o m e e e e e e e aaao o T oo +
| 0x3C | PRI OR _GROUP_I D GAP | Object | Section 11.7 |
S o m e e e e e e aaa oo R oo +
| Ox3E | PRI OR_OBJECT_|I D GAP | Object | Section 11.8 |
TS o e e e e e e e e e e aa o - Fomm oo T +
| 0x7f | Reserved for greasing | Any | Section 13 |
I * N+ | I I I
I 0x9D | I I I
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Table 12

Endpoi nts MUST i gnore unknown Property types, skipping themusing the
I ength field.

* MOQ Properties - we wish to define the followi ng registration
pol i ci es:

0x00 to 0x37: Standards Action or | ESG Approval (1-byte
encodi ng)

0x38 to Ox3F: Reserved for application-specific use (1-byte
encoding, no registration permtted)

0x40 to Ox37FF: Specification Required (2-byte encodi ng)

0x3800 to Ox3FFF: Reserved for application-specific use (2-byte
encoding, no registration permtted)

0x4000 and above: First Cone First Served

Code points reserved for application-specific use will never be

al l ocated by I ANA. Applications using these values do not need to
coordinate with I ANA. Note that applications consuning tracks
from uncoordi nat ed sources may encounter different semantics for
the sane code points, creating potential collision risks.

14. 5.

14.5. 1.

Error Codes

Session Term nation Error Codes

sty e s ey s —p—j—r
Nane | Code | Specification |
NO_ERROR | 0x0 | Section 3.5 |

--------------------------- T
| NTERNAL _ERROR | 0x1 | Section 3.5 |

--------------------------- T T T
UNAUTHORI ZED | 0x2 | Section 3.5 |

--------------------------- e T
PROTOCOL_VI OLATI ON | 0x3 | Section 3.5 |

--------------------------- T
| NVALI D_REQUEST_I D | 0x4 | Section 3.5 |

--------------------------- T T T
DUPL| CATE_TRACK_ALI AS | 0x5 | Section 3.5 |

--------------------------- e T
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| KEY_VALUE _FORMATTI NG _ERROR | 0x6 | Section 3.5 |
o e e e e e e e ememao - o e e e e oo - o m e e e oo - +
| I NVALI D_REQUI RED REQUEST_I D | 0x7 | Section 3.5 |
oo e e e e e e e e oo - - o e e e e oo S +
| I NVALI D_PATH | 0x8 | Section 3.5 |
o mm e e e e e e e i o e e oo o +
| MALFORMED_PATH | 0x9 | Section 3.5 |
o e e e e e e e ememao - o e e e e oo - o m e e e oo - +
| GOAWAY_TI MEQUT | 0x10 | Section 3.5 |
oo e e e e e e e e oo - - o e e e e oo S +
| CONTROL_MESSAGE Tl MEQUT | 0x11 | Section 3.5 |
o mm e e e e e e e i o e e oo o +
| DATA_STREAM TI MEQUT | 0x12 | Section 3.5 |
o e e e e e e e ememao - o e e e e oo - o m e e e oo - +
| AUTH_TOKEN_CACHE_OVERFLOW | 0x13 | Section 3.5 |
oo e e e e e e e e oo - - o e e e e oo S +
| DUPLI CATE_AUTH TOKEN_ALI AS | 0x14 | Section 3.5 |
o mm e e e e e e e i o e e oo o +
| VERSI ON_NEGOTI ATI ON_FAI LED | 0x15 | Section 3.5 |
o e e e e e e e ememao - o e e e e oo - o m e e e oo - +
| MALFORMED _AUTH_TOKEN | 0x16 | Section 3.5 |
oo e e e e e e e e oo - - o e e e e oo S +
| UNKNOWN_AUTH_TOKEN_ALI AS | 0x17 | Section 3.5 |
o mm e e e e e e e i o e e oo o +
| EXPlI RED_AUTH_TOKEN | 0x18 | Section 3.5 |
o e e e e e e e ememao - o e e e e oo - o m e e e oo - +
| I NVALI D_AUTHORI TY | 0x19 | Section 3.5 |
oo e e e e e e e e oo - - o e e e e oo S +
| MALFORMED_AUTHORI TY | Ox1A | Section 3.5 |
o mm e e e e e e e i o e e oo o +
| Reserved for greasing | Ox7f * N + Ox9D | Section 13 |
o e e e e e e e ememao - o e e e e oo - o m e e e oo - +
Tabl e 13

| Narme | Code | Specification |
[ gt ————————————————— L ——————————————— Ll —p—_—————
| | NTERNAL_ERROR | 0x0 | Section 9.7 |
o e e e e e i eee oo n o e e oo o +
| UNAUTHORI ZED | 0x1 | Section 9.7 |
o m e e e e e e e e m e ao- o e e e e e o Fom e e e oo - +
| TIMEQUT | 0x2 | Section 9.7 |
o e e e e e e o - R R +
| NOT_SUPPORTED | 0x3 | Section 9.7 |
o e e e e e i eee oo n o e e oo o +
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| MALFORMED_AUTH TOKEN | 0x4 | Section 9.7 |
o e e e e e e e o e e e e oo - o m e e e oo - +
| EXPI RED_AUTH_TOKEN | 0x5 | Section 9.7 |
oo e e e e e e i oo oo oo o e e e e oo S +
| GO NG_AVAY | 0x6 | Section 9.7 |
o e e e e e i eee oo n o e e oo o +
| EXCESSI VE_LOAD | 0x9 | Section 9.7 |
o e e e e e e e o e e e e oo - o m e e e oo - +
| DOES_NOT_EXI ST | 0x10 | Section 9.7 |
oo e e e e e e i oo oo oo o e e e e oo S +
| I NVALI D_RANGE | 0x11 | Section 9.7 |
o e e e e e i eee oo n o e e oo o +
| MALFORMED TRACK | 0x12 | Section 9.7 |
o e e e e e e e o e e e e oo - o m e e e oo - +
| DUPLI CATE_SUBSCRI PTI ON | 0x19 | Section 9.7 |
oo e e e e e e i oo oo oo o e e e e oo S +
| UNI NTERESTED | 0x20 | Section 9.7 |
o e e e e e i eee oo n o e e oo o +
| PREFI X _OVERLAP | 0x30 | Section 9.7 |
o e e e e e e e o e e e e oo - o m e e e oo - +
| NAMESPACE_TOO LARGE | 0x31 | Section 9.7 |
oo e e e e e e i oo oo oo o e e e e oo S +
| TNVALID JO NI NG REQUEST_I D | 0x32 | Section 9.7 |
o e e e e e i eee oo n o e e oo o +
| Reserved for greasing | Ox7f * N+ Ox9D | Section 13 |
o e e e e e e e o e e e e oo - o m e e e oo - +
Tabl e 14

14.5.3. PUBLI SH _DONE Codes

| Narme | Code | Specification |
[ ettt —————————————— L —p—_————————————— Ll —p—p—_————————
| | NTERNAL_ERROR | 0x0 | Section 9.13 |
o o e e oo o +
| UNAUTHORI ZED | 0x1 | Section 9.13 |
o m e e e e e e e oo o e e e e e o Fom e e e oo - +
| TRACK_ENDED | 0x2 | Section 9.13 |
o e e e e oo oo R R +
| SUBSCRI PTI ON_ENDED | 0x3 | Section 9.13 |
o o e e oo o +
| GO NG_AVAY | 0x4 | Section 9.13 |
o m e e e e e e e oo o e e e e e o Fom e e e oo - +
| EXPlI RED | 0x5 | Section 9.13 |
o e e e e oo oo R R +
| TOO_FAR_BEH ND | 0x6 | Section 9.13 |
o o e e oo o +
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| UPDATE_FAI LED | 0x8 | Section 9.13 |
Tt o e e e e oo - o m e e e oo - +
| EXCESSI VE_LOAD | 0x9 | Section 9.13 |
o e e e e e e oo o e e e e oo S +
| MALFORVMED TRACK | 0x12 | Section 9.13 |
o o e e oo o +
| Reserved for greasing | Ox7f * N + Ox9D | Section 13 |
Tt o e e e e oo - o m e e e oo - +
Tabl e 15

14.5. 4. Data Stream Reset Error Codes

| Narme | Code | Specification |
[ et ————————————— L ——_————————————— Lp—p—p—_————————————
| | NTERNAL_ERROR | 0x0 | Section 10.4.3
o o e e oo o a o +
| CANCELLED | 0x1 | Section 10.4.3
o m e e e e e e e oo o e e e e e o S +
| DELI VERY_TI MEQUT | 0x2 | Section 10.4.3
o e e e e oo oo R oo - - +
| SESSI ON_CLOSED | 0x3 | Section 10.4.3
o o e e oo o a o +
| UNKNOWN_OBJECT_STATUS | 0x4 | Section 10.4.3
o m e e e e e e e oo o e e e e e o S +
| TOO_FAR _BEH ND | 0x5 | Section 10.4.3
o e e e e oo oo R oo - - +
| EXCESSI VE_LOAD | 0x9 | Section 10.4.3 |
o o e e oo o a o +
| MALFORMED_ TRACK | 0x12 | Section 10.4.3 |
o m e e e e e e e oo o e e e e e o S +
| Reserved for greasing | Ox7f * N + Ox9D | Section 13 |
o e e e e oo oo R oo - - +
Tabl e 16

Contri butors

The original design behind this protocol was inspired by three
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Frindell, Jordi Cenzano and Jake Wi ssnan, and QUI CR
[1-D.draft-jennings-nog-quicr-proto] by Cullen Jennings, Suhas
Nandakumar and Christian Huiterma. The authors of those docunents
merged their proposals to create the first draft of npbg-transport.
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Appendi x A.  Change Log

RFC Editor’s Note: Please renove this section prior to publication of
a final version of this docunent.

I ssue and pull request nunbers are listed with a | eadi ng oct ot horp.
A.1l. Since draft-ietf-npg-transport-16

*Session and Control Pl ane*

* Change control streamfrombidi to a pair of uni streans (#1510)

* Col | apse CLI ENT_SETUP and SERVER SETUP into a single SETUP nessage
(#1510)

*  Mve requests to bidirectional streams; renpve cancel messages
(#1389)

*  Renpve MAX_REQUEST_| DY REQUESTS BLOCKED (#1471)
*  New variabl e-l1ength integer encodi ng (#1016)
* Encode Message Paraneters as Type-Val ue pairs (#1462)

* Add GREASE for Setup Options, Properties, and error code
registries (#1460)

* Add RENDEZVOUS_TI MEQUT paranmeter for SUBSCRI BE (#1447)

* Add PUBLI SH BLOCKED nessage for SUBSCRI BE NAMESPACE fl ow control
(#1452)

* Add Tineout field to GOAWAY nessage (#1497)
* Add GO NG _AVWAY to REQUEST_ERROR codes (#1434)

* Add EXCESSI VE _LQAD error code (#1479)
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* Add NAMESPACE _TOO LARGE error and streamreset for |arge
nanespaces (#1496)
* Add TOO FAR BEHI ND stream reset code (#1445)
*  Add REQUEST _UPDATE to |ist of REQUEST ERROR causes (#1466)

*  Enforce REQUEST OK/ERROR as first franme on the response stream
(#1499)

* Allow joining FETCH for PUBLI SH and REQUEST_UPDATE wi th forward=1
(#1335)

* Al ow DELI VERY_TI MEQUT val ue of 0 to nmean no tineout (#1450)
* Al ow zero-el enent nanespaces (#1472)

* darify EXPlIRES paraneter update nmechani sm (#1448)

*  Renmove TRACK STATUS from REQUEST_ UPDATE (#1436)

* Define how to use auth token cache safely with nultiple streans
(#1430)

* Constrain encodi ng/ parsi ng of track nanespace and nanes (#1512)
* Reserve Property type ranges for application-specific use (#1473)
* ©Make EndGoup in Subscription Filters a delta (#1470)

*  Copy DELIVERY_TI MEQUT min requirenent from parameter to property
(#1427)

*Data Plane Wre Format and Handl i ng*

* Carify prior Object semantics after End of Range indicators in
FETCH (#1513)

* (darify datagram status and properties cases (#1444)
* (darify Stream Count includes enpty subgroups (#1449)

* (Carify language for nal formed tracks in a subgroup with
END_OF GROUP (#1464)

* Properties can appear in nmutable list or inside |Imutable
Properties (#1442)
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*

*

Clarify immutable property preservation requirements (#1441)

Clarification for Track Alias uni queness (#1418)

*Not abl e Editorial Changes*

*

A 2.

Renanme Setup Paraneters to Setup Options (#1461)
Renanme Extension Headers to Properties (#1504)

Add security/privacy considerations for MOQT | MPLEVMENTATI ON
(#1511)

Add editorial text on bandw dth probing techniques (#1477)
Expl ain idle connection handling (#1443)

Fi x " SUBSCRI BE_NAMESPACE with short prefixes" (#1502)

Add generative Al disclosure per |RTF guidelines

Since draft-ietf-nog-transport-15

*Setup and Control Pl ane*

*

Del ta encode Key-Val ue-Pairs for Paraneters and Headers (#1315)
Use Request | D in PUBLI SH NAMESPACE_{ DONE/ CANCEL} (#1329)

Renove delivery related parans from TRACK STATUS for Subscribers
(#1325)

PUBLI SH does not inply PUBLI SH NAMESPACE (#1364)
Allow Start Location to decrease in SUBSCRI BE_UPDATE (#1323)

Change SUBSCRI BE_UPDATE t o REQUEST_UPDATE and expand ability to
updat e (#1332)

Put SUBSCRI BE_NAMESPACE on a stream nake Nanespaces and PUBLI SH
i ndependent (#1344)

Requi r e NAMESPACE bef ore NAMESPACE _DONE (#1392)

Allow the "*' or the enpty nanespace in SUBSCRI BE _NAMESPACE
(#1393)

Rel ays match SUBSCRI BE to both Tracks and Nanespaces (#1397)
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* Cdarify sending requests after sendi ng GOAWAY (#1398)
* Add Retry Interval to REQUEST ERROR (#1339)

* Add Extension Headers to PUBLISH, SUBSCRI BE K, and FETCH OK
(#1374)

* Move track properties to extensions, scope paraneters (#1390)
*  Add LARGEST OBJECT paraneter to TRACK STATUS (#1367)

* Duplicate subscription processing (#1341)

* Address Track Nane/ Nanespace edge cases (#1399)

*Data Pl ane Wre Format and Handl i ng*

* Enabl e mixing datagrans with streans in one track (#1350)

* (Carify datagrans and subgroups (#1382)

* Redo the way we deal with missing Objects and (bject Status
(#1342)

* Al ow unknown ranges in a FETCH response (#1331)

* Do not reopen subgroups after delivery timeout or STOP_SENDI NG
(#1396)

* Carify handling of unknown extensions (#1395)
* Carify Delivery Timeout for datagrans (#1406)
* Disall ow DELI VERY_TI MEQUT=0 (#1330)

* Malforned track due to multiple priorities for one subgroup
(#1317)

*Not abl e Editorial Changes*

* Subscribers can mgrate networks too (#1410)

* Renanme Version Specific Paranmeters to Message Paraneters (#1411)
* darify valid joining fetch subscription states (#1363)

* Formatting names for |ogs (#1355)
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*

A 3.

A Publ i sher might not use the congestion w ndow (#1408)

Since draft-ietf-nog-transport-14

*Setup and Control Pl ane*

*

Al ways use ALPN for version negotiation (#499)
Consolidate all the Error Message types (#1159)
Change MOQT | MPLEMENTATI ON code point to Ox7 (#1191)
Add Forward to SUBSCRI BE_NAVESPACE (#1220)

Paraneters for Goup Order, Subscribe Priority and Subscription
Filter (redo) (#1273)

REQUEST_OK nessage (#1274)

Subscri be Update Acknow edgenents (#1275)

Di sal | ow DELETE and USE_ALI AS in CLI ENT_SETUP (#1277)
Renove Expires field from SUBSCRI BE_OK (#1282)

Make Forward a Parameter (#1283)

Al'l ow SUBSCRI BE_UPDATE to increase the end | ocation (#1288)
Add default port for raw QU C (#1289)

Unsubscri be Namespace should be linked to Subscri be Nanespace
(#1292)

*Data Pl ane Wre Format and Handl i ng*

*

Fetch hject serialization optim zation (#949)

Make default PUBLI SHER PRIORITY a paraneter, optional in Subgroup/
Dat agr am (#1056)

Al'l ow datagram status with object |ID=0 (#1197)

Di sal | ow obj ect extension headers in all non-Normal status objects
(#1266)

ojects for mal formed track nust not be cached (#1290)
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*  Rermove NO OBJECTS fetch error code (#1303)

* darify what happens when max_cache_duration paraneter is omtted
(#1287)

*Not abl e Editorial Changes*
* Rename Request ID field in MAX REQUEST | D (#1250)
* Define and draw subscription state nmachi ne (#1296)
* Omitting a subgroup object necessitates reset (#1295)
* Define duplication rules for header extensions (#1293)
* (darify joining fetch end | ocation (#1286)
A 4. Since draft-ietf-nog-transport-13
*Setup and Control Pl ane*
* Add an AUTHORI TY paraneter (#1058)

* Add a free-form SETUP paraneter identifying the inplenmentation
(#1114)

* Add a Request |D to SUBSCRI BE_UDPATE (#1106)
* | ndicate which parans can appear PUBLI SH* nessages (#1071)

* Add TRACK STATUS to the list of request types affected by GOAVAY
(#1105)

*Data Plane Wre Format and Handl i ng*
* Delta encode hject IDs within Subgroups (#1042)
* Use a bit in Datagram Type to convey Object ID = 0 (#1055)

* Corrected mssed code point updates to (bject Datagram Status
(#1082)

* Merge OBJECT_DATAGRAM and OBJECT_DATAGRAM STATUS descri ption
(#1179)

* (bjects are not schedulable if flow control blocked (#1054)

* Clarify DELIVERY_TI MEQUT reordering computation (#1120)
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Recei vi ng unrequested Objects (#1112)

Clarify End of Track (#1111)

Mal formed tracks apply to FETCH (#1083)

Renove early FIN fromthe definition of malfornmed tracks (#1096)
Prior Ohject ID Gap Extension header (#939)

Add Ext ensi on containing i mutabl e extensions (#1025)

*Rel ay Handl i ng*

*

Expl ain FETCH routing for relays (#1165)

MUST for multi-publisher relay handling (#1115)

Filters don't (usually) determ ne the end of subscription (#1113)
Al'l ow sel f-subscriptions (#1110)

Expl ai n Nanespace Prefix Matching in nore detail (#1116)

*Expl anat or y*

*

*

Expl ain Modul arity of MOQT (#1107)

Expl ain how to resune publishing after |osing state (#1087)

*Maj or Editorial Changes*

*

Renanme ANNOUNCE t o PUBLI SH NAMESPACE (#1104)
Rename SUBSCRI BE_DONE to PUBLI SH DONE (#1108)
Maj or FETCH Reor gani zation (#1173)

Ref ormat Error Codes (#1091)

Since draft-ietf-nog-transport-12

TRACK _STATUS _REQUEST and TRACK _STATUS have changed to directly
m rror SUBSCRI BE/ OK/ ERROR (#1015)

SUBSCRI BE_ANNOUNCES was renanmed back to SUBSCRI BE_NAMESPACE
(#1049)

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 118]



I nternet-Draft nog-t r ansport March 2026

A 6.

*

Since draft-ietf-nmpog-transport-11
Move Track Alias from SUBSCRI BE to SUBSCRI BE_OK (#977)

Expand cases FETCH OK returns Invalid Range (#946) and clarify
fields (#936)

Add an error code to FETCH ERROR when an (bject status is unknown
(#825)

Renane Latest (bject to Largest hject (#1024) and clarify what to
do when it’s inconplete (#937)

Expl ain Mal formed Tracks and what to do with them (#938)
Al'low End of Group to be indicated in a normal Object (#1011)

Rel ays MUST have an upstream subscription to send SUBSCRI BE OK
(#1017)

Al | ow AUTHORI ZATI ON TOKEN i n CLI ENT_SETUP, SERVER SETUP and ot her
fixes (#1013)

Add PUBLI SH for publisher initiated subscriptions (#995) and fix
t he PUBLI SH codepoi nts (#1048, #1051)

Since draft-ietf-nmog-transport-10

Added Common Structure definitions - Location, Key-Value-Pair and
Reason Phrase

Limt lengths of all variable length fields, including Track
Nanespace and Nane

Control Message length is now 16 bits instead of variable |length
Subscri be I D becane Request I D, and was added to nobst contro
messages. Request IDis used to correlate OK/ ERROR responses for
ANNOUNCE, SUBSCRI BE_NAMESPACE, and TRACK _STATUS. Like Subscribe
I D, Request IDs are flow controll ed.

Explain rules for caching in nmore detai

Changed the SETUP paraneter format for even nunber parameters to
mat ch the Obj ect Header Extension fornmat

Rot at ed SETUP code points
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* Added Paraneters to TRACK STATUS and TRACK_ STATUS REQUEST
* Clarified how subscribe filters work

* Added Next Group Filter to SUBSCRI BE

* Added Forward flag to SUBSCRI BE

* Renamed FETCH K field to End and clarified howto set it
* Added Absol ute Joining Fetch

* (Carified No Error vs Invalid Range FETCH ERROR cases

* Use bits in SUBGROUP_HEADER and DATAGRAMF types to conpress
subgroup I D and extensions

* Coal esced END OF GROUP and END OF TRACK AND GROUP st at us

* (bjects that Do Not Exi st cannot have extensions when sent on the
wire

* Specified error codes for resetting data streans

* Defined an Object Header Extension for comunicating a known G oup
I D gap

* Repl aced AUTHORI ZATI ON_| NFO wi t h AUTHORI ZATI ON_TCKEN, whi ch has
nmore structure, conpression, and additional Auth related error
codes (#760)
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