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Abst ract

Thi s docunent specifies an end-to-end authenticated encrypti on schene
for application objects transmtted via Media over QU C (MQ
Transport. The schenme enabl es original publishers that share a
symretric key with end subscribers, to ensuring that MbQ relays are
unabl e to decrypt object contents. Additionally, subscribers can
verify the integrity and authenticity of received objects, confirmng
that the content has not been nmodified in transit. Additionally it
all ows MoQ parameters to be protected so the publisher can select if
they are readabl e and/or nodifiable by relays.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://nog-
wg. gi t hub. i o/ secure-objects/draft-ietf-npg-secure-objects. htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-npg-secure-objects/.

Di scussion of this docunent takes place on the Media over QUIC
Wirking Goup mailing list (rmailto:mg@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/noqg/. Subscribe at
https://ww.ietf.org/mailman/listinfo/nog/.

Source for this draft and an issue tracker can be found at
https://github. com nog- wg/ secur e- obj ect s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Media Over QUIC Transport (MQT) is a protocol that is optimzed for
the QU C protocol, either directly or via WbTransport, for the

di ssem nation of delivery of |low |atency media [ MoQ TRANSPORT]. MQT
defines a publish/subscribe nmedia delivery |ayer across set of
participating relays for supporting wi de range of use-cases with
different resiliency and latency (live, interactive) needs w thout
conmprom sing the scalability and cost effectiveness associated with
content delivery networks. It supports sending nedia objects through
sets of relays nodes.

Typically a MOQ Relay doesn’t need to access the nedia content, thus
allowing the nedia to be "end-to-end" encrypted so that it cannot be
decrypted by the relays. However for a relay to participate
effectively in the nedia delivery, it needs to access nam ng
informati on of a MbQI object to carryout the required store and
forward functions.

As such, two layers of security are required:
1. Hop-by-hop (HBH) security between two MQI endpoi nts.

2. End-to-end (E2E) security fromthe Oiginal Publisher of an MQT
obj ect to End Subscri bers

The HBH security is provided by TLS in the QUI C connection that MQT
runs over. MQT support different E2EE protection as well as
all owi ng for E2EE security.

Thi s docunent defines a scheme for E2E aut henticated encryption of
MoQT objects. This scheme is based on the SFrane mechani sm for
aut henti cated encryption of media objects [ SFRAME]

However, a secondary goal of this design is to mnimze the amunt of
additional data the encryptions requires for each object. This is
particularly inportant for very low bit rate audi o applications where
the encryption overhead can increase overall bandwi dth usage by a
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significant percentage. To mininize the overhead added by end-to-end
encryption, certain fields that would be redundant between MQI and
SFrame are not transmtted.

The encryption mechani smdefined in this specification can only be
used in application context where object ID values are never nore
than 32 bits | ong.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

E2EE: End to End Encryption

HBH:  Hop By Hop

varint: [MQ TRANSPORT] variable length integer (Section 1.4.1).
2. MQT Object Mdel Recap

MoQT defines a publish/subscribe based nedia delivery protocol, where
in endpoints, called original publishers, publish objects which are
delivered via participating relays to receiving endpoints, called end
subscri bers.

Section 2 of [MQ TRANSPORT] defines hierarchical object nodel for
application data, conprised of objects, groups and tracks.

hj ects defines the basic data el ement, an addressable unit whose
payl oad i s sequence of bytes. Al objects belong to a group,

i ndi cating ordering and potential dependencies. A track contains has
collection of groups and serves as the entity against which a
subscribers issue subscription requests.
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Figure 1: Structure of an MQTI session
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solely responsible for the content of the object payl oad.

Tracks are identified by a conbination of
Tupl es of the Track Nanespace and Track Nanme are treated
Groups and (bjects are represented as

Track Narme.
as a sequence of binary bytes.

its Track Nanespace and

variable length integers called Goupl D and CbjectlD respectively.

Two inportant properties of objects are:
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Track Name, G oup ID and
referred

1. The conbination of Track Nanespace,

hj ect

to as Full Object IDin this specification.
2.

after the hject
hjects with the same Full

One of the ways system keep the Full

fully qualified domai n nanes or

Secure (bjects

Section 10.2.1 [ Mo@Q TRANSPORT] defines fields of a canoni cal

oj ect.

is first published.
oj ect

The data inside an MoQT Object (and its size) can never change

There can never be two
ID but different data.

hject IDs unique is by using a

UUI Ds as part of the Track Namespace.

MoQT

The protection schene defined in this draft encrypts the
oj ect Payl oad and Encrypted Properties List Section 4. 2.
aut henticates the Group I D, hject

The schene

I D, I nmmutabl e Properties

(Section 11.6 of [ MoQ@ TRANSPORT]) and Obj ect Payl oad fi el ds,
regardl ess of the on-the-wire encoding of the objects over QU C

Dat agrans or QUI C streans.

Protection Level
+::::::::::::::::::::::::::::
Unpr ot ected and

Unaut henti cated (HBH only)

End-t o- End Encrypted and
Aut hent i cat ed

Tabl e 1:

3.1. Properties

MoQT defines nutable and i nmutabl e properties for objects.

Fi el ds
::::::::::::::::::::::::::::::::+
Track Alias, Priority, Mitable |
Properties
Goup ID, Qbject ID, |Imutable |
Properties, Track Nanespace, |
Track Name (including Key ID) |
Original Payl oad, Encrypted
Properties List

MbQ Obj ect Security Protection Levels

Thi s

Jenni ngs,

speci fication uses MdQT i nmut abl e properties to convey end-to-end

aut henti cated netadata and adds encrypted object properties (see
Section 4.2). The Encrypted Properties List is serialized and
encrypted along with the Object payl oad, decrypted and deserialized
by the receiver. This specification further defines the Secure

oj ect Key ID property (see Section 4.1), which is transmtted within
the i mutabl e properties.
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3.2. Setup Assunptions

The application assigns each track a set of (Key ID, track_base key)
tupl es, where each track _base key is known only to authorized
ori gi nal publishers and end subscribers for a given track. How these
per-track secrets and their lifetinmes are established is outside the
scope of this specification. The application also defines which Key
I D should be used for a given encryption operation. For decryption,
the Key IDis obtained fromthe Secure Cbject Key ID property (that
is contained within the i mmutable properties of the Ghject). The
scope of a Key IDis the nanespace so if two tracks inside the sane
nanespace have different tracks base keys, then they need to have
different Key ID values. This design is to support a single key
across many tracks where a client uses subscribe nanespace to get new
tracks as they are created in the nanmespace.

Applications determne the ciphersuite to be used for each track’s
encryption context. See Section 7.2 for the list of ciphersuites
that can be used.

3.3. Application Procedure

This section provides steps for applications over MQI to use
mechani sms defined in this specification

3.3.1. Serialized Full Track Nane

Serialized Full Track Nanme is conposed of MQI Track Nanespace and
Track Name as shown bel ow.

Serialized Full Track Name = Serialize(Track Namespace)
+ Serialize(Track Nane)

The Serialize operation follows the sanme on-the-wire encoding for
Track Name Space and Track Nanme as defined in Section 2.4.1 of
[ Mo@Q TRANSPORT] .

This mandates that the serialization of Track Nanespace tuples starts
with varint encoded count of tuples. This is followed by encoding
corresponding to each tuple. Each tuple’'s encoding starts with
varint encoded length for the count of bytes and bytes representing
the content of the tuple.

The Track Name is varint encoded | ength foll owed by sequence of bytes
that identifies an individual track w thin the namespace

The + represents concatenation of byte sequences.
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3.3.2. nject Encryption

To encrypt a MQI Object, the application constructs a plaintext from
the application data and any encrypted properties:

pt = Serialize(original_payl oad)
+ Serialize(Encrypted Properties List)

VWhere original _payload is the application’s object data. The
serialization of original_ payload consists of a varint-encoded byte
count followed by the payl oad bytes. The serialization for the
Encrypted Properties List follows the rules for inmutable properties
(as defined in Section 11 of [ MbQ TRANSPORT]).

The plaintext is then encrypted:

ci phertext = encrypt(pt)

The resulting ciphertext replaces the original _payl oad as the MQT
hj ect Payl oad. The ciphertext length reflects the encrypted

ori gi nal _payl oad plus any Encrypted Properties List plus the AEAD
aut hentication tag.

The detail ed encryption process i s shown bel ow
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o + Fom e +
| original_payl oad | | Private Header |
| (application data))| | Extensions |
R S —— R S —— + E E +
I I
v v
o m o o e oo e +
I
oo o - + oo o e e e e e e e e e oo oo o + |
| track_base_key | | Key ID, Goup ID, Object ID, | |
| (per Key ID) | | Track Nanespace, Track Nane, | |
Fomem- - R + | Serialized | mmutable Ext. | |
| - Fem e e e e e + |
v I I
S E S + R S + |
| Key Derivation | | | |
| (HKDF) | v v |
R ey +- -+ - +  A----- + |
I I | CTR=aGD(64)]|ADX32) | | AD]| |
| | Fom e e e e e e e e oo o +  H----- + |
I I I I I
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I I v I I
| | O | |
| R > | Nonce Formation| | |
| T + | |
I I I I
key nonce aad pt
I I I I
I v I I
| - e + | |
I I I I I
+--->+ AEAD. Encr ypt R R + |
| I +
S Fom e +
I
v
+----- +----- +
| G phertext |
| (MQT Goj |
| Payl oad) |
S +

Figure 2: Object Encryption Process
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3.3.3. nject Decryption

To decrypt a MoQI (hject, the application provides the MQI hject
Payl oad as ci phertext input to obtain the plaintext:

pt = decrypt(ci phertext)

The plaintext is then deserialized to extract the application’s
ori gi nal _payl oad and the Encrypted Properties List:

1. Read a varint to obtain the original payload | ength.

2. Read that many bytes as origi nal _payl oad.

3. If no bytes remain, there is no Encrypted Properties List.

4. O herwise, read the property type (16 bits). |If the value is not
OxA, drop the object. Parse the renmaining bytes as the Encrypted

Properties List structure.

If parsing fails at any stage, the receiver MJST drop the MQT
oj ect.

The detail ed decryption process i s shown bel ow
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e e e +
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Figure 3: Object Decryption Process
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3. 4.

3.

5

Encrypti on Schema

MoQT secure object protection relies on an ciphersute to define the
AEAD encryption al gorithmand hash algorithmin use (Section 7.2).
W will refer to the followi ng aspects of the AEAD and the hash

al gorithm bel ow

*  AEAD. Encrypt and AEAD. Decrypt - The encryption and decryption
functions for the AEAD. W follow the convention of RFC 5116
[ RFC5116] and consider the authentication tag part of the
ci phertext produced by AEAD. Encrypt (as opposed to a separate
field as in SRTP [ RFC3711]).

* AEAD. Nk - The size in bytes of a key for the encryption algorithm

* AEAD.Nn - The size in bytes of a nonce for the encryption
al gorithm

* AEAD.Nt - The overhead in bytes of the encryption al gorithm
(typically the size of a "tag" that is added to the plaintext)

* AEAD. Nka - For cipher suites using the conpound AEAD described in
(Section 4.5.1 of [SFRAVE]), the size in bytes of a key for the
under | ying encryption algorithm

* Hash.Nh - The size in bytes of the output of the hash function
Met adat a Aut henti cation

The Key ID, Full Track Nanme, |nmutable Properties, Goup ID and
ohject ID for a given MoQT Cbject are authenticated as part of secure
obj ect encryption. This ensures, for exanmple, that encrypted objects
cannot be replayed across tracks.

When protecting or unprotecting a secure object, the follow ng data
structure captures the input to the AEAD function's AAD argunent:

SECURE_OBJECT_AAD {
Key ID (i),
Goup ID (i),
oject ID (i),
Track Namespace (..),
Track Name Length (i),
Track Name (..),
Serialized I mmutable Properties (..)
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3.

3.

6

7

Open |ssue: W need to sort out of we can renpve nost the things from
SECURE_OBJECT_AAD because they are already bound to the keys.

* Track Nanespace is serialized as in section 2.4.1 of MAQTI.

Serialized Immutable Properties MIST include the Secure Ohject Key ID
property containing the Key ID

Nonce Formati on

The Group ID and Ohject ID for an object are used to forma 96-bit
counter (CTR) value, which XORed with a salt to formthe nonce used
in AEAD encryption. The counter value is formed by bitw se
concatenating the Goup ID as 64 bit integer and hject ID as 32 bit
integer. This encryption/decryption will fail if applied to an

obj ect where group IDis larger than 2764 or the object IDis |arger
than 2732 and the MbQT Cbj ect MJUST NOT be processed further

Key and Salt Derivation

Encryption and decryption use a key and salt derived fromthe

track _base key associated with a Key ID. G ven a track_base key
val ue, the key and salt are derived usi ng HVAC-based Key Derivation
Function (HKDF) [RFC5869] as foll ows:

def derive_key_salt(key_id,track_base_key,
serialized_full _track_nane)
nmog_secret = HKDF-Extract("", track _base key)
nmog_key | abel = "MOQ 1.0 Secure (bjects Secret key "
+ serialized full _track_name
+ cipher_suite + key_id

mog_key =
HKDF- Expand(nmog_secret, noq_key_ | abel, AEAD. Nk)
nmog_salt label = "MOQ 1.0 Secret salt "
+ serialized full _track_nanme
+ cipher_suite + key_id
mog_salt =

HKDF- Expand(nmog_secret, nog_salt _| abel, AEAD. Nn)
return noq_key, npg_salt
In the derivation of nbq_secret:
* The + operator represents concatenation of byte sequences.

* The Key ID value is encoded as an 8-hbyte big-endian integer

Jenni ngs, et al. Expi res 3 Septenber 2026 [ Page 13]



I nternet-Draft MoQT Secure (bjects March 2026

* The cipher_suite value is a 2-byte big-endian integer representing
the cipher suite in use (see [ SFRAME]).

The hash function used for HKDF is determ ned by the cipher suite in
use.

3.8. Encryption

MoQT secure object encryption uses the AEAD encryption algorithmfor
the cipher suite in use. The key for the encryption is the noqg_key
derived fromthe track _base key Section 3.7. The nonce is forned by
first XORing the nog_salt with the current CTR value Section 3.6, and
then encoding the result as a big-endian integer of |ength AEAD. Nn.

The Encrypted Properties List and Cbject payload field fromthe MQT
obj ect are used by the AEAD al gorithm for the plaintext.

The encryptor forns an SecObj header using the Key ID val ue provided.

The encryption procedure is as follows:

1. Obtain the plaintext payload to encrypt fromthe MQTI object.
Extract the Goup ID, Object ID, and the Serialized | mmutable
Properties fromthe MdQT object headers. Ensure the Secure
oject Key ID property is included, with the Key ID set as its
val ue.

2. Retrieve the nog_key and nog_salt matching the Key ID.

3. Formthe aad input as described in Section 3.5.

4. Formthe nonce by as described in Section 3.6.

5. Apply the AEAD encryption function with noq _key, nonce, aad, MQT
oj ect payl oad and serialized Encrypted Properties List as inputs
(see Section 3.3).

The final SecureCbject is formed fromthe MQI transport headers,
foll owed by the output of the encryption.

3.9. Decryption

For decrypting, the Key ID fromthe Secure Cbject Key ID property
contained within the inmutable properties is used to find the right
key and salt for the encrypted object. The MQT track information
mat ching the Key ID along with Goup ID and Ooject ID fields of the
MoQT obj ect header are used to formthe nonce.
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4.

4.

The decryption procedure is as follows:

1. Parse the SecureCbject to obtain Key ID, the ciphertext
correspondi ng to MoQT object payload and the Goup I D and Object
ID fromthe MQT object headers.

2. Retrieve the nog_key, nog_salt and MdQT track information
mat chi ng the Key ID

3. Formthe aad input as described in Section 3.5.
4. Formthe nonce by as described in Section 3.6.

5. Apply the AEAD decryption function with nmog_key, nonce, aad and
ci phertext as inputs.

6. Decode the Encrypted Properties List, returning both the
properties and the object payl oad.

If extracting Key ID fails either due to m ssing Secure hject Key ID
property within i mmutable properties or error from parsing, the
client MJST discard the received MoQT Obj ect.

If a ciphertext fails to decrypt because there is no key avail able
for the Key ID value presented, the client MAY buffer the ciphertext
and retry decryption once a key with that Key IDis received. If a
ci phertext fails to decrypt for any other reason, the client MJST

di scard the ciphertext. Invalid ciphertexts SHOULD be discarded in a
way that is indistinguishable (to an external observer) from having
processed a valid ciphertext. 1In other words, the decryption
operation should take the same anobunt of tine regardl ess of whether
decryption succeeds or fails.

oj ect Properties
1. Key ID Property

Key I D (Property Type 0x2) is a variable length integer and
identifies the keying material (keys, nonces and associ ated cont ext
for the MoQT Track) to be used for a given MQT track
The Key ID property is included within the Imutable Properties. Al

obj ects encoded MJST include the Key ID property when using this
specification for object encryption
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4.2. Encrypted Properties List

The Encrypted Properties List (Property Type OxA) is a container that
hol ds a sequence of Key-Value-Pairs (see Section 1.4.3 of

[ M0oQ TRANSPORT] ) representing one or nore Object Properties. These
properties can be added by the Oiginal Publisher and are encrypted
along with the oject Payl oad, making them accessible only to End
Subscri bers.

Encrypted Properties List {
Type (O0xA),
Length (i),
Key-Val ue-Pair (..)

}

5. Usage Consi derations

To i nplement the protection nmechani snms specified herein, a secure

obj ect requires the conplete object before any validity checks can be
performed. This introduces |atency proportional to the object size;
if the application aggregates excessive data into a single object
(e.g., encapsulating 6 seconds of video), the entire segnent nust be
recei ved before processing or validation can comrence, del aying
access to all contained data until transfer conpletion.

6. Security Considerations

The cryptographi c conputations described in this docunent are exactly
those perforned in the SFranme encryption schene defined in [ SFRAVE]
The schenme in this document is effectively a "virtualized" version of
SFr ane:

* The CTR val ue used in nonce formation is not carried in the object
payl oad, but instead synthesized fromthe G oupl D and ObjectlD.

* The AAD for the AEAD operation is not sent on the wire (as with
the SFrane Header), but constructed locally by the encrypting and
decrypting endpoints.

* The format of the AADis different:

-  The SFrane Header is constructed using MQI-style varints,
instead of the variable-length integer schene defined in
SFr ane.

- The GouplD and GouplD are sent directly, not as the packed
CTR val ue.
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*  The netadata input in to SFrane operations is defined to be the
Ful | TrackName val ue for the object.

* The | abels used in key derivation reflect MOQ usage, not generic
SFr ane.

The security considerations discussed in the SFrame specification
thus al so apply here.

The SFrame specification lists several things that an application
needs to account for in order to use SFrane securely, which are all
accounted for here:

1. *Header val ue uni queness:* Uni queness of CIR values follows from
the uni queness of MQI (G ouplD, (hjectID) pairs. W only use
one Key ID value, but instead use distinct SFrame contexts with
di stinct keys per track. This assures that the sane
(track _base key, Key ID, CTR) tuple is never used twice.

2. *Key managenent:* W delegate this to the MdQT application, with
subject to the assunptions described in Section 3.2.

3. *Anti-replay:* Replay is not possible within the MQT franework
because of the uniqueness constraints on ObjectlDs and objects,
and because the group ID and object ID are cryptographically
bound to the secure object payl oad.

4. *Metadata:* The anal ogue of the SFrane netadata input is defined
in Section 3.5.

Any of the ciphersuites defined in Section 7.2 registry can be used
to protect MoQT objects. The caution against short tags in

Section 7.5 of [SFRAME] still applies here, but the MQTI environnent
provi des sone safeguards that nake it safer to use short tags,

nanel y:

*  MbQT has hop-by-hop protections provided by the underlying QU C
| ayer, so a brute-force attack could only be nounted by a relay.

* |n some usecases MdQT tracks have predictable object arrival
rates, so a receiver can interpret a large deviation fromthis
rate as a sign of an attack.

* The the binding of the secure object payload to other MQT
paraneters (as netadata), together with MQI’ s uni queness
properties ensure that a valid secure object payl oad cannot be
replayed in a different context.
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6.1. AEAD Invocation Limts

AEAD al gorithns have limts on how many tines a single key can be
used before the cryptographi c guarantees begin to degrade. Exceeding
these Iimts can conprom se confidentiality (allowi ng an attacker to
di stinguish encrypted content fromrandomdata) or integrity
(allowing an attacker to forge valid ciphertexts). The severity of
these risks depends on the specific algorithmin use.

I mpl enent ati ons MUST track the nunmber of encryption and decryption
operations perforned with each noq_key and ensure that these counts
remain within the linmts specified in [AEAD-LIMTS] for the cipher
suite in use. Wen approaching these linits, inplenmentations MJST
arrange for new keying material to be established (e.g., by rotating
to a new Key IDwith a fresh track_base _key) before the linmts are
exceeded.

For the AES-CGCM ci pher suites defined in this docunent, the primary
concern is the confidentiality limt, which restricts the nunmber of
encryptions performed with a single key. For AES-CTR-HVAC ci pher
suites, both encryption and decryption operations count toward the
applicable limts.

6.2. Detecting Deletion by Mlicious Rel ays

A malicious relay could selectively del ete objects or groups before
forwarding themto subscribers. Wile this specification does not
mandat e detection of such deletions, it does provide nmechani sns that
applications can use to detect when content has been renoved.

Sone applications may not require deletion detection, or may be able
to detect mssing data based on the internal structure of the object
payl oad (e.g., sequence nunbers enbedded in the nmedia format). For
applications that do require deletion detection at the MQT |ayer,
the follow ng approaches are avail abl e:

6.2.1. Monotonically Increnenting ldentifiers

Applications that assign Group IDs and Object IDs in a strictly
nmonot oni ¢ sequence (increnenting by 1 for each successive group or
obj ect) can straightforwardly detect gaps. A subscriber receiving
Goup ID N followed by Goup ID N+2, or (bject ID Mfollowed by
oj ect I D M+3, can conclude that intervening content was not
del i vered
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6.

6.

7.

7.

2.

3.

1.

2. Non-Sequential ldentifiers with Gap Properties

Applications that use Goup IDs or Ohject IDs with intentional gaps
(e.g., for sparse data or tinestanp-based identifiers) MJST include
the Prior Goup ID Gap and/or Prior Cbject |ID Gap properties as

i mmut abl e properties. These properties indicate the expected
distance to the next identifier. |If the Prior Cbject ID Gap property
is absent froma secure object, receivers MJST assune a gap val ue of
1. Simlarly, if the Prior Goup ID Gap property is absent,

recei vers MJST assune a gap val ue of 1.

Si gnaling End of Content

For applications that need to reliably detect |ost objects at the end
of a subgroup, group, or track, it is RECOWENDED to signal

conpl eti on using object status val ues defined in [ MoQ TRANSPORT]. By
explicitly marking the final object in a sequence, subscribers can

di stingui sh between "nore objects may arrive" and "all objects have
been sent," enabling detection of trailing deletions that woul d

ot herwi se be undet ect abl e.

Publ i shers SHOULD send an End of Group status (0x3) as the final
object in each group. This allows subscribers to determ ne whether
all objects up to that hject ID have been received, enabling
detection of any nissing objects at the end of the group.

Publ i shers SHOULD send an End of Track status (0x4) when the track is
conmplete (e.g., end of a recorded streamor |live session). This

al | ows subscribers to determ ne whether all objects up to that

| ocation have been received, enabling detection of any m ssing
objects at the end of the track.

For subgroup boundaries, the transport streamclosure (FIN) signals
that all objects in the subgroup have been delivered.

I ANA Consi derations
MOQ (bj ect Properties Registry

Thi s docunent defines new MoQI (hject properties under the MOQ Obj ect
Properties registry.
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| Type | Value |

[ bbb fumey = Soses s s e s s oo ey o}

| Ox2 | Secure bject Key ID - see Section 4.1 |

Femmm o - o m m e e e e e e e e e e e e e e e e e ee e eeeao o +

| OXA | Encrypted Properties List - see Section 4.2 |

S o m e e e e e e e e e e e e e e e e e e e e aa oo +
Table 2

Not e: The Encrypted Properties List type (OxA) appears only within
the encrypted payl oad structure defined in Section 3.3, not as a
regul ar MoQT (oject Property. It is registered here to reserve the
type value and prevent conflicts with the property type field used in
the encrypted payl oad fornmat.

7.2. Cipher Suites
Thi s docunent establishes a "MQ Secure Objects G pher Suites”
registry. Each cipher suite specifies an AEAD encryption al gorithm
and a hash algorithmused for key derivation.
The foll owi ng val ues are defined for each cipher suite:
* Nh: The size in bytes of the hash function output

* Nka: The size in bytes of the encryption key for the underlying
ci pher (CTR suites only)

* Nk: The size in bytes of the AEAD key
* Nn: The size in bytes of the AEAD nonce

* Nt: The size in bytes of the AEAD authentication tag
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[ oo oo s s s el Ll e by e e e pjet
| Val ue | Nare | R Nn| Nka | NK| Nn|] Nt |
B e el e s e ety Lty ey ey Sty S el o
| 0x0000 | Reserved | -1 | | |
R I I I i I I +- - -t -- - F--F--F----+
| 0x0001 | AES_ 128 CTR HVAC SHA256_80 | Y| 32| 16 |48|12| 10 |
I I I I e I eI I e +- -t - - F--F--F----+
| 0x0002 | AES_ 128 CTR HVAC SHA256 64 |Y|32| 16 |48|12] 8 |
Feom e - - I T I ] +- - -t - - - +--F--t----+
| 0x0003 | AES_128 CTR HVAC SHA256 32 | N/ 32| 16 |48|12] 4 |
R I I I i I I +- - -t -- - F--F--F----+
| 0x0004 | AES_ 128 GCM SHA256_128 |Y]32] n/a |16]12| 16 |
I I I I e I eI I e +- -t - - F--F--F----+
| 0x0005 | AES_256_GCM SHA512 128 Y| 64| n/a |3212] 16 |
Feom e - - I T I ] +- - -t - - - +--F--t----+
| OxFO00-OxFFFF | Reserved for private use | -1 | | |
R I I I i I I +- - -t -- - F--F--F----+

Tabl e 3
The "R' columm indi cates whether the cipher suite is Recomended:

* Y. Indicates that the | ETF has consensus that the itemis
RECOMVENDED. Requires Standard Action as defined [ RFC8126].

* N Indicates the | ETF has nade no statenent about the suitability
of the associated mechanism Requires First Conme First Serve as
defined in [ RFC8126].

* D Indicates that the itemis discouraged and SHOULD NOT be used.
Requires Standard Action or | ESG Approval as defined in [ RFC8126].

C pher suite values are 2-byte big-endian integers. The algorithns
are the sane as defined in SFrane ciphersuites defined in the | ANA
SFrane Ci pher Suites -registry [Cl PHERS].

* AES- GCM ci pher suites* (0x0004, 0x0005) use AES-CGCM for
aut henticated encryption with a full 128-bit authentication tag.

* AES- CTR- HVAC ci pher suites* (0x0001, 0x0002, 0x0003) use AES in
counter node conbined with HVAC for authentication in an encrypt-

t hen- MAC construction. These suites support truncated authentication
tags, providing | ower overhead at the cost of reduced forgery

resi st ance.

I npl enent ati ons MUST support AES 128 GCM SHA256 128 (0x0004).
| mpl enent ati ons SHOULD support AES 128 CTR HVAC SHA256 80 (0x0001).
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