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Abst ract

Thi s docunent specifies the use of Privacy Pass architecture and

i ssuance protocols for authorization in Media over QU C (MQ
transport protocol. It defines how Privacy Pass tokens can be
integrated with Mo@ s authorization framework to provide privacy-
preserving authentication for subscriptions, fetches, publications,
and rel ay operations while supporting fine-grained access control

t hrough prefix-based track nanespace and track name matching rul es.
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Di scussi on of this docunent takes place on the Media Over QUIC
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https://ww.ietf.org/mailman/listinfo/nog/. Wrking G oup
informati on can be found at https://datatracker.ietf.org/ wy/ noq/.

Source for this draft and an issue tracker can be found at
https://github. com nog-wg/ pri vacy- pass.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Medi a over QUIC (MQ [ MQ TRANSPORT] provides a transport protocol
for live and on-demand nedi a delivery, real-tinme communication, and
interactive content distribution over QU C connections. The protoco
supports a wi de range of applications including video streamn ng,

vi deo conferencing, gam ng, interactive broadcasts, and ot her

| at ency-sensitive use cases. MQ includes nechanisns for

aut hori zation through tokens that can be used to control access to
medi a streans, interactive sessions, and relay operations.

Traditional authorization nmechanisns often |ack the privacy
protection needed for nodern media distribution scenarios, where
users’ view ng patterns and content preferences should remain private
while still enabling fine-grained access control, nanespace
restrictions, and operational constraints.

Privacy Pass [ RFC9576] provi des a privacy-preserving authorization
architecture that enabl es anonynmous aut hentication through unlinkabl e
tokens. The Privacy Pass architecture consists of four entities:
Client, Oigin, Issuer, and Attester, which work together to provide
t oken- based aut horizati on wi thout conprom sing user privacy. The

i ssuance protocols [RFC9578] define how these tokens are created and
verified.

Thi s docunent defines how Privacy Pass tokens can be integrated with
Mb@Q s aut horization framework to provi de conprehensive access contro
for media streamng, real-time comunication, and interactive content
services while preserving user privacy through unlinkable

aut henti cati on tokens.
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Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Privacy Pass Architecture for MQ

Privacy Pass Term nol ogy defined in Section 2 of [RFC9576] is reused
here. The Privacy Pass MbQ integration involves the follow ng
entities and their interactions:

* *Client*: The MbQ client requesting authorization to subscribe to,
fetch, or publish nmedia content. The client is responsible for
obtai ning Privacy Pass tokens through the attestation and i ssuance
process, and presenting these tokens when requesting MQ
operations such as SUBSCRI BE, FETCH, PUBLI SH, or
PUBLI SH_NAMESPACE.

* *MbQ Relay*: The MoQ relay server that forwards nmedia content and
verifies that clients are authorized. The relay validates Privacy
Pass tokens presented by clients, enforces access policies, and
forwards authorized requests to other relays. Relays maintain
configuration for trusted issuers and validate token signatures
and net adat a.

* *Privacy Pass Issuer*: The entity that issues Privacy Pass tokens
to clients after successful attestation. The issuer operates the
token issuance protocol, manages cryptographic keys. The issuer
creates tokens with appropriate MbQ specific netadata.

* *Privacy Pass Attester*: The entity that attests to properties of
clients for the purposes of token issuance. The attester verifies
client credentials, subscription status, or other eligibility
criteria. Common attestation nethods include usernane/ password,
QAut h, device certificates, or other authentication mechani sms.

Joint Attester and |ssuer
In the bel ow depl oyment, the MbQ relay and Privacy Pass issuer are

operated by different entities to enhance privacy through separation
of concerns. This corresponds to Section 4.4 of [RFC9576].
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S + Fommmaa - + I I SIS +
| MbQ Rel ay | | dient | | Attester | | Issuer
+--- - - +--- - - + S S A —— + H--- - -+

I I I I

| <------ Request ------ + | |

+--- TokenChal | enge -->| | |

| | <== Attestation ==>| |

I I I I

| e TokenRequest ------- >|

| | <-------- TokenResponse ------- +

| <--- Request +Token ---+ | |

I

Figure 1: Separated |ssuer and Relay Architecture

In certain deploynments the MoQ relay and Privacy Pass issuer may be
operated by the sane entity to sinplify key managenent and policy
coordination. This is the Privacy Pass depl oynent described in
Section 4.2 of [RFC9576].

2.2. Shared Oigin, Attester, Issuer with a Reverse Fl ow
The fl ow descri bed above can be used to bootstrap a shared origin-
attester-issuer flow, as described in Section 4.2 of [RFC9576]. The
MboQ relay plays all roles (origin, attester, and issuer), allowing it
to use privately verifiable token types registered in
[ PRI VACYPASS- | ANA] .

In this scenario, the MoQ relay origin would accept tokens signed by
two issuers:

1. Type 0x0002 token signed by the bootstrap issuer from Section 2.1
2. Type 0x0001, 0x0005, or OxE5AC tokens signed by its own issuer
Thi s two- phase approach provi des several advantages:

* *Bootstrapping*: The initial publicly verifiable token (0x0002)
establishes trust without requiring the relay to share private
keys with external verifiers.

* *Efficiency*: Subsequent privately verifiable tokens allow batched
i ssuance, anortizing cryptographic costs across multiple

operati ons.

* *Privacy*: Each token presentation is unlinkable, even when
obtained fromthe sanme credenti al
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2.2. 1. Reverse Fl ow Overvi ew

The reverse flow, as described in Section 4 of

[ PRI VACYPASS- REVERSE- FLOW, allows a client to exchange a publicly
verifiable token for privately verifiable tokens (or credentials)

i ssued directly by the MQ rel ay.

| Oigin lssuer | | MQ Relay | | dient | | Attester | | Issuer |
E E + oo ---- +- - - - - + Hom oo -+ +- - - - - B T S
I I I I I
I I I I I

Phase 1: Bootstrap Token Acqui sition

I I
| <- CLIENT_SETUP[] -+
+- - UNAUTHORI ZED - - >|
| [TokenChal | enge] |
I
| <== Attestation ==>

+---- TokenRequest ----------- >
| <--- TokenResponse ----------- +
I I I

Phase 2: Token Exchange via Reverse Fl ow

I I I
| | <- CLIENT_SETUP ---+
| | [ Token +
| | Credential Req] |
I I I
| <-Credenti al Req- -+ |
+--Credenti al Res- >| |
I

I I
| +-- SERVER_SETUP -->|
| | [Credential Resp] |
I I I
Phase 3: Normal Operations with Derived Tokens
I I I
| | <-- SUBSCRI BE ----- +
| | [ Token from |
| | credenti al ] |
I
I

+ - SUBSCRI BE_CK - - >|
I I

Figure 2: Conplete Reverse Fl ow Authorization
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2.2.2.

Det ai | ed Reverse Fl ow Steps

*Phase 1: Bootstrap Token Acquisition*

1.

3.

4.

The client initiates a connection with CLIENT_SETUP wi t hout
aut hori zati on.

The MbQ rel ay responds with UNAUTHORI ZED cont ai ni ng a

TokenChal | enge specifying a publicly verifiable token type
(0x0002) .

The client perforns attestation with an external attester/issuer.

The client obtains a publicly verifiable token.

*Phase 2: Token Exchange via Reverse Fl ow*

1.

The client sends CLIENT_SETUP with:
* The publicly verifiable Token from Phase 1

* A Credential Request (or TokenRequest) for a privately
verifiable token type (0x0001, 0x0005, or OxE5AC)

The MbQ relay validates the bootstrap token, then processes the
credential request using its internal issuer.

The MbQ rel ay responds with SERVER SETUP cont ai ni ng:

* A Credential Response (or TokenResponse) with the privately
verifiable credential/tokens

*Phase 3: Normal Operations*

1.

2.2.3.

For subsequent operations (SUBSCRIBE, PUBLISH, FETCH), the client
presents tokens derived fromthe credential obtained in Phase 2.

The MbQ relay validates tokens locally using its private
verification key.

Credenti al Request/ Response Encodi ng

When using the reverse flow, the GenericBatchTokenRequest in
ClientPrivateTokenAuth contains the credential or token request for
the privately verifiable token type:

*

For 0x0001 or 0x0005: TokenRequest as defined in Section 5.1 of
[ PRI VACYPASS- BATCHED]
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* For OXE5AC. Credential Request as defined in Section 7.1 of
[ PRI VACYPASS- ARC]

Simlarly, GenericBatchTokenResponse in ServerPrivateTokenAuth
cont ai ns:

* For 0x0001 or 0x0005: TokenResponse as defined in Section 5.2 of
[ PRI VACYPASS- BATCHED]

* For OXE5AC. Credential Response as defined in Section 7.2 of
[ PRI VACYPASS- ARC]

2.3. Trust Model

The architecture assunmes the follow ng trust rel ationshi ps based on
Section 3 of [RFC9576]:

* Relays trust issuers to properly validate client eligibility
bef ore issuing tokens

* |ssuers trust attesters to accurately verify client eligibility
3. Privacy Pass Token Integration

Thi s section describes how Privacy Pass tokens are integrated into

the MoQ transport protocol to provide privacy-preserving

aut hori zation for various nmedi a operations.

3.1. Token Types for MQ Authorization

Thi s specification uses the bel ow existing Privacy Pass token types:

*Publicly verifiable token types*

*  0x0002 (Blind RSA (2048-bit)): Defined in Section 6 of [RFC9578].
Uses blind RSA signatures ([ RFC9474]) for deploynents requiring
distributed validation across nultiple relays.

*Privately verifiable token types*

*  0x0001 (VOPRF(P-384, SHA-384)): Defined in Section 6 of [RFC9578].
Uses VOPRF ([ RFC9497]) for deploynents where the origin is the

i ssuer. |ssuance can be batched as defined in Section 5 of
[ PRI VACYPASS- BATCHED .
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3.

3.

*  0x0005 (VOPRF(ristretto255, SHA-512)): Defined in Section 8.1 of
[ PRI VACYPASS- BATCHED] . Uses VOPRF ([ RFC9497]) for depl oynents
where the origin is the issuer. |ssuance can be batched as
defined in Section 5 of [PRI VACYPASS- BATCHED) .

*  OXESAC (ARC(P-256)): Anonynmous Rate Limt Credentials Token using
[ARC]. Tokens are presented by clients based on an issued
credential and up to a presentation_limt.

2. Token Structure

Privacy Pass tokens used in MbQ MJST foll ow the structure defined in
Section 2.2 of [RFC9577] for the PrivateToken HTTP aut henti cation
schene. The token structure includes:

*  *Token Type*: 2-byte identifier specifying the issuance protoco
used

* *Nonce*: 32-byte client-generated random val ue for uni queness
* *Chal l enge Digest*: 32-byte SHA-256 hash of the TokenChal |l enge

* *Token Key ID*: Variable-length identifier for the issuer’s public
key

* *Authenticator*: Variable-length cryptographic proof bound to the
t oken

2.1. Token Challenge Structure for MQ

M@ speci fic TokenChal | enge structures use the default format defined
in Section 2.1 of [RFC9577] with MbQ specific paranmeters in the
origin_info field, reproduced thereafter for convenience:

struct {
uint16 t token_type;
opaque i ssuer_nhanme<l..2716-1>;
opaque redenption_cont ext <0. . 32>;
opaque origin_i nfo<0..2"16-1>;

} TokenChal | enge;

For MbQ usage, authorization scope information can be encoded by the
origin within origin_info field. This is encoded in the Token at

i ssuance tinme when types 0x0001, 0x0002, 0x0005 are used. When
clients present a credential such as with [ARC], the scope may be
restricted at presentation tine.
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Origins MAY use redenption_context to scope token use to properties
of the client session. As described in Section 2.1.1.2 of [RFCI577],
redenpti on context can be set to 32-byte random nonce, to the hash of
a specific time window, or even derived fromthe client’s ASN.

3.2.2. MQ Actions

MbQ operations are identified by the foll owing action val ues, aligned
wi th MbQIransport control nessage types:

S s e e s e e e
| Action | Value | Reference |
| CLI ENT_SETUP | O | Section 9.3 of [MQ@ TRANSPORT] |
o e e e e e oo - R, o e e e e e e e e e e e e e e +
| SERVER_SETUP | 1 | Section 9.3 of [MQ@ TRANSPORT] |
Fom e e e e e oo s Fomm o - o mm e e e e e e eee oo s +
| PUBLI SH NAMESPACE | 2 | Section 9.20 of [ M@ TRANSPORT] |
S S o m e e e e e e e eee— oo +
| SUBSCRI BE_NAMESPACE | 3 | Section 9.25 of [ MbQ TRANSPORT] |
o e e e e e oo - R, o e e e e e e e e e e e e e e +
| SUBSCRI BE | 4 | Section 9.9 of [MQ@ TRANSPORT] |
Fom e e e e e oo s Fomm o - o mm e e e e e e eee oo s +
| REQUEST UPDATE | 5 | Section 9.11 of [ MbQ TRANSPORT] |
S S o m e e e e e e e eee— oo +
| PUBLI SH | 6 | Section 9.13 of [ MbQ TRANSPORT] |
o e e e e e oo - R, o e e e e e e e e e e e e e e +
| FETCH | 7 | Section 9.16 of [ MQ TRANSPORT] |
Fom e e e e e oo s Fomm o - o mm e e e e e e eee oo s +
| TRACK STATUS | 8 | Section 9.19 of [ MoQ@ TRANSPORT] |
S S o m e e e e e e e eee— oo +
Table 1. MdQ Action Val ues
The default authorization policy is "blocked" - all actions are

deni ed unless explicitly permtted by a token scope.

MbQAction wire representation is as foll ows
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enum {
CLI ENT_SETUP( 0) ,
SERVER_SETUP(1),
PUBLI SH_NAMESPACE( 2) ,
SUBSCRI BE_NAMESPACE( 3) ,
SUBSCRI BE( 4) ,
REQUEST_UPDATE( 5) ,
PUBLI SH( 6) ,
FETCH( 7),
TRACK_STATUS( 8),
(255)

} MoQActi on;

3.2.3. WMatch Types

Mat ch rul es for nanespaces and track nanes support the follow ng
types:

| Match Type | Value | Description |
[} e ——————— Ll ppp—p—_—_ Ll —p—p—_—_————————————————(———————————r
| MATCH_EXACT | O | Value nust equal the pattern exactly |
S D . +
| MATCH PREFI X | 1 | Value nust start with the pattern |
. Fommma - T +
| MATCH SUFFI X | 2 | Value nust end with the pattern |
o e R, o e e e e e e e e e e e e e e me oo +
| MATCH CONTAINS | 3 | Value nust contain the pattern as |
| | | substring |
. dememaas T e +

Tabl e 2: Match Type Val ues

Track namespaces in MoQ are represented as ordered tuples of byte
strings (e.g., ["example.con, "live", "sports"]). Match rules
operate on these tuples at tuple elenment boundaries. The pattern in
a MatchRule (defined in Section 3.2.4) is also a tuple of byte
strings, and matching is performed el enent-by-el ement.

As for track nanmes, match rules can be applied directly given there
is a single tuple elenent.

No normalization is perforned on nanmespace tuple el enents or track
nane val ues before matching. Conparisons are perforned as byte-Ievel
operations on each tuple el enent.

Mat chType wire representation is as foll ows
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enum {
MATCH_EXACT(0),
MATCH_PREFI X(1),
MATCH_SUFFI X(2),
MATCH_CONTAI NS( 3)
(255)

} Mat chType;

3.2.4. Authorization Scope Structure (origin_info)

When aut hori zation scope is bound at issuance tinme, the origin_info
field contains a binary-encoded MQAut hori zationlnfo structure:

struct {
opaque el ement <0..2"16-1>;
} Tupl eEl enent ;

struct {
Tupl eEl erent el erent s<0. . 2716- 1>;
} NamespaceTupl e;

struct {
Mat chType match_type;
NanespaceTupl e val ue;
} NamespaceMat chRul e;

struct {
Mat chType match_type;
opaque val ue<0..2"16-1>;
} TrackNameMat chRul e;

struct {
MbQActi on actions<l..278-1>;
NanespaceMat chRul e nanespace_nat ch;
TrackNameMat chRul e track_nane_nat ch;
} MoQAut hScope;

struct {
MbQAut hScope scopes<l..2”8-1>;
} MoQAut hori zati onl nf o;

A token MAY contain multiple MoQAut hScope entries to authorize
di fferent conbinations of actions and resource patterns.

Aut hori zation succeeds if ANY scope in the token permts the
requested operation.
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3.2.5. Exanples
The foll owi ng exanples illustrate authorization scope configurations:
Subscribe to live sports nanmespace (prefix match):

MbQAut hScope {
actions = [ SUBSCRI BE(4)],
nanespace_match = {
mat ch_type = MATCH PREFI X(1),
val ue = ["sports. exanple.cont, "live"]
b
track_name_match = {
mat ch_type = MATCH_PREFI X( 1),

val ue =
}
}
Thi s mat ches namespace tuples like ["sports. exanple.con, "live",
"soccer"] and ["sports.exanple.cont, "live", "tennis", "finals"].

Publish to specific neeting track (exact match):

Mo QAut hScope {
actions = [PUBLISH(6)],
nanespace_match = {
mat ch_type = MATCH_EXACT(O0),
val ue = ["neetings. exanpl e. conf', "neeting", "nl23"]
b
track_name_match = {
mat ch_t ype = MATCH_PREFI X( 1),

val ue = "audi o-"
}
}
This matches only the exact nanespace tuple ["neetings.exanple.cont,
"meeting", "ml23"] with track names starting with "audio-".

Fetch vi deo-on-demand with suffix matching:
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MbQAut hScope {

actions = [FETCH(7)],

nanespace_match = {
mat ch_type = MATCH _CONTAI NS( 3),
value = ["vod", "novies"]

H

track_name_match = {
mat ch_type = MATCH_SUFFI X( 2),

val ue = ". nmp4"
}
}
Thi s mat ches namespace tupl es containing the contiguous subsequence
["vod", "novies"], such as ["example.coni, "vod", "novies",
"action"].

3.3. Track Nanespace and Track Nane Matching Rul es

Thi s specification defines matching rules for track nanespaces and
track nanes to enable fine-grained access control while maintaining
privacy. Both nanespace and track nanme matchi ng use the sane

Mat chRul e structure and al gorithm

3.3.1. Mtch Rul e Eval uation

G ven a MatchRul e and a target value (namespace tuple or track name),
the match succeeds according to the follow ng rules. For nanespace
mat chi ng, both the pattern and target are tuples of byte strings;

mat chi ng operates at tuple el enent boundari es.

MATCH_EXACT (0):

The target MJUST be identical to the pattern. For namespace tuples,
this nmeans the sanme nunber of elenents with each el enent byte-for-
byte identical. The pattern tuple ["exanple.cont, "live"] nmatches
only ["exanple.coni, "live"], not ["exanple.conm, "live", "sports"].

MATCH_PREFI X (1):

The target MUST start with the pattern at tuple el ement boundari es.
The pattern tuple ["exanple.coni, "live"] matches ["exanple.cont,
"live", "sports"] and ["exanple.com', "live", "news", "breaking"] but
not ["exanple.con', "vod']. Note that ["exanple.coni, "liv"] does
NOT match ["exanple.conm, "live"] since matching is at el enent
boundari es.

MATCH_SUFFI X (2):
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The target MUST end with the pattern at tuple el enment boundaries.
The pattern tuple ["audi 0"] matches ["neetingl23", "audio"] and
["conference", "rooml", "audio"] but not ["audio", "opus"].

MATCH_CONTAI NS (3):

The target MJUST contain the pattern as a contiguous subsequence of
tuple elements. The pattern tuple ["live", "sports"] matches

["exanpl e.com', "live", "sports", "soccer"] but the single-elenent
pattern ["sports”] does NOT match ["live-sports", "channel"] since
"sports" is a substring within an elenment, not a conplete el enent.

Note: To match all values, use MATCH PREFI X with an enpty pattern ([]
for nanespaces or "" for track names). An enpty pattern is a prefix
of every val ue.

3.3.2. WMatching Al gorithm
Wen a MoQ relay receives a request with a Privacy Pass token, it

performs the follow ng validation steps to determ ne whether to
aut hori ze the requested operation:

| Extract Token |
| from MQ Message |

Fomm e - o - B +
| Yes
%
o e e e oo + o a o +
| Check Repl ay |----> Authorization |
| Protection | No | Failed |
Fomm e - o - B + oo o - +
|
%
o e e e oo + o a o +
| Verify Token |---->] Authorization |
| (Type-specific) | No | Failed |
Fomm e - o - B + oo o - +
| Yes
%
o e e e oo +

| Extract Scope |
| (origin_info) |

Fomm e - o - B +
|
%
O + S +
R LT >| Authorization |
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| For each Scope | No nore scopes | Failed
| | Semmmmma o - + S +
B R R TSP + |
I I
v I
. + |
| Action in |---------- +
| scope.actions? | No |
B R R TSP + |
| Yes |
v I
. + |
| Namespace Match |---------- +
| Rule passes? | No |
B R R TSP + |
| Yes |
v I
. + |
| Track Nane Match |---------- +
| Rule passes? |
Fomm oo S R +
| Yes
\Y;
o e e oo +
| Authorization |
| G anted |
o e e e e oo oo +

Figure 3: Token Validation and Matching Al gorithm
1. *Token Extraction*: Extract the Privacy Pass token fromthe MQ
control message (SETUP, SUBSCRI BE, FETCH, PUBLI SH,
PUBLI SH NAMESPACE, or other operation).

2. *Token Verification*: Verify the token using the appropriate
met hod for the token type:

* Token Type 0x0001 or 0x0005 (VOPRF): Verify using the issuer’s
private validation key

*  Token Type 0x0002 (Blind RSA): Verify using the issuer’s
public verification key

* Token Type OxE5AC (ARC): Verify the presentation proof using
the issuer’s public paraneters

3. *Replay Protection*: Validate that the token has not been
repl ayed:
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* Check token nonce uniqueness within the configured replay
wi hdow
* Verify token expiration tinestanp if present in token netadata
4. *Scope Extraction*: Extract authorization scope fromthe token

* |f using origin_info: Decode the MQAut horizationlnfo
structure

5. *Scope Eval uation*: For each MyQAut hScope in the token, check if
the requested operation is authorized:

a. *Action Check*: Verify the requested MbQ action (from
Section 3.2.2) is present in the scope’s actions |ist

b. *Nanmespace Match*: Apply the namespace match rule to the
requested track namespace using the algorithmin Section 3.2.3

c. *Track Nanme Match*: Apply the track_name_match rule to the
requested track name using the algorithmin Section 3.2.3

d. If all three checks pass, authorization succeeds for this
scope

6. *Authorization Decision*: Access is granted if and only if:
* Token verification succeeds (step 2)
* Replay protection passes (step 3)

* At |l east one scope in the token authorizes the operation (step
5)

If authorization fails, an error is returned as specified in
Section 3.4.5.

3.4. Token in MOQ Messages

Privacy Pass tokens are provided to MbQ rel ays using the existing MQ
aut hori zation franework with the foll owi ng adaptati ons:

3.4.1. SETUP Message Authori zation
For connection-|evel authorization, Privacy Pass tokens are included

in the SETUP nessage’s authorization paraneter (Section 9.3.1.5 of
[ M@ TRANSPORT] ) .
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SETUP {
Version = 1,
Paraneters = |
{
Type = AUTHORI ZATI ON
Val ue = PrivateTokenAuth

}

type PrivateTokenAuth = CientPrivateTokenAuth | ServerPrivateTokenAut h;

For CLIENT_SETUP, the authorization val ue uses
Generi cBat chTokenRequest as defined in Section 6.1 of
[ PRI VACYPASS- BATCHED] as fol | ows:

struct {

uint8 t auth_schene = 0x01;

Token token;

Generi cBat chTokenRequest token_requests;
} dientPrivateTokenAut h;

For SERVER SETUP, the authorization val ue uses
Generi cBat chTokenResponse as defined in Section 6.2 of
[ PRI VACYPASS- BATCHED] as fol | ows:

struct {

uint8 t auth_schene = 0x01;

Token token;

Generi cBat chTokenResponse t oken_responses;
} ServerPrivat eTokenAut h;

When batch issuance is not used, token_requests and token_responses
are enpty (length = 0).

The Token structure is prepended by a two-byte token type identifier
as registered with | ANA
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struct {
uintl16_t token_type; /* Fromthe | ANA Privacy Pass Token Types Registry */

sel ect (token_type) { /* Rest of the token */
case (0x0001, 0x0002, 0x0005):
uint8 t nonce[ 32];
uint8 t chall enge_digest[32];
uint8 t token_key id[Nd];
uint8_ t authenticator[NK];
case (other): /* O her token types fromthe I ANA Privacy Pass Token Types Registry *

opaque renai nder<0..2"16-1>;
} Token;
VWhere Nk is determ ned by token_type per the [ PRI VACYPASS-| ANA] .
Unknown t oken types MJUST be rejected.
3.4.2. MQ OQperation-Level Authorization

For individual MQ operation authorization, tokens are included in
operation-specific control nessages:

SUBSCRI BE {
Track_Namespace = "sports. exanple.conflive/soccer",
Track_Nanme = "vi deo",
Paraneters = |
{

Type = AUTHORI ZATI ON,
Val ue = Privat eTokenAut h

}

3.4.3. Continuous Authorization with Batched Tokens

Long-lived MQ sessions (such as live streaming or real-tine

communi cation) require periodic re-authorization to ensure continued
eligibility. Unlike JW-based approaches that use explicit
revalidation intervals, Privacy Pass can achi eve conti nuous

aut hori zati on through batched token issuance.

During the initial SETUP exchange, clients can request nultiple
tokens vi a GenericBat chTokenRequest (defined in Section 6.1 of

[ PRI VACYPASS- BATCHED] ). Each token in the batch is independently
valid and can be presented for subsequent operations or periodic re-
aut hori zati on.
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Bat ched Token Usage Ti neli ne:

Time O: CLI ENT_SETUP with Token_1, request batch of N tokens
SERVER SETUP wi th batch of N tokens

Time T: SUBSCRI BE wi th Token_2 (from batch)

Time 2T: Client presents Token_3 for continued authorization

(proactive re-auth before relay requests it)

Time 3T: Rel ay requests re-authorization
Client presents Token_4

Rel ays MAY request periodic re-authorization by sending a
TokenChal | enge in a REQUEST_ERROR nessage. Cients SHOULD present a
fresh token fromtheir batch in response if any satisfy the new
TokenChal | enge. If not, they SHOULD perform a new i ssuance process.

When using [ ARC] tokens (OxE5AC), the credential’s presentation_limnt
controls how many tinmes the client can present tokens froma single

credential issuance. This provides rate Iimting while preserving
unlinkability between presentations.

*Depl oynment Consi derati ons*:
* Batch size SHOULD be sufficient for the expected session duration

* Relays SHOULD configure re-authorization intervals based on
content sensitivity and trust requirenents

* Clients SHOULD request new token batches before exhausting their
suppl y

* For high-security deploynents, shorter re-authorization intervals
with snall er batches provide stronger revocation guarantees

3.4.4. Continuous Authorization with Reverse Fl ow

If the client and the relay support it, a Relay MAY perform
conti nuous authentication using a reverse flow.

To do so, when presenting PrivateTokenAuth, a client MJST send at

| east one GenericBatchTokenRequest. The Relay then acts as a reverse
i ssuer, and issues the correspondi ng nunber of

Generi cBat chTokenResponse.

Tokens obtained this way can be presented by the Cient to maintain
the continuity of the session without linkability.
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Reverse Fl ow Token Usage Ti nel i ne:

Time O: CLI ENT_SETUP wi th Token_1, request batch of 1 token
SERVER SETUP with batch of 1 token

Time T: SUBSCRI BE with Token_2 (from batch), request batch of 1 token
Rel ay responds with batch of 1 token

Time 2T: Client presents Token_3 (frombatch of tine T), request batch of 1 token
Rel ay responds with batch of 1 token

3.4.5. Errors

If the authentication fails for any reason, the server MJST send an
error. The error response includes a TokenChall enge to enable the
client to obtain a valid token and retry the operati on.

3.4.5. 1. SETUP Errors

If authentication fails during SETUP, the Relay MJST term nate the
connection with the UNAUTHORI ZED (0x02) Termi nation Error Code
defined in Section 3.4 of [MbQ TRANSPORT]. The term nation reason
phrase MUST contain a MbQAut hChal | enge structure:

struct {
TokenChal | enge chal | enges<1..2"16-1>;
} MoQAut hChal | enge;

The challenges field lists token challenges the relay accepts,
ordered by preference (nost preferred first). This allows clients to
sel ect an appropriate issuance protocol based on supported token
types and issuers. Each challenge specifies a token type, issuer,
and optional scope, enabling relays to accept different issuers or
scopes for different token types. Relay MJST include at |east one
chal | enge.

3.4.5.2. (Qperation Errors

If the error occurs over an established connection, the Relay MJST
send a REQUEST ERROR defined in Section 9.8 of [ MoQ TRANSPORT] .

The error code MJST be one of:
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| Error Code | Name | Description |
[} g —— e ————————————_— s
| 0x0100 | TOKEN_M SSING | No token provided when required

Fom ek o e e e oo o mm e e e e e e eee oo s +
| 0x0101 | TOKEN_INVALID | Token signature verification |
| | | failed |
Fomm e oo - o e e e e oo - St +
| 0x0102 | TOKEN _EXPIRED | Token has expired or been |
| | | revoked |
Fom ek o e e e oo o mm e e e e e e eee oo s +
| 0x0103 | TOKEN REPLAYED | Token nonce has been seen |
| | | before |
Fomm e oo - o e e e e oo - St +
| O0x0104 | SCOPE_M SMATCH | Token scope does not authorize |
| | | this operation |
Fom ek o e e e oo o mm e e e e e e eee oo s +
| 0x0105 | 1 SSUER_UNKNOWN | Token issuer is not trusted by

| | | this relay |
Fomm e oo - o e e e e oo - St +
| 0x0106 | TOKEN_MALFORMED | Token cannot be parsed |
| | | correctly |
Fom ek o e e e oo o mm e e e e e e eee oo s +

Table 3: Privacy Pass Authorization Error Codes
The reason phrase in REQUEST _ERROR MUST contain a MyQAut hChal | enge
structure when the client should retry with a new token, encoded as a
byt e-stri ng.
3.4.5.3. TokenChal |l enge Construction

Each TokenChal |l enge i n MbQAut hChal | enge MJST be constructed as
fol | ows:

* token_type: The token type for this chall enge

* jssuer_nane: The issuer nane that can issue tokens for this
chal | enge

* redenption_context: A fresh 32-byte random value, or enpty if the
relay accepts tokens with any redenpti on context

* origin_info: The relay’s origin identifier, optionally including
the required authorization scope

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 22]



I nternet-Draft Privacy Pass MbQ Auth March 2026

D fferent chall enges MAY specify different issuers or scopes for
different token types. When origin_info is enpty, the relay accepts
tokens with any scope and perforns authorization based solely on the
token’ s enbedded scope infornmation

3.4.5.4. Error Response Exanpl e

REQUEST_ERROR {

Request _I D = 42,

Error _Code = 0x0104, /* SCOPE_M SMATCH */

Reason = MbQAut hChal | enge {

chal l enges = |
TokenChal | enge {

t oken_t ype = 0x0002,
i ssuer_nanme = "public-issuer.exanple.cont,
redenption_context = <32 random byt es>,
origin_info = <authorization scope>

1

TokenChal | enge {
t oken_t ype = OXE5AC,
i ssuer_nane = "rel ay. exanpl e. cont',
redenption_context = <32 random byt es>,
origin_info = <authorization scope>

1

TokenChal | enge {
t oken_t ype = 0x0001,
i ssuer_nane = "rel ay. exanpl e. cont',
redenption_context = <32 random byt es>,
origin_info = <authorization scope>

}

3.4.5.5. Control Message Authorization Failures

When aut horization fails for MbQ control nessages other than SETUP
the relay returns a REQUEST_ERROR with the appropriate error code
fromTable 3. The client MAY retry the operation with a valid token
obt ai ned using the TokenChal | enge fromthe error response.

As per Section 3.4.4 of [ M@ TRANSPORT], inplenentations MAY el evate
request-specific errors to session-level errors. This elevation is
appropri at e when:

* The authorization failure indicates a systemc issue (e.g., all
client tokens are froman untrusted issuer)
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* Continuing the session would be futile due to policy restrictions

* The error represents a security concern requiring session
term nation

I mpl enent ati ons need to consider the inpact on other outstanding
subscriptions before elevating to session-level errors.

4. Exampl e Authorization Flow

Bel ow shows an exanpl e depl oynent scenari o where the relay has been
configured with the necessary validation keys and content policies.
The relay can verify Privacy Pass tokens locally and deliver nedia

directly without contacting the Issuer. This exanple uses publicly
verifiabl e tokens.

Fom e + T + S + H--mme -
| MbQ Relay | | dient | | Attester | | Issuer
+--- - - +--- - - + S S A + H---t--- -+
I I I
S CLI ENT_SETUP[] --+ | |
UNAUTHORI ZED (0x2) [ | | |
-- Reason=MbQAut hChal | enge ---->| | |
] I I I
I I I
| <== Attestation ==>| |
| | |
I

| <-------- TokenResponse ------- +

I

|

I

+

I

I

I

|

| R TokenRequest ------- >
I

I

|

| CLI ENT_SETUP[ {
I

I

I

I

| AUTHORI ZATI CON,

|
S AUTHORI ZATI ON, -+
Pri vat eTokenAuth, |
H I
I
------------- +- -, |
| Local validation | |
e e - +- - |
I I
+-- SERVER SETUP[{ -------------- >|
I
I

Pri vat eTokenAut h,
}H |

I

| -

| Fi nal i zeToken
I
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Figure 4: Direct Relay Authorization Flow
The MbQAut hChal | enge in the UNAUTHORI ZED r esponse cont ai ns:
* A TokenChal l enge with the relay’s issuer configuration
* A list of supported_token_types (e.g., [0x0002, OxE5AC])

This allows the client to select the appropriate issuance protocol
based on its capabilities and the avail able attesters/issuers.

5. Security Considerations

TODO. Add considerations for the security and privacy of the Privacy
Pass tokens.

*  Token Repl ay
* Token harvest
* Key rotation
* Use of TLS
6. | ANA Consi derations
6.1. MQ Privacy Pass Auth Scheme Registry

I ANA is requested to create a newregistry titled "MQ Privacy Pass
Auth Schemes" with the following initial contents:

[ oo oo e ool el
| Value | Nanme | Reference |
B Rl el s ety
| Ox00 | Reserved | This docunent |
+------- R I I I I I T +
| Ox01 | PrivateTokenAuth | This docunent |
+------- R i i +

Table 4: MbQ Privacy Pass Auth Schenes

New entries in this registry require Specification Required
registration policy.

6.2. MQ Action Registry

IANA is requested to create a newregistry titled "MQ Actions for
Privacy Pass Authorization" with the following initial contents:
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[ bl oo o fs el el
| Value | Action | Reference |
B et e ey el
| 0 | CLI ENT_SETUP | Section 3.2.2 |
F------- I I R I I +
| 1 | SERVER SETUP | Section 3.2.2 |
F---- - I I I I I I +
| 2 | PUBLI SH NAMESPACE | Section 3.2.2 |
I I I R Feom e - - +
| 3 | SUBSCRI BE_NAMESPACE | Section 3.2.2 |
F------- I I R I I +
| 4 | SUBSCRI BE | Section 3.2.2 |
F---- - I I I I I I +
| 5 | REQUEST_UPDATE | Section 3.2.2 |
I I I R Feom e - - +
| 6 | PUBLI SH | Section 3.2.2 |
F------- I I R I I +
| 7 | FETCH | Section 3.2.2 |
F---- - I I I I I I +
| 8 | TRACK_STATUS | Section 3.2.2 |
I I I R Feom e - - +
| 9-254 | Unassigned | |
F------- I I R I I +
| 255 | Reserved | This document |
F---- - I I I I I I +

Table 5: MbQ Actions Registry
New entries in this registry require Specification Required
registration policy. Values SHOULD align with MQIransport control
message types where applicabl e.
6.3. MQ Match Type Registry

I ANA is requested to create a newregistry titled "MQ Match Types
for Privacy Pass Authorization" with the following initial contents:

Nandakumar, et al. Expi res 3 Septenber 2026 [ Page 26]



I nternet-Draft Privacy Pass MbQ Auth March 2026

B ool s oo s s
| Value | Match Type | Reference |
[ et e emsfemsfemefy e ety
| 0 | MATCH EXACT | Section 3.2.3 |
F------- I e I ] R I I +
| 1 | MATCH PREFIX | Section 3.2.3 |
F---- - I I I I I I +
| 2 | MATCH SUFFIX | Section 3.2.3 |
I R I ] Feom e - - +
| 3 | MATCH CONTAINS | Section 3.2.3 |
F------- I e I ] R I I +
| 4-254 | Unassigned | |
F---- - I I I I I I +
| 255 | Reserved | This document |
I R I ] Feom e - - +

Table 6: MbQ Match Types Registry

New entries in this registry require Specification Required
regi stration policy.

6.4. MQ Privacy Pass Error Code Registry

I ANA is requested to create a newregistry titled "MQ Privacy Pass
Aut hori zation Error Codes" with the following initial contents:

+=-==——=—=—————————-—4--———————————————=—4{=-=———=———=——=—=—=—=—==+
| Val ue | Nane | Reference |
B Tttty ety ol pe e
| 0x0100 | TOKEN.MSSING | Section 3.4.5 |
I I I Fom e e e e - I I I +
| 0x0101 | TOKEN INVALID | Section 3.4.5 |
I I I I i I I I I +
| 0x0102 | TOKEN EXPIRED | Section 3.4.5 |
R I I B I R I I +
| 0x0103 | TOKEN REPLAYED | Section 3.4.5 |
I I I Fom e e e e - I I I +
| 0x0104 | SCOPE_M SMATCH | Section 3.4.5 |
I I I I i I I I I +
| 0x0105 | I SSUER UNKNOAN | Section 3.4.5 |
R I I B I R I I +
| 0x0106 | TOKEN MALFORMED | Section 3.4.5 |
I I I Fom e e e e - I I I +
| 0x0107-0x01FF | Unassi gned | |
I I I I i I I I I +

Table 7: MdQ Privacy Pass Error Codes Registry
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New entries in this registry require Specification Required
registration policy. Values are allocated fromthe 0x0100- OxO1lFF
range reserved for Privacy Pass authorization errors.
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B.1. Since draft-ietf-nopg-privacy-pass-auth-02

* Expanded reverse flow docunentation with three-phase flow
(boot strap, exchange, operations)

* Defined MbQAut hChal | enge structure for error responses with
supported_t oken_types

* Added TokenChal | enge construction requirenments
* Added control nessage authorization failure handling section

* Docunented credential request/response encoding for different
t oken types

B.2. Since draft-ietf-nbpg-privacy-pass-auth-01

* Repl ace text-based npg-scope with binary TLS presentation | anguage
structures

* Add MbQ Actions registry aligned with MQIransport control nessage
types

* Add Match Types registry with exact, prefix, suffix, and contains
mat chi ng

* Define MbQAut horizationlnfo structure for origin_info encoding
* Add continuous authorization section using reverse flow
* Add continuous authorization section using batched tokens
* Add 1 ANA registries for auth schenes, actions, and match types
* Define error handling
* |Integrate privacy pass reverse flow within PrivateTokenAuth
* MQ definition now foll ow draft-ietf-npg-transport-16
* Updat e dependenci es
* Renoved b64 encoding given MoQ can use bytes directly
B.3. Since draft-ietf-nopg-privacy-pass-auth-00

* Add Thi bault Meuni er as Coaut hor
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* Add support for Reverse flow to be deploy and scale friendly way
to get tokens
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