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Abst ract

Thi s specification describes a Low Overhead Medi a Contai ner (LOC)
format for encoded and encrypted audi o and video nedia data to be
used primarily for interactive Media over QU C Transport (MOQT). It
may be used in the MOQT Streaming Format (MSF) specification, which
defines a catalog format for publishers to declare and describe their
LCC tracks and for subscribers to consune them Exanples are also
provi ded for building nmedia applications using LOC and MOQT.
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i etf-nmog-1oc/.
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at https://milarchive.ietf.org/arch/browse/nog/. Subscribe at
https://ww.ietf.org/mailman/listinfo/nog/.

Source for this draft and an issue tracker can be found at
https://github. com nog-wg/ | oc.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s specification describes a | ow overhead nedi a contai ner (LOC)
format for encoded and encrypted audi o and vi deo nedi a dat a.

"Low overhead" refers to minimal extra encapsulation as well as
m ni mal application overhead when interfacing with WbCodecs
[ WebCodecs] .

The container format description is specified for all audio and video
codecs defined in the WbCodecs Codec Registry

[ WEBCODECS- CODEC- REA STRY]. The audi o and video payload bitstreamis
identical to the "internal data" inside an EncodedAudi oChunk and
EncodedVi deoChunk, respectively, specified in the registry.

(Note: Do we need to support tinmed text tracks such as Web Vi deo Text
Tracks (VWebVTT) ?)

In addition to the nedia payloads, critical netadata called
properties are also specified for audio and vi deo payl oads.

A primary nmotivation is to align with media formats used in WbCodecs
to mnimze extra encapsul ati on and application overhead when
interfacing with WebCodecs. Oher container formats |ike CVAF or RTP
woul d require nore extensive application overhead in format
conversions, as well as larger encapsultion overhead whi ch may burden
sone use cases like low bitrate audi o scenari os.
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Thi s specification can al so be used by applications outside the
context of WebCodecs or a web browser. While the nmedia payl oads are
defined by referring to the "internal data" of an EncodedAudi oChunk
or EncodedVi deoChunk in the WebCodecs Codec Registry, this "interna
data" is the elenentary bitstream formt of codecs w thout any
encapsul ation. Referring to the WebCodecs Codec Regi stry avoids
duplicating it in an identical |ANA registry.

* Section 2 defines the core nedia payl oad formats.

* Section 2.3 defines the netadata, called properties, associated
wi th audi o and vi deo payl oads.

* Section 3 defines the usage of end-to-end encrypted LOC payl oads.

* Section 4 provides exanples with details for building audio and
vi deo applications using LOC over MOQ

1.1. Requirements Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy

Track, Group, Subgroup, Object, and their corresponding identifiers
(ID or alias) are defined in [ MoQTransport] and used here to refer to
those aspects of the MOQT Cbject Model .

2. Payl oad For mat

The WebCodecs Codec Registry defines the contents of an

EncodedAudi oChunk and EncodedVi deoChunk for the audio and vi deo codec
formats in the registry. The "internal data" in these chunks is used
directly in this specification as the "LOC Payl oad" bitstream This
"internal data" is the elenentary bitstream format of each codec

wi t hout any encapsul ati on.
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2.1. Video Payl oad Format

For video formats with nultiple bitstreamformats in the WbCodecs
Regi stry, such as H. 264/ AVC or H. 265/ HEVC, the LOC Payl oad can use
either the "canonical" format ("avc" or "hevc") often used in storage
containers like MP4 / 1SO BMFF, or the "annexB" format used in sone
non- MP4 applications. These formats differ in how they carry
initialization and configuration information called paranmeter sets as
well as how parts of a video frane are delimted with |ength prefixes
or start codes.

2.1.1. Paraneter Sets |In Payl oad

Paranmeter sets can be sent in the bitstream payl oad before key
franmes, simlar to "annexB" formats. Newer "canonical"” formats such
as "avc3" and "hev1l" codec strings also support paraneter sets in the
bi t stream payl oad or outside it in "extradata" netadata headers

2.1.2. Paraneter Sets in Headers

Par aneter sets can be sent in headers before key franes, as described
in the Video Config LOC Property Section 2.3.2.1, simlar to the
original "canonical" formats such as "avcl" and "hvcl" codec strings.
The Video Config contents are the "extradata" bytes defined by the
correspondi ng codec specification, which map to the WbCodecs

Vi deoDecoder Confi g description property in the

EncodedVi deoChunkMet adat a.

2.1.3. Length Prefixes in Payl oad

A 4-byte length prefix can be sent before each NAL Unit, simlar to
"canoni cal" ("avc" or "hevc") formats. A length value of 1 SHOULD be
interpreted as a start code rather than a length. The length is in
network byte order, i.e. big endian, and SHOULD be 4 bytes long to

di sanbi guate fromstart code prefixes. A length prefix |less than 4
bytes |l ong, which is unconmmon, MAY be specified in the Video Config
Section 2.3.2.1.

2.1.4. Start Code Prefixes in Payl oad

A 4-byte start code can be sent before each NAL Unit, similar to
"annexB" formats. The start code value is 1 in network byte order,
i.e. big endian, and SHOULD be 4 bytes long to di sanbi guate from

Il ength prefixes. A 3-byte start code, which is uncomon, MAY be used
if the track never uses length prefixes or any Config

Section 2.3.2.1.
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.2, MOQ hject Mapping

An application object when transported as a [ MoQTransport] object is
conposed of a MOQ (hject Header, with optional Properties, and a

Payl oad. Medi a objects encoded using the container fornat defined in
this specification populate the MOQ Cbject Properties with the LOC
Public Properties, and popul ate the MOQ hject Payload with LOC
Private Properties followed by the LOC Payl oad, as shown bel ow.

The LOC Payload is the "internal data" of an EncodedAudi oChunk or
EncodedVi deoChunk.

The LOC Public and Private Properties carry optional netadata rel ated
to the Payl oad, where Public Properties are visible to relays while
Private Properties can be encypted end to end w

S et MOQ Qbject  ------------ >
S IR . S +
MOQ | MOQ Header
| Header | Properties | Payload |
TS o e e - R +
I I
I I
. T +
| LOC Public | LOC Private | LCC |
| Properties | Properties | Payl oad |
o e e - T R +

LCC Public Properties some MOQ Obj ect Properties
LCC Private Properties + LOC Payload = all MOQ hject Payl oad
LOC Payl oad = "internal data" of EncodedAudi o/ Vi deoChunk

.3. LOC Properties

The LOC Public and Private Properties carry optional netadata for the
correspondi ng LOC Payl oad. The LOC Public Properties are contained
within the MOQ Object Properties. This netadata provides necessary
informati on for end subscribers, relays and other intermediaries to
performtheir operations w thout accessing the nmedia payload. For
exanpl e, nedia switches can use this netadata to performtheir nedia
swi tching decisions wthout accessing the payl oad which may be
encrypted end-to-end (fromoriginal publisher to end subscribers).
The LOC Private Properties are contained within the MOQ Object

Payl oad, and are not intended to be processed by rel ays.

The foll owi ng sections define specific netadata as LOC Public and
Private Properties and register themin the | ANA registry for MOQ
oj ect Properties.
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O her specifications can define other netadata as LOC Public and
Private Properties and register themin the sane registry. Each
property must specify the following information in the 1 ANA registry.

*

2. 3.

2. 3.

2. 3.

1.

1.

1.

Nane: Short nanme for the netadata (not sent on the wre)
Description: Detail ed description (not sent on the wre)
ID: ldentifier assigned by the registry (vi64)

Length: Length of netadata Value in bytes (vi64 if IDis odd,
omitted if IDis even)

Val ue: Value of netadata (vi64 if IDis even, Length bytes if ID
i s odd)

Conmon Properties
1. Timestanp
Nane: Ti nest anp

Description: Tinestanp of the encoded nedia frane encoded as vi 64.
The unit of the tinmestanp is determned by the Tinmescal e property
Section 2.3.1.2. |If no timescale property is present, the
timestanp is interpreted as wall-clock time in m croseconds since
the Uni x epoch

I D: 0x06

Length: Qritted (IDis even)
Val ue: vi 64 (1-8 bytes)

2. Tinescale

Nane: Ti nescal e

Description: The number of Tinmestanp units per second, encoded as
vi64. This property defines the unit for interpreting tinestanp

val ues in the Tinestanp property. Conmnon val ues include 1000000

for mcroseconds, 48000 for audio at 48kHz sanple rate, 90000 for
video at 90kHz clock rate. Wen this property is present, the

Ti mestanp represents nmedia time rather than wall-clock time. The
epoch or anchor point for the tinestanp is application-defined.

If this property is not present, tinestanps default to

m croseconds since Uni x epoch
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*

2.3. 2.

2.3. 2.

2.3. 2.

2.3.3.

2.3.3.

I D: 0x08
Length: Qritted (1D is even)
Val ue: vi64 (1-9 bytes)
Vi deo Header Data
1. Video Config
Nane: Video Config
Description: Video codec configuration "extradata", as defined by
the correspondi ng codec specification, which nmaps to the WbCodecs
Vi deoDecoder Confi g description property in the
EncodedVi deoChunkMet adat a.
ID: 13 (1 ANA, pl ease assign fromthe MOQ Properties Registry)
Length: Varies
Val ue: Vari es
2. Video Franme Marking
Nane: Vi deo Frane Marking
Description: Flags for video frames which are independent,
di scardabl e, or base |layer sync points, as well as tenporal and
spatial layer identification, as defined in [ RFC9626], encoded in
the least significant bits of a vi64.
ID: 4 (I ANA, please assign fromthe MOQ Properties Registry)
Length: Varies (1-4 bytes)
Val ue: Vari es
Audi o Header Data
1. Audio Level
Name: Audi o Level
Description: The magnitude of the audio | evel of the corresponding
audio frane as well as a voice activity indicator as defined in

section 3 of [RFC6464], encoded in the |least significant 8 bits of
a vi 64.
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* ID 6 (IANA, please assign fromthe MOQ Properties Registry)
* Length: Varies (1-2 bytes)
* Value: Varies

3. Payl oad Encryption

VWhen end to end encryption is supported, the encoded payload is
encrypted with symmetric keys derived from key establishnent
mechani sns, such as [ MOQ M.S], and the payload itself is protected
usi ng nmechani snms defined in [ Secure(bj ects].

3.1. Secure hjects Integration

[ SecureObj ects] defines a conprehensive framework for end-to-end
encryption of MOQT objects. Wien using Secure (hjects with LOC, the
foll owi ng consi derations apply:

3.1.1. Key ldentification

The Secure Object Key ID property (type 0x2 in [Secure(ojects]) MIST
be included as an i mMmutable property to identify the keying materia
used for encryption. This property is authenticated but not
encrypted, allowing relays to forward objects w thout decryption
whi |l e ensuring subscribers can identify the correct decryption key.

3.1.2. Inmutable Properties

LOC Properties that should be i mutable but visible to relays SHOULD
be encoded as I nmutable Properties as defined in [ MoQIransport] to
ensure they cannot be nodified by relays and are included in the

aut henti cated associ ated data (AAD) during encryption. This
specification does not define any |Inmutable Properties, but other
specifications may define some for use with LOC

3.1.3. Private Properties for Sensitive Metadata
Sone LCC netadata may be sensitive and should not be visible to
relays. [Secure(hjects] defines a Private properties nechani sm (type
OxA) that allows netadata to be encrypted al ongsi de the payl oad.

The following LOC properties MAY be carried as Private properties
when end-to-end confidentiality is required:

* Tinmestanp and Tinescale - reveals timng informati on about the
source

Zanaty, et al. Expires 16 Septenber 2026 [ Page 9]



Internet-Draft medi a- cont ai ner March 2026

* Audio Level - reveals voice activity and audi o characteristics
* Video Frame Marking - reveals encoding structure details

* Video Config - reveals encoding configuration details

When using Private properties:

1. The LCC property is encoded as a key-value pair within the
Private properties payl oad

2. The Private properties are concatenated with the nmedi a payl oad
bef ore encryption

3. Upon decryption, the receiver extracts the Private properties and
reconstructs the LOC netadat a

Thi s approach allows sensitive metadata to renain confidential from
relays while still being available to authorized end subscri bers.

3.1.4. Cipher Suite Requirements
I npl enentati ons using LOC with Secure Objects MJST support the
AES 128 CGCM SHA256_128 ci pher suite (0x0004). Oher cipher suites
defined in [ Securehjects] MAY be used based on application
requirenents for authentication tag size versus bandw dth over head.
3.1.5. AAD Construction
The aut henti cated associ ated data (AAD) for AEAD encryption includes:
* Key ID
* Goup IDand bject ID
* Track nanespace and nane

* Serialized i mutable properties

Thi s binding ensures objects cannot be replayed across different
tracks or contexts.

4. Exampl es
This section provides exanples with details for building audio and

vi deo applications using MOQ and LOC, nore specifically, it provides
i nformation on:
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* Using a MSF catal og [ MoQCatal og] to describe track information,
* Packaging nedia into LOC streamng format, and

* Mappi ng application nedia objects to the MOQT object nbdel and
transport.

The figure bel ow shows the conceptual nodel for napping nedia
application data to the MOQT object nodel and underlying QU C
transport.

| Medi a Application |

| Audi o, Video Franes |

| MOQT Obj ect Mbddel |
| Tracks, G oups, Subgroups, Objects |

T o e e e +
I
I

. Vemmemmameaaann +

I QI cC I

| Streans, Datagrans |

o e e e e e e e e e o +

4.1. Application with one audio track

An example is shown bel ow for an Cpus nono channel audio track at
48Khz.

codec: "opus"
bitrate: 24000

sanpl erate: 480000
channel Confi g: "nono"
| ang: "en"

When ready for publishing, each encoded audi o chunk, say 10ns,
represents a MOQT Object. In this setup, there is one MOQI hj ect
per MOQT G oup, where the GrouplD in the object header is increnent
by one for each encoded audi o chunk and the ObjectIDis defaulted to
val ue 0.
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These objects can be sent as QU C streans or datagranms. Wen mapped
to QUI C datagrans, each object nust fit entirely within a QUC

dat agram and when mapped to QU C Streans, each such unitary group is
sent over an individual unidirectional QU C streamsince there is
just one SubG oup per each MOQTr Group.

.2. Application with one single quality video track

An exanple is shown bel ow for an H 264 video track with 1280x720p
resolution and 30 fps frane rate at 1 Mips bitrate.

codec: "avc3.42E01E"
bitrate: 1000000
framerate: 30

wi dt h: 1280

hei ght: 720

When ready for publishing, each encoded video chunk is considered as
i nput to MOQT (Cbj ect payload. |If encrypted, the output of encryption
will serve as the object’s payload. The GouplDis incremented by 1
at I DR Frame boundaries. The ObjectID is increment by 1 for each
encoded video frane, starting at O and resetting to 0 at the start of
a new group. The first encoded video frame, MOQT Object with
ojectID 0, shall be the Independent (IDR) frane and the rest of the
encoded video franes corresponds to dependent (delta) franes,

organi zed in the decode order.

When mapping to QUIC for sending, one unidirectional QU C streamis
setup to deliver all the encoded video chunks within a MOQI group.

When decodi ng at the ' End Consuner’, the objects fromeach of the
QUIC streans are fed in the Goupl D then ObjectlD order to the
decoder for the track.

4.3. Application with single video track with tenporal |ayers

An example is shown bel ow for an H. 264 video track with 1280x720p
resolution and 2 tenporal layers at 30 fps and 60 fps frane rate.

codec: "avc3. 42E01F"
bitrate: 1500000
franerate: 60

wi dth: 1280

hei ght: 720
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When ready for publishing, each encoded video chunk is considered as

i nput to MOQT Cbj ect payload. |If encrypted, the output of encryption
will serve as the object’s payload. The GouplDis increnmented by 1

at | ndependent (IDR) frane boundaries. Each MOQT group shall contain
2 SubGroups corresponding to the 2 tenporal |ayers as shown bel ow

Layer: 0/ 30f ps Subgroup: 0 ObjectlD: even
Layer: 1/ 60f ps Subgroup: 1 ObjectlD: odd

Wthin the MOQT group, ObjectIDis increnent by 1 for each encoded
video frame, starting at 0 and resetting to O at the start of a new
group. The first encoded video frane, MOQT hject with ObjectID O,
shall be the Indepedent (IDR) frame and the rest of the encoded video
frames corresponds to dependent (delta) frames, organized in the
decode order. Wen mapping to QU C for sending, one unidirectiona
QUIC streamis used per SubGoup, thus resulting in 2 QUC streans

per MOQT group

When decoding at the 'End Consuner’ for a given MOQT group, the
objects rmust be fed in the GouplD then ObjectI D order. This inplies
that the consuner nedia application needs to order objects across the
SubGroup QUI C streans.

4.4. Application with mutiple dependent video tracks

An exanple is shown below for an H 264 video track with 2 spatia
qualities at 360p and 720p each at 30 fps

Video Track 1

codec: "avc3.42E01E"
bitrate: 500000
framerate: 30

wi dt h: 640

hei ght: 360

Video Track 2

codec: "svcl.56401F"
bitrate: 1000000
framerate: 30

wi dt h: 1280

hei ght: 720

When ready for publishing, the mapping to the MOQT object nodel and

to underlying QU C, follows the sane procedures as described in
Section 4.2 for each video track
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When decoding at the 'End Consuner’ for a given MOQT group, the
objects rmust be fed in the GouplD then ObjectID order in the
ascending quality track order.

For the exanple in the section, this would inply followi ng pattern
when decodi ng group 5.

Track 1 Goup 5 Object
Track 2 Group 5 Object
Track 1 Group 5 Object
Track 2 Group 5 Object

PP, OO

4.5. Application with mutiple dependent video tracks with dyadic
framerate | evels.

An exanpl e is shown below for an H 264 video track with 2 spati al
qualities at 360p and 720p, however, the framerate between tracks
vary dyadi cal ly.

Video Track 1

codec: "avc3. 42E01E"
bitrate: 500000
franerate: 30

wi dt h: 640

hei ght: 360

Video Track 2

codec: "svcl.56E01F"
bitrate: 1000000
franerate: 60

wi dt h: 1280

hei ght: 720

When ready for publishing, the mapping to the MOQT object nobdel and
to underlying QU C, follows the sane procedures as described in
Section 4.2 for each video track.

When decoding at the ' End Consuner’ for a given MOQT group, the
obj ects fromacross the tracks nust be fed in the tinestanp order to
the decoder, if no frame reordering is present in the encodi ng.

If the encoding uses frame reordering, or if tinestanp cannot be
obt ai ned, the object to choose next shall follow the bel ow formul a.
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hj ect Decode Order = ObjectID * nultiplier + offset

mul tiplier = 2*(max| ayer-max(0, | ayer-1))
of fset = 2~(maxl ayer-layer) MOD nmultiplier

4.6. Application with multiple sinulcast qualities video tracks

An exanple is shown below for an H 264 video track with 2 simulcast
spatial qualities at 360p and 720p each at 30 fps.

Video Track 1

codec: "avc3.42E01E"
bitrate: 500000
framerate: 30

wi dt h: 640

hei ght: 360

Video Track 2

codec: "avc3.42E01F"
bitrate: 1000000
framerate: 30

wi dt h: 1280

hei ght: 720

When ready for publishing, the mapping to the MOQT object nodel and
to underlying QU C, follows the sane procedures as described in
Section 4.2 for each video track

When decoding at the 'End Consuner’, the objects fromthe QU C stream
are fed in the GouplD then ObjectID order to the decoders setup for
the correspondi ng video tracks.

5. Security and Privacy Considerations

The netadata in LOC Properties is visible to relays, since the MOQ
oj ect Properties are often not encrypted end-to-end (fromorigina
publi sher to end subscribers) in combn schenes. |n some cases, this
may be an intentional design intent for proper relay operation. In
ot her cases, this may be unintentional or undesirable |eaking of the
nmet adata to relays. Each nmetadata that is defined shoul d consider
the security and privacy aspects of granting relays visibility to the
nmet adat a.
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5.

5

5

1.

2

3.

Protecting Sensitive Metadata

The netadata defined and registered in this specification (Tinestanp,
Ti mescal e, Config, Video Frame Marking, and Audio Level) may be
sensitive netadata that should be encrypted end-to-end. Applications
requiring confidentiality of this nmetadata SHOULD use the Private
properties nechani smdescribed in Section 3.1.3 to encrypt sensitive
met adat a al ongsi de t he payl oad.

When using [ SecureChjects] for end-to-end encryption

* Sensitive netadata (tinmestanps, audio |levels, frame marking) can
be encrypted using Private properties

* Immutable properties are authenticated but visible to rel ays

* Media switches that need netadata access require appropriate key
mat eri al

I mut abl e Property Consi derations

Properties marked as i mutable via the | MMUTABLE PROPERTI ES nechani sm
in [ MbQTransport] provide integrity protection - relays cannot nodify
these val ues without detection. However, immutable properties are
NOT encrypted and remain visible to relays. Applications nust
careful ly consider which properties require:

* Confidentiality (use Private properties)

* Integrity without confidentiality (use |nmutabl e properties)

* Neither (standard nutable properties suitable for relay operation)

Rel ay Trust WNbdel

Di fferent depl oynent scenarios have different trust nodels for
rel ays:

* Untrusted relays: Use Private properties for all sensitive
net adat a

* Semi-trusted relays (nedia switches): May have access to netadata
keys but not payl oad keys, enabling sw tching decisions wthout
content access

* Trusted relays: May have full key access for transcoding or
processi ng
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Applications shoul d sel ect the appropriate protection nmechani sims
based on their relay trust nodel and privacy requirenents.

5.4. Deletion Detection

When using end-to-end encryption, relays cannot nodify encrypted
payl oads but coul d selectively delete or w thhold objects.

[ MoQTransport] defines PRIOR GROUP_I D GAP and PRI OR_OBJECT | D GAP
properties that publishers can include to indicate intentional gaps
i n sequences. Subscribers can use these to distinguish between
publ i sher-intended gaps and potential relay deletion.

[ Securebj ects] provides additional nechanisns for detecting such
att acks.

6. | ANA Consi derati ons
6.1. MOQ Properties Registry

Thi s docunent registers the following entries in the "MOQ property
Headers" registry established by [ MoQTransport]:

B el Dttty Lo el e el
| Type | Name | Scope | Specification |
[ ool oo e oo el e e
| 0x06 | TIMESTAWP | Obj ect | Section 2.3.1.1 |
+------ R I I I I I I +
| Ox08 | TIMESCALE | Track or Ohject | Section 2.3.1.2 |
+------ F-- - - - I i T I i T +

Table 1
6.2. MQ Streanmi ng Format Registry

Thi s docunent creates a new entry in the "MbQ Stream ng Format"
Regi stry (see [MdQIransport] Sect 8). The type value is 0x002, the
nane is "LOC Streanming Format" and the RFC is XXX
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