Media Over QUIC W Law
I nternet-Draft Akamai
I ntended status: |nformational C. Lemmons
Expires: 23 March 2026 Contast
G Sinon

Synamedi a

S. Nandakunar

Ci sco

19 Sept enber 2025

Aut henti cation schene for MOQT usi ng Cormbn Access Tokens
draft-ietf-nmg-cd4m 00

Abstract

A token-based aut hentication schene for use with Media Over QU C
Transport.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://nog-
wg. gi t hub. i of CAT-4-MOQT/. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-ietf-nog-c4ni.

Di scussi on of this docunent takes place on the Media Over QU C
mailing list (mailto:mog@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ nog/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/nmog/.

Source for this draft and an issue tracker can be found at
https://github. com nog- wg/ CAT- 4- MOQT.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Law, et al. Expires 23 March 2026 [ Page 1]



I nternet-Draft CAT- 4- MOQT Sept enber 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . T 3
1.1. Overview of the authentlcatlon morkflow P 3
2. Token format 4
2.1. nogt claim . 5
2.1.1. Text exanples of pern1SS|ons to heIp mﬁth CDDL

construction e e e 6
2.1.2. Miltiple actions . . . . . . . . . . . . oL 8
2.2. nogt-reval claim . . e e e 9
3. DPoP Integration with CAT for MQor . . . . . . . . . . .. . 10
3.1. CAT DPoP dainms for MOQT . . . . 1o
3.1.1. Confirmation (cnf) d a|n1mnth JVK Thunbpr|nt .. . . 10
3.1.2. DPoP Extension with Application- Agnostlc Pr oof
Framework . . e A
3.1.3. MOQI Resource URI Cbnstructlon .o o
3.2. DPoP Proof Process and Token Bi ndi ng Flow L .
3.2.1. Phase 1: Token Acquisition with DPoP Blndlng .
3.2.2. Phase 2: MOQT Cperatlons wi th DPoP Proof
Validation . . . . 1
4. Adding atokentoa URL . . . . . . . . . . . . . . . . . . . 18
5. Conventions and Definitions . . . . . . . . . . . . . . . . . 18
6. Security Considerations . . . . . . . . . . . . . . . . . . . 18
7. | ANA Considerations . . . . . . . . . . . . . . . . . . . . . 18
8. Normative References . . . . . . . . . . . . . . . . . ... 19
Acknowl edgrments . . . . . . . . . . . . . . . . . . . . ... .. 20
Authors’ Addresses . . . . . . . . . . . . . . . . . . ... .. 20

Law, et al. Expires 23 March 2026 [ Page 2]



I nternet-Draft CAT- 4- MOQT Sept enber 2025

1.

I nt roducti on

This draft introduces a token-based authentication schenme for use
with MOQT [ MoQTransport]. The scheme protects access to the rel ay
during session establishnent and al so contrains the actions which the
client may take once connect ed.

This draft defines version 1 of this specification

Law,

Overvi ew of the authentication workfl ow

An end-user logs-in to a distribution service. The service

aut henti cates the user (via usernane/password, QAuth, 2FA or

anot her method). The nethods involved in this authentication step
lie outside the scope of this draft.

Based upon the identity and perm ssions granted to that end-user,
the service generates a token. A token is a data structure that
has been serialized into a byte array. The token encodes

i nformati on such as the user’s ID, constraints on how and when
they can access the MOQTI distribution network and contraints on
the actions they can take once connected. The token nay be signed
to nake it tanper-resistent.

The token is given in the clear to the end-user, along with a URL
to connect to the edge relay of a MOQT distribution network. The
edge relay is part of a trusted MOQT distribution network. It has
previously shared secrets with the distribution service, so that
this relay is entitled to decrypt related tokens and to validate
si gnatures

The end-user client application provides the token to the MOQT
distribution relay when it connects. This connection may be
est abl i shed over WebTransport or raw QU C

The relay decrypts the token upon receipt and validates the
signature. Based upon clains conveyed in the token, the relay
accepts or rejects the connection.

If the relay accepts the connection, then the client will take a
series of MOQT actions: ANNOUNCE, SUBSCRI BE_ANNOUNCES, SUBSCRI BE
or FETCH.  For each of these, it will supply the token it received
usi ng t he AUTHENTI CATI ON par amnet er .

As an alternative to this workflow, the distribution service my
vend nmultiple tokens to the client. The client may use one of
those tokens to establish the initial conneciton and others to
authenticate its actions.
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repeats at interval

Sept enber 2025

End User Di stribution Service MOQT Rel ay
I I I
| | 0. Share secrets |
| | < >
| | (of flinelpre-setup) |
I I I
| 1. Login/Authenticate | [
| <o > |
| | |
| 2. Generate CAM Token | |
| + Rel ay URL | |
| <o | |
| | |
| 3. Connect to Relay with Token |
| >
| | , |
| | 4. Validate Token |
| | <o >
| | (previously shared |
| | secrets) |
| | |
| 5. Accept/Reject Connection |
R REREEE TR EEEEPTEE |
| . . | N |
| 6. MOQT Actions with Token Authentication |
I e >|
| ( ANNOUNCE, SUBSCRI BE, PUBLI SH, FETCH) |
I I
| 7. Revalidate Token |
| Qe mmmmme e eeeeaeeaaaaa >|
I I
I I
| |

I
I
| (if noqgt-reval set,
I
|

g., every 5 nin)

byte array. Wen it nust be

it is Base64 encoded

this draft defines a new
Use of the nmogt claimis

e.
2. Token format
This draft uses a single token format, namely the Common Access Token
(CAT) [CAT]. The token is supplied as a
cast to a string for inclusion in a URL,
[ BASE6G4] .
To provide control over the MOQT actions,
CBOR Wb Token (CW) daimcalled "nmoqgt".
optional for clients. Support for processing the nmogt claimis
mandat ory for relays.
Law, et al.
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The default for all actions is "Bl ocked" and this does not need to be
communi cated in the token. As soon as a token is provided, al
actions are explicitly bl ocked unless explicitly enabl ed.

2.1. noqgt claim
The "nmogt" claimis defined by the foll ow ng CDDL

$$C ai ms-Set-C ains //= (nogt-I|abel => noqt-val ue)

nmoqgt - | abel TBD_ MOQT

nmoqgt - val ue [ + noqt-scope ]

nmogt - scope [ noqgt-actions, nogt-ns-match, noqt-track-nmatch ]
mogt-actions = [ + nogt-action ]

mogt -action = int

nmogt - ns-mat ch = bi n-mat ch

nmogt -track-mat ch = bi n-match

bi n-match = {
? exact-match » => bstr,
? prefix-match ~ => bstr,
? suffix-match » => bstr
? contains-match N => bstr,

}

/ match | abels defined in CTA-5007-B 4.6.1 /
exact-match = 0
prefix-match =
suffi x-match =
cont ai ns- mat ch

The "noqt" cl ai mbounds the scope of MOQT actions for which the token
can provide access. It is an array of action scopes. Each scope is
an array with three elements: an array of integers that identifies
the actions, a match object for the namespace, and a natch object for
the track nane.

The actions are integers defined as foll ows:
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| Action | Key | Reference |
[§ pleemesfoms b esos s esoefsese s espe s esps sy ems e foss e oss s os s es oe s ese s esps s ps s
| CLI ENT_SETUP | O | [MoQTransport] Section 8.3 |
e e +
| SERVER SETUP | 1 | [MoQTransport] Section 8.3 |
T Hommm- T T pe +
|  ANNOUNCE | 2 | [MoQTransport] Section 8.23

o e e e e e oo - +--m - - o e e e e e e e e m o +
| SUBSCRI BE_NAMESPACE | 3 | [MoQTransport] Section 8.28

e e +
| SUBSCRI BE | 4 | [ MoQTransport] Section 8.7 |
e meeeeemeaaeeaeas Hommm- T T pe +
| SUBSCRI BE_UPDATE | 5 | [MoQTransport] Section 8.10

o e e e e e oo - +--m - - o e e e e e e e e m o +
| PUBLI SH | 6 | [MoQTransport] Section 8.13 |
e e +
| FETCH | 7 | [ MoQTransport] Section 8.16 |
e meeeeemeaaeeaeas Hommm- T T pe +
| TRACK_STATUS | 8 | [MoQTransport] Section 8.20

o e e e e e oo - +--m - - o e e e e e e e e m o +

Table 1

The scope of the nobqt claimis limted to the actions provided in the
array. Any action not present in the array is not authorized by noqt
claim

The match object is defined to be a binary formof the match object
defined in [ CAT] Section 4.6.1. The regex and hash match types are
not defined for use with binary values in this docunent.

The first match operation is perforned agai nst the nanespace and the
second agai nst the track nane (as defined in Section 2.4.1 of {draft-
ietf-nmg-transport}). Since the match is not being perforned agai nst
a URI, no nornalization is perforned and the matches are perforned
against the entire string. An enpty match object is a |lega

construct that matches all nanes.

2.1.1. Text exanples of pernmissions to help with CDDL construction

Exanple: Allow with an exact nmatch "exanpl e. com bob"
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/moqt/ TBD _MOQT: []
[ /ANNOUNCE/ 2, /SUBSCRI BE_NAMESPACE/ 3, /PUBLISH 6, /FETCH 7 ],

{ /exact/ 0: 'exanple.com},
{ /exact/ 0: '/bob'}

1]

}
Permts
* " exanpl e.com, ’/bob’
Prohibits
* ' exanple.com, '’
* " exanpl e.com, ’'/bob/123
* ’exanple.com, '/alice’
* " exanpl e.com, '/bob/l ogs’
* "alternate/exanple.conm, /bob
* 112345,
* "exanple’, '.conl bob’
Example: Allowwith a prefix match "exanpl e. com bob"
{
/moqt/ TBD _MOQT: [[
[ /ANNOUNCE/ 2, /SUBSCRI BE_NAMESPACE/ 3, /PUBLISH 6, /FETCH 7 ],
{ /exact/ 0: ’'example.com},
{ Iprefix/ 1: ’'/bob'}
1]
}

Permits

* " exanpl e.com, '/bob’

* " exanpl e.com, ’/bob/123
* " exanpl e.com, '/bob/l ogs’

Prohibits

* ' exanpl e.com, '’

* ' exanple.com, '/alice’

* " al ternate/ exanpl e.com, ’/bob’
* 112345,

* " exanple’, '.conibob’
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2.1.2. Miltiple actions

Multiple actions may be conmunicated within the same token, with
different permssions. This can be facilitated by the |ogical clains
defined in [Conposite] or sinmply by defining multiple limts,
depending on the required restrictions. |In both cases, the order in
which Iimts are declared and evaluated is uninportant. The

eval uation stops after the first acceptable result is discovered.

2.1.2.1. Exanple of evaluating multiple actions in the sanme token

/moqgt/ TBD_MOQT: [
[/PUBLISH 6, { /exact/ 0: 'exanple.com}, { /prefix/ 1: 'bob’'}],
[/PUBLISH 6, { /exact/ 0: ’'exanple.com}, { /exact/ 0: ’'|ogs/12345/bob’}]

] i)
[ exp/ 4: 1750000000

* (1) PUBLISH (Allow with a prefix match) exanpl e.coni bob
* (2) PUBLISH (Allow with an exact match) exanpl e.conil ogs/ 12345/ bob

Eval uati ng "exanpl e. conf bob/ 123" woul d succeed on test 1 and test 2
woul d never be evaluated. Evaluating "exanple.com | ogs/ 12345/ bob"
woul d fail on test 1 but then succeed on test 2. Evaluating
"exanpl e.com would fail on test 1 and on test 2

In addition, the entire token expires at 2025-05-02T21: 57: 24+00: 00.
2.1.2.2. Exanple of evaluating multiple actions with related cl ai ns:

If there are other clains that depend on which MOQT limt applies, a
logical claimis required

[or/ TBD OR |

{
/moqt/ TBD MOQT: [[/PUBLISH 6, { /exact/ 0: ’'exanple.com}, { /prefix/ 1: 'b

ob’ }]],
[ exp/ 4: 1750000000

% 1
/moqt/ TBD MOQT: [[/PUBLISH 6, { /exact/ 0: ’'exanple.com}, { /exact/ 0: 'lo

gs/ 12345/ bob’ }]1],
/ exp/ 4: 1750000600
}
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Thi s provides access to the sane tracks as the previous exanple, but
in this case, the token is valid for publishing logs up to 10 m nutes
after the tinme at which the publishing of the bob track expires.

Dl SCUSS: Because tokens are designed for instantanous eval uation,
they naturally only evaluate to an "acceptable" or an "unacceptabl e".
It’s somewhat tricky to turn an evaluation into a conplete bound on
any particular value. The CAT has a nunber of clains about the
context of the request that can change while the streamis open. The
nost obvi ous of these is the expiration tinme. The "catnip" (Network
I P) and geographic clains can al so change md-streamif the
connection is mgrated or the client noves. Do we need to do

somet hing special to require periodic re-evalution?

2.2. nogt-reval claim
The "noqt-reval" claimis defined by the foll owi ng CDDL
$$C ai ms-Set-Cl ains //= (moqt-reval -1 abel => noqt-reval -val ue)

moqgt - r eval - | abel TBD MOQT _REVAL
moqgt - r eval - val ue nunber

The "noqgt-reval" claimindicates that the token nust be revalidated
for ongoing streans. |If the token is no |onger acceptable, the
actions authorized by it MJST not be permtted to continue.

The "noqt-reval -value" is a revalidation interval, expressed in
seconds. It provides an upper bound on how |l ong a token may be
consi dered acceptable for an ongoing stream A revalidator NMAY
reval i dat e sooner.

If the revalidation interval is smaller than the recipient is
prepared or able to revalidate, the recipient MIST reject the token
If arecipient is unable to revalidate tokens, it MJST reject al
tokens with a "nogt-reval" claim

A token can be revalidated by sinply validating it again, just as if
it were new. However, since some clains, signatures, MACs, and other
attributes that could contribute to unacceptability may be incapable
of changing acceptability in the duration, a revalidator nmay optim ze
by ski ppi ng sonme of the checks as | ong as the outcone of the
validation is the same. Revalidators SHOULD skip reverifying MACs
and signatures when the |ist of acceptable issuer keys is unchanged.

Wien the value of this claimis zero, the token MJUST NOT be

revalidated. This is the default behavi our when the claimis not
present.
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This claim MJST NOT be used outside of a base clainset. |f used
within a conposition clainms, the token is not well-forned.

The claimkey for this claimis TBD MOQI_REVAL and the claimvalue is
a nunber. Recipients MIUST support this claim This claimis
OPTI ONAL for issuers.

3. DPoP Integration with CAT for MOQT

This section defines the use of CAT' s Denobnstrating Proof of
Possessi on (DPoP) clains [DPoP] to enhance security in MOQT
environments. This approach | everages the CAT token's "cnf"
(confirmation) claimw th JWK Thunbprint binding and the "catdpop"
(CAT DPoP Settings) claimto provide proof-of-possession capabilities
that prevent token theft and replay attacks in MOQI systens.

3.1. CAT DPoP dainms for MOQT

Thi s proposal extends the CAT authentication nodel by binding tokens
to client cryptographic key pairs. To enabl e sender-constrained
token usage, the CAT tokens include DPoP-rel ated cl ains as defined

[ CAT] Section 4.8, ensuring that only the legitinmate token hol der can
use the token for MOQT operations.

3.1.1. Confirmation (cnf) Caimwth JW Thunbpri nt

DPoP bi nding is acconplished by providing the "cnf" claimwth the

" kt" (JWK Thunbprint) confirmation nethod.

Bel ow i s an exmapl e showi ng j kt token binding.
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3.

1.

{
/[ cnf [
8: {
[ jkt [/
3: <32-byte JWK SHA-256 Thunbpri nt >
3
/ moqt /
TBD_MOQT: [
[
[2, 3, 6, 7], / ANNOUNCE, SUBSCRI BE_NAMESPACE, PUBLI SH, FETCH /
{"exact": "cdn.exanpl e.con'},
{"prefix": "/sports/"}
]
],
[ catdpop /
321: {
0: 300, [/ 5-minute w ndow /
1. 1 / Honor jti for replay protection /
3
/| exp /
4: 1750000000
}

I mpl ement ati on Requi renment s:

* Relay Validation: MOQT relays MJST verify that DPoP proofs are
signed with the private key corresponding to the "jkt" val ue

* Proof Binding: Relays MJST reject requests where DPoP proof
validation or key binding fails

* Processing Semantics: Relays MJST process DPoP proofs as Protected
Resource Access requests per [DPoP] Section 7

2. DPoP Extension with Application-Agnostic Proof Franework

This section defines the use of DPoP with an application-agnostic
proof framework as specified in [ DPOP- PROOF], which extends the
tradi tional HTTP-centric DPoP nodel to support arbitrary protocols
including MOQT. This approach repl aces HTTP-specific clains with a
flexi bl e authorization context structure that can accomodate

prot ocol - speci fic command representations.

The DPoP proof JWI follows the structure defined in Section 4 of
[ DPOP- PROOF] with the follow ng required clains:

JWI' Header:

Law, et al. Expires 23 March 2026 [ Page 11]
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*  "typ": "dpop-proof+w"

* "alg": Asymretric signature algorithmidentifier

* "jwk": Public key for verification
JWI' Payl oad:

* "jti": Unique identifier for the JW
* M"jat": Issued-at tine

* "actx": Authorization Context object

For MOQT operations, the Authorization Context ("actx") object
cont ai ns:

* "type": "noqt" (registered identifier for MOQT protocol)
* Maction": MOQT action identifier

* "tns": Track nanespace (required)

* "tn": Track name (required)

* "resource": MOQI resource identifier (optional)

When the optional "resource" paraneter is included, it MJST be
consistent with the "tns" and "tn" paraneters. The resource UR
should follow the format noqt://<rel ay-

endpoi nt >?t ns=<nanespace>& n=<track> where the tns and tn query
paraneters match the respective "tns" and "tn" fields in the
Aut hori zati on Cont ext.

Exanpl e DPoP proof for MOQT ANNOUNCE operation
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{
"typ": "dpop-proof+w",
"al g": "ES256",
"Twk": { ...}
}
{
"jti": "uni que-request-id",
"fat": 1705123456,
"actx": {
"type": "noqt",
"action": "ANNOUNCE",
"tns": "sports",
"tn": "live-feed"
}
}
MOQT action mappi ng for Authorization Context:
[ e sl s
| MOQT Action | actx.action |
[ bbby s e s
| CLI ENT_SETUP | SETUP |
o e e e e e —aaao oo o mme e oo oo +
| SERVER _SETUP | SETUP |
o e e e e e a e oo o e e e e oo o +
|  ANNOUNCE |  ANNOUNCE |
o e e e m oo oo S +
| SUBSCRI BE_NAMESPACE | SUB NS |
o e e e e e —aaao oo o mme e oo oo +
| SUBSCRI BE | SUBSCRI BE |
o e e e e e a e oo o e e e e oo o +
| PUBLI SH | PUBLI SH |
o e e e m oo oo S +
| FETCH | FETCH |
o e e e e e —aaao oo o mme e oo oo +
Table 2

Rel ays supporting this application-agnostic DPoP franework MJIST:
* Validate DPoP proofs according to [ DPOP- PROOF]
* Verify that the "actx.type" is "noqt" for MOQT operations

* Validate that the "actx.action" natches the requested MOQI action
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* Verify that the "actx.tns" corresponds to the target track
nanespace

* Verify that the "actx.tn" corresponds to the target track nane

* |f present, verify the "actx.resource" is consistent with "tns

and "tn"
* Reject requests where Authorization Context validation fails
3.1.3. MOQT Resource URI Construction

The Aut horization Context "resource" field should specify track
nanespace (tns) and track nane (tn) paranmeters for MOQT resources:

* Connection setup: noqgt://<rel ay-endpoint>
* Nanmespace operations: noqt://<rel ay-endpoi nt >?t ns=<nanespace>

* Track operations: noqt://<relay-
endpoi nt >?t ns=<nanespace>&t n=<tr ack>

3.2. DPoP Proof Process and Token Bi ndi ng Fl ow

The foll owi ng process illustrates how DPoP proof provision results in
CAT token bindi ng and subsequent MOQT rel ay validation

3.2.1. Phase 1. Token Acquisition with DPoP Binding
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r—— a I
— r————— T

| MOQT d i ent \ | Aut horization Server |

| |

L — 2 I -
_ L J

(1) CGenerate Key Pair
EC P- 256/ RSA
private_key, public_key

(2) Authentication Request
+ User Credentials
+ Public Key (JWK fornmat)

(3) User Authentication
& Aut hori zation

(4) Cenerate CAT Token:
"cnf" claimwth
"jkt": SHA256( publ i
"cat dpop" processing
settings
"nmoqgt" action scope
Sign with shared sec

(5) CAT Token Response
+ Bound CAT Token
+ Rel ay Endpoint URL

Steps 1-5 Detail:

1.

Client Key Generation: The MOQT client generates an asymretric
key pair (typically EC P-256) for DPoP operations

Aut hentication with Public Key: Cient authenticates with the
aut hori zati on server, providing user credentials and the public
key

User Authentication: Authorization server validates user identity
and perm ssi ons

CAT Token Ceneration: Server creates a CAT token contai ning:

* "cnf" claim JWK Thumbprint ("jkt") of the client’s public key
(32-byte SHA-256 hash)

Law, et al. Expires 23 March 2026 [ Page 15]
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* "catdpop" claim DPoP processing settings (w ndow, jti
handling, critical settings)
* "poqt" claim Authorized MOQT actions and scope restrictions

5. Token Delivery: Server provides the bound CAT token and rel ay
endpoint information to the client

3.2.2. Phase 2: MOQT Operations with DPoP Proof Validation

r———— . r
— F—— .
| MOQT d i ent \ | Aut horization Server | | MOQT \
Rel ay
e - _ e -
1 L -
| |
(6) For each MOQT acti on: \ \
Create fresh DPoP proof JWF | |
Header: typ="dpop-proof +j wt" \
alg, jwk | |
Claims: jti, iat, actx \ \
Sign with private_key \ \
(7) MOQT Request
+ CAT Token
+ Fresh DPoP Proof
(CLI ENT_SETUP, ANNOUNCE,
SUBSCRI BE, PUBLI SH, FETCH)
(8)
CAT Val i dati on:

Verify token |
signature

Val i date cl ai ns |
i ncludi ng exp, |
scope \ ‘
(9) |

DPoP Validation: |
Extract "jkt" |
from token \
Verify DPoP \
JWI signature |
Val i date key |
bi ndi ng \
Check |
freshness \
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(10) |

Action Authorization |

Match action |

to token scope |

Check ns/track |
per m ssi ons

(11) Response
Success/ Error

Steps 6-11 Detail:

1. DPoP Proof Creation: For each MOQT action, the client creates a
fresh DPoP proof JWI with:

* Header: typ: "dpop-proof+jwt”, alg, jwk (public key)

* (Cains: jti (unique ID), iat (tinestanp), actx (Authorization
Context with type, action, tns, tn)

2. MOQT Request: Cient sends MOQT action with both CAT token and
fresh DPoP proof

3. CAT Token Validation: Relay validates:
* Token signature using shared secret with authorization server
* Token expiration time
* "npoqt" claimscope for requested action

4. DPoP Proof Validation: Relay perforns:
* Extract "jkt" (JWK Thumbprint) from CAT token's "cnf" claim
* Verify DPoP JW signature using enbedded public key

*  Confirmthat SHA-256 hash of DPoP public key matches "jkt"
val ue

* Check proof freshness wthin "catdpop"” w ndow settings

* Process replay protection based on "jti" settings
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* Validate Authorization Context ("actx") according to
[ DPOP- PROCF]

* Verify "actx.type" is "noqt"
* Validate "actx.action" nmatches the requested MOQT action

* Verify "actx.tns" and "actx.tn" correspond to target resources

5. Action Authorization: Relay validates the specific MOQI action
agai nst token scope and nanespace/track perm ssions

6. Response: Relay responds with success or appropriate error
i nformation

4. Adding a token to a URL
Any time an application wishes to add a CAT token to a URL or path
el ement, the token SHOULD first be Base64 encoded [ BASE64]. The
syntax and nmethod of nodifying the URL is left to the application to
define and is not constrained by this specification

5. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

6. Security Considerations
TODO Add security considerations for DPoP d ai ns

7. 1 ANA Consi derations

IANA will register the following clainms in the "CBOR Wb Token ( OAI)
Clains" registry:
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| | noqt | noqt-reval |
[5 emesfommsbumsesoe s essosfsese s ese s e s s fes ey ess s foss s es e es s ess s ess s o}
| dai mNane | rnoqt | noqgt-reval |
Fom e e e e a e e oo o a o o e e o s +
| C aimDescription | MOQT Action | MOQT revalidation |
o o a o o e e e oo +
| JWI d ai m Nane | NA | NA |
o e e e e e e e e oo o - o e o e e e o +
| < ai mKey | TBD_MOQT (1+2) | TBD_MOQT (1+2) |
Fom e e e e a e e oo o a o o e e o s +
| daim Val ue Type | array | nurber |
o o a o o e e e oo +
| Change Controller | I ESG | I ESG |
o e e e e e e e e oo o - o e o e e e o +
| Specification Docunent | RFCthis | RFCthis |
Fom e e e e a e e oo o a o o e e o s +
Tabl e 3

[RFC Editor: Please replace RFCthis with the published RFC nunber for
this docunent.]
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