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Abst ract

Thi s docunent exani nes the operational inpacts to stream ng video
appl i cations caused by changes to network policies by network
overlays. The network policy changes include |IP address assignnent,
transport protocols, routing, and DNS resolvers, which in turn affect
a variety of inportant content delivery aspects such as |atency, CDN
cache sel ection, delivery path choices, traffic classification and
content access controls.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
mops. gi t hub.io/draft-ietf-nmops-network-overl ay-inpacts/draft-ietf--
mops- net wor k- over |l ay-i npacts. htm. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-ietf-
nmops- net wor k- over | ay-i npacts/ .

Di scussion of this docunent takes place on the Media OPerationS
Wirking Goup mailing list (rmailto:mps@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/ mops/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/ nmops/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wy-nmops/draft-ietf-nops-network-overl ay-
i mpacts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Enhanci ng the privacy of Internet users has a been significant focus
of the IETF since the Snowden revel ations and the publication of

[ RFC7258]. [RFC7264] explored in greater detail the technica
threats identified in RFC7258 along with high | evel descriptions of
mtigations. Since then the various working groups at the | ETF have
endeavored to address the specific threats to their respective area
and have produced a long list of new RFCs with privacy enhancements
del i berately and consciously included. Protocols |ike QU C [RFCI9000]
are exanpl es of the new generation of |IETF protocols with privacy
enhancenents such as al ways enabl ed encryption built directly into
their design.

At the same tinme that the | ETF has been diligently enhanci ng |Internet
privacy, Internet video stream ng has becone a part of daily life for
billions of viewers with streaming being for many their prinmary way
of watching sports, entertainnent, user generated content (UGC) and
news. This has grown to beconme the primary data by volune traversing
the Internet with an hour of HD video consisting of roughly 1.5-2.5GB
of data and streanming is estimted to account for 80-85% of current
global Internet traffic.

The Operational Considerations for Stream ng Media [ RFC9317] provi des
a good introduction to the various engi neering aspects encountered by
streaming platforns in engineering and operating the infrastructure
used to nmeet the global growth in video stream ng

Wiile early streamng efforts were satisfied with being able to
streama video to a device successfully wi thout consideration for
efficiency or scale, the rapid growh in viewership has pushed

pl atforns to devel op sophisticated architectures and designs.
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For video that is prerecorded, such as Video On Demand (VOD) TV and
Movi e content ans User Cenerated Content (UGC) distributing the
recorded and encoded content using Content Delivery Network (CDN)
caches is a common technique to neet denmand at scale. The |IETF CDN
wor ki ng group has done significant work on this and SVTA OpenCachi ng
(svta.org) extends upon CDNi to create a robust inplenmentation of CDN
architecture for VOD scaling. VOD and UCG stream ng typically place
a focus on selecting the best CDN cache with the best responsiveness,
the shortest network path and fewest hops to avoid congestion and
bandwidth Iimtations that mght |limt the quality of the video being
del i vered

The newest frontier in streaming is live streanming, primarily around
sports events. Live streamng, |like VOD has significant capacity
demands with events that can have viewership |l evels ranging fromtens
of thousands to 10-50 nmillion live viewers. The day of hundreds of
mllions of live viewers for a single event such as a najor gl oba
sporting event is on the near horizon as a nornal occurence, with no
limt in sight on how far gromh can go. Perhaps, one day a
significant portion of the gl obal population will live view an event
over the Internet.

Even today, the current viewer |evels for |arge events are pushing
the boundaries of video stream ng techniques. Live also conmes with
new chal | enges; CDN caching is still used to neet scaling chall enges
for live events, but unlike VOD it can't be prerecorded and
prepositi oned on CDN caches ahead of the event. Live sports
stream ng al so has inportant |low | atency requirenents - viewers don't
want a big goal spoiled by alerts on their phones, or cheering the
street before they see it on their own screen. The video pipeline
used to deliver live streaned events with |ow | atency and at high
quality is highly optim zed and as a result is very sensitive to
interference from unexpected network behavi ors and conditi ons.

The delivery pipelines of VOO, UGC and Live have each been engi nered
and optim zed to deliver the highest quality, in the nost efficient
manner over the Internet fromplatformto viewers. However,

i ncreasingly as consumer products have added responses to [ RFC7258]
and [ RFC7264] to consuner devices and services, they have
occasional ly introduced unexpected and soneti nmes non-easily

det ectabl e changes to the network behavior and the video pipeline in
ways that can interfere with and undernine the efficiencies, scaling
and | ow | atency engineering that video platforns have spent

consi derabl e time, noney and tal ent devel opi ng and depl oying to neet
user video experience expectations.
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The authors readily acknow edge the many chal l enges and difficulties
in inproving Internet privacy in an area as conplex as the Internet
whil e al so maintaining conpatibility with the wildly varied
applications and uses of the Internet on which users rely upon daily
intheir lives. This is hard stuff and it’'s very natural for there
to be operational considerations that nmust be understood and fol ded
back into architectural designs and consumer products.

Thi s docunent is intended to docunent the various inpacts that have
been observed by streami ng applications froma strean ng platform
operational perspective on the inpacts of certain enhanced privacy
architecture approaches that have been pursued at the |ETF.

2. Internet Privacy Enhancenents

The 1ETF' s work to enhance the privacy of Internet and defend agai nst
pervasi ve nonitoring as described in [RFC7258] has enpl oyed as series
of techniques starting with encrypting network data flows, typically
using TLS. O her approaches, involve changing things at a policy

| evel such as changing routing, DNS resol ver choices so as to further
obfuscate and isolate the network and data flows fromthe underlying
base network as neans of interfering with pervasive nonitoring.

[ RFC7258] fromthe | AB exani nes various pervasive nontoring
approaches whil e [ RFC7624] di scusses responses that enhance privacy.
[ RFC9000] itself is an excellent exanple of the applied design
approaches and introduces the QU C transport protocol that is always
encrypt ed.

2.1. Network Overlays

The I ETF' s privacy enhancenment work to address [ RFC72558] covers a

| ot of design choices and policies such as the approach of al ways-on
encryption as shown in the design of QU C [RFCO000]. Many of these
do not affect video stream ng, however those that do inpact stream ng
fall into a class of design choices that can be described as creating
a new network overlay, operating as an overlay on top of the
underlying native network, but followi ng one or nore different
policies than the underlying network or the stream ng application
woul d foll ow on their own.

Deen & M shra Expi res 8 January 2026 [ Page 5]



I nternet-Draft NO sV July 2025

The Network Overlays that have been found by video platformoperators
to impact stream ng operations are those that make policy changes in
ways that are not directly visible, selectable, or detectable by the
vi deo streanming application or streamng platform These changes,
when made under the covers and out of visibiltiy to the stream ng
application, often can nmake unexpected changes to the streani ng

pi peline in ways that underm ne the architecture choices of the
stream ng application and pl atform engi neers.

Net work Overlay’'s that cause network connection behavi or and
properties to differ fromwhat the application expects can lead to
situations where the application user and operator assunme one set of
behavi ors of the network data flowto be true while in reality one or
nmore di fferent behaviors may occur. This in turn can lead to
unanti ci pated outconmes that can have operational imnpacts.

Protocol s such as MASQUE [ RFC9484] and services built on it such as
Apple’s iCloud Private Relay (https://ww. appl e. coni privacy/ docs/

i O oud_Private_ Relay_Overvi ew Dec2021. PDF) are exanples of Privacy
Enhanci ng Network Overlays that involve making a nunber of network
policy changes fromthe open Internet for the connections passed

t hrough t hem

2.1.1. Enmerging Operational |ssues with Network Overlay Policy Changes

Stream ng video applications and the streaming platforns delivering
content are starting to encounter various operational challenges
related to Network Overlays. Typically the primary problens are
encount ered when the network overlay has nmade policy changes that are
ei ther unexpected, are difficult or inpossible for the streamnng
platformto detect, or the changes are inconsistently appli ed.

There are a variety of inpacts but a few conmon cl asses of issues
have been observed:

2.2. Policy Changes

Changi ng the encryption policy fromthat expected by the streamni ng
application, for exanmple changing HTTP urls in manifests into HITPS
connections can disrupt architectures which involve the network being
able to detect video flows.

Changi ng routing policy fromwhat is expected by the streamn ng
application can break CDN cache selection logic, resulting in a
farther away cache delivering |ower quality video at higher |atency
than the closer cache that woul d be sel ected by the CDN cache

sel ection | ogic mght.
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A routing policy change exanple is illustrated in figure 1 of
different policies for a network overlay vs the underlying base

net wor k whi ch changes the traffic path fromthe Network Overl ay
having a different routing policy fromthat of the underlying native
base network

R = router
<--- non-overlay traffic path --->
device -- R---- R------------- R------------- R ---- R -- dest-node
\ /
\ /
\ /
R-- R-- ingest -- egress -- R------ +
<--- overlay traffic path --->

Figure 1: Network Overlay routing selects traffic via an alternate path
2.2.1. Partitioning

Net wor k Overlay policy changes include an alternate routing policy
since a fundanental aspect of this design is the tunneling of
connections through alternate paths to enhance privacy. The reasons
for this approach are discussed in the | AB docunent Partitioning as
an Architecture for Privacy (https://datatracker.ietf.org/doc/draft-
i ab-privacy-partitioning/).

2.2.2. Protocol Policy Changes

Net wor k overl ays have been seen to nake application and transport
protocol changes fromwhat is expected. Changes such as HITP2/tcp
into HTTP3/ QUI C and HTTP2 into HTTPS2+TLS are performed by sone
privacy enhanci ng approaches, converting what is considered an
undesi rabl e protocol choice into what is considered a better
alternative, hidden under the covers fromthe application

One inpact occurs when the protocol change alters the network as seen
by the video application. For instance, a video application may make
a test fetch of video in order nmeasure network conditions which wll
be used to make stream ng decisions for the actual content being
accessed. If the application test probe uses HITP2/tcp to test, but
the actual content access request over HTTP2/tcp is converted to
HTTP3/ QUI C then the video platform does not have accurate results
fromits test probe which can directly lead to erroneous non-opti nal
choi ces by the video player algorithm
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2.2.3. Encryption Policy

Changi ng the encryption policy applied to video streans either adding
where it wasn’'t originally used or renpbving if it was originally
specified can cause a wi de range of operational problens.

2.2.3.1. Forced Encryption Upgrade

Changi ng unencrypted HTTP2 to encrypted HTTP2+TLS connects wil |

prohi bit stream ng workflows that involve content detection as part
of the network delivery. This can result in video traffic not being
correctly identified and the incorrect network policies being applied
toit. This is particularly problematic in environments using

mul ticast and in nobile environnents.

2.2.3.2. Forced Encrypti on Downgrade

Equal |y so, the renoval of encryption applied to the transport stream
by a streanming platformwould be significantly problematic as such
encryption may be part of a content protection and content integrity
protections architecture.

2.2.4. Address Policy Changes

| P address changes such as converting fromIPv4 to IPv6 or IPv6 to

| Pv4, done unexpectantly unexpectedl yor done invisibly to the
application can cause both routing and cache sel ection issues, as
wel | as cause problens in debugging situations causing engineers to
not be using the correct address when exam ning | ogs, doing their own
test probes etc.

Source | P Address assi gnment changes, again when done invisibly to
the application can cause significant disruption. Platform

aut henti cati on gateways that associ ate session authorizations with
the session’s device’'s | P address can result in service access denia
when associ at ed addresses change unexpectedly. For exanple, when the
devi ce address as seen by the video application is different fromthe
devi ce address seen by the associated streaming platform this can
result in the platformrejecting | ogins, content access and ot her
service functions fromthe device

2.2.5. DNS Policy Changes
Net wor k overl ays that change DNS settings have | ong been an issue for

CDN architectures that use DNS as part of their |oad bal ancing
architecture.
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2.2.5.1. DNSO

DNSO extension information was specifically designed to hel p CDN
cache selection logic by providing nore information to the decision
maki ng al gorithns, so a policy change that changes the DNS resol ver
for an application to a different resol ver that does not support DNSO
can have quite a significant inpact to a video application

2.2.6. Log Data Changes

Logging is often the first tool used to find and di agnose probl ens.
Net wor k overl ays whi ch change policies that result in unexpected and
non- under st andabl e 1 og entries on either the user device or the video
pl atform can greatly underm ne the use of 1ogs in problem

determ nati on and resol ution

2.2.7. GCeo Location & Identification

Net wor k Overl ays that change the apparent |ocation of devices can
result in platforns not being able to properly identify the

geospatial location of the user. It is very common for CDN caches to
apply | P address | evel geolocation to deternmine in broad ternms, such
as identifying the country the user is in. |f an overlay changes the

apparent origin addresses of video device to one outside the of the
address bl ocks mapped by | ocation providers, then geol ocati on can
fail and users can be denied access to content they otherw se are
abl e to access.

2.2.8. CDN interconnection troubl eshooting

In a CDN interconnection when two CDN donai ns have to |ocalize a
point of failure, they first determ ne the delivery path and a point
of observation where to take nmeasurements. Then they proceed by

di chotonmy to determine the domain where the point of failure is. The
issue with overlay networking is the follow ng: CDNs use their
request routing information to deternmine a point of observation on
the delivery path where to do the measurenent, as their delivery path
is overwitten by the re-routing of the overlay networking, the flow
can’t be observed at the observation point.

2.2.9. Routing Changes
Routi ng changes whi ch cause connecti ons between vi deo applications

and the infrastructure services they use can create a | arge number of
pr obl ens.
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2.2.9.1. End to End Probl em Di scovery

A common issue in video delivery is locating where along the delivery
path the video transport is encountering problens. Oten such

probl ens are nore conpl ex than the connecti on not working at but

i nstead involve identifying bottlenecks, |ost packets, and congestion
i ssues. \When the routing changes fromwhat is expected or visible to
support tools it becomes an operational trouble spot for users and

pl atform suport to |l ocate and determ ne the source of the probl ens.

2.2.9.2. CDN Edge Cache Sel ection due to Routing

A significant, and often overl ooked problemis the addition of
network | atency conpared to edge CDN caches or access network peering
connections. Routing changes whi ch cause bypassi ng edge CDN caches
and i nstead choosing | ess opti mal caches

R = router
<--- non-overlay traffic path --->
device -- R---- R ---- Edge CDN Cache
\
\
\
R--- R--ingest -- R--- R-- egress -- R------ R ---- Less Optinmal CDN
Cache
<--- overlay traffic path --->

Figure: Routing Changes altering CDN Cache sel ection
2.2.9.3. Performance and Probl em det erm nation

Net wor k overlays often interfere with the tools used in perfornmance
and problemdeternmination. This is due to either the tool and
protocols not being able to traverse the alternative route tunne

i mpacting service's ability to diagnose connection and performance
probl ems, or the network overlay itself not supporting the tool and
not supporting or carrying the tools functions.

2.2.9.4. Inpact of Changing Network Routing and other Policies

The problem for stream ng applications occurs when the underlying
network properties and policies change fromwhat is expected by the
streaming application. In particular when such changes are either
hi dden or not visible to the stream ng application

Wi le the open Internet is a dynam c environnent, changing of basic

net wor k behavi or and policies fromwhat is expected as seen fromthe
stream ng application, deviates unexpectedly fromwhat the streaning
application expects. This behavior disrupts the optim zed streaning
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delivery architecture for the end-user device. Changes to Network
Pol i ci es such as routing, source |P address assigned to the stream ng
application traffic, DNS resol ver choice etc influences this
behavi or .

Having a reliable understanding of the delivery path is essential for
stream ng operators and the introduction of network overlays |ike
those based on technol ogi es such as MASQUE especi al |y when desi gned
to be undetectable by the applications using them has introduced new
techni cal challenges for stream ng operators and network operators as
well as for their viewers

The core probl em occurs when changes to network policies are nade
often without notification or visibility to applications and w t hout
cl ear nethods of probing to determ ne and test changed behaviors that
affect the streaming application’s content delivery path resulting in
i ncreased | atency, changes of | P address for the application as seen
by either the application or the stream ng service connection,
changes to DNS resol vers being queried and the results returned by
DNS, and changes to application transports such as addi ng or renoving
outer |ayer encryption are all problens that have been observed in
production stream ng pl atforns.

2.2.10. Unintended Content Bl ocking

A strongly undesirabl e unintended side-effect of network policy
changes is the blocking of content to the viewer. This may be the
primary content URLs access which are bl ocked, or possibly
advertising fetched froma second URL fromthe nmain video content.
This can be due to policy changes altering device |P addresses, or
changes to routing that run afoul of enforced traffic routing
polici es.

Such bl ocki ng may be connected to restrictions built upon data feeds
used for geofiltering and georestuctions, for exanple restriction
whi ch bl ock delivery to networks identified as either comercia
data-centers or other CDNs service network addresses. Essentially,
runni ng af oul of configurations possibly used to conbat security
threats that expect streaming viewers to be on home or possibly
nmobi | e networks, but not in comercial data centersor CDN content
networ ks and so bl ock delivery to | P addresses in those unexpected
network blocks. This is nore likely to occur in network overl ays
that shift egress traffic to comeerical or CDN bl ocks.
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This is a particularly troubl esone problemto deternine as it may
appear inconsistently fromone stream ng session to another. Smal
changes in URLs in nmanifests fromon session to another, especially
on streamng platforns that nmake use of nulti-CDN delivery and may
encounter different delivery and security protection policies from
the different multi-CDN operators invovled.

3. Policy Changes Hi dden from Applications

One of the central recurring issues with stream ng applications
runni ng on devices or networks with changed policies due to network
overlays is that the changes are often hidden fromthe applications.

Applications often find it difficult or even inpossible to detect
when network policy changes will be active and what they are
changing. For exanple, a device may have a designated default DNS
resol ver for the device, but may have a different resol ver sel ected
dependi ng on how t he stream ng application queries the DNS

Li kewi se, a streamng application night find that one application
transport protocol such as HITP queries will have one set of routing
policies applied to it but a different application transport |ike
HTTPS may have a different set of routing policies applied.

Stream ng applications that cannot determ ne the exact behavior to be
expected can prevent the streaning application from maki ng good
content source decisions and can prevent applications from being able
to provide reliable feedback and | ogs when probl ens are encount ered.

4. Making It Easy (for Users) by Wirking Under the Covers

Hi storically, incorporating privacy features into consuner-facing
products has been conplex. This challenge arises fromthe need to
address a wi de range of use cases while also offering users easy
access to advanced privacy franeworks and taxonom es. Many attenpts
have been nmade and very few have achieved finding success with end
users.

Perhaps learning fromthe | essons of offering too many options, the
recent trend in privacy enhancenents has steered toward either a very
simple "Privacy On or Of" switch or in other cases autonmatically
enabling or "upgradi ng" to enhance privacy. Apple's iCoud Private
Rel ay can be easily turned on with a single settings switch, while
privacy features such as Encrypted DNS over HITP and upgrade from
HTTP to HTTPS connections have had a nunber of depl oynents that
automatically enable them for users when possible.
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Keeping with the notto of "Keep It Sinple", users are generally not
provided with granul ar Network Overlay controls permtting the user
to sel ect what applications, or what network connections the Network
Overlay policies can apply to.

Adhering to the "Keep It Sinple" approach the application itself has
very little connection to privacy enhanci ng Network Overl ays.
Applications generally do not have a neans to detect when networking
policy changes are active. Applications generally do not have a
means to access policy change settings or to interact to change them

5. Stream ng Vi deo

Stream ng Video, while just one of the many different Internet
appl i cations does standout from other uses in a nunmber of significant
ways that perhaps nerit sone anount of special consideration in
under st andi ng and addressing the inpacts caused by particular privacy
enhanci ng design and service offering choices.

Firstly, Stream ng video operates at a hard to i magi ne scale -
streamng video is served globally to nore than 2 billion user daily
currently and continuing to grow in | eaps and bounds.

Secondl y, the content types delivered through stream ng has evol ved
fromthe pre-recorded | owresolution, lowbit rate, |atency tolerant
vi deo- on-denmand novies, live or pre-recorded TV shows, and user
gener ated vi deos delivered by pioneering stream ng platforns to now
including lowlatency 4K and 8K |live sports events, while al so

evol ving the pre-recorded content with high-bit rate such as 4K and
8K cinema quality and H gh Dynam ¢ Range (HDR) |ighting.

Finally, the expectations of stream ng video viewers have
significantly evolved fromthe days of settling for being able to
watch a novie in a PC browser. Viewers expect to watch on any device
type they want ranging fromlow end-streamng sticks that plug into a
USB port, to 4K and HDR capabl e | aptops, 4K and 8K HDR TV screens,
gam ng consol es, snmart phones and nany nmore choices. Viewers also
expect to have the same great view ng experience while at hone
connected via high-speed wired Internet, high-speed WFi, or nobile
cellular 5G and even satellite Internet connections.
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To nmeet the growth to billions of users, the growth in content type,
quality and speed expectations, and on-any-devi ce anywhere that | am
over any-network-connecti on expectations of users the Stream ng Video
technol ogy infrastructure has had to itself evolve significantly.
Thi s video stream ng evolution work is being done in the IETF and in
the Stream ng Video Technol ogy Alliance (SVTA)

(https://ww. svta.org/), and in a nunber of other technical and

i ndustry groups.

It's hard to overstate just how nuch the growth of stream ng video
has contributed to the growh of the Internet. Internet connections
of multiples of hundreds of megabits and gigabits speeds today are
because of the needs of video stream ng, the ongoing work on | ow

| at ency networking and ultra-1owl atency video delivery are both
driven by the use of stream ng video

5.1. Advances in Stream ng Video Architecture
Internet streaming has greatly matured and diversified fromits early
days of viewers watching pre-recorded 320x240, 640x480 standard
definition 480p novies to wired PCs connected to the Internet via
hi gh-1 atency, | ow bandwi dth DSL as early DOCSI S nodens.

Stream ng has grown to the extent that it has becone a daily go-to

vi deo source worldwi de for billions of viewers and has expanded from
pre-recorded nmovies to enconpass every type of video content
i magi nable. This growmh to billions of viewers and the addition of

| ow | atency sensitive content and new connectivity options |ike WFi,
Cellular and Satellite in addition to high-speed DOCSIS and fiber is
the world streamng platforns now provide service in.

Wth the | arge user base and its usage, the Streamng platforns al so
have significant technical challenges to neet viewer expectations:

* (1) Delivery scales that conmonly range from hundreds of thousands
to many mllions of viewers simultaneously, with billions of views
global ly daily;

* (2) Low latency demands fromlive sports, live events and |ive
streaned content;

* (3) content resolutions and correspondi ng fornmats whi ch have
junped fromthe days of SD-480p to 4K (3840x2160) and 8K
(7680x4320) along with bit rates which can had data needs of
10- 24+ Mops for 4K with 8K demandi ng 40 Mops under extreme
conpressi on and 150-300 Mops for high quality such as cineng;
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* (4) devices with very diverse capabilities | owcost stream ng
sticks, to Smart TVs, tablets, phones, and gane consol es

* (5) broad range of connectivity choices including WFi, G g speed-
|l ow | atency DOCSI S, Fiber, satellite, and 5G cel |l ul ar networks;

* (6) application transport protocols including MPEG DASH, HLS,
HTTP2/ TCP, HTTP3/ QUI C, WebRTC, Media over QU C (MQ and specialty
application transports such as SRT, HESP etc.

To neet these challenges streaning platforms have significantly
invested in devel oping delivery architectures that are built with
det ai | ed understandi ngs of each elenent in the content delivery

pat hway, starting fromthe content capture all the way through to the
screen of the viewer.

Stream ng applications are part of an end-to-end architecture that is
optinm zed around achi eving the best experience including |ow | atency
video delivery to view ng devices. The open Internet can be
unpredictable with tenmporary issues |ike packet |oss, congestion and
other conditions. However, stream ng architecture is designed to
handl e these nonentary problens as effectively as possible often

t hrough use of dynanic adaptive approaches designed into stream ng
protocol s and pl atform conponents.

6. M ddl eboxes and | earning fromthe past

The | ETF has discussed this situation in the past, nore than 20 years
ago in 2002 M ddl eboxes: Taxonony and |ssues [ RFC3234] was published
capturing the issues with M ddl eboxes in the network and the effects
of hi dden changes occuring on the network between the sender and
receiver.

7. Appendix A: Network Overlays are different than VPNs

Wil e conceptually simlar in many ways to VPN (Virtual Private

Net wor k) technol ogy, the various network overlay technol ogi es
currently being deployed as well as new ones currently being desi gnhed
by the I|ETF differ quite significantly fromthe ol der VPN approach
they are replacing in a nunber of ways.
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It is also worth noting that one reason why the issues discussed in
this document have not been concern with regard to VPNs is that

|l argely VPNs have not been a pervasive way to streamvideo. First,
many VPNs have not had very good or consistent throughput conpared to
the direct open Internet and so provide a poor view ng experience.
Second, many video platforns block or deny service to VPN connections
due to the very conmon use of VPNs to bypass geofiltering
restrictions.

What ever the reason, it is worthlooking at how VPNs differ fromthe
Net wor k Overl ays bei ng di scussed herein.

VPNs typically:

* (1) VPNs typically are detectable by both the video application
and often by the streanming platform

* (2) VPNs typically work at the network | ayer of a device,
resulting in a wide-range (if not all) transports

* and protocols fromthe device flow ng through the VPN

* (3) VPNs typically provide exception options allow ng for
exclusion fromtraversing via the VPN based on

* various criteria such as application, destination |IP address,
application protocol etc.

1. Network Overlays typically:

* (1) Network Overlays are often undetectable by video applications
or by the stream ng platform when in use

* (2) Network Overlays often only apply to specific application
transports such as HITP2/ TCP or HTTP3/ QU C while not applying to
HTTP2/ TCP+TLS on the sane devi ce

* (3) Network Overlays often only apply to HTTP connecti ons and do
not support |ICMP, non-HTTP versions of DNS, NTP etc, and various
tools used for network nmeasurenent, problem determ nation, and
net wor k managenent that are not HTTP based.

* (4) Network Overlays do not expose to applications any neans for
the application to discover the policy changes the overlay wll
apply to the applications network connections.
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8.

10.

11.

* (5) Network Overlays do not expose mechani snms or APlIs for
applications to interact with them such as getting or setting
options.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Security Considerations
TODO Security
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Thi s document has no | ANA acti ons.
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