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1. Introduction

The M.S protocol facilitates comunication between clients, where in
an M.S group, each client is represented by the leaf to which it

hol ds the private key material. |In this docunent, we propose the
notion of a virtual client that is jointly emulated by a group of
emul ator clients, where each enulator client holds the key materi al
necessary to act as the virtual client.

The use of a virtual client allows nmultiple distinct clients to be
represented by a single leaf in an M.S group. This pattern of shared
group nenbership provides a new way for applications to structure
groups, can inprove performance and hel p hide group netadata. The
effect of the use of virtual clients depends largely on howit is
applied (see Section 3).

We di scuss technical chall enges and propose a concrete schene that
allows a group of clients to enulate a virtual client that can
participate in one or nore M.S groups.

2. Term nol ogy

* Virtual dient: Aclient for which the secret key material is held
by one or nore enulator clients, each of which can act on behal f
of the virtual client.

* Enmulator Client: Aclient that coll aborates with other emnul ator
clients in enulating a virtual client.

* Enul ation group: Group used by emulator clients to coordinate
emul ation of a virtual client.

* Higher-level group: A group that is not an enul ation group and
that may contain one or nore virtual clients.

* Sinple multi-client: A sinple alternative to the concept of
virtual clients, where entities that are represented by nore than
one client (e.g. a user with multiple devices) are inplenented by
including all of the entities’ clients in all groups the entity is
participating in.

TODO. Ternminology is up for debate. W' ve sonetinmes called this

“user trees” , but since there are other use cases, we should choose a
nmore neutral nane. For now, it’ s virtual client emul ation.
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3. Applications

Virtual clients generally allow nultiple enulator clients to share
menbership in an M.S group, where the virtual client is represented
as a single leaf. This is in contrast to the sinple nulti-client
scenari o as defined above.

Dependi ng on the application, the use of virtual clients can have
different effects. However, in all cases, virtual client emulation
i ntroduces a small amount of overhead for the enulator clients and
certain limtations when it cones to enul ati on group nmanagenent (see
Section 4).

3.1. Virtual clients for perfornmance

If a group of enulator clients emulate a virtual client in nore than
one group, the overhead caused by the emrul ati on process can be
out wei ghed by two performance benefits.

On the one hand, the use of virtual clients nmakes the higher-1|eve
groups (in which the virtual client is a menber) smaller. |Instead of
one leaf for each emulator client, it only has a single |eaf for the
virtual client. As the conplexity of nbst M.S operations depends on
the nunber of group nmenmbers, this increases perfornance for al
menbers of that group.

At the same time, the virtual client emul ation process (see

Section 5) allows ermulator clients to carry the benefit of a single
operation in the emulation group to all virtual clients emulated in
that group.

3.2. Metadata hiding

Virtual clients can be used to hide the enulator clients from other
menbers of higher-level groups. For exanple, renoving group nenbers
of the ermulator group will only be visible in the higher-level group
as a regular group update. Sinilarly, when an enulator client wants
to send a nmessage in a higher-level group, recipients will see the
virtual client as the sender and won’t be able to di scern which

emul ator client sent the nessage, or indeed the fact that the sender
is avirtual client at all.

Hi di ng enul ator clients behind their virtual client(s) can, for

exanpl e, hide the nunmber of devices a human user has, or which device
the user is sending nmessages from
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As hiding of enmulator clients by design obfuscates the nenbership in
hi gher-1evel groups, it also neans that other higher-Ievel group
menbers can’'t identify the actual senders and recipients of messages.
From the point of view of other group nenbers, the "end" of the end-
to-end encryption and aut hentication provided by M.S ends with the
virtual client. The relevance of this fact largely depends on the
security goals of the application and the design of the

aut henti cati on service.

If the virtual client is used to hide the emulator clients, the
delivery service and other higher-1level group nenbers also | ose the
ability to enforce policies to evict stale clients. For exanple, an
emul ator client could becone stale (i.e. inactive), while another
keeps sendi ng updates. Fromthe point of view of the higher-Ieve
group, the virtual client would remain active.

4. Emul ati on group nmanagenent

Ermul ati on group is nore el aborate than performing sinple M.S
operation within the enul ati on group

When adding a new enul ator client, there are several pieces of
cryptographic state that need to be synchroni zed before the new
emul ator client can start using the virtual client. The enul ator
client can either get this state fromanother ermulator client, or if
all other emulator clients are offline, the emulator client can use a
series of external joins to onboard itself.

4.1. Adding an enulator client
When an emul ator client adds a new client to the enul ation group, the
G ouplnfo in that Wel cone nmessage needs to contain a
NewEmrul at or Cl i ent St at e comnponent .
TODO. Define conmponent properly. Things that need to be included

* signing keys (we need to account for per-group and gl oba
si gnature key setups, naybe even leave this to the application?)

* init and encryption keys for active KeyPackages

* epoch ids, (punctured) epoch base secrets and epoch encryption key
(as defined in Section 5.2) for active emnul ati on group epochs

* Al MS group secrets for active virtual client groups

- epoch secrets
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- secret tree nodes (including those of potential secret trees of
past epochs)

- encryption keys of ratchet tree nodes (including the |eaf)
- encryption keys for sent, but uncomitted update proposals
Joining externally

Wt hout another online enulator client to bootstrap from a new

emul ator can join the enmulation group externally. A prerequisite for
this external join is that the new client has the ability to learn
whi ch groups the virtual client is in and to externally join those
groups.

If those prerequisites are net, the new client needs to follow these
st eps:

1. Request a fresh credential for the virtual client with a new
si gni ng key

2. Performan External Join to the enmulation group. Send an
appl i cation nmessage contai ning a ResyncMessage to the emrul ation
group with the new key.

3. Replace all active KeyPackages wi th new KeyPackages, generated
fromthe new enul ati on group epoch

4. Performan External Join to all of the groups that the virtua
client is a nmenber of, using Leaf Nodes generated fromthe new
enmul ati on group epoch (see Section 5.2). Wl conme nessages which
wer e unprocessed by the offline devices are discarded, and these
groups are Externally Joined instead (potentially being queued
for user approval first).

struct {
opaque signature_private_key<V>;
} ResyncMessage;

Renovi ng enmul ator clients

To effectively renpove an emulator client, it needs to be renmpoved from
the emulation group _and_ a commit with an update path needs to be
sent into every higher |evel group by another ermulator client using
the new emul ati on group’s epoch to generate the necessary secrets
(see Section 5.2). The latter step is required to ensure that the
renoved enulator client loses its access to any active virtual client
secrets.

Al wen, et al. Expi res 3 Septenber 2026 [ Page 6]



Internet-Draft WC March 2026

A corollary of this slightly nore el aborate renoval procedure is that
the renoval of an enulator client requires another ermulator client to
be online and performthe necessary updates. This is in contrast to
the sinple nulti-client setup, where an external sender can
effectively renove individual clients.

5. dient enulation

To ensure that all emulator clients can act through the virtua
client, they have to coordinate sone of its actions.

5.1. Delivery Service

Client emulation requires that any message sent by an emul ator client
on behalf of a virtual client be delivered not just to the rest of
the supergroup to which the the nessage is sent, but also to al

other clients in the enul ator group

5.2. Cenerating Virtual Cient Secrets

General ly, secrets for virtual client operations are derived fromthe
emul ation group. To that end, enulator clients derive an
epoch_base secret with every new epoch of that group

enmul at or _epoch_secret = Saf eExport Secr et ( XXX)
TODO. Replace XXX with the conponent |D.

The emnul at or _epoch_secret is in turn used to derive four further
secrets, after which it is deleted

epoch_id =

Deri veSecret (emul at or _epoch_secret, "Epoch |ID")
epoch_base secret =

DeriveSecret (enul at or _epoch_secret, "Base Secret")
epoch_encryption_key =

Deri veSecret (emul at or _epoch_secret, "Encryption Key")
generation_id_secret =

DeriveSecret (emul at or _epoch_secret, "Generation |ID Secret")

The epoch_base _secret is then used to key an instance of the PPRF
defined in [I-D.ietf-ms-extensions] using a tree with 2232 | eaves.

Secrets are derived fromthe PPRF as foll ows:

Virtual dientSecret(lnput) = tree_node [ Leaf Node(lnput)] secret
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Ermul ator client MJUST store both the (punctured) epoch_base_secret and
the epoch_id until no key material derived fromit is actively used
anymore. This is required for the addition of new clients to the
emul ator group as described in Section Section 5.4.

When deriving a secret for a virtual client, e.g. for use in a
KeyPackage or Leaf Node update, the deriving client sanples a random
octet string random and hashes it with its |eaf index in the

enul ati on group using the hash function of the enulation group’s

ci phersuite.

struct {
u32 | eaf _i ndex;
opaque randonkV>;
} Hashl nput
pprf_i nput = Hash(Hashl nput)

TODO We coul d also hash in the specific operation to further
separ at e domai ns.

The pprf_input is then used to derive an operation_secret.
operation_secret = Virtual dientSecret(pprf_input)

G ven an epoch_id, random and the |eaf _index of the ermulator client
performng the virtual client operation, other enmulator clients can

derive the operation_secret and use it to performthe sane operation

Dependi ng on the operation, the acting enmulator client will have to
derive one or nore secrets fromthe operation_secret.

There are four types of M.S-related secrets that can be derived from
an operation_secret.

* sighature_key secret: Used to derive the signature key in a
virtual client’s |eaf

* init_key_secret: Used to derive the init_key HPKE key in a
KeyPackage

* encryption_key_secret: Used to derive the encryption_key HPKE key
in the Leaf Node of a virtual client

* path_generation_secret: Used to generate path_secrets for the
UpdatePath of a virtual client
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si gnature_key_secret =
Deri veSecret (epoch_base_secret, "Signature Key")

encryption_key secret =
DeriveSecret (epoch_base secret, "Encryption Key")

init_key secret =
Deri veSecret (epoch_base_secret, "Init Key")

pat h_generation_secret =
DeriveSecret (epoch_base _secret, "Path Generation")

From these secrets, the deriving client can generate the
correspondi ng keypair by using the secret as the randomess required
in the key generation process.

5.3. Creating Leaf Nodes and Updat ePat hs

When creating a Leaf Node, either for a Cormit with path, an Update
proposal or a KeyPackage, the creating ermulator client MJST derive
the necessary secrets fromthe current epoch of the enul ator group as
described in Section Section 5. 2.

Simlarly, if an emulator client generates an Conmmit with an update
path, it MJST use path_generation_secret as the path_secret for the
first parent_node instead of generating it randomy.

To signal to other emul ator clients which epoch to use to derive the
necessary secrets to recreate the key material, the ermulator client
i ncludes a Derivationl nfoConponent in the Leaf Node.

struct {
opaque epoch_i d<V>;
opaque ci phertext<V>;

} Derivati onl nf oConponent

struct {
ui nt 32 | eaf _i ndex;
opaque randonkV>;
} Epochl nf oTBE

The ciphertext is the serialized Epochl nfoTBE encrypted under the

epoch’ s epoch_encryption_key with the epoch_id as AAD using the AEAD
schene of the emul ation group’s ciphersuite.
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When ot her emul ator clients receive an Update (i.e. either an Update
proposal or a Cormit with an UpdatePath) in group that the virtua
client is a menber in it uses the epoch_id to deterni ne the epoch of
the emulator group fromwhich to derive the secrets necessary to re-
create the key material of the Leaf Node and a potential UpdatePath.

5.4. Adding enulator clients

There are two ways of adding new clients to the emrul ati on group
Either new clients get sent the secret key material of all groups
that the virtual client is currently in, or it joins into all of the
virtual client’s groups, either via a regular or an external comit.

TODO. Specify protocol
5.5. Virtual client actions

There are two occasi ons where enulator clients need to conmunicate
directly to operate the virtual client. 1In both cases, the acting
emul ator client sends a Cormit to the erul ation group before taking
an action with the virtual client.

The commt serves two purposes: First, the agreenent on nessage
ordering facilitated by the DS prevents concurrent conflicting
actions by two or nore ermulator clients. Second, the acting enul ator
client can attach additional information to the commit using the

Saf eAAD mechani sm descri bed in Section 4.9 of

[1-D.ietf-m s-extensions].

enum {
reserved(0),
key_ package_upl oad(1),
external _join(2),
255,
} ActionType;

struct {
ActionType action_type;
select (Virtual dientAction.action_type) {
case key_ package upl oad:
KeyPackageUpl oad key package upl oad;
case external _join:
Ext ernal Joi n external _join;
};

} Virtual dientAction;
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5.5.1. Creating and upl oadi ng KeyPackages

When creating a KeyPackage, the creating enulator client derives the
init_secret as described in Section 5.2.

Bef ore upl oadi ng one or nore KeyPackages for a virtual client, the
upl oadi ng ermul ator client MJST create a KeyPackageUpl oad nessage and
send it to the ermulator group as described in Section 5.5.

The recipients can use the | eaf index of the sender, as well as the
random and epoch_id to derive the init_key for each KeyPackageRef.
If the recipients receive a Wl come, they can then check which
init_key to use based on the KeyPackageRef.

struct {
KeyPackageRef key package ref <V>;
opaque randonkV>;

} KeyPackagel nfo

struct {

opaque epoch_i d<V>;

KeyPackagel nf o key_ package_i nf o<V>;
} KeyPackageUpl oad

After successfully sending the nmessage, the sender MJST then upl oad
the correspondi ng KeyPackages.

The key package refs allow enmulator clients to identify which
KeyPackage to use and how to derive it when the virtual client
receives a Wl cone nessage

5.5.2. Externally joining groups with the virtual client

Before an emul ator client uses an external commit to join a group
with the virtual client, it MJST send an External Join nessage to the
enmul ation group as described in Section 5.5.

struct {
opaque group_i d<V>;
} External Join

The sender MUST then use an external join to join the group with
Groupl D group_id. \When creating the commit to join the group
externally, it MJST generate the Leaf Node and path as described in
Section 5. 3.
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5.6. Sending PrivateMessages

G ven that MS generates the encryption keys and nonces for

Pri vat eMessages sequentially, but nultiple emulator clients nay send
messages through the virtual client sinultaneously, this can create a
situation where encryption keys and nonces are reused

i nappropriately. Critically, if two emulator clients encrypt a
message with both the same key and nonce sinultaneously, this could
conmprom se the message’s confidentiality and integrity. Enulator
clients MJUST prevent this by conputing the reuse guard, as descri bed
bel ow i nstead of sanpling it randomy.

5.7. Small - Space PRP

A smal | - space pseudorandom permutation (PRP) is a cryptographic
algorithmthat works simlar to a block cipher, while al so being able

to adhere to format constraints. |In particular, it is able to
perform a psuedorandom permutati on over an arbitrary input and out put
space.

Thi s docunent uses the FF1 node from [N ST] with the input-output
space of 32-bit integers, instantiated with AES-128.

out put = Smal | SpacePRP. Encrypt (key, input)
i nput = Smal | SpacePRP. Decrypt (key, output)

5.8. Reuse Guard

M.S clients typically generate the bytes for the reuse guard
randoml y. \Wen sending a nessage with a virtual client, however,
emul ator clients choose a random val ue x such that x nodul o the
nunber of leaves in the enulation group is equal to its |eaf _index.
They then cal cul at e:

prp_key = ExpandWt hLabel (| eaf _node_secret, "reuse guard", key_schedul e _nonce, 16)
reuse_guard = Snal | SpacePRP. Encrypt (prp_key, x)

ExpandWt hLabel is conputed with the erul ati on group’s ciphersuite’s
al gorithms. |eaf_node_secret is the secret corresponding to the
virtual client’s LeafNode in the higher |evel group and

key schedul e_nonce is the nonce provided by the key schedul e for
encrypting this nmessage.

prp_key is computed in a way that it is unique to the key-nonce pair

and conputable by all emulator clients (but nobody else). reuse _guard
is conputed in a way that it appears randomto outside observers (in

particular, it does not |eak which enulator client sent the nessage),
but two enulator clients will never generate the sane val ue.
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5.9. Delivery Service

The net hod di scussed above for computing reuse_guard prevents

emul ator clients fromever reusing the sanme key-nonce pair, as this
woul d conproni se the nessage. However, it does not prevent different
emul ator clients fromattenpting to encrypt nessages with the sane
key but different nonces. While this doesn’t create any security
issues, it is a functionality issue due to the M.S del eti on schedul e.
O her higher |evel group nenbers (or indeed ermulator clients) wll

del ete the encryption key after using it to decrypt the first nessage
they receive and will be unable to decrypt subsequent nessages.

The best sol ution depends on whether the Delivery Service is strongly
or eventually consistent [RFC9750]. Emulator clients conmunicating
with a strongly-consistent DS SHOULD prevent this issue by

coordi nating the use of individual ratchet generations for encryption
through the DS. Enulator clients MAY send a generation IDto the DS
whenever they fan out a private nessage. The generation IDis
derived as follow.

enum {
reserved(0),
application(l),
handshake( 2),
(255)

} Rat chet Type

struct {

ui nt 32 generation;

Rat chet Type ratchet type;
} Privat eMessageCont ext

generation_id = ExpandW t hLabel (generation_id_secret, "generation id",
Pri vat eMessageCont ext, Kdf. Nh)

* generation is the generation of the ratchet used for encryption

* ratchet _type is the type of ratchet used to encrypt the
Pri vat eMessage

*  ExpandWt hLabel as defined in [ RFC9420]
* generation_id_secret is derived as specified in Section 5.2
* Kdf .Nh is fromthe ermulation group’s ciphersuite

Attaching the generation ID to the PrivateMessage allows the DS to
detect collisions between generations per epoch and per ratchet type.
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Al ternatively, devices comunicating with an eventually-consistent DS
may need to sinply retain messages and encryption keys for a short
period of tine after sending, in case it beconmes necessary to decrypt
anot her device’s nessage and re-encrypt and re-send their origina
message with another encryption key.

6. Security considerations

TODO. Detail security considerations once the protocol has evolved a
little nore. Starting points:

Sone of the performance benefits of this schenme depend on the fact

that one can update once in the enulation group and “re-use” the new
randommess for updates in multiple higher-level groups. At that

point, clients only really recover when they update the enul ati on
group, i.e. re-using sonmewhat old randommess of the enulation group
won’ t provide real PCS in higher-level groups.

7. Privacy considerations

TODO. Specify the nmetadata hiding properties of the protocol. The
details depend on how we sol ve sonme of the problens described

t hroughout this docunent. However, using a virtual client should
mask add/renove activity in the underlying emulation group. |If it
actually hides the identity of the nenbers nay depend on the details
of the AS, as well as how we solve the application nessages probl em

8. Performance considerations

There are several use cases, where a specific group of clients
represents a higher-level entity such as a user, or a part of an
organi zation. If that group of clients shares nmenbership in a |arge
nunber of groups, where its sole purpose is to represent the higher-
| evel entity, then instead enulating a virtual client can yield a
nunber of performance benefits, especially if this strategy is

enpl oyed across an inplementation. Generally, the nore emul ator
clients are hidden behind a single virtual client and the nore
clients are replaced by virtual clients, the higher the potentia
performance benefits.

8.1. Smmller Trees

As a general rule, groups where one or nore sets of clients are
replaced by virtual clients have fewer menbers, which leads to
cheaper M.S operations where the cost depends on the group size,
e.g., comits with a path, the downl oad size of the group state for
new nenbers, etc. This increase in performance can of fset
performance penalties, for exanple, when using a PQ secure cipher
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8.

10.

10.

10.

suite, or if the application requires high update frequencies
(deniability).

2. Fewer bl anks
Bl anks are typically created in the process of client renovals. Wth
virtual clients, the renoval of an enulator client will not cause the
|l eaf of the virtual client (or indeed any node in the virtua
client’ s direct path) to be bl anked, except if it is the |ast
remaining emulator client. As a result, fluctuation in enul ator
clients does not necessarily lead to blanks in the group of the
corresponding virtual clients, resulting in fewer overall blanks and
better performance for all group nenbers.

Emul ati on costs
From a perfornance standpoint, using virtual clients only nmakes sense
if the performance benefits fromsmaller trees and fewer bl anks
outwei gh the perfornmance overhead incurred by ermulating the virtua
client in the first place.

I ANA consi derations

Thi s docunent requests the addition of a new val ue under the headi ng
"Messagi ng Layer Security" in the "M.S Conponent Types" regsitry.

1. Derivati onl nf oConponent

A conponent neant to comunicate information on how to derive secrets
for a given comit.

*  Value: TBD

* Nane: Derivationl nf oConponent
*  \Were: LN

* Recommended: True

2. Virtual dientAction

A conponent nmeant to comuni cate which virtual client action is taken
in conjunction with the given commit in the enulation group

*  Value: TBD

*  Nane: Virtual dientAction
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*  \Were: Ad
*  Recomrended: True
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