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Abst r act

The Messagi ng Layer Security (M.S) protocol is an asynchronous group
aut henti cated key exchange protocol. M.S provides a nunmber of
capabilities to applications, as well as several extension points
internal to the protocol. This docunent provides a consolidated
application APlI, guidance for how the protocol’s extension points
shoul d be used, and a few concrete exanples of both core protocol
extensions and uses of the application API.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://m swy. github.io/ms-extensions/draft-ietf-ms-
extensions.htm . Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-ietf-ms-extensions/.

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wirking Goup nailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/m s/. Subscribe
at https://ww.ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com m swg/ m s- ext ensi ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Thi s docunent defines extensions to M.S [ RFC9420] that are not part
of the main protocol specification, and uses themto explain howto
extend the core operation of the M.S protocol.
applications can safely interact with M.S to take advantage of
security features of MS.

The

1.

Rober t

It al so descri bes how

M.S protocol is designed to be integrated into applications in
order to provide security services that the application requires.
There are two questions to answer when designing such an integration:

How does the application provide the services that M.S requires?
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2. How does the application use MLS to get security benefits?

The MLS Architecture [I-D.ietf-ms-architecture] describes the
requirenents for the first of these questions, nanmely the structure
of the Delivery Service and Aut hentication Service that M.S requires
The next section of this docunment focuses on the second question

M.S itself offers some basic functions that applications can use,
such as the secure nessage encapsul ation (PrivateMessage), the M.S
exporter, and the epoch authenticator. Current MS applications nmake
use of these mechanisns to achieve a variety of confidentiality and
aut henti cati on properties.

As application designers becone famliar with M.S, there is interest
in |leveraging other cryptographic tools that an M.S group provides:

* HPKE (Hybrid Public Key Encryption [ RFC9180]) and signhature key
pairs for each nenber, where the private key is known only to that
menber, and the public key is authenticated to the other nenbers.

* A pre-shared key mechani smthat can allow an application to inject
data into the M.S key schedul e.

* An exporter mechanismthat allows applications to derive secrets
fromthe M.S key schedul e.

* Association of data with Commits as a synchronizati on mechani sm

* Binding of information to the G oupContext to confirm group
agr eenent .

There is also interest in exposing an M.S group to multiple |oosely
coordi nated conponents of an application. To accommodate such cases,
the above nmechani sms need to be exposed in such a way that the usage
of different conmponents do not conflict with each other, or with M.S
itself.

Thi s docunent defines a set of mechani sns that application conponents
can use to ensure that their use of these facilities is properly
dommi n-separated from M.S itself, and from other application
conponents that m ght be using the same M.S group.
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2

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent nakes heavy use of the term nol ogy and the nanes of
structs in the M.S specification [RFC9420]. |In addition, we
i ntroduce the follow ng new terns:

Application: The systemthat instantiates, nmanages, and uses an M.S
group. Each M.S group is used by exactly one application, but an
application may maintain nmultiple groups.

Application conmponent: A subsystem of an application that has access
to an M.S group.

Conponent ID:  An identifier for an application conmponent. These
identifiers are assigned by the application

Devel opi ng Extensions for the M.S Protoco

M.S is highly extensible and was designed to be used in a variety of
different applications. As such, it is inportant to separate

ext ensi ons that change the behavior of an M.S stack, and application
usages of M.S that just take advantage of features of MS or specific
extensions (hereafter referred to as _conponents_ ). Furthernore, it
is essential that application conmponents do not change the security
properties of M.S or require new security analysis of the M.S
protocol itself.

The Safe Application Interface

The mechanisns in this section take M.S nechani sns that are either
not inherently designed to be used by applications, or not inherently
designed to be used by multiple application conmponents, and adds a
domai n separator that separates application usage from M.S usage, and
appl i cation conponents’ usage from each other

* Public-key encryption operations are tagged so that encrypted data
will only decrypt in the context of a given conponent.

* Signing operations are simlarly tagged so that signatures wl|l
only verify in the context of a given conponent.
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* Exported values include an identifier for the conponent to which
they are being exported, so that different conponents wll get
di fferent exported val ues.

* Pre-shared keys are identified as originating froma specific
conmponent, so that different conponents’ contributions to the M.S
key schedule will not collide.

* Additional Authenticated Data (AAD) can be domain separated by
conmponent .

Simlarly, the content of application nessages (application_data) can
be distinguished and routed to different parts of an application
according to the nedia type of that content using the content

negoti ati on nechani smdefined in Section 6. 2.

We al so define new general nechanisns that allow applications to take
advant age of the extensibility mechani snms of M.S without having to
defi ne extensions thensel ves:

* An app_data_dictionary extension type that associates application
data with MLS nessages or with the state of the group.

* An AppEpheneral proposal type that enables arbitrary application
data to be associated with a Commit.

* An AppDat aUpdat e proposal type that enables efficient updates to
an app_data dictionary G oupContext extension

As with the above, information carried in these proposals and
extensions is nmarked as belonging to a specific application
component, so that conmponents can manage their information

i ndependent | y.

The separation between conponents is achieved by the application
assi gni ng each conponent a uni que conponent | D nunber. These nunbers
are then incorporated into the appropriate calculations in the
protocol to achieve the required separation

4.1. Conponent |Ds

A conmponent IDis a four-byte value that uniquely identifies a
conponent wi thin the scope of an application

ui nt 32 Conponent | D
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When a label is required for an operation, the followi ng data
structure is used. The base_label field is always the fixed string
"Application". The conponent_id field identifies the conponent
performng the operation. The |abel field identifies the operation
bei ng perforned.

struct {
opaque base | abel <v>; /* = "Application" */
Conponent | D conponent _i d;
opaque | abel <V>;

} Conponent Oper ati onLabel ;

4.2. Hybrid Public Key Encryption (HPKE) Keys

Thi s component of the APl all ows conponents to nmake use of the HPKE
key pairs generated by MLS. A conponent identified by a ConponentlD
can use any HPKE key pair for any operation defined in [ RFC9180],
such as encryption, exporting keys, and the PSK node, as |ong as the
info input to Setup<MODE>S and Setup<MODE>R is set to
Conponent Oper ati onLabel with conponent _id set to the appropriate
Conponent I D. The context can be set to an arbitrary Context
specified by the application designer and can be enpty if not needed.
For exanple, a conmponent can use a key pair PublicKey, PrivateKey to
encrypt data as foll ows:

Saf eEncrypt Wt hLabel (Publ i cKey, Componentl| D, Label, Context, Plaintext) =
Encrypt Wt hLabel (Publ i cKey, Conponent QperationLabel, Context, Pl aintext)

Saf eDecrypt Wt hLabel (Privat eKey, Conponent| D, Label, Context, KEMOutput,
Ci phertext) =
Decrypt Wt hLabel (Privat eKey, Conponent Qperati onLabel, Context,
KEMOut put, Ci phertext)

Where the fields of Conponent OperationLabel are set to

conmponent _id = Conponent| D
| abel = Label

For operations involving the secret key, ConponentlD MJST be set to
the Conponent| D of the conponent performng the operation, and not to
the I D of any other conmponent. In particular, this nmeans that a
conponent cannot decrypt data neant for another conponent, while
conmponents can encrypt data that other components can decrypt.
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In general, a ciphertext encrypted with a PublicKey can be decrypted
by any entity who has the corresponding PrivateKey at a given point

in time according to the M.S protocol (or application conmponent).

For convenience, the following list sumarizes |lifetinmes of M.S key

pairs.

* The key pair of a non-blank ratchet tree node. The PrivateKey of
such a key pair is known to all menbers in the node’ s subtree. In
particular, a PrivateKey of a |leaf node is known only to the
menber in that leaf. A menber in the subtree stores the
PrivateKey for a nunber of epochs, as long as the PublicKey does
not change. The key pair of the root node SHOULD NOT be used,
since the external key pair recalled bel ow gives better security.

* The external _priv, external _pub key pair used for externa
initialization. The external _priv key is known to all group
menbers in the current epoch. A nenber stores external _priv only
for the current epoch. Using this key pair gives better security
guarantees than using the key pair of the root of the ratchet tree
and shoul d al ways be preferred.

* The init_key in a KeyPackage and the correspondi ng secret key.
The secret key is known only to the owner of the KeyPackage and is
deleted immedi ately after it is used to join a group

Si gnat ure Keys

M.S session states contain a nunber of signature keys including the
ones in the Leaf Node structs. Application conponents can safely sign
content and verify signatures using these keys via the

Saf eSi gnW t hLabel and SafeVerifyWthLabel functions, respectively,
much i ke how the basic M.S protocol uses SignWthLabel and

Veri fyWt hLabel

In nore detail, a conponent identified by ConponentlD should sign and
verify using:

Saf eSi gnW t hLabel ( Si gnat ur eKey, Conponentl| D, Label, Content) =
Si gnW t hLabel ( Si gnat ur eKey, Conponent Oper ati onLabel , Content)

Saf eVeri fyWt hLabel (Verificati onKey, Conponentl|D, Label, Content,
Si gnatureVal ue) =
Veri fyWthLabel (Verificati onKey, Conponent Operati onLabel, Content,
Si gnat ur eVal ue)

Where the fields of Conponent OperationLabel are set to
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component _id = Conponent| D
| abel = Label

For signing operations, the ConponentlD MJST be set to the
Conponent | D of the conponent performng the signature, and not to the
I D of any other conponent. This means that a conponent cannot
produce signatures in place of other conmponent. However, conponents
can verify signatures conputed by other conmponents. Domain
separation is ensured by explicitly including the ConmponentID with
every operation.

4.4. Exported Secrets

The M.S Exporter functionality described in Section 8.5 of [RFC9420]
does not provide forward security for exported secrets, because the
exporter_secret is not deleted after a secret has been derived. In
this section, we define a forward-secure exporter for use by
appl i cation conponents.

The safe exporter is constructed froman Exporter Tree, tree of
secrets with the sane structure as the Secret Tree defined in

Section 9 of [RFC9420], with two differences: First, an Exporter Tree
al ways has 2716 | eaves, corresponding to the 16 bits of a ConponentlD
value. (As with the Secret Tree, the nodes of the tree can be

gener ated on-demand, for space-efficiency.) Second, the root of the
Exporter Tree is the application_export_secret, an additional secret
derived fromthe epoch_secret at the beginning of the epoch in the
same way as the other secrets listed in Table 4 of [ RFC9420] using
the | abel "application_export".

This tree defines one exported secret per ComponentlD. The secret
for a ConponentlDis the tree_node_secret at the |eaf node for that
Component | D

Saf eExport Secr et (Conponent I D) = tree_node_[ Leaf | ndex( Conponent| D)] _secr et

Upon generating an exported secret for a conmponent, the M.S

i mpl ement ati on MJUST regard that component’s exported secret as
"consuned", and delete any source key material according to the
del etion schedule in Section 9.2 of [RFC9420].

4.5. Pre-Shared Keys (PSKs)
PSKs represent key material that is injected into the M.S key
schedul e when creating or processing a commit as defined in

Section 8.4 of [RFC9420]. |Its injection into the key schedul e neans
that all group nenbers have to agree on the value of the PSK
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Wil e PSKs are typically cryptographic keys which due to their
properties add to the overall security of the group, the PSK
mechani sm can al so be used to ensure that all nenbers of a group
agree on arbitrary pieces of data represented as octet strings

(wi thout the necessity of sending the data itself over the wire).

For exanple, a conmponent can use the PSK nechanismto enforce that
all group menbers have access to and agree on a password or a shared
file.

This is achieved by creating a new epoch via a PSK proposal
Transitioning to the new epoch requires using the information agreed
upon.

To facilitate using PSKs safely, this docunment defines a new PSKType
for application conmponents. This provides domain separation between
pre-shared keys used by the core M.S protocol and applications, and

bet ween those used by different conponents.

enum {
...
application(3),
(255)

} PSKType;

struct {
PSKType psktype;
sel ect (PreSharedKeyl D. psktype) {
I
case application:
Conponent | D conponent _i d;
opaque psk_id<V>;
}
opaque psk_nonce<V>;
} PreShar edKeyl D,

4.6. Attaching Application Data to M.S Messages

The MLS G oupCont ext, Leaf Node, KeyPackage, and G ouplnfo objects
each have an extensions field that can carry additional data not
defined by the MLS specification. The app_data dictionary extension
provi des a generic container that applications can use to attach
application data to these nessages. Each usage of the extension
serves a slightly different purpose:

* G oupContext: Confirnms that all menbers of the group agree on the
application data, and automatically distributes it to new joiners.
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* KeyPackage and Leaf Node: Associates the application data to a
particular client, and advertises it to the other menbers of the

gr oup.

* Gouplnfo: Distributes the application data confidentially to the
new joiners for whomthe Gouplnfo is encrypted (as a Wl cone
nmessage) .

The content of the app_data_dictionary extension is a serialized
AppDat aDi cti onary object:

struct {
Conponent | D conmponent _i d;
opaque dat a<V>;

} Component Dat a;

struct {
Conponent Dat a conponent _dat a<V>;
} AppDat aDi cti onary;

The entries in the conponent _data MJST be sorted by component _id, and
there MUST be at npbst one entry for each conponent _id.

An app_data_dictionary extension in a Leaf Node, KeyPackage, or

G oupl nfo can be set when the object is created. An
app_data_dictionary extension in the G oupContext needs to be managed
using the tools avail able to update G oupContext extensions. The
creator of the group can set extensions unilaterally. Thereafter,

t he AppDat aUpdate proposal described in the next section is used to
update the app_data dictionary extension.

4.7. Updating Application Data in the G oupContext

Updating the app_data_dictionary with a G oupCont ext Ext ensi ons
proposal is cunbersone. The application data needs to be transnitted
inits entirety, along with any other extensions, whether or not they
are being changed. And a G oupCont ext Ext ensi ons proposal al ways
requires an Updat ePat h, which updating application state never

shoul d.

The AppDat aUpdate proposal allows the app_data_dictionary extension
to be updated without these costs. |Instead of sending the whol e

val ue of the extension, it sends only an update, which is interpreted
by the application to provide the new content for the
app_data_dictionary extension. No other extensions are sent or

updat ed, and no UpdatePath is required.
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enum {
i nvalid(0),
update(1),
renove(2),
(255)
} AppDat aUpdat eQper ati on;

struct {
Conponent | D conponent _i d;
AppDat aUpdat eOper ati on op;

sel ect (AppDat aUpdate. op) {
case update: opaque update<V>;
case rempve: struct{};

}
} AppDat aUpdat e;

An AppDat aUpdate proposal is invalid if its conponent_id references a
component that is not known to the application, or if it specifies
the renpoval of state for a conponent_id that has no state present. A
proposal list is invalid if it includes multiple AppDataUpdate
proposal s that renove state for the sane conponent _id, or proposals
that both update and renove state for the sane conmponent id. In
other words, for a given conponent id, a proposal list is valid only
if it contains (a) a single renove operation or (b) one or nore
updat e operation

AppDat aUpdat e proposal s are processed after any default proposals
(i.e., those defined in [RFC9420]), and any AppEphemeral proposals
(defined in Section 4.8).

When an MLS group contains the AppDataUpdate proposal type in the
proposal types list in the group’s required_capabilities extension, a
G oupCont ext Ext ensi ons proposal MJST NOT add, renove, or nodify the
app_data_dictionary G oupContext extension. In other words, when
every nenber of the group supports the AppDataUpdate proposal, a

G oupCont ext Ext ensi ons proposal could be sent to update some ot her
extension(s), but the app_data_dictionary G oupContext extension, if
it exists, is left as it was.

A conmmit can contain a G oupContext Ext ensi ons proposal which nodifies
GroupCont ext extensions other than app_data dictionary, and can be
foll owed by zero or nore AppDataUpdate proposals. This allows

modi fications to both the app_data_dictionary extension (via

AppDat aUpdat e) and ot her extensions (via G oupContext Extensions) in
the same Commit.
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A client applies AppDataUpdate proposals by component ID. For each
component _id field that appears in an AppDat aUpdate proposal in the
Conmit, the client assenbles a |ist of AppDataUpdate proposals with
that conponent id, in the order in which they appear in the Commt,
and processes themin the foll owi ng way:

*

Rober t

| f

the list conprises a single proposal with the op field set to

renove:

| f
to

If there is an entry in the conponent_states vector in the
application_state extension with the specified conponent id,
renove it.

O herwi se, the proposal is invalid.

the list conprises one or nore proposals, all with op field set
updat e:

Provide the application logic registered to the conmponent _id
value with the content of the update field fromeach proposal,
in the order specified.

The application logic returns either an opaque val ue new data
that will be stored as the new application data for this
component, or else an indication that it considers this update
i nvalid.

If the application |l ogic considers the update invalid, the M.S
client MJST consider the proposal list invalid.

If no app_data_dictionary extension is present in the
G oupContext, add one to the end of the extensions list in the
G oupCont ext .

If there is an entry in the conponent_data vector in the
app_data dictionary extension with the specified conponent id,
then set its data field to the specified new data.

O herwi se, insert a new entry in the conponent_states vector
with the specified conponent _id and the data field set to the
new data value. The new entry is inserted at the proper point
to keep the conponent _states vector sorted by conponent id.

O herwi se, the proposal list is invalid.

NOTE: An alternative design here would be to have the update
operation sinply set the new value for the app_data_dictionary
GCE, instead of sending a diff. This would be sinpler in that the
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M.S stack wouldn’t have to ask the application for the new state
val ue, and woul d di scourage applications fromstoring |large state
in the GoupContext directly (which bloats Wl conme nessages). It
woul d effectively require the state in the GoupContext to be a
hash of the real state, to avoid | arge AppDataUpdate proposals.
Thi s pushes sone conplexity onto the application, since the
application has to define a hashing algorithm and define its own
schene for initializing new joiners.

AppDat aUpdat e proposal s do not require an UpdatePath. An

AppDat aUpdat e proposal can be sent by an external sender. Likew se,
AppDat aUpdat e proposal s can be included in an external commt.
Applications can nake nmore restrictive validity rules for the update
of their conponents, such that some conponents would not be valid at
the application when sent in an external comrit or via an externa
proposer.

4.8. Attaching Application Data to a Conmmit

The AppEpheneral proposal type allows an application conmponent to
associ ate application data to a Cormit, so that the nmenber processing
the Commit knows that all other group nmenbers will be processing the
sanme data. AppEpheneral proposals are epheneral in the sense that
they do not change any persistent state related to M.S, aside from
their appearance in the transcript hash

The content of an AppEpheneral proposal is the same as an
app_data_dictionary extension. The proposal type is set in
Section 7.

struct {
Conponent | D conponent _i d;
opaque dat a<V>;

} AppEpheneral ;

An AppEpheneral proposal is invalid if it contains a conponent _id
that is unknown to the application, or if the app_data_dictionary
field contains any ConponentData entry whose data field is considered
invalid by the application logic registered to the indicated
conponent _id.

AppEpheneral proposals MJST be processed after any default proposals

(i.e., those defined in [RFC9420]), but before any AppDataUpdate
proposal s.
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A client applies an AppEpheneral proposal by providing the contents
of the app_data_dictionary field to the conponent identified by the
component _id. If a Conmt references nore than one AppEpheneral
proposal for the same conponent id value, then they MJST be processed
in the order in which they are specified in the Commt.

AppEpheneral proposals do not require an UpdatePath. An AppEphener al
proposal can be sent by an external sender. Likew se, AppEpheneral
proposal s can be included in an external conmt. Applications can
make nore restrictive validity rules for epheneral updates of their
conponents, such that sone conponents would not be valid at the
application when sent in an external commt or via an external
proposer.

4.9. Safe Additional Authenticated Data (AAD)

Both M.S PublicMessage and Privat eMessage nessages can contain
arbitrary additional application-specific data. The correspondi ng
authenticated_data field that conveys this application-specific data
appears in the FramedContent struct for PublicMessage and directly in
the PrivateMessage struct.

In an MLS PrivateMessage, the application_data is also present in
intermediary structs: in the FramedContent, which is used to generate
the message signature and tags, and in the PrivateContent AAD, which
is used as the AAD input to the PrivateMessage. ci phertext.

The Safe AAD APl defines a framng used to allow nultiple application
conponents to add AAD safely to the authenticated data without
conflicts or anbiguity.

When any AAD safe extension is included in the authenticated _data
field, the "safe” AAD itenms MJST cone before any non-safe data in the
authenticated data field. Safe AAD itens are franed using the

Saf eAAD struct and are sorted in increasing nunerical order of the
conmponent _id. The struct is described bel ow

struct {
Conponent | D conponent _i d;
opaque aad_item dat a<V>;
} Saf eAADI tem

struct {

Saf eAADI t em aad_i t ens<V>;
} Saf eAAD;
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If the SafeAAD is present or not in the authenticated data is
determ ned by the presence of the safe_aad conponent in the
app_data_dictionary extension in the G oupContext (see Section 5)

If safe aad is present, but none of the "safe" AAD conponents have
data to send in a particular nessage, the aad_itens is a zero-length
vector.

5. Negotiating Extensions and Conponents

M.S defines a Capabilities struct for Leaf Nodes (in turn used in
KeyPackages), which describes which extensions are supported by the
associ at ed node.

However, that struct (defined in Section 7.2 of [RFC9420]) only has
fields for a subset of the extensions possible in MLS, as reproduced
bel ow.

struct {
Pr ot ocol Versi on versi ons<V>;
Ci pher Sui te ci pher _sui t es<V>;
Ext ensi onType ext ensi ons<V>;
Pr oposal Type proposal s<V>;
Credenti al Type credenti al s<V>;
} Capabilities;

The "M.S Extensions Types" registry represents extensibility of
four core structs (G oupContext, G ouplnfo, KeyPackage, and

Leaf Node) that have far reaching effects on the use of the
protocol. The najority of MS extensions in [RFC9420] extend one
or nmore of these core structs.

Li kewi se, the required_capabilities G oupContext extension (defined
in Section 11.1 of [RFC9420] and reproduced bel ow) contains al
mandatory to support non-default extensions in its extension_types
vector. |Its proposal _types vector contains any nandatory to support
Proposals. |Its credential types vector contains any mandatory
credential types.

struct {
Ext ensi onType extensi on_t ypes<V>;
Pr oposal Type proposal _types<V>;
Credenti al Type credenti al _types<V>;
} RequiredCapabilities;

Due to an oversight in [ RFC9420], the Capabilities struct does not
include M.S Wre Formats. |Instead, this document defines two

ext ensions: supported wire formats (which can appear in Leaf Nodes),
and required wire formats (which can appear in the G oupContext).
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struct {
WreFormat wire fornmats<V>
} WreFormats

WreFormats supported wire formats;
WreFormats requires wire formats;

Thi s docunent al so defines new components of the app_data_dictionary
extension for supported and required Safe AAD, nedia types, and
conmponents.

The safe _aad conmponent contains a list of conponents IDs. Wen
present (in an app_data_dictionary extension) in a Leaf Node, the
semantic is the list of supported components that use Safe AAD. When
present (in an app_data_dictionary extension) in the G oupContext,
the semantic is the list of required Safe AAD conponents (those that
must be understood by the entire group). |f the safe_aad conponent
is present, even with an enpty list, (in the app_data dictionary
extension) in the GroupContext, then the authenticated data field

al ways starts with the Saf eAAD struct defined in Section 4.9.

struct {
Conponent | D conponent _i ds<V>;
} Conponent sLi st ;

Conponent sLi st safe_aad,;

The list of required and supported conponents foll ows the sane nodel
wi th the new conponent app_conponents. Wen present in a Leaf Node,
the semantic is the list of supported conponents. Wen present in
the GroupContext, the semantic is the list of required conponents.

Conponent sLi st app_comnponents;

Finally, the supported and required nedia types (fornerly called MM
types) are communicated in the content nedia types conponent (see
Section 6.2).

5.1. CREASE

The " Generate Random Ext ensions And Sustain Extensibility" (CGREASE)
approach is described in Section 13.5 of [RFC9420]. Further,
Section 7.2 of [RFC9420] says that:

"As discussed in Section 13, unknown values in capabilities MJST
be ignored, and the creator of a capabilities field SHOULD i ncl ude
sonme random GREASE val ues to help ensure that other clients
correctly ignore unknown val ues."
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6

6

This specification adds the foll owi ng | ocations where GREASE val ues
for conponents can be included:

* Leaf Node. capabilities.app_data_dictionary.safe_aad

* Leaf Node. capabi lities.app_data_dictionary. app_conponents
* Leaf Node. ext ensi ons. app_dat a_di cti onary

* KeyPackage. ext ensi ons. app_data_di ctionary

* G oupl nfo. extensions. app_data dictionary

* app_epheneral . app_data_dictionary

* authenticated data.aad itens

Unknown val ues (including GREASE val ues) in any of these fields MJST
be ignored by receivers. A random sel ection of GREASE val ues SHOULD
be included in any of these fields that would otherw se be present.

Ext ensi ons

1. AppAck

An AppAck object is used to acknow edge recei pt of application
messages. Though this information inplies no change to the group, it
i s conveyed inside an AppEpherneral Proposal with a conponent ID
app_ack, so that it is included in the group’s transcript by being
included in Comit nessages.

struct {
ui nt 32 sender;
uint32 first_generation;
uint32 | ast_generation;
} MessageRange;

struct {
MessageRange recei ved_ranges<V>;

} AppAck;

An AppAck represents a set of messages received by the sender in the
current epoch. Messages are represented by the sender and generation
val ues in the M.SC phertext for the nmessage. Each MessageRange
represents receipt of a span of nmessages whose generation values form
a continuous range fromfirst _generation to | ast_generation,

i ncl usi ve.

Robert Expires 22 January 2026 [ Page 18]



I nternet-Draft M.S July 2025

AppAck objects are sent as a guard agai nst the Delivery Service
droppi ng application nmessages. The sequential nature of the
generation field provides a degree of |oss detection, since gaps in
the generation sequence indicate dropped nessages. AppAck conpl etes
this story by addressing the scenari o where the Delivery Service
drops all nessages after a certain point, so that a |later generation
is never observed. Obviously, there is a risk that AppAck nessages

coul d be suppressed as well, but their inclusion in the transcript
means that if they are suppressed then the group cannot advance at
all.

6.2. Content Advertisenent
6.2.1. Description

This section defines a mninmal framng format so M.S clients can
signal which nedia type is being sent inside the M.S application_data
obj ect when nultiple formats are permitted in the same group

It also defines a new content_nedi a_types application conmponent which
is used to indicate support for specific formats, using the extensive
| ANA Media Types registry (fornerly called M ME Types). \Wen the
content _rnedi a_types conponent is present (in the app_data dictionary
extension) in a Leaf Node, it indicates that node’'s support for a
particular (non-enpty) list of nedia types. Wen the
content _medi a_types conponent is present (in the app_data_dictionary
extension) in the GoupContext, it indicates a (non-enpty) list of
medi a types that need to be supported by all nenbers of that M.S
group, _and_ that the application data will be franed using the
application fram ng format described later in Section 6.2.4. This
allows clients to confirmthat all nenmbers of a group can
commruni cat e.

Not e that when the nmenbership of a group changes, or when the
policy of the group changes, it is responsibility of the commtter
to ensure that the nenbership and policies are conpati bl e.

As clients are upgraded to support new formats they can use these
extensions to detect when all nenbers support a new or nore efficient
encodi ng, or select the relevant format or formats to send.

Vendor - speci fic nedia subtypes starting with vnd. can be registered
with | ANA without standards action as described in [ RFC6838].

I mpl enent ati ons which wish to send multiple formats in a single
application nessage, may be interested in the nultipart/alternative
medi a type defined in [ RFC2046] or may use or define another type
with simlar semantics (for exanple using TLS Presentati on Language
synt ax [ RFC8446]).
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Note that the usage of | ANA nedia types in general does not inply
the usage of M ME Headers [ RFC2045] for frani ng.

6.2.2. Syntax

Medi aType is a TLS encoding of a single | ANA nmedia type (including
top-1evel type and subtype) and any of its paraneters. Even if the
par anet er _val ue woul d have required formatting as a quoted-string in
a text encoding, only the contents inside the quoted-string are
included in paraneter_value. Likew se, only the second character of
a quoted-pair is included in parameter_value; the first escaping
backsl ash ("") is omtted. MediaTypelList is an ordered list of

Medi aType obj ects.

struct {
opaque paranet er _nanme<V>;
/* Note: paraneter_val ue never includes the quotation marks of */
/* an RFC 2045 quoted-string or the first "\" of a quoted-pair */
opaque par anet er _val ue<V>;

} Paraneter;

struct {
/* media_type is an | ANA top-level nedia type, a "/" character,
* and the | ANA nmedi a subtype */
opaque nedi a_t ype<V>;

/[* alist of zero or nore parameters defined for the subtype */
Par anmet er par amet er s<V>,
} Medi aType;

struct {
/* must contain at |east one item*/
Medi aType nedi a_t ypes<V>;

} Medi aTypeli st ;

Medi aTypelLi st content _nedi a_types;
Exanpl e 1 ANA nedia types with optional paramneters:
i mage/ png
text/plain ;charset="UTF-8"
application/json
appl i cation/ vnd. exanpl e. msgbus+cbor
For the example nedia type for text/plain, the nedia_type field would

be text/plain, paranmeters would contain a single Paraneter with a
par aneter _nane of charset and a paraneter_val ue of UTF-8.
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6.2.3. Expected Behavi or

An M.S client which inplements this section SHOULD i ncl ude the
content _rmnedi a_types conponent (in the app_data_dictionary extension)
inits LeafNodes, listing all the nedia types it can receive. As
usual, the client also includes content_mnedia_types in the
app_conponents list (in the app_data_dictionary extension) and
support for the app_data_dictionary extension in its
capabilities.extensions field in its Leaf Nodes (including in

Leaf Nodes inside its KeyPackages).

When creating a new M.S group for an application using this
specification, the group MAY include a content_media_types conponent
(in the app_data_dictionary extension) in the G oupContext. (The
creating client also includes its content_nedi a_types conponent in
its own Leaf Node as described in the previous paragraph.)

M.S clients SHOULD NOT add an MLS client to an M.S group with

content _media_types in its G oupContext unless the M.S client
advertises it can support all the required Medi aTypes. As an
exception, a client could be preconfigured to know that certain
clients support the required types. Likewise, an M.S client is

al ready forbidden fromissuing or conmmtting a G oupCont ext Ext ensi ons
Proposal which introduces required extensions which are not supported
by all nenbers in the resulting epoch

6.2.4. Framng of application_data

When an M.S group contains the content nedia types conponent (in the
app_data dictionary extension) in its G oupContext, the
application_data sent in that group is interpreted as

Appli cati onFrani ng as defined bel ow

struct {
Medi aType nedi a_type;
opaque<V> application_content;
} ApplicationFram ng;

The nedi a_type MAY be zero length, in which case, the nmedia type of

the application_content is interpreted as the first MediaType
specified in the content_medi a_types conponent in the G oupContext.
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6.3. SelfRenmobve Proposa

The design of the M.S protocol prevents a nmenber of an M.S group from
renoving itself immediately fromthe group. (To cause an inmedi ate
change in the group, a nenber nust send a Conmit nessage. However,
the sender of a Commit nmessage knows the keying material of the new
epoch and therefore needs to be part of the group.) Instead, a
menber wi shing to renove itself can send a Renove Proposal and wait
for another menmber to Conmit its Proposal

Unfortunately, M.S clients that join via an External Commit ignore
pendi ng, but otherw se valid, Renove Proposals. The nenber trying to
renove itself has to monitor the group and send a new Renove Proposa
in every new epoch until the menmber is renpbved. 1In a group with a
burst of external joiners, a menber connected over a high-I1atency
link (or one that is merely unlucky) mght have to wait severa

epochs to renove itself. A real-world situation in which this
happens is a nmenber trying to renove itself froma conference call as
several dozen new participants are trying to join (often on the
hour) .

This section describes a new Sel f Renbve proposal type. It is
designed to be included in External Conmits.

6.3.1. Proposal Description

Thi s docunent specifies a new MLS Proposal type called Sel fRenove
Its syntax is described using the TLS Presentati on Language [ RFC8446]
below (its content is an enpty struct). It is allowed in Externa
Conmits and requires an UpdatePath. Sel fRenbve proposals are only
allowed in a Commit by reference. SelfRenove cannot be sent as an
ext ernal proposal

struct {} Sel fRenove;
struct {

Pr oposal Type nsg_type;
sel ect (Proposal.nsg_type) {

case add: Add;
case updat e: Updat e;
case renove: Renove;
case psk: Pr eShar edKey;
case reinit: Relnit;
case external _init: External I nit;
case group_cont ext _extensions: G oupContext Ext ensi ons;
case self_renove: Sel f Renove;
b
} Proposal ;
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The description of behavior below only applies if all the nenbers of
a group support this proposal in their capabilities; such a group is
a "sel f-renmove-capabl e group”.

An M.S client which supports this proposal can send a Sel f Renbve
Proposal whenever it would like to renmove itself froma self-renove-
capabl e group. Because the point of a Sel fRenove Proposal is to be
avail able to external joiners (which are not yet menbers), these
proposal s MJUST be sent in an M.S PublicMessage.

Whenever a nenber receives a Sel f Renbve Proposal, it includes it
along with any ot her pending Propsals when sending a Cormmt. It

al ready MUST send a Conmit of pending Proposal s before sendi ng new
appl i cati on nmessages.

When a nenber receives a Commit referencing one or nore Sel f Renmove

Proposals, it treats the proposal |ike a Renove Proposal, except the
| eaf node to renove is determ ned by | ooking in the Sender |eaf_index
of the original Proposal. The nmenber is able to verify that the

Sender was a nenber.

Whenever a new joiner is about to join a self-renove-capable group
with an External Conmmit, the new joiner MIST fetch any pending

Sel f Renove Proposal s along with the G oupl nfo object, and include the
Sel f Remove Proposals in its External Conmit by reference. (An
External Conmit can contain zero or nore Sel fRenmove proposals). The
new j oi ner MJST validate the Sel f Renove Proposal before including it
by reference, except that it skips the validation of the

menber shi p_tag because a non-nenber cannot verify nenbership.

During validation, SelfRenmove proposals are processed after Update
proposal s and before Renpbve proposals. |If there is a pending

Sel f Renove proposal for a specific | eaf node and a pendi ng Renove
proposal for the sane | eaf node, the Renbve proposal is invalid. A
client MJUST NOT issue nore than one Sel f Renove proposal per epoch.

The M.S Delivery Service (DS) needs to validate Sel f Remove Proposal s
it receives (except that it cannot validate the menbership_tag). |If
the DS provides a Gouplnfo object to an external joiner, the DS
SHOULD attach any Sel f Renove proposals known to the DS to the

G oupl nfo object.

As with Renmobve proposals, clients need to be able to receive a Conmit
message which renoves themfromthe group via a Sel fRenove. |[If the
DS does not forward a Conmit to a renoved client, it needs to inform
the renmoved client out-of-band.
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6.4. Last resort KeyPackages
Type: KeyPackage extension
6.4.1. Description

Section 10 of [RFC9420] details that clients are required to pre-
publ i sh KeyPackages so that other clients can add themto groups
asynchronously. 1t also states that they should not be re-used:

KeyPackages are intended to be used only once and SHOULD NOT be
reused except in the case of a "last resort" KeyPackage (see
Section 16.8). Cients MAY generate and publish nmultiple
KeyPackages to support nultiple cipher suites.

Section 16.8 of [RFC9420] then introduces the notion of |ast-resort
KeyPackages as foll ows:

An application MAY allow for reuse of a "last resort" KeyPackage
in order to prevent denial-of-service attacks.

However, [RFC9420] does not specify how to distinguish regular
KeyPackages fromlast-resort ones. The |last_resort_key package
KeyPackage applicati on conponent defined in this section fills this
gap and allows clients to specifically mark KeyPackages as
KeyPackages of |ast resort that MAY be used nore than once in
scenari os where all other KeyPackages have already been used.

The conponent allows clients that pre-publish KeyPackages to signa
to the Delivery Service which KeyPackage(s) are nmeant to be used as
| ast resort KeyPackages.

An additional benefit of using a conponent rather than comunicating
the informati on out-of-band is that the conponent is still present in
Add proposals. dients processing such Add proposal s can

aut henticate that a KeyPackage is a |ast-resort KeyPackage and MAY
make policy decisions based on that infornmation.

6.4. 2. For mat

The purpose of the application conponent is sinply to mark a given
KeyPackage, which neans it carries no additional data.

As a result, a LastResort Extension contains the conponent_id with an
enpty data field.
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6.5. Milti-Credentials

Multi-credential s address use cases where there mght not be a single
credential that captures all of a client’s authenticated attri butes.
For exanple, an enterprise nessaging client may wi sh to provide
attributes both fromits nessaging service, to prove that its user
has a given handle in that service, and fromits corporate owner, to
prove that its user is an enployee of the corporation. Milti-
credentials can also be used in mgration scenarios, where sone
clients in a group might wish to rely on a newer type of credential,
but other clients haven't yet been upgraded.

New credential types MultiCredential and WeakMulti Credential are
defined as shown bel ow. These credential types are indicated with
the values nulti and weak-nulti (see Section 7.4).

struct {
Ci pher Sui te ci pher_suite;
Credential credential;
Si gnat ur ePubl i cKey credenti al _key;

/* SignWthLabel (., "Credential Bi ndi ngTBS", Credenti al Bi ndi ngTBS) */
opaque signat ure<V>;
} Credenti al Bi ndi ng

struct {
Credenti al Bi ndi ng bi ndi ngs<Vv>;
} MultiCredential;

struct {
Credenti al Bi ndi ng bi ndi ngs<V>;
} WeakMul ti Credenti al ;

The two types of credentials are processed in exactly the sanme way.
The only difference is in howthey are treated when eval uating
support by other clients, as discussed bel ow

6.5.1. Credential Bindings

A multi-credential consists of a collection of "credential bindings".
Each credential binding is a signed statenent by the hol der of the
credential that the signature key in the Leaf Node belongs to the

hol der of that credential. Specifically, the signature is conputed
usi ng the MLS Si gnWt hLabel function, with |abel

"Credential Bi ndingTBS" and with a content that covers the contents of
the Credential Binding, plus the signature_key field fromthe Leaf Node
in which this credential will be enbedded.
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struct {
Ci pher Sui te ci pher_suite;
Credential credential;
Si gnat ur ePubl i cKey credential key;
Si gnat ur ePubl i cKey si gnature_key;
} Credenti al Bi ndi ngTBS;

The cipher_suite for a credential is NOT REQU RED to match the cipher
suite for the MLS group in which it is used, but MJST neet the
support requirenments with regard to support by group nenbers
di scussed bel ow.

6.5.2. Verifying a Milti-Credentia
A credential binding is supported by a client if the client supports
the credential type and cipher suite of the binding. A credential
binding is valid in the context of a given Leaf Node if both of the
followi ng are true

* The credential is valid according to the M.S Aut hentication
Servi ce.

* The credential _key corresponds to the specified credential, in the
same way that the signature_key would have to correspond to the
credential if the credential were presented in a Leaf Node.

* The signature field is valid with respect to the signature_key
value in the | eaf node.

A client that receives a credential of type multi in a Leaf Node MJST
verify that all the followi ng are true

* Al menbers of the group support credential type multi.
* For each credential binding in the nulti-credenti al

- Every nenber of the group supports the cipher suite and
credential type values for the binding.

- The binding is valid in the context of the Leaf Node.

A client that receives a credential of type weak-multi in a Leaf Node
MUST verify that all the follow ng are true:

* Al menmbers of the group support credential type weak-multi.
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* Each nenber of the group supports at |east one binding in the
multi-credential. (Different nenbers nmay support different
subsets.)

* Every binding that this client supports is valid in the context of
t he Leaf Node.

7. | ANA Consi derations
Thi s docunent requests the addition of various new val ues under the
headi ng of "Messagi ng Layer Security". Each registration is
organi zed under the relevant registry Type.

Thi s docunent al so requests the creation of a new M.S applications
components registry as described in Section 7.5.

RFC EDI TOR: Pl ease replace XXXX throughout with the RFC nunber
assigned to this docunent

7.1. MS Wre Formats
7.2. MS Extension Types
7.2.1. app_data_dictionary M.S Extension

The app_data_dictionary M.S Extension Type is used inside KeyPackage,

Leaf Node, G oupContext, or Gouplnfo objects. It contains a sorted
list of application conponent data objects (at npbst one per
conponent) .

* Val ue: 0x0006 (suggested)

* Nanme: app_data_dictionary

* Message(s): KP: This extension may appear in KeyPackage objects
LN: This extension may appear in Leaf Node objects GC. This
ext ensi on may appear in G oupContext objects @: This extension
may appear in G ouplnfo objects

* Recomended: Y

* Reference: RFC XXXX

7.2.2. supported_wire formats M.S Extension
The supported wire fornmats M.S Extension Type is used inside Leaf Node

objects. It contains a list of non-default Wre Formats supported by
the client node.
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* Val ue: 0x0007 (suggested)
* Name: supported wire formats
* Message(s): LN This extension may appear in Leaf Node obj
*  Recommended: Y
* Reference: RFC XXXX
7.2.3. required wire formats M.S Extension

The required_wire_formats M.S Extension Type is used inside
G oupCont ext objects. It contains a list of non-default Wr

July 2025

ects

e Formats

that are mandatory for all MS nenbers of the group to support.

* Val ue: 0x0008 (suggested)
* Name: required wire_formats
* Message(s): GC. This extension may appear in G oupContext
* Recommended: Y
* Reference: RFC XXXX
7.3. MS Proposal Types
7.3.1. AppbDataUpdate Proposal
The app_data_update M.S Proposal Type is used to efficiently
appl i cation conponent data stored in the app_data_dictionary
G oupCont ext ext ensi on.
* Val ue: 0x0008 (suggested)
* Nane: app_data_update
*  Recommended: Y

* External: Y

* Path Required: N
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7.3.2.

AppEpherner al Proposa

The app_epheneral MS Proposal Type is used to send opaque ephenera
application data that needs to be synchronized with a specific M.S
epoch.

*

7.3.3.

Val ue: 0x0009 (suggested)
Nane: app_ephenera
Recomended: Y

External : Y

Path Required: N

Sel f Renove Proposa

The sel f_renove M.S Proposal Type is used for a nenber to renove
itself froma group nore efficiently than using a rempove proposa
type, as the self_renove type is permitted in External Commts.

*

7.3.4.

Val ue: 0x000a (suggested)
Nanme: self_renove
Recommended: Y

External : N

Path Required: Y

AppAck Proposa

The app_ack M.S Proposal Type can be used by group nenbers to
acknow edge the recei pt of application nessages.

*

Rober t

Val ue: 0x000b (suggested)
Nane: app_ack
Recomended: Y

External : N

Path Required: N
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7.4. MS Credential Types
7.4.1. Milti Credential

* Val ue: 0x0003 (suggested)

*  Name: mul ti

*  Recommended: Y

* Reference: RFC XXXX
7.4.2. Weak Multi Credentia

* Val ue: 0x0004

*  Nanme: weak-nul ti

*  Recommended: Y

* Reference: RFC XXXX
7.4.3. Credenti al Bi ndi ngTBS

* Label: "Credenti al Bi ndi ngTBS"

* Recommended: Y

* Reference: RFC XXXX

7.5. MS Conponent Types

July 2025

Thi s docunent requests the creation of a new | ANA "M.S Component
Types" registry under the "Messagi ng Layer Security" group registry
headi ng. Assignnments to this registry in the range 0x0000 0000 to
OX7FFF FFFF are via Specification Required policy [ RFC8126] using the
M.S Desi gnated Experts. Assignnments in the range 0x8000 0000 to

OxFFFF FFFF are for private use.

Tenpl at e:

* Value: The nuneric value of the conponent

* Name: The nanme of the conponent

* \Were: The objects(s) in which the conponent nmay appear,

fromthe following |ist:
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- AD: Saf eAAD objects

- AE: AppEpheral proposals

- ES: Exporter Secret |abels

- GC. G oupContext objects

- 4d: Gouplnfo objects

- HP: HPKE key | abels

- KP: KeyPackage objects

- LN Leaf Node objects

- PS: PSK | abel s

- SK Signature Key | abels
* Recommended: Sanme as in Section 17.1 of [RFC9420]
* Reference: The docunent where this conponent is defined
The restrictions noted in the "Were" colum are to be enforced by
the application. MS inplenmentations MJST NOT inmpose restrictions on
where conponent |IDs are used in which parts of MS, unless

specifically directed to by the application

Initial Contents:

[ s e el s s s s s e s sl el el e oo pe el )
| Val ue | Narme | Where | R | Ref |
‘o4 oS- ooo+4 oo 4 o=+ -=——=—=—====+
| 0x0000 0000 | RESERVED | NA | - | RFCXXXX |
R I I B I F------- I e I +
| O0x0000 0001 | app_conponents | LN,GC | Y | RFCXXXX |
I IR I I I F--- - I I +
| 0x0000 0002 | safe_aad | LN GC| Y | RFCXXXX |
I i I I I I I +------- L R i +
| 0x0000 0003 | content nedia types | LN,GC | Y | RFCXXXX

R I I B I F------- I e I +
| O0x0000 0004 | last_resort_key package | KP | Y| RFCXXXX

I IR I I I F--- - I I +
| 0x0000 0005 | app_ack | AE | Y| RFCXXXX |
I i I I I I I +------- L R i +
| O0x0000 Oala | GREASE | Notel | Y | RFCXXXX

R I I B I F------- I e I +
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| 0x0000 lala | CREASE | Notel | Y | RFCXXXX
o m e e e oo - o e e e e e e oo o N T +
| 0x0000 2a2a | CREASE | Notel | Y | RFCXXXX
S o e m e e e e e oo AR, R +
| O0x0000 3a3a | GREASE | Notel | Y | RFCXXXX
oo - oo S N +
| O0x0000 4ad4a | CREASE | Notel | Y | RFCXXXX
o m e e e oo - o e e e e e e oo o N T +
| 0x0000 5aba | CGREASE | Notel | Y | RFCXXXX
S o e m e e e e e oo AR, R +
| Ox0000 6aba | GREASE | Notel | Y | RFCXXXX
oo - oo S N +
| 0x0000 7a7a | CREASE | Notel | Y | RFCXXXX
o m e e e oo - o e e e e e e oo o N T +
| 0x0000 8a8a | CREASE | Notel | Y | RFCXXXX
S o e m e e e e e oo AR, R +
| O0x0000 9a9a | GREASE | Notel | Y | RFCXXXX
oo - oo S N +
| O0x0000 aaaa | CREASE | Notel | Y | RFCXXXX
o m e e e oo - o e e e e e e oo o N T +
| 0x0000 baba | CGREASE | Notel | Y | RFCXXXX
S o e m e e e e e oo AR, R +
| O0x0000 caca | GREASE | Notel | Y | RFCXXXX
oo - oo S N +
| 0x0000 dada | CREASE | Notel | Y | RFCXXXX
o m e e e oo - o e e e e e e oo o N T +
| 0x0000 eaea | CREASE | Notel | Y | RFCXXXX
S o e m e e e e e oo AR, R +
| 0x8000 0000 - | | | | |
oo - oo S N +
| OxXFFFF FFFF | Reserved for Private Use | NNA | N | RFCXXXX
o m e e e oo - o e e e e e e oo o N T +
Table 1

Not el: GREASE val ues for conponents MAY be present in AD, AE, d,
KP, and LN objects.

8. Security considerations
8.1. Safe Application API

The Safe Application APl provides the follow ng security guarantee
If an application uses MLS with application conmponents, the security
guar antees of the base M.S protocol and the security guarantees of
each application conponent analyzed in isolation, still hold for the
conposed application of the M.S protocol. In other words, the Safe
Application APl protects applications fromcarel ess conponent
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devel opers. It is not possible that a combination of conponents (the
devel opers of which did not know about each other) inpedes the
security of the base M.S protocol or any other conmponent. No further
anal ysis of the conbination is necessary. This also neans that any
security vulnerabilities introduced by one conponent do not spread to
ot her conponents or the base M.S inpl enentati on.

8.2. AppAck

When AppAck objects are received, they allowclients to detect if the
Delivery Service (or an intermediary) dropped application nessages,
since gaps in the generation sequence indicate dropped nessages.

When AppAck nmessages are accepted by the Delivery Service, but not
recei ved by some nenbers, the nenbers who have m ssed the
correspondi ng AppEpheneral proposals will not be able to send or
receive a commt nessage, because the proposal is included in the
transcript hash. Likew se, if AppAck objects and/or conmits are sent
periodically by every nenber, other nenbers will be able to detect a
menber that is no | onger sending on that schedul e or whose handshake
messages are being suppressed by the DS.

Note: External Commits do not typically contain pending proposals
(i ncluding AppEpheneral proposals). dient that send an AppAck
conmponent in an AppEpheneral proposal will need to send a new
AppAck component in an AppEpheneral proposal (in the new epoch)
after receiving an External Conmit until it has been incorporated
into an accepted Commit.

The schedul e on whi ch AppAck objects are sent in AppEpheneral
proposals is up to the application, and determ nes which cases of
| oss/ suppression are detected. For exanpl e:

* The application m ght have the commtter include an AppAck
whenever a Commit is sent, so that other nenbers could know when
one of their nessages did not reach the comitter.

* The application could have a client send an AppAck whenever an
application nessage is sent, covering all messages received since
its last AppAck. This would provide a conplete view of any | osses
experienced by active nenbers.

* The application could sinply have clients send AppAck proposals on
atiner, so that all participants’ state would be known.

An application using AppAck to guard agai nst | oss/suppression of
application nessages al so needs to ensure that AppAck nessages and
the Conmits that reference themare not dropped. One way to do this
is to always encrypt Proposal and Conmit nessages, to nake it nore
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difficult for the Delivery Service to recogni ze whi ch nessages
contai n AppAcks. The application can also have clients enforce an
AppAck schedul e, reporting loss if an AppAck is not received at the
expected tine.

8.3. Content Advertisenent

Use of the content_medi a_types conmponent could | eak some private
information visible in KeyPackages and inside an M.S group. This
could be used to infer a specific inplenentation, platform or even
version. dients should carefully consider the privacy inplications
in their environment of making a |ist of acceptable nedia types
avai | abl e.

I mpl enent ati ons need to be prepared to parse media types containing
| ong paraneter lists, potentially containing characters which woul d
be escaped or quoted in [RFC5322].

8.4. Sel f Renove

An external recipient of a Sel fRenmove Proposal cannot verify the
menbershi p_tag. However, an external joiner also has no way to
conpletely validate a Gouplnfo object that it receives. An insider
can prevent an External Join by providing either an invalid G ouplnfo
object or an invalid Sel fRemove Proposal. The security properties of
external joins does not change with the addition of this proposa

type.
8.5. Milti Credentials

Using a Weak Multi Credential reduces the overall credential security
to the security of the least secure of its credential bindings.
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Appendi x A. Change Log
RFC EDI TOR PLEASE DELETE TH S SECTI ON
draft-07 - add AppAck to I ANA considerations - adapt Safe AAD scope -
renove targeted nessages altogether with intention to publish it as a
separate docunment - assign self_renove proposal to a non duplicate
nunber (0x000a) - refactor TargetedMessage to no | onger use structs
renoved fromwhen it was a "safe extension"” - renove the no-I|onger
needed targeted _nessages _capability (now signal ed using
support _wire formats and required wire formats) - add
Tar get edMessageTBS and Credenti al Bundl eTBS to M.S Si ghature Label s
| ANA registry - add GREASE val ues for conponents - fix safe exporter
definition - resolve TODOs from-06 - fix numerous typos
draft-06
* Integrate notion of Application API fromdraft-barnes-nls-appsync
draft-05
* Include definition of ExtensionState extension
* Add safe use of AAD to Safe Extensions franework

* (Carify how capabilities negotiation wirks in Safe Extensions
f ramewor k

draft-04

* No changes (prevent expiration)
draft-03

* Add Last Resort KeyPackage extension
* Add Saf e Extensions framework

* Add Sel f Renmove Proposa

draft-02

* No changes (prevent expiration)
draft-01

* Add Content Advertisenent extensions
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draft-00
* Initial adoption of draft-robert-ms-protocol-00 as a Wsitem
* Add Targeted Messages extension (*)
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