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Abstract

Thi s docunent describes a protocol for conmbining a traditional M.S
session with a post-quantum (PQ M.S session to achieve flexible and
efficient hybrid PQ confidentiality and authenticity that anortizes
the conputational cost of PQ Key Encapsul ati on Mechani sns and Digital
Signature Algorithms. Specifically, we describe howto use the
exporter secret of a PQ M.S session, i.e., an MS session using a PQ
ciphersuite, to seed PQ guarantees into an M.S session using a
traditional ciphersuite. By supporting on-denand traditional-only
key updates (a.k.a. PARTIAL updates) or hybrid-PQ key updates (a.k. a.
FULL updates), we can reduce the bandw dth and conputati onal overhead
associated with PQ operations while meeting the requirenment of
frequent key rotations.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://m swg. github.io/ms-conbiner/draft-ietf-ms-conbiner.htm.
Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-ietf-m s-conbiner/.

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wirking G oup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ms/. Subscribe
at https://ww.ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com m swg/ m s- conbi ner.
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1. Introduction

A fully capabl e quantum adversary has the ability to break
fundanment al underlying cryptographi c assunptions of traditional Key
Encapsul ati on Mechani snms (KEMs) and Digital Signature Al gorithns
(DSAs). This has led to the devel opnent of post-quantum (PQ
cryptographically secure KEMs and DSAs by the cryptographic research
community which have been formally adopted by the National Institute
of Standards and Technol ogy (NI ST), including the Mdule Lattice KEM
(M.-KEM) and Modul e Lattice DSA (M.-DSA) al gorithns. VWhile these
provi de PQ security, M-KEM and M.-DSA have significant overhead in
terns of public key size, signature size, ciphertext size, and CPU
time conpared to their traditional counterparts. This has nade
achieving PQ entity and data authenticity particularly chall enging.
The hybrid approach in this draft amortizes the PQ overhead costs
enabling practical PQ confidentiality or PQ confidentiality _and_ PQ
authenticity.

Mor eover, research arnms on side-channel attacks, etc., have notivated
uses of hybrid-PQ conbiners that draw security fromboth the
underlying PQ and underlying traditional conponents. A variety of
hybrid security treatnents have arisen across | ETF working groups to
bridge the gap between performance and security to encourage the
adoption of PQ security in existing protocols, including the M.S
protocol [ RFC9420].

Wthin the MLS working group, there are various ways to approach PQ
security extensions:

1. A single M.S ciphersuite for a hybrid post-quantunmtraditiona
KEM The ciphersuite can act as a drop-in replacenent for the
KEM focusing on hybrid confidentiality but not authenticity, and
does not incur changes el sewhere in the M.S stack. As a
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confidentiality focus, it addresses the the harvest-now /
decrypt-later threat nodel. However, every key epoch incurs a PQ
over head cost.

2. Mechanisns that | everage hybridization as a nmeans to not only
address the security bal ance between PQ and traditional
components and achi eve resistance to harvest-now / decrypt-Ilater
attacks, but also use it as a neans to inprove perfornmance of PQ
use whil e achieving PQ authenticity as well.

Thi s docunent addresses the second topic of these work itens.
2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The terms MLS client, MS nenber, MS group, Leaf Node, G oupContext,
KeyPackage, Signature Key, Handshake Message, Private Message, Public
Message, and RequiredCapabilities have the sanme neanings as in the
M.S protocol [RFC9420].

3. Not at i on

We use ternms fromfrom M.S [ RFC9420] and PQ Hybrid Term nol ogy
[1-D.ietf-pquip-pqt-hybrid-termnology]. Below, we have restated
rel evant terns and defi ne new ones:

Application Message: : A PrivateMessage carrying application data.

Handshake Message: : A PublicMessage or PrivateMessage carrying an
M.S Proposal or Conmmit object, as opposed to application data.

Key Derivation Function (KDF): : A Hashed Message Authenticati on Code
(HMAC) - based expand- and-extract key derivation function (HKDF) as
described in [ RFC5869] .

Key Encapsul ati on Mechanism (KEM: : A key transport protocol that
allows two parties to obtain a shared secret based on the receiver’'s
public key.

Post - Quantum (PQ M.S Session: : An MS session that uses a PQ KEM
construction, such as described by FIPS 203 from N ST. It may
optionally also use a PQ DSA construction, such as described by FIPS
204 from NI ST.
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Traditional MS Session: : An MS session that uses a Diffie-Hellnman
(DH) based KEM as described in [ RFC9180].

PQ T: : A Post-Quantum and Traditional hybrid (protocol).
4. The Conbi ner Protocol Execution

The hybrid PQ MLS (HPQWS) conbi ner protocol runs two M.S sessions in
paral l el , synchroni zing their group nenberships. The two sessions
are conbined by exporting a secret fromthe PQ session and inporting
it as a Pre-Shared Key (PSK) into the traditional session. This
conbi nation process is mandatory for Commits of Add and Renove
proposals in order to maintain synchroni zati on between the sessions.
However, it is optional for any other Cormits (e.g. to allow for Iess
comput ational ly expensive traditional key rotations). Due to the

hi gher conputational costs and output sizes of PQ KEM (and si gnature)
operations, it may be desirable to issue PQ conbined (a.k.a. FULL)
Commits less frequently than the traditional-only (a.k.a. PARTIAL)
Commits. Since FULL Conmits introduce PQ security into the M.S key
schedul e, the overall key schedul e remai ns PQ secure even when
PARTI AL Conmits are used. The FULL Commit rate establishes the post-
quant um Post - Conprom se Security (PCS) w ndow, while the PARTI AL
Conmit rate can tighten the traditional PCS wi ndow even while

mai ntai ni ng PQ security nore generally. The conbi ner protocol design
treats both sessions as bl ack-box interfaces so we only highlight
operations requiring synchronizations in this docunent.

The default way to start a HPQWS conbi ned session is to create a PQ
M.S session and then start a traditional MS session with the
exported PSK fromthe PQ session, as previously nentioned.
Al'ternatively, a conbined session can also be created after a
traditional MS session has already been running. This is done
through creating a PQ MLS session with the sane group menbers,
sendi ng a Wl come nessage containing the HPQWLSInfo struct in the
GroupContext, and then naking a FULL Commit as described in in the
Section 4.1 section.

4.1. Commt Flow

Conmits to proposals MAY be PARTIAL or _FULL . For a PARTIAL

Conmit, only the traditional session’'s epoch is updated follow ng the
Propose- Conmmit sequence from Section 12 of [RFC9420]. For a FULL
Conmit, a Conmit is first applied to the PQ session and anot her

Conmit is applied to the traditional session using a PSK derived from
the PQ session using the DeriveExtensionSecret and hpgm s_psk | abe
(see Section 6.1). To ensure the correct PSKis inported into the
traditional session, the sender includes information about the PSK in
a PreSharedKey proposal for the traditional session's Conmit |ist of
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proposals. The information about the exported PSK is captured (shown
=" in the figures below for illustration purposes) by the

PreShar edKeyl D struct as detailed in [RFC9420]. Receivers process
the PQ Commit to derive a new epoch in the PQ session and then the
traditional Commt (which also includes the PSK proposal) to derive
the new epoch in the traditional session.

G oup
A B Channel
I I I
| Commit’ () I I
| Preshar edKeyl D = | |
| Deri veExt ensi onSecret (" hpgm s_psk’) | |
| Commi t (PreShar edKeyl D) | |
R EEEEEEEEEE >
| | , |
I I Commit’ () |
| | Conmi t ( PreShar edKeyl D) |
I e e +
| I +
Fig la. FULL Conmit to an enpty proposal |ist.

Messages with are sent in the the PQ session.
PreSharedKeyl D identifies a PSK exported fromthe PQ
session in the new epoch following a Commit’ (). The
PreSharedKeylD is inplicitly included in the commt

in the classical session via the PreSharedKey Proposal.
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G oup

A B Channel
I I I
I | Upd’ (B) I
I | Upd(B, f) I
I [=-mmmmm e >|
I I I
I I Upd’ (B) |
I I Upd(B, f) |
I e e e T +
| I R +
| _ | |
| Commit’ (Upd") I I
| Preshar edKeyl D = | |
| Deri veExt ensi onSecret (" hpgm s_psk’) | |
| Conmit(Upd, PreSharedKeyl D) | |
[ =mmmmmmm oo >|
| | _ |
I I Commit’ (Upd") |
| | Conmi t (Upd, PreSharedKeyl D) |
I e I +
| | o mm e e e e e e e e e oo o +
Fig 1b. FULL Comit to an Update proposal from dient B.

Messages with are sent in the the PQ session.

| REMARK: Fig 1b shows Client A accepting the update proposals
| fromdCient Bas a FULL Commit. The flag f in the classical
| update proposal Upd(B, f) indicates B's intention for a FULL
| Conmmit to whomever Commits to its proposal.

4.2. Adding a User

User | eaf nodes are first added to the PQ session follow ng the
sequence described in Section 3 of [ RFC9420] except using PQ

al gorithms where HPKE al gorithns exist. For exanple, a PQ DSA signed
PQ KeyPackage, i.e. containing a PQ public key, nust first be
published via the Distribution Service (DS). Then the associ ated
Conmit and Wl come nmessages will be sent and processed in the PQ
session according to Section 12 of [RFC9420]. The sane sequence is
repeated in the standard session except follow ng the FULL Conmm t
conbi ni ng sequence where a PreSharedKeyl D proposal is additionally
committed. The joiner MJST issue a FULL Conmit as soon as possible
after joining to achi eve PCS.
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Key Package

G oup
A B Directory
Channel
I | I I
| | KeyPackageB' |
I
| | KeyPackageB |
I
I e e R +

I

| Comm t’ (Add’ (KeyPackageB')) | |
I

| Pr eshar edKeyl D = | |
I

| Deri veExt ensi onSecret (" hpgm s_psk’) | |

I
| Cormm t (Add( KeyPackageB), PreSharedKeyl D) | |
I

|
| Vel come( Pr eShar edKey! D) | |

| | | Commit’ (Add’ (KeyPackageB
")) |

I | | Conmit(Add(KeyPackageB),
Pr eShar edKeyl D) |

Fi gure 2:

Client A adds client B to the group.

Messages with ' cone fromthe PQ session. Processing Welconme and Cormit in the trad
i tional

sessio requires the PSK exported exported fromthe PQ session.

4.2.1. Wl conme Message Validation

Since a client nust join two sessions, the Wl come nessages it
receives to each session nust indicate that it is not sufficient to
join only one or the other. Therefore, the HPQWSI nfo struct

i ndicating the Groupl D and ci phersuites of the two sessions MJST be
included in the Wel conme nessage via serialization as a G oupCont ext
Extension in order to validate joining the conmbined sessions. All
menbers MJST verify group menbership is consistent in both sessions
after a join and the new nmenber MUST issue a FULL Commit as descri bed
in Fig 1b.

4.2.2. External Joins

External joins are used by menbers who join a group w thout being



explicitly added (via an Add-Commt sequence) by another existing
menber. The external user MJUST join both the PQ session and the
traditional session. As stated previously, the Gouplnfo used to
create the External Conmit MJUST contain the HPOWLSInfo struct. After
joining, the new nmenmber MJST issue a FULL Conmit as described in Fig
1b.
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4.3. Renoving a Goup Menber

User renoval s MJST be done in both PQ and traditional sessions
followed by a FULL Commt Update as as described in Fig 1b. Menbers
MUST verify group nenbership is consistent in both sessions after a
renoval .

4.4. Application Messages

HPQWS conbi ner provides PQ security to the traditional MS session
Application nessages are therefore only sent in the traditiona
session using the encryption_secret provided by the key schedul e of
the traditional session according to Section 15 of [RFC9420].

5. Mddes of Qperation

Security needs vary by organi zations and systemspecific risk

tol erance and/or constraints. Wile this conbiner protocol targets
combi ning a PQ session and a traditional session the degree of PQ
security may be tuned depending on the use-case: i.e., as PQT
Confidentiality Only or both PQ T Confidentiality and PQ T
Authenticity. For PQT Confidentiality Only, the PQ session MJST use
a PQ KEM while for PQ authenticity, the PQ session MJST use both a
PQ KEM and a PQ DSA. The npdes of operation are specified by the
mode flag in HPQWSInfo struct and are |isted bel ow

5.1. PQT Confidentiality Only

The default node of operation is PQT Confidentiality Only node.

Thi s node provides confidentiality and limted authenticity against
quantum attackers. NMore precisely, it provides PQ authenticity

agai nst "outsiders", that is, against quantum attackers who do not
have acces to (signature) secret keys of any group nmemnber.
(Authenticity cones fromthe fact that the traditional session adds
AEAD / MAC tags which are not available to outsiders with CRQC. )

Thi s node does not prevent quantum i npersonation attacks by ot her
group nenbers. That is, a group menber with a CRQC can successfully
i mper sonat e anot her group menber.

Note that an active attacker with access to a CRQC can becone a group
menber by inpersonating nenbers in the nonent they are added. As
such, the authenticity guarantees outlined above only hold as | ong as
the adversary is passive during the addition of new group nenbers.
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5.2. PQT Confidentiality + Authenticity

The el evated node of operation is the PQ T Confidentiality +
Authenticity node. Under a use environnent of a cryptographically
rel evant quantum conmputer (CRQC), the threat nodel used in the
default node woul d be too weak and assurance about update
authenticity is required. Recall that authenticity in MS refers to
three types of guarantees: 1) that messages were sent by a nmenber of
the group provided by the conputed symretric group key used in AEAD
2) that key updates were perforned by a valid nenber of the group,
and 3) that a nessage was sent by a particular user (i.e. non-
repudi ati on) provided by digital signatures on nessages. Wile the
symretric group key used for AEAD in the traditional session remains
protected froma CRQC adversary through the PSK fromthe PQ session,
si gnatures woul d not be secure against forgery w thout using a PQ DSA
to si gn handshake nessages nor are application nessages assured to
have non-repudi ati on agai nst a CRQC adversary. Therefore, in the PQ
T Confidentiality + Authenticity node, the PQ session MJST use a PQ
DSA in addition to PQ KEM ci phersuites for handshake nmessages (the
tradi tional session remains unchanged).

This version of PQ authenticity provides PQ authenticity to the PQ
session’s MLS comit nessages, strengthening assurance for (1) and
ensuring (2). These in turn provide PQ assurance for the key
schedul e from whi ch application keys are derived in the traditiona
session. Application keys are used in an AEAD for protection of M.S
application nessages and thereby inherit the PQ security. However,

it should be noted that PQ non-repudation security for application
messages as described by (3) is not achieved by this node. Achieving
PQ non-repudi ati on on application nessages would require hybrid
signatures in the traditional session, with considerations to options
described in [I-D. hal e-pqui p-hybri d-si gnat ure-spectruns].

6. Extension Requirements to M.S

The HPQW.SI nfo struct contains characterizing information to signa

to users that they are participating in a hybrid session. This is
necessary both functionally to allow for group synchroni zati on and as
a security nmeasure to prevent downgrading attacks to coax users into
parcipating in just one of the two sessions. The group_id,

ci pher_suite, and epoch fromboth sessions (t for the traditiona
session and pg for the PQ session) are used as bookkeeping values to
val i dat e and synchroni ze group operations. The node is a bool ean
value: 0 for the default PQ T Confidentiality Only node and 1 for the
PQ T Confidentiality + Authenticity node.
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The HPQW.SI nfo struct conforms to the Safe Extensions APl (see
[I-D.ietf-ms-extensions]). Recall that an extension is called
_safe_if it does not nodify base M.S protocol or other MS

ext ensi ons beyond usi ng conponents of the Safe Extension API. This
all ows security anal ysis of our HPQWS Conbi ner protocol in isolation
of the security guarantees of the base M.S protocol to enable
conmposability of guarantees. The HPM.SI nfo extension struct SHALL be
in the followi ng format:

struct{
Ext ensi onType HPQWS;
opaque extension_dat a<V>;
} Ext ensi onCont ent;

struct{
opaque t_session_group_i d<V>;
opaque PQ session_group_id<V>;
bool node;
Ci pherSuite t_cipher_suite;
Ci pher Sui te pg_ci pher_suite;
ui nt 64 t_epoch;
ui nt 64 pg_epoch;

} HPQWLSI nfo

6.1. Key Schedul e

The hpqm s_psk exporter key derived in the PQ session MJST be derived
in accordance with the Safe Extensions APl gui dance (see Exporting
Secrets in [I-D.ietf-ms-extensions]). |In particular, it SHALL NOT
use the extension_secret and MJST be derived fromonly the
epoch_secret fromthe key schedule in [RFC9420]. This is to ensure
forward secrecy guarantees (see Section 8).

Even though the hpgm s psk PSK is not sent over the wire, nmenbers of
the HPQWS session nust agree on the value of which PSK to use. In
alignment with the Safe Extensions APl policy for PSKs, HPQWS PSKs
used SHALL set PSKType = 3 and extension_type = HPQWS (see
Section 2.1.6 Pre-Shared Keys in [I-D.ietf-m s-extensions]).
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PQ Sessi on Tradi ti onal Session

[...]
Der i veExt ensi onSecr et (epoch_secret,
| "hpgm s_export")
= hpgm s_psk [...]
j oi ner _secret

<l

R > <psk_secret (or 0)> --> KDF. Extract
[...] I
+--> DeriveSecret(., "welconme")
| = wel cone_secr et
I
\%

ExpandWt hLabel (., "epoch", G oupContext [n],

. N\h)

7

7

|

I

\%
epoch_secret

I

I

+--> DeriveSecret(., <label>)
| = <secret>

Fig 3: The hpgm s_psk of the PQ session is Iﬁiected into the key schedul e of the
traditional session using the safe extensions APl DeriveExtensi onSecret.

Crypt ographi ¢ Objects
1. Cipher Suites

There are no changes to _how_ cipher suites are used to perform group
key computations from RFC9420 (https://www rfc-editor.org/rfc/

rf c9420#nane- ci pher-suites). However, the choice of _which_
primtives are used by the traditional and PQ subsessions nust be
explicitly stated by the Ci pherSuite objects within HPQWSInfo. So
long as the traditional session only uses classical prinmtives and
the PQ session uses PQ primtives for KEM a HPQWS session is valid
Specifically, the PQprimtives for HPQWS nust be 'pure’ (fully) PQ
PQ cost is already being anoritized at the protocol |evel so allow ng
hybrid PQ ci pher suites to be used in the PQ session only adds extra
overhead and conmplexity. Furthernore, the pg_cipher_suite may
contain a classical digital signature algorithmused if node is set
to 0 (PQ Confidentiality-Only) but MJST be fully PQif node is set to
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7

7

8.

8.

1 (PQ Confidentiality+Authenticity). These cipher suite conbinations
and nodes MJST not be toggled or nodified after a HPQWS sessi on has
commrenced. Clients MJST reject a HPQWS session with invalid or
duplicate cipher suites (e.g. two traditional cipher suites).

1.1. Key Encapsul ati on Mechani sm

For HPQWS sessions, the PQ subsession MJST use a Key Encapsul ation
Mechani sm (KEM that is standardi zed by N ST for post-quantum
cryptography. Specifically, only KEMs that have been sel ected and
publ i shed by NI ST as part of their post-quantum cryptography
standardi zati on process (e.g., M-KEM as specified in FIPS 203) are
permtted for use in the PQ session. The use of experinental, non-
standardi zed, or hybrid KEMs in the PQ session is NOI RECOWENDED and
MJST be rejected by conpliant clients. This requirenent ensures
interoperability and a consistent security baseline across all HPQWS
depl oynent s.

1.2. Signing

For HPQWS sessions, the choice of digital signature algorithmin the
PQ subsessi on depends on the sel ected node of operation. |f the node
is set to 1 (PQ Confidentiality+Authenticity), the PQ session MJST
use a digital signature algorithmthat is standardi zed by N ST for
post - quant um crypt ogr aphy, such as M.-DSA as specified in FIPS 204.
The use of experinental, non-standardized, or hybrid signature
algorithms in the PQ session is NOI RECOVWENDED and MJST be rejected
by compliant clients in this node. If the node is set to 0 (PQ
Confidentiality-Only), the PQ session MAY use a classical digita
signature algorithm but the use of a N ST-standardi zed PQ signhature
al gorithmis RECOMMENDED. These requirenents ensure that the

aut henticity guarantees of HPQWS sessions are aligned with the

i ntended security |l evel and provide a consistent baseline for
interoperability and security across depl oynents.

Security Considerations
1. FULL Commit Frequency

So long as the FULL Commt flowis followed for group adm nistration
actions, PQ security is extended to the traditional session
Therefore, FULL Commits can occur as frequently or infrequently as
desired by any given security policy. This results in a flexible and
efficient use of conpute, storage, and bandw dth resources for the
host by mainly calling partial updates on the traditional MS
session, given that the group nenbership is stable. Thus, our
protocol provides PQ security and can naintain a tighter PCS w ndow
agai nst traditional attackers as well as forward secrecy w ndow
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agai nst traditional or quantum attackers with | ower overhead when
compared to running a single MS session that only uses PQ KEMs or PQ
KEM DSAs. Furthernore, the PQ PCS wi ndow agai nst quantum attackers
can be sel ected based on an application and even vari able over tineg,
ranging frome.g. a single FULL Commit in PQ T Confidentiality Only
node foll owed by PARTIAL Conmits fromthat point onwards (enabling
general PQtraditional confidentiality, traditional update
authenticity, traditional PCS, and PQtraditional forward secrecy) to
frequent FULL Conmits in the same node (enabling general PQ
traditional confidentiality, traditional update authenticity, PQ
traditional PCS, and PQtraditional forward secrecy). In PQT
Confidentiality + Authenticity nmode with frequent FULL Commits, the
|atter case would enable general PQtraditional confidentiality, PQ
tradi tional update authenticity, PQtraditional PCS, and PQ
traditional forward secrecy.

8.2. Attacks on Non-Repudiation

Wil e PQ nmessage integrity is provided by the synmretric key used in
AEAD, attacks on non-repudiation (e.g., source forgery) on
application nessages may still be possible by a CRQC adversary since
only traditional signatures on used after the AEAD. However, in
terns of group key agreenent, this is insufficient to nount anything
nmore than a denial -of-service attack (e.g. via group state
desynchroni zation). |In terns of application nessages, a traditiona
DSA signature may be forged by an external CRQC adversary, but the
content (including sender information) is still protected by AEAD

whi ch uses the symmetric group key. Thus, an external CRQC adversary
can only conduct a false-fram ng attack, where group nenbers are
assured of the authenticity of a nessage being sent by a group nenber
for the adversary has changed the signature to inply a different
sender; it would require an insider CRQC adversary to actually nount
a masqueradi ng or forgery attack, which is beyond the scope of this
pr ot ocol

If this is a concern, hybrid PQ DSAs can be used in the traditiona
session to sign application nmessages. Since this would negate nuch
of the efficiency gains fromusing this protocol and deni al - of -
service attacks can be achieve through nore expeditious neans, such a
option is not considered here.
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8.3. Forward Secrecy

Recal | that one of the ways MS achi eves forward secrecy is by

del eting security sensitive values after they are consuned (e.g. to
encrypt or derive other keys/nonces) and the key schedul e has entered
a new epoch. For exanple, values such as the init_secret or
epoch_secret are deleted at the _start_ of a new epoch. |If the M.S
exporter_secret or the extension_secret fromthe PQ session is used
directly as a PSK for the traditional session, against the
requirenents set above, then there is a potential scenario in which
an adversary can break forward secrecy because these keys are derived
_during_ an epoch and are not deleted. Therefore, the hpgm s_psk
MJUST be derived fromthe epoch_secret created at the _start_ of an
epoch fromthe PQ session (see Figure 3) to ensure forward secrecy.

8.4. Transport Security

Recommendati ons for preventing denial -of -service attacks or
restricting transmtted nessages are inherited from M.S

9. | ANA Consi der ations

The M.S sessions conbined by this protocol conformto the | ANA
registries listed for M.S [ RFC9420] .
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