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Abst ract

Thi s docunent describes a set of concrete roompolicies for the Mre
I nstant Messaging Interoperability (MM) Wrking Goup. It

descri bes several independent properties and policy attributes which
can be conbined to nodel a wi de range of chat and nultinedia
conference types.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
mm.github.io/m m-roompolicy/draft-ietf-mmi-roompolicy.htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-mm-roompolicy/.

Di scussion of this docunent takes place on the Mdire Instant Messagi ng
Interoperability Working Goup mailing list (mailto:mim @etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/mm/.
Subscribe at https://ww.ietf.org/mailman/listinfo/mm/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-mim/mm-roompolicy.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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time. It is inappropriate to use Internet-Drafts as reference
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This Internet-Draft will expire on 21 June 2026
Copyright Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are
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The MM architecture [I-D.ietf-nmim-arch] describes how each room

has an

associ ated policy. Providers offer a "policy envel ope"

of

supported and all owed policy settings, fromwhich the creator of a
room sel ects a specific roompolicy. The roompolicy mght further
al | ow individual participants to nake specific choices (for exanple,

all owi ng but not requiring read-nessage notifications),

whi | e

constrai ning other choices (for exanple, prohibiting self-deleting
messages). Individual users can exanine the roompolicy to determ ne
if it is consistent with policies they accept either before or
imediately on joining a room Section 4.4 of [I-D.ietf-mm-arch]
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Maki ng roons interoperabl e across existing clients is challenging, as
roons and clients can support different policies and capabilities
across vendors and providers. Qur goal is to balance the policy and
aut hori zation goals of the roomwi th the policy and authorization
goal s of the end user, so we can support a broad range of vendors and
provi ders.

Each roomis owned by one provider at a tine. The owning provider
controls the range of acceptable policies. The user responsible for
the room can further choose anbng the acceptable policies. Users
(regardless if on other providers) can either accept the policies of
the room or not.

However we want to meke it as easy as possible for clients from other
providers to conply with the roompolicy primtives wthout
enunerating specific features or requiring all clients

i npl ementations to present an identical user experience. An

i nportant aspect of this is the system of configurabl e Rol e-based
access control with granular capabilities per role (described in
Section 3). Each user in the participant list (defined in
[I-Dietf-mm-protocol]) has exactly one role. By virtue of a
user’'s credential, a user mght also be preauthorized wth a
specific role as described in Section 4.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

*Room I D*: An identifier which uniquely identifies a room

*User ID*: An internal identifier which uniquely identifies a user

*Ni cknanme*: The identifier by which a user is referred inside a room
Depending on the context it may be a display nane, handle, pseudonym
or tenporary identifier. The nickname in one roomneed not correlate
with the nicknanme for the sane user in a different room

*Cient ID: An internal identifier which uniquely identifies one
client/device instance of one user account.
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*Persistent vs. Tenporary roons*: A temporary roomis no |onger
joinabl e once the last participant exits whereas a persistent roomis
not destroyed when the last participant exist. As MS has no notion
of a group with no nenbers, a persistent roomcould consist of a
sequence of distinct M.S groups, zero or one of which would exist at
a tinme.

2.1. Moderation Terns
*Knock*: To request entry into a room
*Ban*: To renove a user froma roomsuch that the user is not allowed
to re-enter the room (until and unless the ban has been renoved). It
is distinct fromnerely renmoving a user froma room

*Ki ck*: To tenporarily renove a participant’s clients froma room
The user is allowed to re-enter the roomat any tine.

*\Voice (nhoun)*: The privilege to send nessages in a room

*Revoke Voice*: To renove the pernission to send nmessages in a room

*Grant Voice*: To grant the pernmission to send nessages in a room
3. Rol e-Based Access Contro

Most instant nessagi ng systenms have a concept of room nmenbership
bei ng managed by a set of nobderators or administrators, or

collectively managed by existing nenbers. In sone cases, roons are
conpl etely open to new joiners unless they have been banned in sone
way. In an enterprise context, it is also comon (but not required)

for users froma particul ar domain, group, or workgroup to be pre-
aut horized to add thensel ves to various types of roonms. All these
vari ations of room access are nmanaged in MM using roles,
capabilities (Section 8), and preauthorization (Section 4).

The Rol e- Based Access Control conponent contains a list of all the
roles in the room and the capabilities associated with them It
contains a role_index, which is used to refer to the role el sewhere
(Note that role indexes might not be contiguous.) The role_index
zero is reserved to refer to a participant that does not (yet) or no
| onger appears (or will no longer appear) in the participant |ist.

The conponent al so contains a role_nane (a human-readabl e text string

nane for the role), and a role_description (another string, which can
have zero | ength).
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Each Rol e al so can contain constraints on the minimum and maxi mum
nunber of participants, and the mni rum and maxi mum nunber of active

participants. |If the mni mumnunber is zero, there is no mninum
nunber of participants for that particular role. |If there is no
maxi mum nunber of participants for a particular role, that paraneter
i s absent.

I f the maxi mum nunber of active participants is zero, then no
participants are allowed to have clients in the roomis MS group.

The authorized role changes field is used to provide fine-grained
control about which transitions are allowed when addi ng and renovi ng
partici pants and when noving participants to new rol es, including
banni ng/ unbanni ng, and pronoting/ demoting to or fromroles with
nmoderator or administrator privileges. A nore detailed discussion is
in the description of the specific capabilities in the next section

This design results in each participant only having a single role
at atime, with a single list of capabilities and an explicit |ist
of allowed role transitions. It makes the authorization process
for a verifier consistent regardless of the conplexity of the set
of authorization rules.

Some exanpl es are provided in Appendi x A
Rol eData is the format of the data field inside the ConponentData
struct for the Rol e-Based Access Control conponent in the

app_data_dictionary G oupContext extension defined in
[1-D.ietf-m s-extensions].
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/[* See MM Capability Types | ANA registry */
uint 16 CapabilityType;

struct {

uint32 fromrol e_index;

ui nt 32 target _rol e_i ndexes<V>;
} Singl eSour ceRol eChangeTar get s;

struct {

ui nt 32 rol e_i ndex;

opaque rol e_nane<V>

opaque rol e _description<V>;

Capabi lityType rol e_capabilities<V>

ui nt 32 m ni rum partici pants_constraint;

optional uint32 maxi num participants_constraint;

uint 32 m ni nrum active_partici pants_constraint;

optional uint32 maxi mum active_partici pants_constraint;

Si ngl eSour ceRol eChangeTar gets aut hori zed_rol e_changes<V>;
} Rol e

struct {
Rol e rol es<V>
} Rol eDat a;

Rol eData rol es_li st;
Rol eDat a Rol eUpdat e

Rol eUpdat e (whi ch has the sane fornat as RoleData) is the format of
the update field inside the AppDataUpdate struct in an AppDat aUpdat e
Proposal for the Rol e-Based Access Control component. |If the
contents of the update field are valid and if the proposer is

aut hori zed to generate such an update, the value of the update field
compl etely replaces the value of the data field.

Note that in the MM environnent, changing the definitions of
roles is anticipated to be very rare over the lifetinme of a room
(for exanpl e changing a room whi ch has grown dramatically from
cooperatively managed by all participants to explicitly noderated
or admi ni stered).

Changing Role definitions is sufficiently disruptive, that an update

to this conponent is not valid if it appear in the same conmit as any
Partici pant List change.
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4. Preauthorized Users

Preaut hori zed users are MM users and external senders that have
authorization to adopt a role in a roomby virtue of certain
credential clains or properties, as opposed to being individually
enunerated in the participant list. For exanple, a roomfor enployee
benefits m ght be available to join with the regular participant role
to all full-time enployees with a residence in a specific country;
whi | e anyone working in the human resources departnent m ght be able
to join the same roomas a noderator. This data structure is
consulted in two situations: for external joins (external commits)
and external proposals when the requester does not already appear in
the participant |ist; and separately when an existing participant
explicitly tries to change its _own_ role.

Only consulting Preauthorized users in these cases prevents
several attacks. For exanple, it prevents an explicitly banned
user fromrejoining a group based on a preauthorization

PreAuthData is the format of the data field inside the ConponentData
struct for the Preauthorized Participants conmponent in the
application_data G oupContext extension

The i ndi vidual PreAut hRol eEntry rules in PreAuthData are consulted
one at atine. A PreAuthRoleEntry natches for a requester when every
Claimclaimid has a corresponding claimin the requester’s M.S
Credential which exactly matches the correspondi ng cl ai mvalue. Wen
the rules in a Preauthorized users struct match nultiple roles, the
requesting client receives the first role which matches its clains.

*TODO*: refactor C ains
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struct {
/* MS Credential Type of the "claim */
Credenti al Type credential _type;
/* the binary representation of an X.509 O D, a JW claimnane */
[* string, or the CBOR map claimkey in a CAM (an int or tstr) */
opaque i d<Vv>

} daind;

struct {
Claimd claimid;
opaque cl ai mval ue<v>
} Caim

struct {
/* when all clainms in the clainset are satisfied, the clainset */
*/ is satisfied */
Cl ai m cl ai nBet <V>;
Rol e target rol e;
} PreAut hRol eEntry;

struct {
Pr eAut hRol eEntry preaut hori zed _entri es<V>;
} PreAut hDat a;

PreAut hData preauth_li st;
Pr eAut hDat a Pr eAut hUpdat e;

Pr eAut hUpdat e (which has the sanme format as PreAuthData) is the
format of the update field inside the AppDataUpdate struct in an
AppDat aUpdat e Proposal for the Preauthorized Participants component.
If the contents of the update field are valid and if the proposer is
aut hori zed to generate such an update, the value of the update field
compl etely replaces the value of the data field.

As with the definition of roles, in MM it is not expected that
the definition of Preauthorized users would change frequently.
Instead the clains in the underlying credentials would be nodified
wi t hout nodi fying the preauthorization policy.

Changi ng Preauthori zed user definitions is sufficiently disruptive,
that an update to this conponent is not valid if it appears in the
same commit as any Participant List change, except for user renpvals.

Because the Preauthorized users conponent usually authorizes non-
menbers, it is also a natural choice for providing concrete

aut hori zation for policy enforcing systens incorporated into or which
run in coordination with the MM Hub provider or specific M.S
Distribution Services. For exanple, a preauthorized role could allow
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the Hub to renove participants and to ban them but not to add any
users or devices. This unifies the authorization nodel for menbers
and non- nenbers.

5. Base Room policy conmponent syntax

The following format is an MLS conponent which expresses top-Ievel
policy constraints, including global rules related to how nmembership
is interpreted. The rest of the rules about nmenbership (the bul k)
are expressed using roles Section 3, capabilities Section 8, and
preaut hori zati on Section 4.

Roons with fixed_nmenmbership set to true (fixed-nenbership roons) have
the list of participants specified when they are created. Wile
clients of existing participants can be added, other users cannot be
added, so none of its non-zero, non-banned roles can contain the
canAddParti ci pant capability. Odinary users cannot | eave or be
removed, however a user can renove all its clients fromthe

associ ated M.S group. The nost common case of a fixed-nmenbership
roomis a 1:1 conversation. This room nenbership style is used to

i npl ement Direct Message (DM and Group DM features. Only a single
fi xed- menbershi p roomcan exist for any uni que set of participants.

In roonms with parent dependent set to true (a parent-dependent room,
the list of participants of the room MIST be a strict subset of the
participants of the parent room |If a user leaves or is renoved from
the parent room that user is automatically removed from any parent-
dependent roons of that parent. A parent-dependent roomis always
hosted on the same Hub as the parent room

I f parent-dependent is true, the parent_room MJST be set with the
roomI|D of the parent. Oherwise the field is zero-Iength.

Note: A room can be both fixed nenbership and parent_dependent,
for exanple, for roomused for a nulti-nedia call of clients in a
G oup DM

If multi_device is true (the default), the M.S group nmay contain
multiple clients per user. |If false only a single client can be an
M.S nmenber at one tinme.

When max_clients has a value, the roonis associated M.S group MJST
NOT have nore clients than the provided value. Likew se when
max_users has a value, the room MJUST NOT have nore non-banned entries
in the participant list than that val ue.
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enum {
fal se(0),
true(1)

} bool ;

struct {
bool fixed_menbershi p;
bool parent_dependant;
Uri parent_roonxkV>;
bool multi _device;
optional uint32 max_clients;
optional uint32 max_users;
bool pseudonyns_al | owed,;
bool persistent_room
bool discoverabl e;
Conponent policy_conmponent i ds<V>;
} BaseRoonPol i cy;

BaseRoonPol i cy BaseRoonDat a;
BaseRoonPol i cy BaseRoompdat e;

I f pseudonyns_allowed is true, clients in the M.S group are free to
use pseudonynous identifiers in their MS credentials. Oherw se the
policy of the roomis that "real" long-termidentifiers are required
in M.S credentials in the room s correspondi ng M.S group

If persistent_roomis false, the roomw Il be automatically

i naccsessi bl e when the corresponding MLS group is destroyed (when
there are no clients in the group). |If persistent roomis true, the
roompolicy will remain and a client whose user has appropriate

aut hori zation can create a new M.S group for the sane room

If discoverable is true, the roomis searchable in some way.
Presumably this means that if discoverable is false, the only way to
join the roomin a client user interface is to be added by an

adm nistrator or to use a joining link.

Finally, the Conponent |IDs of the other policy conponents that are
relevant to this roomare listed in the policy_conponent_ids vector,
including the roles list (from Section 3) and preauth_|ist components
(from Section 4), if present. This extensibility nmechanism all ows
for future addition or replacenment of new room poli cies.

6. Oher MM policy conmponents
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6.1. Status Notifications conmponent

Delivery and Read notifications are a very popul ar feature of instant
messagi ng systens, but also can leak private information such as the
online status of participants. Such status notifications can al so
consune a |l arge anount of resources, especially in large roons.

enum {
optional (0),
required(1),
f or bi dden( 2)

} Optionality;

struct {
Optionality delivery_notifications;
Optionality read receipts;

} StatusNotificationPolicy;

StatusNotificationPolicy StatusNotificationPolicyData;
StatusNotificationPolicy StatusNotificationPolicyUpdate,;

The delivery notifications value can be set to "forbidden",
"optional", or "required'. |If the value is set to "optional", the
client uses its local configuration to deternmine if it should send
delivery notifications in the room

The read_receipts value can be set to "forbidden", "optional", or
"required". If the value is set to "optional", the client uses its
| ocal configuration to deternine if it should send read receipts in
the room

The format for delivery notifications and read receipts is described
in [I-D. mahy-m m - mnessage- st at us] .

6.2. Join Link policies conponent

I nside the JoinLinkPolicy are several fields that describe the
behavi or of new join links.

If the on_request field is true, a maxi mumof one joining link wll
be persisted in the roompolicy; the client will need to fetch a
joining link out-of-band or generate a valid one for itself before a
new one can be generated. |If present, the URl in link_requests can
be used by the client to request an invite code.
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If the on_request field is false, nultiple joining |links can be
generated and persisted. |If links can be generated for nultiple
users, nultiuser is true. The expiration field represents the

duration in seconds that a new link can be valid after creation.

struct {
bool on_request;
Ui join_link;
bool multiuser;
ui nt 32 expiration;
} Joi nLi nkPol i cy;

Joi nLi nkPol i cy Joi nLi nkPol i cyDat a;
Joi nLi nkPol i cy Joi nLi nkPol i cyUpdat e;

The active join links in a roomare persisted separately in a
Joi nLi nks Conponent .

struct {
opaque j oi n_Iink;
} Joi nLi nk

Joi nLi nk Joi nLi nksDat a<V>

struct {
ui nt 32 renovedl ndi ces<V>;
Joi nLi nk added_| i nks<V>;
} Joi nLi nksUpdat e;

6.3. Link Preview policy conponent

Li nk preview policy is concerned with the safe rendering of explicit
or inplicit hyperlinks in the text of an instant message.

The autodetect _hyperlinks in text setting indicates if a nessage
conposer is expected to detect hyperlinks fromtext which resenbles
links (ex: http://exanple.com. The value of

aut odet ect _hyperlinks_in_text MJST NOT be mandatory. The
send_link_previews setting indicates if the sender of a nessage
including a link preview (a desirable feature, but a malicious sender
could generate a preview inconsistent with the actual |ink content)
is mandatory, optional, or forbidden
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The automatic_link _previews setting indicates if the receiver of a
message generating link previews (a desirable feature, but a
potential privacy concern) is mandatory, optional, or forbidden. The
| ink_preview proxy use setting indicates if using a specialized |ink
previ ew proxy is mandatory, optional, or forbidden when link previews
are generat ed.

The |ink_preview proxy setting MJST include the URI of a link preview
proxy if link_preview proxy_use is mandatory or optional

struct {
Optionality autodetect hyperlinks in_ text;
Optionality send_link_previ ews;
Optionality automatic_link_previews;
Optionality |ink_preview proxy_use;
sel ect (link_preview proxy use) {
case mandatory:
Ui |ink_preview proxy<V>;
case optional
Ui |ink_preview proxy<V>;
case forbidden:
struct {};

} Li nkPrevi ewPol i cy;

Li nkPrevi ewPol i cy Li nkPrevi ewPol i cyDat a;
Li nkPrevi ewPol i cy Li nkPrevi ewPol i cyUpdat e;

6.4. Asset policies conponent
Assets refer to attached files, images, audio files, and video files.

The asset _upl oad_Il ocation could be unspecified, indicating any

| ocation; local Provider, indicating that each client upl oads assets
to its local provider; or hub, indicating that all clients upload
assets to the hub. Using |ocal Provider i s RECOMVENDED.

The asset _upload_domains is a list of asset_upl oad_destinations per
provi der dormain name. |If the asset_upload_| ocation is hub, only one
provi der matching the hub donain is present in asset upl oad_donai ns.

Unl ess asset _upload |l ocation is unspecified, the clients verify that
assets in the host part of the url of any MM content
[I-Dietf-mm-content] External Part corresponds to an entry in
asset _upl oad_domains. |If the asset_upload_| ocation is |ocal Provider
the asset upl oad _donmains list is fromthe provider donai n nane that
exactly matches the sender URI domain nane.
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downl oad_privacy describes the mechani snms acceptabl e for downl oadi ng
assets. The all owed_downl oad_types and forbi dden_downl oad_t ypes
speci fy the downl oad nmechani snms which are are all owed and forbi dden,
respectively. The default_downl oad type is the default or suggested
downl oad mechanism direct refers to client direct downl oad as
described in Section 5.10.1 of [I-D.ietf-mmni-protocol]. hubProxy
refers to client downl oad through a proxy on the hub as described in
Section 5.10.2 of [I-D.ietf-mm-protocol]. ohttp refers to client
downl oad t hrough Oblivious HTTP [ RFC9458] through the hub as
described in Section 5.10.3 of [I-D.ietf-m m -protocol].
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enum {

}

unspeci fi ed(0),

| ocal Provider (1),
hub(2),

(255)

Asset Upl oadLocat i on;

struct {

}

opaque domai n<V>
Donmai nNane;

struct {

}

Domai nNane provi der;
Domai nNane asset _upl oad_desti nati ons<V>;
Provi der Asset Upl oadDonmai ns;

enum {

}

direct(0),

hubPr oxy(1),
ohttp(2),

(255)

Downl oadPri vacyType;

struct {

}

Downl oadPri vacyType al | owed_downl oad_t ypes<V>;
Downl oadPri vacyType forbi dden_downl oad_t ypes<V>;
Downl oadPri vacyType defaul t _downl oad_t ype;

Downl oadPri vacy;

struct {

}

Asset Upl oadLocati on asset _upl oad_I| ocati on;
Provi der Asset Upl oadDomai ns upl oad_donai ns<V>;
Downl oadPri vacy downl oad_pri vacy;

ui nt 64 nmax_i mage;

ui nt 64 nmax_audi o;

ui nt 64 nmax_vi deo;

ui nt 64 nax_attachnent;

Medi aType forbi dden_nedi a_t ypes<V>;

opti onal <Medi aType> perm tted_nedi a_t ypes<V>
Asset Pol i cy;

Asset Pol i cy Asset Pol i cyDat a;
Asset Pol i cy Asset Pol i cyUpdat e;

Mahy
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The max_i mage, max_audi o, max_vi deo, and max_attachnment fields

i ndi cation the maxi mum size in bytes of the correspondi ng assets that
will be accepted. These anounts could be further limted at the
client according to local policy or at the upload | ocation based on
various forns of authorization and quot as.

The foll owi ng paragraph refers to fields that use the MediaType
struct defined in Section 6.2.2 of [I-D.ietf-nm s-extensions].

forbi dden_nedia_types is a list of nmedia types (type and subtype)
that are not allowed at all in the room |If present,
permtted nmedia types is a list of nedia types that are pernitted.
When it is present, nedia types MIST be one of the entries in the
permitted_nedia_types list, and MJUST NOT be in the

forbi dden_nmedia types list. If a nedia type with no paraneters (for
exanpl e, text/markdown) is present in one of these lists, that entry
mat ches all nedia types of that type and subtype that contain
addi ti onal paraneters

6.5. Logging policy conponent

Sone messagi ng systens (for exanple in the health care or financia
services sectors) often require mandatory | ogging of calls and
messages. The goal of these policies is to nmake detection of such
policies automatic, to allow clients to nmake appropriate |ocal policy
deci si ons when such policies exist.

I nside the Loggi ngPolicy, the |logging field can be forbidden,

optional, or required. |If logging is forbidden then the other fields
are enpty. If logging is required, the list of |logging clients needs
to contain at |east one logging URI. Each provider should have no

nmore than one logging client at a time in a room The
machi ne_r eadabl e_pol i cy and human_r eadabl e_policy fields optionally
contain pointers to the owning provider’s machi ne readabl e and human

readabl e 1 oggi ng policies, respectively. |If logging is optional and
there is at |least one logging client then logging is active for the
room
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struct {
Optionality | ogging;
sel ect (1 ogging) {
case nmandatory:
Uri | ogging clients<V>;
Uri machi ne_readabl e _poli cy;
Uri human_readabl e_policy;
case optional
Uri | ogging_clients<V>;
Uri machi ne_readabl e _poli cy;
Uri human_readabl e_policy;
case forbidden:
struct {};

}
} Loggi ngPol i cy;

Loggi ngPol i cy Loggi ngPol i cyDat a;
Loggi ngPol i cy Loggi ngPol i cyUpdat e;

6.6. Chat history policy conponent

One of the nost requested features of instant nessaging systens is
that new joiners can view sone or all of the nessage history before
joining. Wile useful, it has serious inplications to the privacy of
exi sting nenbers, and substantially weakens forward secrecy (FS) (See
Section 8.2.2 of [RFCI9750]).

Inside the HistoryPolicy, if history sharing is forbidden, this neans
that clients (including bots) are expected to not to share chat
history with new joiners, in which case roles that can_share is
enpty, automatically_share is false, and max_tinme_period is zero

O herwise roles that _can_share is a list of roles that are authorized
to share history (for exanple, only adm ns and owners can share)

The rol e index zero (non-participant) and one (banned) cannot be used
in the who_can_share list, nor can any role where
max_active_participants is zero. |If automatically_share is true,
clients can share history with new joiners without user initiation
The history that is shared is limted to max_time_peri od seconds
worth of history.
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struct {
Optionality history_sharing;
sel ect (history_sharing) {
case nmandatory:
uint 32 rol es_that_can_share<V>
bool automatically_share;
ui nt 32 nmax_time_period;
case optional
uint 32 rol es_t hat _can_shar e<V>
bool automatically_share;
uint 32 nax_time_period;
case forbidden:
struct {};

}
} HistoryPolicy;

Hi storyPolicy HistoryPolicyDat a;
Hi storyPolicy HistoryPolicyUpdate;

6.7. Chat bot policy component

There are several types of chat bot in instant nessagi ng systens,
sonme of which only interact with the local client.

Inside the BotPolicy there is a list of allowed_bots, each of which
has several fields. The name, description, and honmepage are merely
descriptive.

If local _client _bot is true, the bot would not act as a participant;
it would have access to the contents of the roomonly with another
client operated by a (presunably hunman) user

The bot _role_index indicates the role index in which the bot
operates; this controls the capabilities of the bot. A

bot role index of zero indicates that the bot is not a active
participant in the room A bot with local _client_bot set to true has
a bot _rol e_index of O.

If can_target_message_in_group is true it indicates that the chat bot
can send an M.S targeted nessage (see Section 2.2 of
[I-D.ietf-ms-extensions]) or use a different conversation or out-of-
band channel to send a nessage to specific individual users in the
room

If per_user_content is true, the chat bot is allowed to send nessages

with distinct content to each nenber. (For exanple a poker bot could
deal a different hand to each user in a chat).
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Users could set policies to reject or |leave groups with bots rights
that are inconsistent with the user’s privacy goals.

struct {
opaque nane<V>
opaque descri ption<V>;
Uri homepage;
bool | ocal client_bot;
ui nt 32 bot _rol e_i ndex;
bool can_target nessage_i n_group;
bool per _user content;

} Bot;
struct

Bot al | owed_bot s<V>;
} Bot Policy;

Bot Pol i cy Bot Pol i cyDat a;
Bot Pol i cy Bot Pol i cyUpdat e;

6.8. Message expiration policy component

Many instant nessagi ng systens have an automatically expiring
messages feature

If expiring messages are required, optional, or forbidden is
controll ed by the expiring_nessages field.

When expiring_messages are required or optional, the

m n_expiration_duration indicates the shortest acceptable expiration
duration in seconds. The max_expiration_duration indicates the

| ongest acceptable duration in seconds. The

defaul t _expiration_duration optionally indicates a preferred duration
i n seconds.

When expiring_nmessages is forbidden, both the min_expiration_duration

and the max_expiration_duration are set to zero, and the
default _expiration_duration is not present.
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struct {
Optionality expiring_messages;
sel ect (expiring_nessages) {
case nmandatory:
uint32 mn_expiration_duration;
ui nt 32 nmax_expiration_duration;
optional uint32 default_expiration_duration;
case optional
uint32 mn_expiration_duration;
ui nt 32 nax_expiration_duration;
optional uint32 default_expiration_duration;
case forbidden:
struct {};

}
} MessageExpirati on;

MessageExpirati on MessageExpirati onDat a;
MessageExpirati on MessageExpirati onUpdat e;

Oper ational policy component

Section 7 of the [ RFC9750] defines a set of operational policy

consi derations that influence interoperability of MLS clients. MM
explicitly address a handful of the issues in the docunent by taking
a position on ordering (Proposals referenced in a Cormit need to be
received before the Commt; the Commit entering a new epoch needs to
be received before any other messages in that epoch), privacy of
handshake nessages (handshakes can be a PublicMessage or

Sem Privat eMessage), and Grouplnfo storage (conmitters need to
provide a valid Grouplnfo to the Hub). The rest of these issues are
described here. Just because a topic is |listed does not nmean that a
room needs to take a position; nor different roons on a Hub need to
have different policies for these itens.

Sone M.S-related policy that could be tied to a room

* any mandatory or forbidden M.S extensions.

* which proposals are valid to have in a comm t, including but not

limted to:

- when, and under what circunstances, a reinitialization proposa
is allowed.

- when proposals fromexternal senders are allowed and how to
aut hori ze those proposals.
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- when external joiners are allowed and how to authorize those
external commits.

- which other proposal types are all owed.
when nmenbers shoul d commit pendi ng proposals in a group
when two credentials represent the sane client.

how long to allow a nenber to stay in a group without updating its
| eaf keys before renoving them

When and how to pad nmessages.

When to send a reinitialization proposal

How often clients should update their |eaf keys.

Whet her to prefer sending full commits or partial/enpty conmits.

Whet her there should be a required_capabilities extension in
groups.

m ni mum and maxi mum |ifetime of KeyPackages
if last resort KeyPackages are all owed

how | ong to store resunption PSK (how rmuch time and how many
epochs)

m ni mum and maxi mum nunber past epochs to keep

how | ong to keep unused nonce and key pairs for a sender
maxi mum nunber of unused key pairs to keep

maxi mum nunber of steps that clients will nmove a secret tree
ratchet forward in response to a single nessage before rejecting
1t

tolerance to out of order app nessages

tolerance to out of order handshake nmessages

handshakes may be whi ch of PublicMessage, PrivateMessage, or
Senm Pri vat eMessage.

if external joiners are allowed
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* if external proposals are allowed
- if so, who can submt

- which nenber(s) are responsible for submitting pending
proposal s

* how a joiner gets access to the ratchet_tree

The structure bel ow describes provides a way to descri be many of
these paraneters

struct {
Pr ot ocol Ver si on ver si ons<V>;
Ci pher Sui te ci pher _sui t es<V>;
Ext ensi onType ext ensi ons<V>;
Pr oposal Type proposal s<V>;
Credenti al Type credenti al s<V>;
WreFormats wre_formts<V>
Conponent | D conmponent _i ds<V>;
Conponent | D saf e_aad_t ypes<V>;
Medi aType nedi a_t ypes<V>;
Cont ent Type content _types<V>;

} ExtendedCapabiliti es;

enum {
unspeci fied(0),
i medi ate_conmmit (1),
random del ay(2),
(255)
} Pendi ngProposal Strat egy;

struct {
Pendi ngPr oposal St rat egy pendi ng_proposal _strategy;
sel ect (pendi ng _proposal _strategy) {
case unspeci fi ed:
struct {};
case i mredi ate_commit:
struct {};
case random del ay:
ui nt 64 m ni rum del ay_ns;
ui nt 64 nmaxi mum del ay_ns;
case extension:
Conponent I D i d_of _strategy_par arns;

}
} Pendi ngProposal Pol i cy;

struct {
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ui nt 64 mini mumtine;

ui nt 64 default tine;

ui nt 64 maxi numti ne;
} M nDef aul t MaxTi ne;

struct {

uint8 epoch_tol erance;

uint1l6 pad_to_size;

ui nt 32 nmax_gener ati ons_ski pahead;
} AppMessagePol i cy;

struct {
Ext endedCapabilities nandatory_capabiliti es;
Ext endedCapabilities default_capabilities;
Ext endedCapabilities forbidden_capabilities;
W reFormat s handshake_f or mat s<V>;
bool external proposal all owed;
bool external commit_all owed;
Pendi ngPr oposal Pol i cy pendi ng_proposal _poli cy;
M nDef aul t MaxTi ne Leaf Node_update_ti ne;
AppMessagePol i cy app_nessage_pol i cy;
unit64 max_kp_ lifetine;
uint64 nax_credential lifetineg;
ui nt 64 resunption_psk lifetine;
M nDef aul t MaxTi me sender _nonce_keypair _l|ifetinme;
ui nt 32 max_keypairs;
M nDef aul t MaxTi ne buf fer _i ncom ng_nessage_ti ne;
ui nt 32 nmax_buffered_nessages;

} Operational Paraneters;

Oper at i onal Par anet ers Oper ati onal Par anet er sDat a;
Oper at i onal Par anet ers Oper ati onal Par anet er sUpdat e;

Not relevant to MM (between client and its provider)
* how many KPs to keep active
* how group I Ds are constructed

Areas for future works

2025

How to protect and share the G ouplnfo objects needed for externa

joins.

If an application wi shes to detect and possibly discipline nmenbers

that send mal forned commits with the intention of corrupting a

group’s state, there nust be a nethod for reporting and validating

mal formed commits.
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M.S requires the follow ng paraneters to be defined, which nust be
the sane for two inplementations to interoperate:

Application-level identifiers of public key material (specifically
the application_id extension as defined in Section 5.3.3 of
[ RFC9420]).

8. Role Capabilities

As described in Section 3, each role has a list of capabilities,
which in rare cases could be enpty. Wen we say that the hol der of a
capability can take sone action, we nmean that whatever entity is
taking the action (a participant, a potential future participant, or
an external party) has a specific entry in the Participant List

struct and a corresponding role--or is preauthorized to take action
with a specific role via the Preauthorized Users struct--and that the
role capabilities Iist contains the relevant capability.

Unl ess ot herwi se specified, capabilities apply both to sending a set
of consistent M.S proposals that could be cormitted by any menber of
the corresponding M.S group, and to sending an M.S conmt containing
a set of consistent M.S proposals.

8.1. Menbership Capabilities

The nenbership capabilities bel ow all ow authorized hol ders to update
the Participant |ist, or change the active participants (by renoving
and adding MLS clients corresponding to those participants), or both.

8.1.1. Adding

* canAddParticipant - the holder of this capability can add another
user, that is not already in the participant list, to the
participant list. (This capability does not apply to the hol der
adding itself.) The authorized role changes list in the holder’'s
role is consulted to authorize the added user’s target role. The
aut hori zed_rol e_changes |ist MJST have an entry where the
aut hori zed_rol e_changes.fromrol e_i ndex equals zero, and that
entry’'s target_role_indexes list includes the target role. The
proposed action is only authorized if the action respects both the
maxi mum partici pants_constraint (if present) and
maxi mum active_participants_constraint (if present) for the added
user’'s target role. Wen the participant list addition for the
target role is authorized, the holder is also authorized to add
any MLS clients matching the added user to the rooms MS group .
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canAddOmC ient - a holder of this capability that is in the
participant list, can add its own client (via an external conmmt
or external proposal); and can add other clients that share the
same user identity (via Add proposals) if the holder’'s client is
al ready a nenber of the corresponding M.S group

canCpenJoin - when this capability appears on role zero, any user
who is not already in the participant list can add itself
externally, with certain conditions. The authorized_rol e_changes
list MUST have an entry with fromrole_ index equal to zero. The
hol der can add itself with any non-zero target _rol e_i ndexes from
that entry, if the action respects both the

maxi mum partici pants_constraint (if present) and

maxi mum active_participants_constraint (if present) for the added
user’s target role. canOpenJoin MJST NOT appear in any non-zero
role.

canJoi nl f Preaut hori zed - when this capability appears on a non-
zero role, aclient that is not already in the participant |ist
can externally join as that target role if authorized for that
role as the first matching role in the Preauthorized users
mechanism The authorized role changes list is not consulted for
this capability. The action MJST respect both the

maxi mum partici pants_constraint (if present) and

maxi mum acti ve_partici pants_constraint (if present) for the added
user’s target role.

canUseJoi nCode - the holder of this capability can externally join
a roomusing a join code for that room provided the join code is
valid, the join code refers to a valid target role, and both the
maxi mum partici pants_constraint (if present) and

maxi mum active_participants_constraint (if present) constraints
are respect ed.

Renovi ng

canRenovePartici pant - the holder of this capability can propose
a) the renoval of another user (excluding itself) fromthe
participant list, and b) renoval of all of that user’s clients, as
a single action. There MJST NOT be any clients of the renoved
user in the M.S group after the corresponding comit. A proposer
hol ding this capability consults its role’'s

aut hori zed_rol e_changes entries for an entry where fromrol e_i ndex
mat ches the target user’s current role; if the target_rol e_i ndexes
for that entry contains zero, and the

m ni mum partici pants_constraint and

m ni mum active participants_constraint are satisfied, the proposa
i s authorized.
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canRemoveOmCl ient - the holder of this capability can propose to
renove its own client using an MLS Renpove or Sel f Renmove proposa

wi t hout changing the Participant list. Due to restrictions in M.S
whi ch insure the consistency of the group, this action cannot be
committed by the leaving user. |If the

m ni mum active participants_constraint is satisfied, the proposa

i s authorized.

canRenoveSel f - the holder of this capability can propose to
renove itself from(i.e. leave) the participant list; it MJST

si mul taneously propose to renove all of its remaining clients from
the corresponding M.S group. Due to restrictions in M.S which

i nsure the consistency of the group, this action cannot be
committed by the | eaving user. A proposer holding this capability
consults its role’s authorized_rol e_changes entries for an entry
where fromrole index matches its current role; if the

target _role_indexes for that entry contains zero, and the

m ni mum parti ci pants_constrai nt and

m ni mum active_participants_constraint are satisfied, the proposa
i s authorized.

canKick - the holder of this capability can propose renpval of
anot her participant’s clients, w thout changing the Participant
List. If the mininumactive participants_constraint is satisfied,
the proposal is authorized.

Rol e Changes

canChangeUserRol e - the holder of this capability is authorized to
change the role of another participant (but not itself), according
to the holder’s authorized role changes list, froma role
represented by an entry where the target’s current role matches
fromrole_index to any of the non-zero target_rol e_indexes in the
sanme el ement of authorized role changes. The

m ni mum partici pants_constraint and

m ni mum active_participants_constraint for the target user’s
current role, and the nmaxi mum partici pants_constraint (if present)
and maxi mum active_participants_constraint (if present) for the
target user’s target role nust also be satisfied.
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canChangeOmRol e - the holder of this capability is authorized to
change its own role to the first non-zero role it matches in the
Preaut hori zed users conmponent (see Section 4). The

aut horized role changes list is not_consulted. The

m ni mum partici pants_constraint and

m ni mum active _participants_constraint for the holder’s origina
role, and the maxi mum participants_constraint (if present) and
maxi mum active_participants_constraint (if present) for the

hol der’s target role nust also be satisfied.

canBan - the holder of this capability can propose to "ban"

anot her user. Specifically, a successful ban changes the target
user’'s role to a special "banned" role (if it exists), and renoves
all the banned user’s clients. The "banned" rol e always has
role_index = 1 and rol e_name = "banned" (w thout quotes).

A "banned" role does not have to exist in a room but to use
the canBan and canUnban capabilities, the role needs to exi st
exactly as described above. While holding canChangeUser Rol e
and cankKi ck capabilities would all ow the sane action, it could
potentially allow the holder other actions which nmght be
undesirable in sone contexts, such as kicking clients wi thout
banni ng.

A proposer holding this capability consults its role’s

aut hori zed_rol e_changes entries for an entry where fromrol e_i ndex
mat ches the target user’s current role; if the target_rol e_i ndexes
for that entry contains the role_index 1; that role_nanme =
"banned" for the role with role_index = 1, and the

m ni mum parti ci pants_constrai nt and

m ni mum active_participants_constraint are satisfied, the proposa
i s authorized.

canUnban - the holder of this capability can propose to "unban"
anot her user. Specifically, a successful unban changes the target
user’'s role fromrole_index = 1 to another non-zero rol e_i ndex

all owed by the holder’s authorized_role_changes list. Adding
clients for that unbanned user is _not_ authorized by this
capability. The authorization of this capability is identical to
t he canChangeUser Rol e capability, except that the fromrol e i ndex
for the unbanned user MJST be 1, and the role_name of role 1 MJST
be "banned".

Adj ust et adat a

The hol der of each of the follow ng capabilities is authorized to
update the Room netadata defined in [I-D.ietf-m m-protocol],
changing the relevant field:
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8. 3.

canChangeRoomNane
canChangeRoonDescri pti on
canChangeRoonmAvat ar
canChangeRoonBubj ect
canChangeRoonivbod

Message Capabilities

The capabilities below refer to functionality related to the instant
messages, for exanple sent using the MM content format
[I-Dietf-mm-content].

*

Mahy

canSendMessage - the hol der can send instant nessages to the room
Setting specific nessage fields may require additional
capabilities.

canRecei veMessage - the holder can receive instant nessages from
the room

canCopyMessage - the hol der can copy content froma received
i nstant mnessage.

canReport Abuse - the holder can report a franked instant nmessage
as abusi ve.

canRepl yToMessage - the holder can send a nessage replying to
anot her nessage.

canReact ToMessage - the holder can send a reaction, replying to
anot her nmessage, and using the "reaction" disposition.

canEdi t Reaction - the holder can replace its own previous reaction
wi th anot her reaction

canDel et eOMmReaction - the holder can retract (unlike) its own
previ ous reaction.

canDel eteQ her Reaction - the holder can delete the reaction of
anot her user’s previous reaction

canEdi t OmMessage - the holder can edit the content of one of its
own previously sent nmessages
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canDel et eOMmMessage - the holder can retract one of its own
previ ously sent mnessages

canDel et et her Message - the holder can retract nessages for other
users.

canStart Topic - the holder can set the topic for a nessage

canRepl yl nTopic - the hol der can send a nessage replying to a
previ ous nessage, using the sane topic as the original sender

canEdi t OmTopic - the hol der can change the topic of a previously
sent nessage

canEdi t & her Topi ¢ - the hol der can change the topic of a nmessage
previously sent by anot her user

canSendLi nk - the hol der can send an inline |ink

canSendLi nkPrevi ew - the holder can send an inline link with an
associ ated previ ew.

canFol | owLi nk - the hol der can open a sent inline link

canCopyLink - the holder can copy the URL of a sent inline Iink

The Hub can enforce whether a nenber can send a nessage. It can also
wi t hhol d fanout of application nessages to clients of a user. The
other capabilities in this section can only be enforced by other
clients.

8. 4.
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Asset Capabilities

canUpl oadAttachment - the holder can upload a file with the
"attachent" disposition.

canDownl oadAtt achnent - the holder can download a file with the
"attachent" disposition

canUpl oadl nrage - the holder can upload a file with the nedia type
of "inmage" and the disposition of "render"

canDownl oadl mage - the hol der can download a file with the media
type of "image" and the disposition of "render"

canUpl oadVi deo - the holder can upload a file with the nedia type
of "video" and the disposition of "render"
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canDownl oadVi deo - the holder can download a file with the nedia
type of "video" and the disposition of "render"

canUpl oadAudi o - the holder can upload a file with the nedia type
of "audi 0" and the disposition of "render"

canDownl oadAudi o - the hol der can download a file with the nedia
type of "audi 0" and the disposition of "render"

Real -tinme nedi a

The MM Wrking has not yet defined requirenents for real-tine
medi a, however the capabilities bel ow are wi dely representative of
the perm ssions that woul d be required.

*

8. 6.
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canStartCall - the holder can initiate a newreal-tinme call/
conf erence

canJoinCall - the holder can join an existing real-tine call/
conference

canSendAudi o - the holder is authorized to contribute audio in a
cal | / conf erence

canRecei veAudi o - the holder is authorized to receive audio in a
cal |/ conference

canSendVi deo - the holder is authorized to contribute video in a
cal | / conf erence

canRecei veVideo - the holder is authorized to receive video in a
cal |/ conference

canShareScreen - the holder is authorized to contribute screen
sharing in a call/conference

canVi ewSharedScreen - the holder is authorized to receive screen
sharing in a call/conference

Di sruptive Policy Changes

canChangeRoonVenber shi pStyle - the holder is authorized to nodify
t he base room menbership style.

canChangeRol eDefinitions - the holder is authorized to make
changes to the definitions of the Rol es component.
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8.7.

canChangePr eaut hori zedUserLi st - the holder is authorized to make
changes to the Preauthorized Users component.

canDestroyRoom - the holder is authorized to conpletely destroy
the room

canSendM_SRei ni t Proposal - the holder is authorized to send an M.S
Rel nit proposal.

Reserved Capabilities

The foll owing capability names are reserved for possible future use

*

Mahy

canCr eat eJoi nCode

canbDel et eJoi nCode

canknock

canAccept Knock

canCr eat eSubgr oup

canSendDi r ect Message

canTar get Message
canChangeOmNane
canChangeOmPr esence
canChangeOmMbod
canChangeOmAvat ar

canCr eat eRoom

canChangeM sOper ati onal Pol i ci es
canChangeQ her Pol i cyAttri bute
M.S specific

- update - update policy

- PSK - psk policy

- external proposal - general operational policy rules
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- external conmt - general operational policy rules
9. Security Considerations

This entire docunent focuses on authorization policy. TODO Mre
Security

10. | ANA Consi der ati ons

RFC EDI TOR: Pl ease replace XXXX throughout with the RFC nunber
assigned to this docunent.

10.1. New M.S application conmponents

Thi s docunent registers the followi ng M.S Conmponent Types per
Section 7.5 of [I-D.ietf-m s-extensions].

10.1.1. ms_operational _policy M.S Conponent Type
* Value: TBDO (suggested val ue 0x0024)
* Nane: ms_operational _policy
*  \Were: CC
*  Recommended: Y
* Reference: Section 7 of RFCXXXX
10.1.2. roles_list M.S Conponent Type
* Value: TBD1 (suggested val ue 0x0025)
* Nane: roles_|ist
*  \Were: CC
*  Recommended: Y
* Reference: Section 3 of RFCXXXX
10.1.3. preauth_list M.S Conponent Type
* Value: TBD2 (suggested val ue 0x0026)
*  Nane: preauth_|ist

*  \Were: GC
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Reconmended: Y

Ref erence: Section 4 of RFCXXXX
4. base room policy M.S Conponent Type
Val ue: TBD3 (suggested val ue 0x0027)
Nane: base_room policy

Where: GC

Reconmended: Y

Ref erence: Section 4 of RFCXXXX

5. status_notification_policy M.S Conponent Type

Val ue: TBD4 (suggested val ue 0x0028)
Nane: status_notification_policy
Where: GC

Reconmended: Y

Ref erence: Section 6.1 of RFCXXXX
6. join_link _policy M.S Conmponent Type
Val ue: TBD5 (suggested val ue 0x0029)
Nane: join_link _policy

Where: GC

Reconmended: Y

Ref erence: Section 6.2 of RFCXXXX
7. join_links M.S Conponent Type

Val ue: TBD6 (suggested val ue 0x002A)
Nanme: join_links

Where: GC

Expires 21 June 2026
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Reconmended: Y

Ref erence: Section 6.2 of RFCXXXX
8. link _preview policy M.S Conponent Type
Val ue: TBD7 (suggested val ue 0x002B)
Nane: |ink_preview policy

Where: GC

Reconmended: Y

Ref erence: Section 6.3 of RFCXXXX

9. asset _policy M.S Conponent Type
Val ue: TBD8 (suggested val ue 0x002C)
Nane: asset_policy

Where: GC

Reconmended: Y

Ref erence: Section 6.4 of RFCXXXX

10. logging policy M.S Conponent Type
Val ue: TBD9 (suggested val ue 0x002D)
Nane: | oggi ng_policy

Where: GC

Reconmended: Y

Ref erence: Section 6.5 of RFCXXXX

11. chat _history policy M.S Conponent Type
Val ue: TBD10 (suggested val ue 0x002E)
Nane: chat_history_policy

Where: GC

Expires 21 June 2026
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*  Recommended: Y
* Reference: Section 6.6 of RFCXXXX

10.1.12. bot_policy M.S Conponent Type
* Value: TBD11 (suggested val ue 0x002F)
* Name: bot_policy
*  \Were: CC
*  Recommended: Y
* Reference: Section 6.7 of RFCXXXX

10. 1. 13. Message expiration policy conmponent
* Value: TBD12 (suggested val ue 0x0030)
* Name: message_expiration_policy
*  \Were: CC
*  Recommended: Y
* Reference: Section 6.8 of RFCXXXX

10.2. New MM Role Capabilities registry
Thi s docunent requests the creation of a new |ANA "M M Role
Capabilities" registry. The registry should be under the heading of
"More Instant Messaging Interoperability (MM)". Assignments to
this registry in the range 0x0000 to OxFO0O are via Specification
Required policy [RFC8126] using the MM Designated Experts.
Assignnents in the range 0xFOO0 to OxFFFF are for private use.
Tenpl at e:

* Value: The nuneric value of the role capability

*  Nanme: The name of the role capability

*

Ref erence: The document where this role capability is defined
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canRepl yToMessage
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===
| Reference |
‘+o=======—=—=—+
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
I I +
| RFOXXXX |
I ] +
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
I I +
| RFOXXXX |
I ] +
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
I I +
| RFOXXXX |
I ] +
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
I I +
| RFOXXXX |
I ] +
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
I I +
| RFOXXXX |
I ] +
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
I I +
| RFOXXXX |
I ] +
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
I I +
| RFOXXXX |
I ] +
| RFCXXXX |
Fo-m - - - - +
| RFCXXXX |
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S o m o e o oo eiaooo-- S +
| O0x0105 | canReact ToMessage | RFCXXXX |
Fomm oo T R +
| 0x0106 | canEditReaction | RFCXXXX |
S R o m o o oo U +
| 0x0107 | canDel et eOmReacti on | RFCXXXX |
S o m o e e oo eiaooo- S +
| 0x0108 | canDel et et her Reacti on | RFCXXXX |
Fomm oo T R +
| 0x0109 | canEdit OmMessage | RFCXXXX |
S R o m o o oo U +
| Ox010a | canDel et eOmnMessage | RFCXXXX |
S o m o e e e eeoiaooo- S +
| O0x010b | canDel et eQt her Message | RFCXXXX |
Fomm oo T R +
| 0x010c | canStartTopic | RFCXXXX |
S R o m o oo U +
| 0x010d | canReplyl nTopic | RFCXXXX |
S o m o e e e e eaaooo-- S +
| Ox010e | canEdit OmTopic | RFCXXXX |
Fomm oo T R +
| 0x010f | canEditQ her Topic | RFCXXXX |
S R o m o oo oo U +
| 0x0110 | canSendDirect Message (reserved) | RFECXXXX |
S o m o e e e oo S +
| Ox0111 | canTarget Message (reserved) | RFCXXXX |
Fomm oo T R +
| 0x0200 | canUpl oadl mage | RFCXXXX |
S R o m o oo iaoiaoo--- U +
| 0x0201 | canUpl oadAudi o | RFCXXXX |
S o m o e e e eiaooo- S +
| 0x0202 | canUpl oadVi deo | RFCXXXX |
Fomm oo T R +
| 0x0203 | canUpl oadAttachnent | RFCXXXX |
S R o m o oo U +
| 0x0204 | canDownl oadl nmage | RFCXXXX |
S o m o e e oo eiaooo-- S +
| 0x0205 | canDownl oadAudi o | RFCXXXX |
Fomm oo T R +
| 0x0206 | canbDownl oadVi deo | RFCXXXX |
S R o m o o oo U +
| 0x0207 | canDownl oadAttachnent | RFCXXXX |
S o m o e e oo eiaooo- S +
| 0x0208 | canSendLi nk | RFCXXXX |
Fomm oo T R +
| 0x0209 | canSendLi nkPrevi ew | RFCXXXX |
S R o m o o oo U +
| 0x020a | canFol | owLi nk | RFCXXXX |
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S o m o e o oo eiaooo-- S +
| 0x020b | canCopylLi nk | RFCXXXX |
Fomm oo T R +
| 0x0300 | canChangeRoonmNane | RFCXXXX |
S R o m o o e ieoiioo--s U +
| 0x0301 | canChangeRoonDescri ption | RFCXXXX |
S o m o e e e oo S +
| 0x0302 | canChangeRoonmAvat ar | RFCXXXX |
Fomm oo T R +
| 0x0303 | canChangeRoonfubj ect | RFCXXXX |
S R o m oo U +
| 0x0304 | canChangeRoonivbod | RFCXXXX |
S o m o e e ee oo S +
| O0x0380 | canChangeOmName (reserved) | RFCXXXX |
Fomm oo T R +
| 0x0381 | canChangeOmPresence (reserved) | RFCXXXX |
S R o m oo e ieoiaoo--s U +
| 0x0382 | canChangeOmMbod (reserved) | RFCXXXX |
S o m o e e e eeaaooo-- S +
| 0x0383 | canChangeOmnAvatar (reserved) | RFCXXXX |
Fomm oo T R +
| 0x0400 | canStartCall | RFCXXXX |
S R o m o o oo U +
| 0x0401 | canJoi nCal | | RFCXXXX |
S o m o e e oo eiaooo- S +
| 0x0402 | canSendAudi o | RFCXXXX |
Fomm oo T R +
| 0x0403 | canReceiveAudio | RFCXXXX |
S R o m o o oo U +
| 0x0404 | canSendVi deo | RFCXXXX |
S o m o e e oo eiaooo- S +
| O0x0405 | canRecei veVi deo | RFCXXXX |
Fomm oo T R +
| 0x0406 | canShareScreen | RFCXXXX |
S R o m o o oo U +
| 0x0407 | canVi ewShar edScreen | RFCXXXX |
S o m o e e oo eiaooo- S +
| Ox0500 | canCreateRoom (reserved) | RFCXXXX |
Fomm oo T R +
| 0x0501 | canDestroyRoom | RFCXXXX |
S R o m o oo iaoioo--s U +
| 0x0502 | canChangeRoonMenber shi pStyl e | RFCXXXX |
S o m o e e e oo S +
| 0x0503 | canChangeRol eDefi nitions | RFCXXXX |
Fomm oo T R +
| 0x0504 | canChangePreaut hori zedUser Li st | RFCXXXX |
S R o m o o e ieoiioo--s U +
| O0x0505 | canChangeQ her PolicyAttribute (reserved) | RFCXXXX |
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" canChangeM sCper at i onal Pol i ¢i es (reserved) | RFOOOX |
_cansendM.SRei ni tProposal | REOOOK |
_canSendM.SUpdat eProposal (reserved) | Reooox |
cansendM.SPSKProposal (reserved) | REOoOK |
_canSendM_SExt er nal Proposal (reserved) | Reooox |
_canSendM.SExternal Commit (reserved) | Reooox |
-------------------------------------------- oot

Table 1

Ref er ences

Nor mat i

ve References

[I-D.ietf-mm-arch]

Barnes, R, "An Architecture for Mre Instant Messagi ng
Interoperability (MM)", Wrk in Progress, Internet-
Draft, draft-ietf-mm-arch-02, 20 Cctober 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-mm-
arch- 02>,

[I-D.ietf-mm-content]

Mahy, R, "More Instant Messaging Interoperability (MM)
message content", Work in Progress, Internet-Draft, draft-
ietf-mm-content-07, 7 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-mm -
content-07>.

[I-D.ietf-mm-protocol]

Barnes, R, Hodgson, M, Kohbrok, K., Mahy, R, Ralston,
T., and R Robert, "Mre Instant Messagi ng
Interoperability (MM) using HTTPS and M.S', Wirk in
Progress, Internet-Draft, draft-ietf-mm -protocol-05, 20
Cct ober 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-mm-protocol -05>.

[1-D.ietf-m s-extensions]

Mahy

Robert, R, "The Messagi ng Layer Security (M.YS)

Extensi ons”, Work in Progress, Internet-Draft, draft-ietf-
m s- extensi ons-08, 21 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-ms-

ext ensi ons-08>.
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[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/rfc/rfc8126>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC9420] Barnes, R, Beurdouche, B., Robert, R, MIllican, J.,
Omara, E., and K Cohn-Gordon, "The Messagi ng Layer
Security (M.S) Protocol", RFC 9420, DO 10.17487/ RFC9420,
July 2023, <https://ww.rfc-editor.org/rfc/rfc9420>.

11.2. Informative References

[1-D. mahy-m m - nessage- st at us]

[ RFC9458]

[ RFC9750]

Appendi x A

Mahy, R, "A Message Status format for the More |nstant
Messagi ng Interoperability (MM) content format", Wirk in
Progress, Internet-Draft, draft-mahy-ni m -nessage- stat us-
00, 4 July 2025, <https://datatracker.ietf.org/doc/htm/
draft-mahy-m m - message- st at us- 00>.

Thonmson, M and C. A Wod, "Oblivious HITP", RFC 9458,
DA 10. 17487/ RFC9458, January 2024,
<https://www. rfc-editor.org/rfc/rfc9458>.

Beur douche, B., Rescorla, E., Omra, E., Inguva, S., and
A. Duric, "The Messagi ng Layer Security (M.YS)
Architecture", RFC 9750, DO 10.17487/ RFCO9750, April 2025,
<https://www. rfc-editor.org/rfc/rfc9750>.

Rol e exanpl es

A. 1. Cooperatively adm ni stered room

This is an exanple set of role policies, which is suitable for
friends and fanm|ly roonms and small groups of peers in a workgroup or

cl ub.

* no_role

- role_index =0

Mahy
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- no capabilities

- constraints

0 mnimumparticipants_constraint = 0
0 maxi mum partici pants_constraint = nul
0 mnimmactive_participants_constraint = 0
0 nmaxi mum active_participants_constraint = 0
0 authorized_role_changes = []
*  banned

- role_index =1

- no capabilities

- constraints
0 mnimumparticipants_constraint = 0
0 maxi mum partici pants_constraint = nul
0 mnimmactive_participants_constraint = 0
0 nmaxi mum active_participants_constraint = 0

0 authorized_role_changes = []
* ordinary_user
- role_index = 2
- authorized capabilities
0 canAddParti ci pant
0 canRenpveParti ci pant
0 canAddownd i ent
0 canRenmoveOwnd i ent

o canRenpveSel f
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canSendMessage
canRecei veMessage
canCopyMessage
canReport Abuse
canRepl yToMessage
canReact ToMessage
canDel et eOmnReact i on
canEdi t OmMessage
canDel et eOMmMessage
canStart Topi c
canRepl yl nTopi c
cankdi t OmTopi ¢
canUpl oadl mage
canUpl oadVi deo
canUpl oadAudi o
canUpl oadAt t achnent
canDownl oadl mage
canDownl oadVi deo
canDownl oadAudi o
canDownl oadAt t achnent
canSendLi nk
canSendLi nkPr evi ew
canFol | owLi nk

canCopylLi nk
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0 canChangeRoomNamne

o0 canChangeRoomAvat ar
0 canChangeRoonBubj ect
o0 canChangeRoomvbod

o canChangeOmNane

0 canChangeOmnPresence
o canChangeOmMbod

o canChangeOmnAvat ar

constraints

0 mnimmparticipants_constraint = 0

0 maxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint = 0
0 maxi mum active_participants_constraint = nul

o authorized_role_changes = [(0,[2]), (2,[0])]

group_adm n

role_index = 3
aut hori zed capabilities

o (include all the capabilities authorized for an
ordi nary_user)

0 canBan

0 canUnBan

o canKick

0 canRevokeVoi ce
0 canG ant Voi ce

0 canChangeUser Rol e
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0 canDel et eQ her Message
0 canEdit O her Topic
0 canChangeRoonDescri pti on

- constraints

0 mnimum participants_constraint 1
0 nmaxi mum partici pants_constraint = nul
0 mnimmactive_participants_constraint = 0

0 maxi mum active_partici pants_constraint = nul

o authorized role _changes = [(0,[2,2,3]), (1,[0,2,3]),
(2,[0,1,3]), (3,[0,1,2])]

* super_adm n
- role_index = 4
- authorized capabilities
o (include all the capabilities authorized for a group_adm n)
0 canChangeRoomMenber shi pStyl e
0 canChangePr eaut hori zedUser Li st
0 canDestroyRoom

- constraints

0 mnimmparticipants_constraint 0

0 maxi mum partici pants_constraint = nul

0 mninmumactive_participants_constraint 0
0 maxi mum active_participants_constraint = nul

»2,3,4]), (1,[0,2,3,4]),

o authorized_role_changes = [(0,[1, 2,
1), (410,1,2,3])]

(2Y[0111314])1 (31[0111214

* policy_enforcer
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- role_index =5
- capabilities
0 (does not include any other capabilities)
0 canRenoveParti ci pant
o canChangeUser Rol e
o0 canBan
0 canUnban
0 canChangeRol eDefinitions
0 canChangePr eaut hori zedUser Li st
0 canChangeM sQperational Policies
0 canDestroyRoom
0 canSendM.SRei ni t Proposa

- constraints

0 mnimum participants_constraint 1

2

0 maxi mum partici pants_constraint

0

0 mnimmactive_participants_constraint
0 maxi mum active_participants_constraint = 0

o authorized role changes = [(0,[1]), (1,[0]), (2,[0,1]),
(3,[0,1]), (4,[0,1])]

- Notes: can renove a banned user fromthe list (cleanup) but not
restore them

A 2. Strictly admnistered room
This is an exanple set of role policies, which is suitable for
friends and fam |y roonms and small groups of peers in a workgroup or

cl ub.

* no_role
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- role_index =0
- authorized capabilities
0 canUseJoi nCode
- constraints
0 mnimum participants_constraint

0 maxi mum partici pants_constraint

0 mnimmactive_participants_constraint

0 maxi mum active_partici pants_constraint

0

nul |

0 authorized role _changes = [(0,[2])]

*  banned
- role_index =1
- no capabilities
- constraints
0 mnimum participants_constraint

0 maxi mum partici pants_constraint

0 mnimmactive_participants_constraint

0 maxi mum active_partici pants_constraint

0 authorized role _changes = []
* ordinary_user
- role_index = 2
- authorized capabilities
0 canAddownd i ent
o0 canJoinlfPreauthorized

o canRenbveOMd i ent

Mahy Expires 21 June 2026
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canRenoveSel f
canChangeOmRol e
canSendMessage
canRecei veMessage
canCopyMessage
canReport Abuse
canReact ToMessage
canDel et eOmnReact i on
cankEdi t OmMessage
canDel et eOMmMessage
canStart Topi c
canRepl yl nTopi c
canUpl oadl mage
canUpl oadVi deo
canUpl oadAudi o
canUpl oadAt t achnent
canDownl oadl mage
canDownl oadVi deo
canDownl oadAudi o
canDownl oadAt t achnent
canSendLi nk
canSendLi nkPr evi ew
canFol | owLi nk

canCopylLi nk
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(0]

(o]

(o]

(0]

M M Room Policy

canChangeOmnNane
canChangeOmPr esence
canChangeOmMbod

canChangeOmnAvat ar

constraints

(o]

(]

0

m ni mum partici pants_constrai nt

maxi mum partici pants_constraint = nul

m ni num active_partici pants_constraint 0

nul |

maxi mum active_partici pants_constraint

aut hori zed_role_changes = [(0,[2]), (2,[0])]

group_adm n

role_index = 3

aut hori zed capabilities

(0]

(include all the capabilities authorized for an
ordi nary_user)

canAddParti ci pant

canRenoveParti ci pant

canBan

canUnBan

cankKi ck

canChangeUser Rol e

canCreat eJoi nCode - reserved for future use
canDel et eJoi nCode - reserved for future use
canDel et e her React i on

canDel et et her Message
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(o]

(0]

canEdi t OmTopi c
canEdi t O her Topi ¢
canChangeRoonDescri ption
canChangeRoomNamne
canChangeRoomAvat ar
canChangeRoonBubj ect

canChangeRoonivbod

constraints

1

m ni mum parti ci pants_constrai nt
maxi mum partici pants_constraint = nul

m ni num active_participants_constraint = 0
maxi mum active _partici pants_constraint = nul

aut hori zed_role_changes = [(0,[1,2,3]), (1,[0,2,3]),
(2,[0,1,3]), (3,[0,1,2])]

super _admn

role_index = 4

aut hori zed capabilities

(o]

(o]

(o]

0

(include all the capabilities authorized for a group_admnin)
canChangeRoomMenber shi pStyl e

canChangeRol eDefi ni ti ons

canChangePr eaut hori zedUser Li st

canDest r oyRoom

canSendM_SRei ni t Proposa

constraints

(o]

m ni mum partici pants_constraint = 0
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0 maxi mum parti ci pants_constraint = nul

0 mnimmactive_participants_constraint 0
0 nmaxi mum active_participants_constraint = nul

o authorized_role_changes =[(0,[1,2,3,4]), (1,[0,2,3,4]),
(2,[0,1,3,4]), (3,[0,1,2,4]), (4,[0,1,2,3])]

* policy_enforcer
- role_index =5
- capabilities
0 (does not include any other capabilities)
0 canRenoveParti ci pant
o canChangeUser Rol e
0 canBan
0 canUnban
0 canChangeRol eDefinitions
0 canChangePr eaut hori zedUser Li st
0 canChangeM sQperational Policies
0 canDestroyRoom
0 canSendM.SRei ni t Proposa
- constraints

1

0 mnimum participants_constraint
0 maxi mum participants_constraint = 2

0

0 mnimmactive_participants_constraint
0 maxi mum active_participants_constraint = 0

o authorized role changes = [(0,[1]), (1,[0]), (2,[0,1]),
(3,[0,1]), (4,[0,1])]
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- Notes: can renpve a banned user fromthe list (cleanup) but not

restore them

Moder at ed room

no role

- role_index = 0

- authorized capabilities
0 canUseJoi nCode

- constraints

0 mninmumparticipants_constraint 0

nul |

0 maxi mum parti ci pants_constraint
0 mnimmactive_participants_constraint
0 nmaxi mum active_partici pants_constraint
0 authorized role _changes = [(0,[2,3])]

banned

- role_index =1

- no capabilities

- constraints

0 mninmumparticipants_constraint 0

nul |

0 maxi mum parti ci pants_constraint
0 mnimmactive_participants_constraint
0 nmaxi mum active_partici pants_constraint
0 authorized role changes = []

guest

- role_index = 2

- authorized capabilities
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canRenoveSel f
canRecei veMessage
canCopyMessage
canReact ToMessage
canDel et eOanReact i on
canFol | owLi nk
canCopyLi nk

canDownl oadl mage
canDownl oadVi deo

canDownl oadAudi o

- constraints

Decenber 2025

0

nul |

0 mnimumparticipants_constraint = 0

0 maxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint

0 nmaxi mum active_partici pants_constraint

o authorized_role_changes = [(0,[2]), (2,[0])]
att endee

- role_index = 3

- authorized capabilities

(0]

(o]

(include all the capabilities authorized for a guest)

canAddomnd i ent
canJoi nl f Preaut hori zed
canRenbveOwnd i ent

canChangeOmRol e
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0 canReport Abuse

o canReplylnTopic

o canDownl oadAt t achnent
0 canChangeOmNane

o canChangeOmnPresence
0 canChangeOmAvat ar

- constraints

0 mnimumparticipants_constraint = 0

0 maxi mum partici pants_constraint = null

0 mnimmactive_participants_constraint = 0

0 maxi mum active_participants_constraint = null

0 authorized role _changes = [(0,[3]), (3,[0])]
*  speaker
- role_index = 4
- authorized capabilities
o0 (include all the capabilities authorized for a speaker)
0 canSendMessage
0 canEdi t OmMessage
0 canDel et eOmMessage
0 canStartTopic
0 canUpl oadl mage
0 canUpl oadVi deo
0 canUpl oadAudi o

0 canUpl oadAtt achnent
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o canSendLi nk
o canSendLi nkPrevi ew
- constraints

0

0 mnimmparticipants_constraint
0 maxi mum partici pants_constraint = nul

0

0 mnimumactive_participants_constraint
0 maxi mum active_participants_constraint = nul
o authorized_role_changes = [(0,[4]), (4,[0])]
*  noder at or
- role_index =5
- authorized capabilities

o (include all the capabilities authorized for an
ordi nary_user)

0 canAddParti ci pant

0 canRenpveParti ci pant

0 canBan

0 canUnBan

o0 canKick

0 canChangeUser Rol e

0 canCreateJoi nCode - reserved for future use
0 canDel eteJoinCode - reserved for future use
0 canDel eteQt her Reacti on

0 canDel et eO her Message

0 canEdi t OmTopic

0 canEditQ her Topic
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0 canChangeRoomNamne
o0 canChangeRoomAvat ar
0 canChangeRoonBubj ect
o0 canChangeRoomvbod

- constraints

1

0 mnimumparticipants_constraint

0 maxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint 0

nul |

0 nmaxi mum active_partici pants_constraint
o authorized_role_changes =[(0,[1,2,3,4,5]), (1,[0,2,3,4,5]),
(2,10,1,3,4,5]), (3,[0,1,2,4,5]), (4,[0,1,2,3,5]),
(5,[10,1,2,3,4])]
* super_adm n
- role_index = 6
- authorized capabilities
0 (include all the capabilities authorized for a noderator)
o0 canChangeRoonDescri ption
o0 canChangeRoomMenber shi pStyl e
0 canChangeRol eDefinitions
0 canChangePr eaut hori zedUser Li st
0 canDestroyRoom

0 canSendM.SRei ni t Proposa

- constraints

1
o

0 mnimum participants_constraint

0 maxi mum partici pants_constraint nul
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1
o

0 mnimmactive_participants_constraint

I
=
c

0 maxi mum active_partici pants_constraint

o authorized role changes = [(0,[1,2,3,4,5,6]),
(1,[0,2,3,4,5,6]), (2,[0,1,3,4,5,6]), (3,[0,1,2,4,5,6]),
(4,[0,1,2,3,5,6]), (5,[0,1,2,3,4,6]), (6,[0,1,2,3,4,5])]

* policy_enforcer

- role_index =7

- capabilities
0 (does not include any other capabilities)
0 canRenpveParti ci pant
0 canChangeUser Rol e
0 canBan
0 canUnban
0 canChangeRol eDefinitions
o0 canChangePr eaut hori zedUser Li st
0 canChangeM sQperational Policies
o0 canDestroyRoom
o0 canSendM.SRei ni t Proposal

- constraints

0 mnimmparticipants_constraint =1
0 maxi mum participants_constraint = 2
0 mnimmactive_participants_constraint = 0
0 maxi mum active_participants_constraint = 0

o authorized_rol e_changes =

[ (O, (1,[0]), (2,[0,1]),
(3.10,1]), (4,[0,1]), (5, [0, 1

[11),
1), (6, [0,1])]
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- Notes: can renpve a banned user fromthe list (cleanup) but not
restore them
A.4. Milti-organization adnm nistered room
In this exanple roompolicy, Alice fromorganization Ais a super
admin. There are per organization user and adnin roles for orgs A,
B, and C. Organizational adm ns can only nove users to and from
their org user role, their org admn role, the no_role; and can ban
(but not unban) their own org users. The non-host orgs do not have
t he canChangeOmRol e and canJoi nl f Preaut hori zed, and are limted to 3
adm ns per org.
* no_role
- role_index = 0
- no capabilities

- constraints

0 mninmumparticipants_constraint = 0
0 maxi mum partici pants_constraint = nul
0 mnimmactive_participants_constraint = 0
0 nmaximum active_participants_constraint = 0
0 authorized role changes = []
*  banned

- role_index =1

- no capabilities

- constraints
0 mninmumparticipants_constraint = 0
0 maxi mum partici pants_constraint = nul
0 mnimmactive_participants_constraint = 0
0 nmaximum active_participants_constraint = 0

0 authorized role changes = []
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org_a_user

role_index = 2

aut hori zed capabilities

(0]

o]

(o]

(all capabilities of org_b_user)
canChangeOmRol e

canJoi nl f Preaut hori zed

constraints

0 mnimumparticipants_constraint = 0

0 maxi mum partici pants_constraint = null

0 mnimmactive_participants_constraint = 0

0 maxi mum active_participants_constraint = null

0 authorized role _changes = [(0,[2]), (2,[0])]
org_b_user

role_index = 3

aut hori zed capabilities

(]

(0]

canRenoveSel f
canAddOmd i ent
canRenoveOmd i ent
canSendMessage
canRecei veMessage
canCopyMessage
canReport Abuse
canRepl yl nTopi c

canReact ToMessage

Expires 21 June 2026
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0 canbDel et eOmnReacti on
0 canEdi t OmMessage
0 canSendLi nk
0 canSendLi nkPrevi ew
o0 canFol | owLi nk
o canCopylLi nk
o0 canDownl oadl mage
o0 canDownl oadVi deo
o canbDownl oadAudi o
o canDownl oadAt t achment
o canChangeOmNane
0o canChangeOmnPresence
0 canChangeOmAvat ar

- constraints

0

0 mnimumparticipants_constraint

0 maxi mum parti ci pants_constraint = nul

0 mnimmactive_participants_constraint 0

nul |

0 nmaxi mum active_participants_constraint
o authorized_role_changes = [(0,[3]), (3,[0])]
* org_c_user
- role_index = 4
- authorized capabilities
0 (sane capabilities as org_b_user)

- constraints
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0 mnimmparticipants_constraint = 0

0 maxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint = 0
0 maxi mum active_participants_constraint = nul

o authorized_role_changes = [(0,[4]), (4,[0])]
* org_a admn
- role_index =5
- authorized capabilities
o (all capabilities of org_b _adm n)
0 canChangeOmRol e
o canJoinlfPreauthorized

- constraints

0 mininmumparticipants_constraint 0
0 maxi mum partici pants_constraint = nul

0

0 mnimmactive_participants_constraint
0 maxi mum active_participants_constraint = nul

o authorized_role_changes =[(0,[2,5]), (2,[0,1,5]),
(5.[0,1,2])]

* org_b admn
- role_index = 6
- authorized capabilities
o (all capabilities of org_b user)
0 canDel et eOmMessage
0 canStartTopic

o0 canUpl oadl mage
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0 canUpl oadVi deo

0 canUpl oadAudi o

0 canUpl oadAtt achnent
0 canAddParti ci pant

0 canRenoveParti ci pant
o canBan

o canKick

o canChangeUser Rol e

- constraints

0 mnimmparticipants_constraint =1

0 maxi mum participants_constraint = 3

0 mnimmactive_participants_constraint = 1
0 maxi mum active_participants_constraint = nul

o authorized_role_changes = [(0,[3,6]), (3,[0,1,86]),
(6,[0,1,3])]

* org_c_admn
- role_index =7
- authorized capabilities
o (all capabilities of org_b_adnin)

- constraints

0 mninmumparticipants_constraint = 1

0 maxi mum participants_constraint = 3

0 mnimmactive_participants_constraint =1
0 nmaxi mum active_participants_constraint = nul
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aut hori zed_rol e_changes = [(0,[4,7]),
(7,10,1,4])]

* super_adm n

- role_index = 8

- authorized capabilities

(0]

(o]

0

(o]

Decenber 2025

(4,10,1,7]),

(include all the capabilities authorized for org _a_admn)

canUnBan

canDel et e her React i on

canDel et eQt her Message

canEdi t OmTopi c

canEdi t O her Topi ¢
canChangeRoonDescri ption
canChangeRoomNane
canChangeRoomAvat ar
canChangeRoonSubj ect
canChangeRoonivbod
canChangeRoonVenber shi pStyl e
canChangeRol eDefinitions
canChangePr eaut hori zedUser Li st
canDestr oyRoom

canSendM_SRei ni t Proposal

- constraints

0
(0]

(o]

Mahy

1

m ni mum parti ci pants_constrai nt

nul |

maxi mum parti ci pants_constrai nt

m ni mum active partici pants_constraint

Expires 21 June 2026
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0 maxi mum active_participants_constraint = nul

o authorized_role_changes =1[(0,[1,2,3,4,5,6,7,8]),
(1,[0,2,3,4,5,6,7,8]), (2,[0,1,5,8]), (3,[0,1,6]),
(4,[0,1,71), (5,[0,1,2,8]), (6,[0,1,3]), (7,[0,1,4]),
(8,[0,1,2,5])]

pol i cy_enforcer

role_index =9

capabilities

0 (does not include any other capabilities)

0 canRenpveParti ci pant

0 canChangeUser Rol e

o0 canBan

0o canUnban

0 canChangeRol eDefinitions

0 canChangePr eaut hori zedUser Li st

0 canChangeM sQperational Policies

0 canDestroyRoom

0 canSendM.SRei ni t Proposa

constraints

0 mnimmparticipants _constraint =1

0 maxi mum participants_constraint = 2

0 mninmumactive_participants_constraint = 0

0 maximum active_participants_constraint = 0

o authorized_ role_changes = [(0,[1]), (1,[0]), (3,[0,1]),
(4,10,1]), (5.[0,1]), (6,[0,1]), (7,[0,1]), (8,[0,1])]

Notes: can renove a banned user fromthe list (cleanup) but not

restore them
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Appendi x B. Conplete TLS Presentati on Language Syntax

enum {
fal se(0),
true(l)

} bool ;

struct {
/* a valid Uniform Resource ldentifier (URI) */
opaque uri <V>;

}ourig

struct {
opaque domai n<V>;
} Domai nNane;

enum {
optional (0),
required(1),
f or bi dden( 2)

} Optionality;

/[* See MM Capability Types | ANA registry */
uint 16 CapabilityType;

struct {

uint32 fromrol e_index;

uint 32 target _rol e_i ndexes<V>;
} Singl eSour ceRol eChangeTar get s;

struct {

ui nt 32 rol e_i ndex;

opaque rol e_nane<V>

opaque rol e _descri ption<V>;

Capabi lityType rol e _capabilities<V>;

ui nt 32 m ni num parti ci pants_constraint;

optional uint32 maxi num participants_constraint;

ui nt 32 m ni rum active_partici pants_constraint;

optional uint32 maxi num active_partici pants_constraint;

Si ngl eSour ceRol eChangeTar gets aut hori zed_rol e_changes<V>;
} Rol g;

struct {
Rol e rol es<Vv>
} Rol eDat a;

Rol eData rol es_|ist;
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Rol eDat a Rol eUpdat e

struct {
/* M.S Credential Type of the "clainm */
Credenti al Type credential _type;
/* the binary representation of an X. 509 A D, a JW claimnanme */
/[* string, or the CBOR map claimkey in a CA (an int or tstr) */
opaque i d<v>

} ddaimd;

struct {
Claimd claimid;
opaque cl ai m val ue<Vv>;
} daim

struct {
/* when all clainms in the clainset are satisfied, the clainmset */
*/ is satisfied */
d ai m cl ai nset <V>;
Rol e target _rol e;
} PreAut hRol eEntry;

struct {
Pr eAut hRol eEntry preaut hori zed_entri es<V>;
} PreAut hDat a;

PreAut hData preauth_|i st;
Pr eAut hDat a Pr eAut hUpdat e;

struct {
bool fixed_menbershi p;
bool parent _dependant;
Uri parent _roonxkV>;
bool multi _device;
optional uint32 max_clients;
optional uint32 max_users;
bool pseudonyns_al | owed;
bool persistent_room
bool di scoverabl e;
Conponent policy_conmponent ids<V>;
} BaseRoonPol i cy;

BaseRoonPol i cy BaseRoonDat a;
BaseRoonPol i cy BaseRoonlpdat €;
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struct {
Optionality delivery_notifications;
Optionality read_receipts;

} StatusNotificationPolicy;

StatusNotificationPolicy StatusNotificationPolicyData;
StatusNotificationPolicy StatusNotificationPolicyUpdate;

struct {
bool on_request;
Ui join_link;
bool nultiuser;
ui nt 32 expiration;
} Joi nLi nkPol i cy;

Joi nLi nkPol i cy Joi nLi nkPol i cyDat a;
Joi nLi nkPol i cy Joi nLi nkPol i cyUpdat e;

struct {
opaque j oi n_Iink;
} Joi nLi nk

Joi nLi nk Joi nLi nksDat a<V>;

struct {
ui nt 32 renovedl ndi ces<V>
Joi nLi nk added_I| i nks<V>;
} Joi nLi nksUpdat e;

struct {
Optionality autodetect hyperlinks_in_text;
Optionality send |ink previews;
Optionality automatic_|ink _previews;
Optionality |ink_preview proxy_use;
sel ect (link_preview proxy_use) {
case mandatory:
Ui |ink_preview proxy<V>;
case optional
Ui |ink_preview proxy<V>;
case forbidden:
struct {};

}
} Li nkPrevi ewPol i cy;

Li nkPrevi ewPol i cy Li nkPrevi ewPol i cyDat a;
Li nkPrevi ewPol i cy Li nkPrevi ewPol i cyUpdat e;
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enum {

}

unspeci fi ed(0),

| ocal Provider (1),
hub(2),

(255)

Asset Upl oadLocat i on;

struct {

}

Domai nNane provi der;
Domai nNane asset _upl oad_desti nati ons<V>;
Pr ovi der Asset Upl oadDonai ns;

enum {

}

direct(0),

hubPr oxy(1),
ohttp(2),

(255)

Downl oadPri vacyType;

struct {

}

Downl oadPri vacyType al | owed_downl oad_t ypes<Vv>
Downl oadPri vacyType forbi dden_downl oad_t ypes<Vv>
Downl oadPri vacyType default_downl oad_type;

Downl oadPri vacy;

struct {

}

Asset Upl oadLocati on asset _upl oad_I| ocati on;
Provi der Asset Upl oadDomai ns upl oad_donmai ns<V>;
Downl oadPri vacy downl oad privacy;

ui nt 64 nmax_i nmage;

ui nt 64 nmax_audi o;

ui nt 64 nmax_vi deo;

ui nt 64 nmax_attachment;

Medi aType forbi dden_nedi a_types<V>;

opti onal <Medi aType> pernitted _nedi a_types<V>
Asset Pol i cy;

Asset Pol i cy Asset Pol i cyDat a;
Asset Pol i cy Asset Pol i cyUpdat e;

struct {

Mahy

Optionality |ogging;
sel ect (1 ogging) {
case mandatory:
Uri | ogging clients<V>;
Uri machi ne_readabl e _poli cy;
Uri human_readabl e_policy;
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case optional
Uri | ogging clients<V>;
Uri machi ne_readabl e_poli cy;
Uri human_readabl e_policy;
case forbidden:
struct {};

}
} Loggi ngPol i cy;

Loggi ngPol i cy Loggi ngPol i cyDat a;
Loggi ngPol i cy Loggi ngPol i cyUpdat e;

struct {
Optionality history_sharing;
sel ect (history sharing) {
case mandatory:
uint32 rol es_that _can_share<V>;
bool automatically_share;
ui nt 32 max_time_peri od;
case optional
uint 32 rol es_that_can_share<V>
bool automatically_share;
ui nt 32 nax_time_period;
case forbidden:
struct {};

}
} HistoryPolicy;

Hi storyPolicy HistoryPolicyDat a;
Hi storyPolicy HistoryPolicyUpdate;

struct {
opaque nane<V>
opaque descri ption<V>;
Uri homepage;
bool | ocal client _bot;
ui nt 32 bot _rol e_i ndex;
bool can_target _nessage_i n_group;
bool per _user content;

} Bot;
struct {

Bot al | owed_bot s<V>;
} Bot Policy;

Bot Pol i cy Bot Pol i cyDat a;
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Bot Pol i cy Bot Pol i cyUpdat e;

struct {

}

MessageExpi rati on MessageExpirati onDat a;
MessageExpi rati on MessageExpirati onUpdat e;

Optionality expiring_nessages;
sel ect (expiring nessages) {
case mandatory:

uint32 mn_expiration_duration;
ui nt 32 nmax_expiration_duration;
optional uint32 default_expiration_duration;

case optional:

uint32 mn_expiration_duration;
ui nt 32 nax_expiration_duration;
optional uint32 default_expiration_duration;

case forbidden:
struct {};

MessageExpi rati on;

struct {

} ExtendedCapabiliti es;
enum {
unspeci fi ed(0),
i medi ate_conmit(1),
random del ay(2),
(255)
} Pendi ngProposal Strat egy;
struct {
Pendi ngPr oposal St rat egy pendi ng_proposal _strat egy;
sel ect (pendi ng proposal _strategy) {
case unspeci fi ed:
struct {};
Mahy Expires 21 June 2026

Pr ot ocol Versi on versi ons<V>;

Ci pher Sui te ci pher _sui t es<V>;
Ext ensi onType ext ensi ons<V>;
Pr oposal Type proposal s<V>;
Credenti al Type credenti al s<V>;
WreFormats wre_formats<V>;
Conponent | D conponent _i ds<V>;
Conponent | D saf e_aad_t ypes<V>;
Medi aType nedi a_t ypes<V>;

Cont ent Type content _t ypes<V>;

M M Room Policy
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case i nmedi ate_commit:
struct {};
case random del ay:
ui nt 64 m ni nrum del ay_ns;
ui nt 64 nmaxi nrum del ay_ns;
case extension:
Conponent | D i d_of _strategy_parans;

}
} Pendi ngProposal Pol i cy;

struct {
uint64 mni mumtine;
ui nt 64 default_tine;
ui nt 64 maxi mnumti ne;
} M nDef aul t MaxTi me;

struct {

uint8 epoch_tol erance;

uint16 pad_to_size;

ui nt 32 nmax_gener ati ons_ski pahead;
} AppMessagePol i cy;

struct {
Ext endedCapabilities nandatory capabiliti es;
Ext endedCapabilities default_capabilities;
Ext endedCapabilities forbi dden_capabilities;
W r eFormat s handshake_f or nat s<V>;
bool external proposal all owed;
bool external commit _all owed;
Pendi ngPr oposal Pol i cy pendi ng_proposal poli cy;
M nDef aul t MaxTi ne Leaf Node_update_ti ne;
AppMessagePol i cy app_nessage_policy;
uni t 64 max_kp_lifetine;
uint64 nax_credential lifetine;
ui nt 64 resunption_psk lifetineg;
M nDef aul t MaxTi ne sender _nonce_keypair _|ifetinmne;
ui nt 32 nax_keypairs;
M nDef aul t MaxTi ne buf fer i ncom ng_nessage_ti ne;
ui nt 32 max_buf f er ed_nessages;

} Operational Paraneters;

Qper ati onal Paranet ers Oper ati onal Par anet er sDat a;
Oper at i onal Par anet ers Oper ati onal Par anet er sUpdat e;

Acknowl edgnent s

TODO acknow edge.
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Aut hor’ s Addr ess

Rohan Mahy
Rohan Mahy Consul ting Services
Emai |l : rohan.ietf@mail.com
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