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Abst r act

Thi s docunent describes content semantics common in | nstant Messagi ng
(I'M systens and describes a profile suitable for instant nmessagi ng
interoperability of nessages end-to-end encrypted inside the M.S
(Message Layer Security) Protocol.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Mahy Expi res 8 January 2026 [ Page 1]



I nternet-Draft M M Cont ent July 2025

Tabl e of Contents

1.
2.
3

Mahy

CONOOHRWONETMPORONEZOAWNE

~N ~ o (o]

~

©wo

i e e

SESESRS RSN RO RGNS

R R N
NEIQOTRWNE@WNNE

Ter m nol ogy .
I ntroduction
Overvi ew .
Bi nary encodl ng .
Nani ng schenes
Message | D A
Accept ed Ti nest anp
Message Cont ai ner e e e
M Cont ent Contai ner Message Senantics
Message Behavi or Fields . .
Message Ordering
Ext ensi on Fi el ds
Message Bodi es
Ext ernal content . .
Derived Data Val ues .
arrpl es . . . . ..
Oigi nal Message
Reply . .
Reacti on
Ment i ons
Edit .
Del ete
Unli ke
Expi ri ng
Attachnments .
Conf er enci ng

=
o

.11 Topi cs / Threadi ng

Support for Specific Media Types

.1. MM Required and Recommended nedl a types

6.1.1. Specifics of Gthub Flavored Markdown i n. M M

.2. Use of proprietary nmedia types

I ANA Consi derations .
M ME subtype regi st ratl on of appI i catl on/ m m cont ent
M M Content Extension Keys registry
2.1. Expert Review . . .
GFM M M W©Mar kdown vari ant
curity Considerations .
General handling
Generating the random saI t .
Rendering and aut hori zation of ed| ts and deI et es
Val idation of tinestanp .
Al ternate content rendering .
Li nk and Mention handli ng .
ef erences .
Normati ve Ref erences
I nformative References

Expi res 8 January 2026

OCO~NNNOOOUIOTIOTWW



I nternet-Draft M M Cont ent July 2025

Appendi x A. CDDL Schemas . . . - 19)
A.1. Conpl ete Message For nat Schena ¢
A.2. Inplied Message Fields . . . . . . . . . . . . . . . . . 48

Appendi x B. Miltipart exanples . . . e e e . . . ... . . . . 48
B.1. Proprietary and Conmon fornats sent as alternatives . . . 49
B.2. Miltiple Reactions Exanple . . . . . . . . . . . . . . . 50
B.3. Conplicated Nested Exanple . . . . . . . . . . . . . . . b52

Appendi x C. Changelog . . 7
C.1. Changes between draft nahy n1ni—content—01 and

draft-mhy-mm-content-02 . . . . . . . . . . . . . . . b4
C. 2. Changes between draft-nmahy-nmm-content-02 and
draft-ietf-mm-content-00 . . . . . . . . . . . . . . . bb
C. 3. Changes between draft-ietf-nim-content-00 and
draft-ietf-mm-content-o2 . . . . . . . . . . . . . . . b5
C. 4. Changes between draft-ietf-m m-content-01 and
draft-ietf-mm-content-02 . . . . . . . . . . . . . . . bb
C5 Changes between draft-ietf-mm-content-02 and
draft-ietf-mm-content-03 . . . . . . . . . . . . . . . bb
C. 6. Changes between draft-ietf-nim-content-03 and
draft-ietf-mm-content-04 . . . . . . . . . . . . . . . b6
C. 7. Changes between draft-mahy-m m -content-04 and
draft-mhy-mm-content-05 . . . . . . . . . . . . . . . b6
C. 8. Changes between draft-nmahy-nim-content-05 and
draft-mhy-mnm-content-06 . . . . . . . . . . . . . . . 56
C. 9. Changes between draft-mahy-nim-content-06 and
draft-mhy-mm-content-07 . . . . . . . . . . . . . . . b6
Author’s Address . . . . . . . . . . . . . . . . . . . . ... . b6

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The terms MLS client, MS group, and KeyPackage have the sane
meani ngs as in the M.S protocol [RFC9420]. O her rel evant
term nol ogy can be found in [I-D.ietf-mm-arch].

2. Introduction

RFC EDI TOR: PLEASE REMOVE THE FOLLOW NG PARAGRAPH. The source for
this draft is maintained in GtHub. Suggested changes shoul d be
submitted as pull requests at https://github.comietf-wg-mm/draft-
ietf-mm-content (https://github.comietf-wg-mim/draft-ietf-mm -
content). Editorial changes can be nmanaged in G tHub, but any

subst antive change shoul d be discussed on the MM nailing |ist
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(mm@etf.org).

M.S [ RFC9420] is a group key establishment protocol notivated by the
desire for group chat with efficient end-to-end encryption. Wile
one of the notivations of MLS is interoperable standards-based secure
messagi ng, the M.S protocol does not define or prescribe any fornat
for the encrypted "application nmessages" encoded by M.S. The

devel opment of M.S was strongly notivated by the needs of a number of
I nstant Messaging (I M systens, which encrypt nessages end-to-end

usi ng variations of the Double Ratchet protocol [DoubleRatchet].

End-to-end encrypted instant nmessaging was also a notivator for the
Conmon Protocol for Instant Messaging (CPIM [RFC3862], however the
model used at the tine assumed standal one encryption of each nessage
using a protocol such as S/M M [ RFC8551] or PGP [ RFC3156] to

i nteroperate between | M protocols such as SIP [ RFC3261] and XMPP

[ RFC6120]. For a variety of practical reasons, interoperable end-to-
end encryption between | M systens was never depl oyed comercially.

There are now several instant nessagi ng vendors inplenenting M.S, and
the MM (Mre Instant Messaging Interoperability) Wrking Goup is

chartered to standardi ze an extensi bl e interoperable nessagi ng fornmat
for common features to be conveyed "inside" MS application nessages.

Thi s docunent assumes that M.S clients advertise media types they
support and can determ ne what nedia types are required to join a
specific MS group using the content advertisenent extensions in
Section 2.3 of [I-D.ietf-ms-extensions]. It allows inplenentations
to define M.S groups with different nmedia type requirenents and
allows MLS clients to send extended or proprietary nessages that
woul d be interpreted by sone nenbers of the group while assuring that
an interoperabl e end-to-end encrypted baseline is available to all
menbers, even when the group spans multiple systens or vendors.

Belowis a list of sone features comonly found in | M group chat

syst ens:

* plain text and rich text messaging
* mentions

* replies

* reactions

* edit or delete previously sent nessages
* expiring nessages

* delivery notifications

* read receipts

* shared files/audi o/ vi deos

* calling / conferencing

*

nmessage t hreading
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Delivery notifications and read receipts are addressed in {{?I-
D. mahy-m m - message-status}}. Calling and conferencing will also be
addressed in another document.

3. Overview
3.1. Binary encoding

The MM Content format is encoded in Concise Binary Object
Representation (CBOR) [RFC8949]. The Working Group chose a binary
format in part because:

* we do not want to scan body parts to check for boundary marker
collisions. This rules out using rmultipart M ME types.

* we do not want to base64 encode body parts with binary nedia types
(ex: images). This rules out using JSONto carry the binary data.

Al'l exanples start with an instance docunment annotated in the CBOR
Ext ended Di agnostic Notation (described in [Appendi x G of @ RFC38610]
and nore rigorously specified in [I-D.ietf-cbor-edn-literals]), and
then include a hex dunp of the CBOR data in the pretty printed format
popul ari zed by the CBOR pl ayground website (https://chbor.ne
(https://cbor.nme)) with some mnor whitespace and conment
reformatting. Finally, a nessage ID for the nmessage is included for
nost messages.

Al'l the instance docunents validate using the CDDL schemas in
Appendi x B and are included in the exanples directory in the github
repo for this docunent.

3.2. Naming schenes

I M systens have a nunber of types of identifiers. These are
described in detail in [I-D.mahy-mm-identity]. A few of these used
in this document are:

* handle identifier (external, friendly representation). This is
the type of identifier described later as the senderUserUl in the
exanpl es, which is anal ogous to the From header in email

* client/device identifier (internal representation). This is the
type of identifier described as the senderCientUl in the
exanpl es.

* group or roomor conversation or channel name (either internal or
external representation). This is the type of identifier
described as the MLS group URL in the exanples.
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This proposal relies on URIs for nanming and identifiers. Al the
exanple use the im UR scheme (defined in [ RFC3862]), but any
i nstant messagi ng schene coul d be used.

Message I D

The MM content format relies heavily on nmessage IDs to refer to

ot her nessages, to reply, react, edit, delete, and report on the
status of messages. Every MM content nessage contains a 16-octet
per-nmessage cryptographically randomsalt, and has a 32-octet nessage
I D which is calculated fromthe hash of the nessage (including the
salt), the sender URI, and the room URI.

Cal cul ati on of the message ID works as follows. The first octet of
the Messagel D is the hash function ID fromthe | ANA hash al gorithm
registry (https://ww.iana. org/assi gnment s/ named- i nf or mati on/ naned-

i nformati on. xht ml #hash-al g). The sender URI, room URI, the entire

M M nessage content (including the salt), and the salt again are all
concat enated, and then hashed with the algorithmidentified in the
first octet. The first 31 octets of the hash_output is appended to
the hash function ID

hash_out put = hash( senderUri || roonmlJri || nessage || salt )
messagel d = hashAl g || hash_out put[0..30]

The MM content format uses the SHA-256 hash al gorithm (identifier
0x01) by default, regardl ess of the hash algorithmof the cipher
suite of a roonmis M.S group. The initial octet allows the MM
protocol to deprecate SHA-256 and specify a new default algorithmin
the future (for exanple if a practical birthday attack on SHA 256
becomes feasible).

| The salt is duplicated in the input to the hash to avoid a SHA- 256
| length extension attack

Accept ed Ti nest anp

As described in the MM architecture [I-D.ietf-nmim-arch], one
provider, called the hub, is responsible for ordering nessages. The
hub is also responsible for recording the tine that any application
nmessage i s accepted, and conveying it to any "follower" providers

whi ch recei ve nmessages fromthe group. It is represented as the
whol e nunber of milliseconds since the start of the UNI X epoch
(01-Jan-1970 00: 00: 00 UTC). The accepted tinmestanp MJST be avail abl e
to each receiving MM client. The client can use it for fine grain
sorting of nessages into a consistent order

y Expi res 8 January 2026 [ Page 6]
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3.5. Message Cont ai ner

Most comon instant nmessaging features are expressed as individual
messages. A plain or rich text nessage is obviously a nessage, but a
reaction (ex: like), a reply, editing a previous nessage, deleting an
earlier nmessage, and read receipts are all typically nodel ed as

anot her nmessage with different properties.

Thi s docunent describes the semantics of a nessage container, which
can represent nost of these previously nentioned nmessage types. The
container typically carries one or nore body parts with the actual
message content (for exanple, an enpji used in a reaction, a plain
text or rich text message or reply, a link, or an inline inmage).

4. MM Content Container Message Semantics

Each MM Content nessage is a container format with two categories
of information:

* the message behavior fields (which can have default or enpty
val ues), and
* the body part(s) and associ ated paraneters

The object fields in the structure defined bel ow are nunbered in
curly braces for reference in the text.

The subsections that follow contain snippets of Concise Data
Definition Language (CDDL) [RFC8610] schemas for the MM Content
Container. The conplete collected CDDL schena for MM Content
Container is available in Appendix A 1.

4.1. Message Behavior Fields

m m Content = |
salt: bstr .size 16,

replaces: null / Messageld, ;o {1}
topicld: bstr, ;o {2}
expires: null / Expiration ; {3}
i nRepl yTo: null / InReplyTo, ;o {4}
extensions: {* nane => val ue }, ; {6}
nest edPart: NestedPart ; {7}

]

Messageld = bstr .size 32
The first data field is the per-nessage uni que salt which MJST be

cryptographically random An exanple algorithmfor generating the
salt is described in Section 8.2.
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The replaces {1} data field indicates that the current message is a
repl acenent or update to a previous nessage whose nessage IDis in

the replaces data field. It is used to edit previously-sent
messages, del ete previously-sent nessages, and adjust reactions to
nmessages to which the client previously reacted. |f the replaces

field is absent, the receiver assunes that the current nessage has
not identified any special relationship with another previous
nessage

The topicld {2} data field indicates that the current nmessage is part
of a logical grouping of messages which all share the sane value in
the topicld data field. |If the topicld is zero length, there is no
such groupi ng.

The expires {3} data field is a hint fromthe sender to the receiver
that the message should be locally del eted and disregarded at either
a specific tinmestanp in the future, or a relative anount of tine
after the receiving client reads the nessage. |I|ndicate a nessage
with no specific expiration time with the value null. [|f non-null
the data field is an array of two itens.

Expiration = |
rel ati ve: bool,
time: uint .size 4

]

The first is a boolean indicating if the tine is relative (true) or
absolute (false). The second is an unsigned integer. |If relative,
it is the whol e nunber of seconds the nessage should be visible
before it is deleted. |If absolute, it is the nunber of seconds after
the start of the UNI X epoch, at which point the nmessage shoul d be

del eted. Using an 32-bit unsigned integer allows expiration dates
until the year 2106. Note that specifying an expiration tine

provi des no assurance that the client actually honors or can honor
the expiration time, nor that the end user didn’'t otherw se save the
expiring nessage (ex: via a screenshot).

The inReplyTo {4} data field indicates that the current nessage is a
rel ated continuati on of another nmessage sent in the sane M.S group.
If present, it contains the nessage |ID of the referenced nessage.

O herwi se, the receiver assunes that the current nessage has not
identified any special reply relationship with another previous
message. The nmessage id of the referenced nmessage is also used to
make sure that a MM nessage cannot refer to a sequence of referred
messages which refers back to itself. Wen replying, a client MJST
NOT knowi ngly create a sequence of replies which create a | oop
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When receiving a nmessage with i nRepl yTo nessage, the client checks if
the referenced nmessage is itself inReplyTo another message. If so,
it continues follow ng the referenced nessages, checking that the
message | D of none of the referenced nessages "l oop" back to a
nmessage later in the inReplyTo chain.

Note that a inReplyTo al ways references a specific nmessage ID. Even
if the original nmessage was edited several times, a reply always
refers to a specific version of that nmessage, and SHOULD refer to the
nmost current version at the tinme the reply is sent.

4.2. Message Ordering

Message ordering is provided by the Hub in the formof the accepted
timestanp. A malicious hub may be able to mani pul ate the order of
nmessages.

I magi ne however that two users (Bob and Cathy) see a nessage from
Alice offering free Hawaiian pizza, and reply at the sane tinme. Bob
and Cathy both send nessages sonmehow referencing (Alice s) nessage
about pizza. Their messages don’t need to be replies or reactions.
Bob m ght just send a nessage saying he doesn't |ike pineapple on

pi zza.

If clients want to detect nessages sent out of order by the hub, they
require notification of nmessage delivery at the M.S | evel (ex: the
AppAck mechani smprovided in [I-D.ietf-nm s-extensions]) or at the
MM |evel, such as the format defined in {{?l-D. mahy-m m - message-
status}}.

4.3. Extension Fields

In order to add additional functionality to MM, senders can include
extension fields in the nessage format {6}. Each extension has a CBOR
map key which is a positive integer, negative integer, or text string
contai ni ng between 1 and 255 octets of UTF-8. The value can be any
CBOR (i ncl udi ng conbi nati ons of maps and arrays) which can be
represented in between 0 and 4096 octets. The message content
extensions field MIUST NOT include nore than one extension field with
the sanme map key.

nane = int / tstr .size (1..255)
val ue = any .size (0..4095)

An | ANA registry Section 7.2 is defined for positive integer keys.
Negative integer and text string keys are only for private use.
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4. 4. Message Bodies

Every MM content message has a body {7} which can have nultiple,
possi bly nested parts. A body with zero parts is permtted when
del eting or unliking. External body parts Section 4.5 are al so
supported. Wen there is a single (inline) part or a (single)
externally reference part, its | ANA nedia type, subtype, and
paraneters are included in the contentType field {8}.
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Nest edPart = [
di sposition: baseD spos / $extDi spos / unknownDi spos, ; {10}
| anguage: tstr, 7 {11}
( NullPart // SinglePart // ExternalPart // MultiPart)

]

Nul | Part = ( cardinality: nullpart )

Si ngl ePart = (
cardinality: single,
content Type: tstr, ; {8}
content: bstr

)

External Part = (
cardinality: external
content Type: tstr,
url: wuri,
expires: uint .size 4,
size: uint .size 8,
encAl g: uint .size 2,

key: bstr,
nonce: bstr,
aad: bstr,

hashAl g: uint .size 1,
cont ent Hash: bstr,
description: tstr,
filenane: tstr

)

MultiPart = (
cardinality: multi,
part Semmantics: chooseOne / singleUnit / processAll
parts: [2* NestedPart]

; cardinali
nul l part =
single
ext er nal
mul ti

ty
0
1
2
3

; part semantics {9}

chooseOne = 0 ; receiver picks exactly one part to process
singleUnit =1 ; receiver processes all parts as single unit
processAll = 2 ; receiver processes all parts individually
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Wth sonme types of nessage content, there are nmultiple nedia types
associated with the sane nessage which need to be rendered together,
for exanple a rich-text nessage with an inline imge. Wth other
nmessages, there are nultiple choices available for the same content,
for exanple a choice anong nul tiple | anguages, or between two
different image formats. The relationship semantics anong the parts
is specified as an enuneration {9}.

The chooseOne part semantic is roughly anal ogous to the semantics of
the nmultipart/alternative nedia type, except that the ordering of the
nested body parts is nerely a preference of the sender. The receiver
can choose the body part anong those provided according to its own

pol i cy.

The singleUnit part semantic is roughly anal ogous to the semantics of
the nmultipart/related nmedia type, in that all the nested body parts
at this level are part of a single entity (for exanple, a rich text
message with an inline image). |f the receiver does not understand
even one of the nested parts at this level, the receiver should not
process any of them

The processAll part senmantic is roughly anal ogous to the semantics of
the multipart/mxed nedia type. The receiver should process as nany
of the nested parts at this |l evel as possible. For exanple, a rich
text document with a link, and a preview inmage of the link target
coul d be expressed using this semantic. Processing the preview image
is not strictly necessary for the correct rendering of the rich text
part.

The disposition {10} and | anguage {11} of each part can be specified
for any part, including for nested parts. The disposition represents
the intended semantics of the body part or a set of nested parts. It
is inspired by the values in the Content-Di sposition M M header

[ RFC2183] .

baseDi spos = &
unspeci fied: O,
render: 1,
reaction: 2,
profile: 3,
inline: 4,
icon: 5,
attachnent: 6,
session: 7,
preview 8
)
; Note: any ext _dispos take precedence
unknownDi spos = & unknown: 9..255 )
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The render disposition means that the content should be rendered
according to local policy. The inline dispositions nmeans that the
content should be rendered "inline" directly in the chat interface.
The attachnment disposition neans that the content is intended to be
downl oaded by the receiver instead of being rendered i nedi ately.
The reaction disposition neans that the content is a single reaction
to anot her nessage, typically an enpji, but which could be an inage,
sound, or video. The reaction disposition was originally published
in [RFCO078], but was incorrectly placed in the Content Disposition
Paranmeters | ANA registry instead of in the Content Disposition Val ues
registry. The session disposition nmeans that the content is a
description of a multinedia session, or a URl used to join one. The
previ ew di sposition neans that the content is a sender-generated
previ ew of something, such as the contents of a link

The val ue of the | anguage data field is an enpty string or a comma-
separated list of one or nore Language-tags as defined in [ RFC5646].

Each part also has an inplied part index, which is a zero-indexed,

depth-first integer. It is used to efficiently refer to a specific
body part (for exanple, an inline imge) wi thin another part. See
Appendi x B.3 for an exanple of how the part index is cal cul ated.

The partlndex can be used inside a content ID URI [RFC2392] in a
"container" part (for exanple HTM., Markdown, vCard [ RFC6350], or

i Cal [RFC5545]) to reference another part inside the same MM
message. In a MM nessage it has the form

cid: _partindex_@ocal.invalid. This format of the content ID URl in
MM MIST only reference the partlindex of a SinglePart or

Ext ernal Part.

When processing a MiultiPart nested structure, the client can start
fromthe body in the MM content (the "top-level"” or "root") and
eval uate any chooseOne semantics MultiPart el enents, effectively

di scardi ng non-chosen Parts. The renmmining Parts mght stil

ref erence each other in content ID URI. To prevent processing a Part
nmore than once, the client can handle the remaining Parts in order,
ski pping any Parts already referenced by a previously handl ed Part.
Thi s process of skipping already processed Parts is respected

regardl ess of the disposition of the Part.

4.5. External content

It is common in Instant Messaging systens to reference externa
content via URI that will be processed automatically, either to store
bul ky content (ex: videos, inages, recorded sounds) outside the
messagi ng infrastructure, or to access a specific service URI, for
exanpl e, a nedia forwardi ng service for conferencing.
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An External Part is a convenient way to reference this content. It
provides a simlar function to the message/ external -body nedia type.
It optionally includes the size of the data in octets (or zero if the
length is not provided). It also includes an optional tinestanp
after which the external content is invalid, expressed as seconds
since the start of the UNI X epoch (01-Jan-1970), or zero if the
content does not expire.

External Part = (
cardinality: external
content Type: tstr,
url: wuri,
expires: uint .size 4,
size: uint .size 8,
encAl g: uint .size 2,

An | ANA nedia type {8}

A URL where the content can be fetched
expiration in seconds since UN X epoch
size of content in octets

An | ANA AEAD Al gorithm nunber, or zero

key: bstr, AEAD key
nonce: bstr, AEAD nonce
aad: bstr, AEAD addi tional authentiation data

hashAl g: uint .size 1, An | ANA Named I nformation Hash Al gorithm
cont ent Hash: bstr, hash of the content at the target url
description: tstr, ; an optional text description

filenanme: tstr ; an optional suggested fil enane

)

Typically, external content is encrypted with an epheneral symmetric
key before it is uploaded, and whatever is necessary for decryption
is shared over the nmessage channel

It is a matter of local policy to where the content is uploaded.
Oten in federated nessagi ng systens, the sender of the content
stores the external content in their own domain, but in sone systens
the content is stored in the "owning" or "hub" domain of the M.S

gr oup.

Bef ore bei ng upl oaded, private external content is encrypted with an
| ANA-regi stered Authenticated Encryption with Additional Data (AEAD)
al gorithm as described in [RFC5116]. The key, nonce, and additiona
aut henticated data (aad) values are set to the values used during the
encryption. Unless nodified by an extension, the default val ue of
the aad is enpty.

If the external URL is a service, or the external content is not
considered private, the encAlg is set to zero, and the key, nonce,
and aad fields are zero | ength.

I npl enent ati ons of this specification MJST inplenent the AES-128- GCM
al gorithm
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4.6. Derived Data Val ues

In addition to fields which are contained in a MM content nessage,
there is the hub accepted tinestanp, which can be represented either
as mlliseconds since the start of the UNI X epoch, or for future
extensibility as a CBOR extended tine tag as defined in {{Section 3
of ! RFCO9581}}. There are also two fields the inplenentation can
definitely derive: (the M.S group ID {12}, and the |eaf index of the
sender {13}). Many inplenentations could al so determ ne one or nore
of: the sender’s client identifier URL {14}, the user identifier URL
of the credential associated with the sender {15}, and the identifier
URL for the MM room {16}.

MessageDeri vedVal ues = |
messagel d: Messagel d,
hubAccept edTi nest anp: Ti nest anp,
m sGroupl d: bstr,
sender Leaf | ndex: uint .size 4,

val ue al ways avail able {12}
val ue always avail able {13}

senderCientUrl: uri ; {14},
sender User Url: uri, ;o "From® {15}
roomrl: wuri ; "To" {16}

]

Messagel d = bstr .size 32

Ti mestanp = MsecsSi nceEpoch / ExtendedTi ne
; mlliseconds since start of UNI X epoch
MsecsSi nceEpoch = uint .size 8

; extended tinme from RFC9581

Ext endedTi ne = #6. 1001({* nane => val ue })

5. Examples

In the foll owi ng exanpl es, we assune that an M.S group is already
established and that either out-of-band or using the M.S protocol or
M.S extensions, or their client to provider protocol that the
following is known to every nmenber of the group

The nenbership of the group (via MS)
The identity of any M.S client which sends an applicati on nessage
(via M.S)

* The M.S group ID (via M.S)

* The hunan-readabl e nane(s) of the MM room if any (out-of-band
or extension).

* \Which media types are mandatory to inplenment (MS content
adverti senent extensions).

* For each nmenber, the nedia types each supports (M.S content
adverti senent extensions).
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Messages sent to an MLS group are delivered to every nmenber of the
group active during the epoch in which the nessage was sent.

Al the exanples start with a CBOR i nstance docunent annotated in the
Ext ended Di agnostic Format (described in [Appendix G of @ RFC8610]
and nore rigorously specified in [I-D.ietf-cbor-edn-literals]), and
then include a hex dunp of the CBOR data in the pretty printed format
popul ari zed by the CBOR pl ayground website (https://cbor.ne
(https://cbor.nme)) with some m nor whitespace and conment
reformatting. Finally, a nmessage ID for the nmessage is included for
nost nmessages.

Al'l the instance docunents validate using the CDDL schemas in
Appendi x B and are included in the exanples directory in the github
repo for this docunent.

5.1. Oiginal Message

In this example, Alice Smith sends a rich-text (Markdown) [RFC7763]
message to the Engi neering Teamroom The follow ng val ues are
derived fromthe client, except for the hub received tinmestanp, which
needs to be nade available to the client by its provider

* Sender M.S | eaf index: 4

* Sender MLS client ID URL: mm://exanple.con d/ 3b52249d- 68f 9- 45ce-
8bf 5- ¢799f 3cad7ec/ 0003

* MS group I D 7u4NEqgelt beBFaOaHdsTgRyD XOHxDs5neZpZS- 7adr 8

* The MM room nane: "Engi neering Teant

*  The Hub received tinestanp: 1644387225019 =
2022- 02- 09T06: 13: 45. 0192

Bel ow i s the nessage in annotated Extended Di agnostic Notation, and
pretty printed CBOR
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# ORI G NAL

# message | D = h’ 01b0084467273cc43d6f Oebeac13eb84

# 229c4f f f e8f 6¢3594c905f 47779e5a79

# timestanp = 1644387225019 = 2022-02-09T06: 13: 45. 0197

[

h’ 5eed9406c2545547ab6f 09f 20a18b003’ , # salt

nul I, # repl aces

h ', # topicld

nul I, # expires = never
nul I, # i nRepl yTo

{ # extensions

1. "mm://exanple.confu/alice-snth",
2: "mm://exanple.conr/engineering_tean

b
[ # body (NestedPart)
1, # di sposition = render
"y # | anguage
1, # cardinality = single part
"t ext/ markdown; vari ant=GFM M M ", # content Type
# content
"Hi everyone, we just shipped release 2.0. _ Good work_ !’

]
]
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87 # array(7)
50 # bytes(16)
5eed9406c2545547ab6f 09f 20a18b003
f6 # primtive(22)
40 # bytes(0)
f6 # primtive(22)
f6 # primtive(22)
a2 # map(2)
01 # unsigned(1)
78 20 # text(32)
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 752f 616c6963652d736d697468
# "mm://exanple.comu/alice-smth"
02 # unsi gned(2)
78 25 # text(37)
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 722f 656e67696€656572696e67
5f 7465616d
# "mm://exanpl e. com r/engi neering_t eant
85 # array(5)
01 # unsigned(1)
60 # text(0)
I
01 # unsigned(1)
78 1le # text (30)
746578742f 6d61726b646f 776e3b7661

7269616e€743d47464d2d4d494d49
# "text/markdown; vari ant=GFM M M "

58 39 # bytes(57)
48692065766572796f 66652c20776520
6a75737420736869707065642072656¢C
6561736520322e302e205f 5f 476f 6f 64
2020776f 726b5f 5f 21
# "H everyone, we just shipped release 2.0. _ Good work_ !

Bel ow are the rest of the inplied values for this nmessage:
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[

/ messageld = Original nmessage /
h' 01b0084467273cc43d6f Oebeac13eb84
229c4f f f e8f 6c3594c905f 47779e5a79’

/ hubAccept edTi nest anp = 2022-02-08T22: 13: 45. 0197 /
1644387225019,

[ msGoupld /
h’ eeee0d12a7b5b5b78115adlalddb1381
1c83f d7387c43e66799a594beeda26bf ',

/| sender Leaf | ndex /
41

/ senderdientUl /
"mm://exanpl e. conl d/ 3b52249d- 68f 9- 45ce- 8bf 5- c799f 3cad7ec/ 0003",

/ senderUserUrl /
"mm://exanpl e.comu/alice-smth",

[ roonmlrl /
"mm://exanpl e.conr/engineering_teant

5.2. Reply

A reply nessage | ooks sinilar, but contains the nmessage ID of the
original nessage in the inReplyTo data field. The derived M.S group
I D, URL, and nane do not change in this exanple. The derived
senderdientld and senderLeafl ndex are not especially relevant so
only the user handle URL, nmessage I D, and hub received tinmestanp are
provided (in conments at the beginning of the annotated EDN). The
annot ated EDN fol l ows, then the pretty printed CBOR
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# REPLY

# message | D = h’0la419aef 4e16d43cf c06c28235ecf be

# 9f aebc740d0148e7ca20b22150930836

# timestanp = 1644387237492 = 2022-02-09T06: 13: 57. 4927

[

h' 11a458c73b8dd2cf 404db4b378b8f e4d’ , # salt

nul I, # repl aces

h ', # topicld

nul I, # expires

h’ 01b0084467273cc43d6f Oebeacl13eb84 # inReplyTo =
229c4aff f e8f 6¢3594¢905f 47779e5a79' , # Origina

{ # extensions
1: "mm://exanpl e.coniu/bob-jones",
2: "mm://exanple.comr/engineering_tean

H
[ # body (NestedPart)
1, # di sposition = render
R # | anguage
1, # cardinality = single part
"t ext/ markdown; vari ant=GFM M M ", # content Type
# content

"Right on! Congratulations_\'all!
]
]
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87

50
11a458c73b8dd2cf 404db4b378b8f e4d

f6

40

f6

58 20
01b0084467273cc43d6f Oebeac13eb84
229c4f ff e8f 6¢3594c905f 47779e5a79

array(7)
byt es(16)

primtive(22)
byt es(0)
primtive(22)
byt es(32)

T HHFH H* H*

a2 # map(2)
01 # unsi gned(1)
78 1le # text (30)

6d696d693a2f 2f 6578616d706c652e63

6f 6d2f 752f 626f 622d6a6f 666573

# "m m ://exanpl e. com u/ bob-j ones”
02 # unsi gned(2)
78 25 # text (37)

6d696d693a2f 2f 6578616d706c652e63

6f 6d2f 722f 656e67696€656572696e67

5f 7465616d

# "mm ://exanpl e. com r/ engi neering_t eant
array(5)
unsi gned(1)
t ext (0)

85
01
60

01

78 1le
746578742f 6d61726b646f 776e3b766
7269616e€743d47464d2d4d494d49
# "text/markdown; vari ant=GFM M M "

58 21 # byt es(33)
5269676874206f 6e21205f 436f 66772
6174756¢c6174696f 6e735f 2027616c6¢C
21
# "Right on! Congratulations_ "all!"

unsi gned(1)
t ext (30)

P HHHFHFHFH

5.3. Reaction

A reaction |ooks like a reply, but uses the Disposition token of
reaction. It is nodeled on the reaction Content-Disposition token
defined in [RFC9078]. Both indicate that the intended disposition of
the contents of the nessage is a reaction

The content in the sanple nessage is a single Unicode heart character
(W+2665) which is expressed in UTF-8 as 0xe299a5. Discovering the
range of characters each inplenentation could render as a reaction
can occur out-of-band and is not within the scope of this proposal
However, an inplementation which receives a reaction character string
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it does not recognize could render the reaction as a reply, possibly
prefixing with a localized string such as "Reaction: ". Note that a
reaction could theoretically even be another nedia type (ex: image,
audi o, or video), although not currently inplemented in najor instant
messagi ng systens. Note that many systens allow nultiple i ndependent
reacti ons per sender.

Bel ow i s the annotated nessage in EDN and pretty printed CBOR
# REACTI ON

# message | D = h'01blal4a88f 4480e1336be86987854f 8
# 38a3ec82944d4533d8d4088578550ed7

# timestanp = 1644387237728 = 2022-02-08T22: 13: 57. 728Z
[

h' d37bc0e6a8b4f 04e9e6382375f 587bf 6’ , # salt

nul I, # repl aces

h ', # topicld

nul I, # expires

h' 01b0084467273cc43d6f Oebeac13eb84  # inReplyTo =

229c4f f f e8f 6¢3594¢905f 47779e5a79', # (Oigina

H*

ext ensi ons
1: "mm://exanpl e.coniu/cathy-washi ngton",
2: "mm://exanple.conir/engineering_ teant

{

b
[ # body (NestedPart)
2, # disposition = reaction
"y # | anguage
1, # cardinality = single
"text/plain;charset=utf-8", # content Type
TEL # content = W+2665 (heart)

]
]
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87

50
d37bcOeb6a8b4f 04e9e6382375f 587bf 6

f6

40

f6

58 20
01b0084467273cc43d6f Oebeac13eb84
229c4f ff e8f 6¢3594c905f 47779e5a79

array(7)
byt es(16)

primtive(22)
byt es(0)
primtive(22)
byt es(32)

T HHFH H* H*

a2 # map(2)
01 # unsi gned(1)
78 25 # text (37)

6d696d693a2f 2f 6578616d706c652e63

6f 6d2f 752f 63617468792d7761736869

6e67746f 6e

# "mm ://exanpl e. conl u/ cat hy-washi ngt on"
02 # unsi gned(2)
78 25 # text (37)

6d696d693a2f 2f 6578616d706c652e63

6f 6d2f 722f 656e67696€656572696e67

5f 7465616d

# "mm://exanpl e.con r/engi neering_teant
array(5)
unsi gned( 2)
text (0)

85
02
60

01
78 18
746578742f 706c61696e3b636861727
65743d7574662d38
# "text/plain;charset=utf-8"
43
e29da4

unsi gned( 1)
t ext (24)

WHHFHHFHR®

byt es(3)
u%\ "

H* H*

5.4. Mentions

In instant messagi ng systens and social nmedia, a nention allows
special formatting and behavi or when a nanme, handle, or tag
associated with a known group is encountered, often when prefixed
with a comrercial-at "@ character for nmentions of users or a hash
"#" character for groups or tags. A nessage which contains a nention
may trigger distinct notifications on the IMclient.

We can convey a nention by linking the user handle URI, or group UR

in Markdown or HTML rich content. For exanple, a mention using
Mar kdown is indicated bel ow
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# MENTI ON

# message I D = h’ 01chc26869928f d13edf 55ace00f 9976

# 8cade62adl7f ede45520eaca58f 69d02

# timestanp = 1644387243008 = 2022-02-08T22: 14: 03. 008Z

[

h' 04f 290e215d0f 82d1750bf a8b7dc089d’ , # salt

nul I, # repl aces
h ', # topicld
nul I, # expires
h’ 01b0084467273cc43d6f Oebeacl13eb84 # inReplyTo =
229c4aff f e8f 6¢3594¢905f 47779e5a79' , # Origina
{ # extensions
1: "mm://exanpl e.coniu/cathy-washi ngton",
2: "mm://exanple.comr/engineering_tean
H
[ # body (NestedPart)
1, # di sposition = render
R # | anguage
1, # cardinality = single
"t ext/ markdown; vari ant=GFM M M ", # content Type
# content

"Kudos to [@ice Smth](mm://exanple.comu/alice-smth)’ +
" for making the rel ease happen!
]
]

The sane nention using HTM. [ WBC. CR-ht ml 52-20170808] woul d i nst ead
replace in the EDN the content Type and content indicated bel ow.

[

"text/htm ; charset=utf-8"

" <p>Kudos to <a href="mim://exanmple.comu/alice-snmth"> +
"@\ice Smith</a> for making the rel ease happen! </ p>

5.5. Edit

Unlike with email nessages, it is conmon in IMsystens to allow the
sender of a nessage to edit or delete the nmessage after the fact.
Typically, the message is replaced in the user interface of the
receivers (even after the original nessage is read) but shows a
visual indication that it has been edited.

The repl aces data field includes the nessage I D of the nmessage to
edit/replace. The nessage included in the body is a replacenent for
the message with the repl aced nessage |D.

Here Bob Jones corrects a typo in his original nessage:
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# EDT

# message | D = h’ 01f dcd2f 418e4b16f 6ba319800a44c12

# b3b0730871f 29385bdc6d151b15751ad’

# timestanp = 1644387248621 = 2022-02-08T22: 14: 08. 621Z
[

h' b8c2e6d8800ecf 45df 39be6c45f 4c042’, # salt

h’ 01a419aef 4e16d43cf c06c28235ecf be / replaces /
9f aebc740d0148e7¢ca20b22150930836°, # Reply

h ', # topicld

nul I, # expires

h’ 01b0084467273cc43d6f Oebeacl13eb84 # inReplyTo =
229c4f f f e8f 6¢3594¢905f 47779e5a79’, # (Oigina

{ # extensions
1: "mm://exanpl e.coniu/bob-jones",
2: "mm://exanple.comr/engineering_teant

H
[ # body (NestedPart)
1, # disposition = render
R # | anguage
1, # cardinality = single part
"text/ mar kdown; vari ant=GFM M M ", # cont ent Type
# content

"Right on! Congratulations_ y\'all!

]
]

Note that replies and reactions always refer to a specific nessage
id, and therefore a specific "version" of a message, which could have
been edited before and/or after the nessage id referenced in the
reply or reaction. It is a nmatter of local policy howto render (if
at all) a reaction to a subsequently edited nmessage.

5.6. Del et e

In I Msystens, a delete nmeans that the author of a specific nessage
has retracted the nessage, regardless if other users have read the
message or not. Typically, a placeholder renmains in the user
interface showi ng that a nessage was del eted. Replies which
reference a del eted nessage typically hide the quoted portion and
reflect that the original nessage was del et ed.

If Bob deleted his nessage instead of nodifying it, we would

represent it using the replaces data field, and using an enpty body
(Nul'l Part), as shown bel ow.
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# DELETE

# message |D = h’ 01b85744b443e9db85de5bb826c04bcd

# 65b625e53d17839dc8a3f 21321421088

# timestanp = 1644387248621 = 2022-02-08T22: 14: 08. 621Z

[

h’ 0a590d73b2c7761c39168be5ebf 7f 2e6’, # salt

h’ 01a419aef 4e16d43cf c06c28235ecf be / replaces /
9f aebc740d0148e7¢ca20b22150930836°, # Reply

h ', # topicld

nul I, # expires

h’ 01b0084467273cc43d6f Oebeacl13eb84 # inReplyTo =
229c4f f f e8f 6¢3594¢905f 47779e5a79’, # (Oigina

{ # extensions
1: "mm://exanpl e.coniu/bob-jones",
2: "mm://exanple.comr/engineering_teant

b

[ # body (NestedPart)
1, # disposition = render
R # | anguage
0, # cardinality = null part

5.7. Unlike

In most I Msystens, not only is it possible to react to a nessage
("Like"), but it is possible to renmove a previous reaction
("Unlike"). This can be acconplished by del eting the nessage which
creates the original reaction

If Cathy rempves her reaction, we would represent the renoval using a

replaces data field with an enpty body, referring to the nessage
whi ch created the reaction, as shown bel ow.
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# UNLI KE

# message | D = h' 01f 4777df 96bb04a66eabbe77b9a264f

# e725f 03d2905281dbb37a8b61484d791’

# timestanp = 1644387250389 = 2022-02-08T22: 14: 10. 389Z

[
h’ c5ba86dc9f d272e58ca52ec805b79199’ , # salt

h’ 01blal4a88f 4480e1336be86987854f 8 / replaces /
38a3ec82944d4533d8d4088578550ed7’ #  Reaction

h ', # topicld

nul I, # expires

h’ 01b0084467273cc43d6f Oebeacl13eb84 # inReplyTo =
229c4f f f e8f 6¢3594¢905f 47779e5a79’, # (Oigina

{ # extensions
1: "mm://exanpl e.coniu/cat hy-washi ngton",
2: "mm://exanple.comr/engineering_teant

} i)
[ # body (NestedPart)
2, # disposition = reaction
R # | anguage
0, # cardinality = null part
]
]
Expi ri ng

There are two types of expiring nessages in instant messagi ng
systens. In the typical inplenentation, nmessages are deleted a
specific amount of time relative to (after) when the receiving client
reads the nessage. W will refer to this as relative expiration

Absol ute expiring messages are designed to be deleted autonmatically
by the receiving client at a certain tinme whether they have been read
or not.

As with manual |y del eted nessages, there is no guarantee that an
uncooperative client or a determ ned user will not save the content
of the message. The goal instead is to allow cooperating client that
respect the convention to signal expiration tines clearly.

The expires data field contains the absolute tinmestanp when, or
relative anount of tinme after reading, after which the nessage can be
del eted. The semantics of the header are that the nessage is
automatically deleted by the receiving clients at the indicated tine
wi t hout user interaction or network connectivity necessary.
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# EXPI RI NG

# message | D = h’ 0106308e2c03346eba95b24abhdf a9f e6

# 43aa247debf b7192f eae647155316920

# timestanp = 1644389403227 = 2022-02-08T22: 49: 06. 227Z

[

h’' 33be993eb39f 418f 9295af c2ael160d2d’, # salt

nul I, # repl aces
h ', # topicld
# expires
fal se, # absolute, not relative
1644390004, # expires = 10 minutes after it was sent
nul I, # i nReplyTo
{ # extensions

1: "mm://exanmple.comu/alice-smth",
2: "mm://exanple.conr/engineering_ teant

1
[ # body (NestedPart)
1, # disposition = render
"y # | anguage
1, # cardinality = single part
"t ext/ markdown; vari ant=GFMM M ", # cont ent Type
# content

" *VPN GONG DOMN*__ I\"mrebooting the VPN in ten mnutes’ +
" unl ess anyone objects.’
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87 # array(7)
50 # bytes(16)
33be993eb39f 418f 9295af c2ael60d2d
f6 # primtive(22)
40 # bytes(0)
#
82 # array(2)
fa # primtive(20)
la 62036674 # unsi gned(1644390004)
f6 # primtive(22)
a2 # map(2)
01 # unsigned(1)
78 20 # text(32)
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 752f 616c6963652d736d697468
# "mm://exanple.comu/alice-smth"
02 # unsi gned(2)
78 25 # text (37)
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 722f 656e67696€656572696e67
5f 7465616d
# "mm://exanpl e.con r/engi neering_teant
85 # array(5)
01 # unsigned(1)
60 # text(0)
4 v
01 # unsigned(1)
78 le # text(30)
746578742f 6d61726b646f 776e3b7661

7269616e743d47464d2d4d494d49
# "text/markdown; vari ant=GFM M M "

58 50 # byt es(80)
5f 5f 2a56504e20474f 494e4720444f 57
4e2abf 5f 2049276d207265626f 6f 7469
6e67207468652056504€20696e207465
6€206d696e7574657320756e6c657373
20616e796f 6e65206f 626a656374732¢e
# " _*VPN GO NG DOMN*__ I'mrebooting the VPN in" +
# " ten m nutes unl ess anyone objects.”

5.9. Attachnents

An External Part is a convenient way to present both "attachnments" and
(possibly inline rendered) content which is too large to be included
in an M.S application nessage. The disposition data field is set to
inline if the sender recomends inline rendering, or attachnent if
the sender intends the content to be downl oaded or rendered
separately.

Mahy Expi res 8 January 2026 [ Page 29]



Internet-Draft M M Cont ent

# ATTACHVENT

# message | D

# bcc708f 83f 5df 505d32af 9¢2826e8b5f’
# timestanp = not specified in exanple
[

h' 18f ac6371e4e53f laeaf 8a013155¢166’, # salt

nul I, # repl aces

h ', # topicld

nul I, # expires = never

nul I, # i nRepl yTo

{ # extensions
1. "mm://exanpl e.conifu/bob-jones",

2: "mm://exanple.conr/engineering_tean

},

[ # body (NestedPart)
6, # disposition = attachnent
"en", # | anguage
2, # cardinality = externa
"vi deo/ mp4", # content Type
# url
"https://exanpl e. com st orage/ 8ksB4bSrr RE. mp4",

0, # expires
708234961, # size
1, # encAl g = AES-128- GCM
h' 21399320958a6f 4c745dde670d95e0d8’ , # key
h' c86¢f 2c33f 21527d1dd76f 5b’ , # nonce
h ', # aad
1, # hashAl g = sha256
h' 9ab17a8cf 0890baaae7ee016c¢7312f cc / content hash /
080ba46498389458ee44f 0276783163’ ,
"2 hours of key signing video", # description
"bigfile.np4" # fil enane
]
]
87 # array(7)
50 # bytes(16)
18f ac6371e4e53f laeaf 8a013155c166
f6 # primtive(22)
40 # bytes(0)
&
f6 # primtive(22)
f6 # primtive(22)
a2 # map(2)
01 # unsigned(1)
78 le # text(30)
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 752f 626f 622d6a6f 66573
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# "mm ://exanpl e. com u/ bob-j ones"
02 # unsi gned(2)
78 25 # text(37)
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 722f 656e67696€656572696e67
5f 7465616d
# "mm://exanpl e. com r/ engi neering_t eant

8f # array(15)

06 # unsi gned( 6)

62 # text(2)
656e # "en"

02 # unsi gned(2)

69 # text(9)
766964656f 2f 6d7034 # "vi deo/ np4"

78 2b # text(43)

68747470733a2f 2f 6578616d706c652¢e

636f 6d2f 73746f 726167652f 386b7342
346253727252452e6d7034

# "https://exanpl e. conl st or age/ 8ksB4bSrr RE. mp4"

00 # unsi gned(0)

la 2a36cedl # unsi gned(708234961)

01 # unsi gned(1)

50 # bytes(16)
21399320958a6f 4c745dde670d95e0d8

4c # bytes(12)
c86¢f 2c33f21527d1dd76f 5b

40 # bytes(0)

01 # unsi gned(1)

58 20 # bytes(32)

9ab17a8cf 0890baaae7ee016¢7312f cc
080ba46498389458ee44f 0276e783163
78 1c # text(28)
3220686f 757273206f 66206b65792073
69676€696e6720766964656f
# "2 hours of key signing video"
6b #
62696766696c652e6d7034 #

text (11)
"bigfile. mp4"

O her dispositions of external content are al so possible, for example

an external G F animation of a rocket ship could be used with a
reaction disposition.
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be rendered to the user,
could be in an External Part with a disposition of session,
coul d be processed differently by the client (for exanple,
Furt her discussion of calling

net -Draft

Conf er enci ng

M M Cont ent

the user or presenting a dial og box).
and conferencing functionality is out-of-scope of this docunent.

#

CONFERENCI NG

URL i s possible.
requiring a click.
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Al ternatively the URL
whi ch

# message | D = h’ 01d8dab2e22b75dee4f 5e52bb181d2d7
32008a235b80375113803e36b32a5f 06

#
#

[

]
87
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ti mestanmp

not specified in exanple

h’ 678ac6cd54de049¢c3e9665¢cd212470f a’ ,

nul |,
"Foo 118,
nul |,
nul |,

{

2
s

[
7,

nn
3

21

"hitps://exanple.con1join/12345",

h, ' 1
h, ' 1
h, ' 1
01

h, ' 1

"Join the Foo 118 conference",

]

50

678ac6cd54de049¢c3e9665cd212470f a

f6
47
466f 6f 20313138
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# salt

# repl aces
# topicld
# expires

# i

nRepl yTo

# extensions
1: "mm://exanmple.comu/alice-smth",

"mm://exanpl e.conmr/engineering_teant

# body (NestedPart)

HHEHFHFHFHFHHHHEFRHERHEHFR

H* H* H#

di sposition sessi on
| anguage
cardinality
cont ent Type
ur
expires
si ze
encAl g
key
nonce
aad
hashAl g none
content hash
description
filenane

ext er nal

none

array(7)
byt es(16)

primtive(22)
byt es(7)
"Foo 118"

The |ink coul d

alerting
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01
78

02
78

8f
07
60

02
60

78

00
00
00
40
40
40

00
40

78

60
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HHEHEHH

20
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 752f 616c6963652d736d697468
# "mm://exanple.com u/alice-sm
#
25 #
6d696d693a2f 2f 6578616d706c652e63
6f 6d2f 722f 656e67696€656572696e67
5f 7465616d
# "mm://exanpl e.conm r/engineeri

H*

le
68747470733a2f 2f 6578616d706¢c652
636f 6d2f 6a6f 696e2f 3132333435

#
#
#
#
#
#
#
e

primtive(22)
primtive(22)

map( 2)
unsi gned(1)
t ext (32)

th"
unsi gned( 2)
t ext (37)

ng_t eant
array(15)
unsi gned(7)
t ext (0)

unsi gned( 2)
text (0)

t ext (30)

# "https://exanpl e. conljoi n/ 12345"

H*

1b

4a6f 696e2074686520466f 6f 2031313

20636f 6e666572656e6365

# "Join the Foo 118 conference"
#

#
#
#
#
#
#
#
#
#
#
#
#
8

unsi gned( 0)
unsi gned( 0)
unsi gned(0)
byt es(0)

byt es(0)
byt es(0)

unsi gned(0)
byt es(0)

text (27)

t ext (0)
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5.11. Topics / Threading

As popul arized by the messaging application Slack, sone messaging
applications have a notion of a Topic or message Thread (not to be
confused with nessage threading as used in enail). dients beginning
a new "topic" populate the topicld with a uni que opaque octet string.
This could be the nessage ID of the first nessage sent related to the
topic. Subsequent nessages may include the sanme topicld for those
messages to be associated with the same topic. The sort order for

messages within a thread uses the tinmestanp field. |If nore than one
nmessage has the same tinestanp, the lexically | owest nessage ID sorts
earlier.

6. Support for Specific Media Types
6.1. MM Required and Reconmended nedi a types

As the MM Content container is just a container, the plain text or

rich text nessages sent inside, and any inage or other formats needs

to be specified. dients conpliant with MM MJST be able to receive
the follow ng nedia types:

* application/mni-content -- the MM Content container fornat
(described in this docunent)
text/plain;charset=utf-8
t ext/ mar kdown; vari ant=GFMM M -- G thub Fl avored Markdown for
MM, defined in Section 6.1.1

Note that it is acceptable to render the contents of a received
mar kdown docunent as plain text.

The following MM types are RECOMVENDED:

* text/ markdown; vari ant =ConmonMar k -- CormonMar k
(https://spec. commonnar k. or g/ 0. 30)
text/htm
i mage/ j peg
i mage/ png

Clients compliant with this specification nust be able to downl oad

External Parts with http and https URLs, and decrypt downl oaded
content encrypted with the AES-128- GCM AEAD al gorithm
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6.1.1. Specifics of Gthub Flavored Markdown in MM

A MM content client supports GtHub Fl avored Markdown as defined in
[GFM, with two changes: the Autolink extension is not supported; and
i nstead of the Disall owed Raw HTM. extension (tagfilter), the No HTM.
extension (nohtm), which is defined here, is MANDATORY. (For
clarity, a fixed list of supported extensions, is further described
in the bullet points bel ow)

To inplenment the No HTML extension to GFM the opening angl e bracket
(<) of any HTM. tag (as defined in Section 6.10 of [GFM) is repl aced
with & t; before sending. Any HTM. tag in a received nessage is
rendered as plain text. Note that HTM. tag includes open tags,
closing tags, HTM. comments, processing instructions, declarations,
and CDATA secti ons.

The following GtHub Fl avored Markdown extensions are supported. No
ot her extensions are all owed:

Tabl es

Task list itens
Stri ket hrough
No HTM

L I

Thi s docunment specifies what can be sent inside a MM content
message; it does not restrict or prescribe in any way how i nput from
a user is interpreted by an Instant Messaging client that support

M M, before any nessage resulting fromthat input is sent.

Not e that rendering Markdown as plain text is an acceptable form of
"support”.

6.2. Use of proprietary nedia types

As npst nessagi ng systems are proprietary, standal one systens, it is
useful to allow clients to send and receive proprietary formats anong
thensel ves. Using the functionality in the MM Content container,
clients can send a nessage using the basic functionality described in
this docunment AND a proprietary format for sanme-vendor clients

simul taneously over the sane group with end-to-end encryption. An
exanple is given in the Appendi x.

7. | ANA Consi derati ons

RFC EDI TOR: Pl ease replace XXXX throughout with the RFC number
assigned to this docunent.
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7.1. M ME subtype registration of application/mmn-content
Thi s docunent proposes registration of a media subtype with | ANA.
Type name: application
Subt ype nane: m mi-content
Requi red paraneters: none
Opti onal paraneters: none

Encodi ng consi derati ons:
Thi s nmessage type shoul d be encoded as binary data

Security considerations:
See Section A of RFC XXXX

Interoperability considerations:
See Section Y.Z of RFC XXXX

Publ i shed specification: RFC XXXX

Applications that use this nedia type:
I nstant Messagi ng Applications

Fragnment identifier considerations: NA
Addi tional information:

Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further information:
IETF MM Working Goup mini@etf.org

7.2. MM Content Extension Keys registry

Thi s docunent requests the creation of a new MM Content Extension
Keys registry. The registry should be under the heading of "Mre
I nstant Messaging Interoperability (MM)".

The MM Content format defined in this docunment, contains an
extensions map in each nessage. The keys in the extensions map can
be (positive or negative) integers, or text strings. Text strings
and negative integer keys are reserved for private use. Positive
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i nteger keys are assigned in the registry under the Expert Review
policy [ RFC8126]. |Integer keys between 1 and 255 are restricted to
| ETF consensus specifications.

The colums in the registry are as foll ows:

*

Key: The extension map key positive integer assigned to the MM
cont ent extension.

Nane: a short descriptive nane for the MM content extension
Type: The CBOR data type of the value corresponding to the key.
Applications with nultiple, related data itens are encouraged to
register a map type that contains all the related fields.
Recommended: Whet her support for this MM content extension is

recomrended by the IETF. Valid values are "Y', "N', and "D', as
descri bed below. The default value of the "Reconmended” columm is
"N'. Setting the Reconrmended itemto "Y" or "D', or changing an

item whose current value is "Y' or "D', requires Standards Action

[ RFC8126] .

- Y: Indicates that the | ETF has consensus, and that the itemis
RECOMVENDED. This only nmeans that the associ ated nechanismis
fit for the purpose for which it was defined. Careful reading
of the docunentation for the mechanismis necessary to
understand the applicability of that nmechanism The | ETF could
recommend mechani sms that have linited applicability, but wll
provide applicability statements that describe any linmtations
of the mechani smor necessary constraints on its use.

- N Indicates that the item has not been evaluated by the | ETF
and that the | ETF has nade no statenent about the suitability
of the associated nechanism This does not necessarily nean
that the mechanismis flawed, only that no consensus exists.
The | ETF mi ght have consensus to | eave an item marked as "N' on
the basis of it having limted applicability or usage
constrai nts.

- D Indicates that the itemis discouraged and SHOULD NOT or
MUST NOT be used. This marking could be used to identify
mechani sns that might result in problens if they are used, such
as a weak cryptographic algorithmor a mechani smthat night
cause interoperability problens in depl oynent.

Ref erence: The document where this MM content extension is

defi ned

Initial Contents:

Mahy
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7.2.1. Expert Review

Expert Revi ew [ RFC8126
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| the sender as a
| MM participant

]

regi stry requests
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L e et S pu e pp e
| Type | R | Reference

+o—————m4 4=+
| - | - | RFCXXXX |
+------ I i +
| tstr | Y| RFCXXXX |
I (. I
+------ I R +
| tstr | Y| RFCXXXX |
I I I
+------ I i +

are registered after a

t hree-week review period on the MM Designated Expert (DE) mailing
list mim-reg-review@etf.org (mailto:mni-reg-review@etf.org) on

t he advi ce of one or

Regi stration requests sent to the MM DEs’

SHOULD use an appropri

ate subject (e.qg.,

nmore of the MM DEs.

mailing list for review
"Request to register value

in MM Content Extensions Keys registry").

Wthin the review peri
the registration reque
DEs’
and,
successf ul

i f applicable,

od,
st,

the MM DEs wi
communi cating t

Il either approve or deny
his decision to the MM

mailing list and | ANA.  Denials SHOULD i nclude an expl anation
suggestions as to how to nake the request
Regi stration requests that are undetermined for a period

| onger than 21 days can be brought to the IESG s attention for
resolution using the iesg@etf.org (nmailto:iesg@etf.org) mailing

list.

Criteria that SHOULD be applied by the MM DEs includes deternining
whet her the proposed registration duplicates existing functionality,

whether it is likely t
for a single applicati
cl ear.

I ANA MUST only accept
direct all

o0 be of general app
on, and whet her the

registry updates fr

licability or useful only
registration description is

omthe MM DEs and SHOULD

requests for registration to the MM DEs’ mailing list.

In cases where a registration decision could be perceived as creating

a conflict of interest
defer to the judgnent
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7.3. GFMM M WNMarkdown vari ant

Thi s docunent registers a new Markdown variant in the | ANA Mar kdown
Variants registry. The registration tenplate below conforns with
[ RFC7763] .

ldentifier: GFMM M
Nane: G tHub Fl avored Mar kdown Subset for MM

Descri pti on:
G t Hub Fl avored Markdown, wi thout Autolinks and with no enbedded HTM.

Ref erences: RFCXXXX

Contact Information
IETF MM Wdrking Goup <mm @etf.org>

8. Security Considerations
8.1. Ceneral handling

The foll owi ng cases are exanpl es of nonsensical val ues that nost
likely represent nmalicious nessages. These should be | ogged and
di scar ded

* sender of the message
- where the apparent sender is not a nenber of the target M.S
group
*  message | Ds
- which duplicate another nessage |ID already encountered
- where the first octet of the nessage ID is an unknown hash
al gorithm
* tinmestanps
- received nore than a few ninutes in the future, or
- before the first concrete syntax of this document is published
- before the room containing themwas created
* topicld
- the topicld is very long (greater than 4096 octets)
* expires
- refers to a date nore than a year in the past (only possible
wi th absol ute expiration)
- refers to a date nore than a year in the future (possible with
both rel ative and absol ute expiration)
*  body
- has too many body parts (nore than 1024)
- is nested too deeply (nore than 4 |evels deep)
- is too large (according to local policy)
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- has an unknown Part Semantics val ue

For the avoi dance of doubt, the follow ng cases may be exampl es of
|l egitimate use cases, and should not be considered the result of a
mal i ci ous sender.

* message | Ds
- where inReplyTo or replaces refer to an unknown nessage. Such
a message could have been sent before the local client joined.
*  body
- where a body part contains an unrecogni zed Di sposition val ue.
The unknown val ue should be treated as if it where render
- where a content Type i s unrecogni zed or unsupported.
- where a |l anguage tag i s unrecogni zed or unsupport ed.

8.2. Cenerating the random salt

To ensure a strong source of entropy for the per-nessage uni que salt
required in each nessage, the client can export a secret fromthe M.S
key schedul e, for exanmple with the | abel salt_base_secret and
calculate the salt as the first 16-octets of the HVAC of a locally
generated nonce and the franki ng _base secret.

hash_out put = HVAC SHA256( salt _base_secret, nonce )
salt = hash_output[O0..15]

8.3. Rendering and authorization of edits and del etes

This content format allows clients to send new versions of previously
sent nmessages, effectively replacing ("editing") or retracting

("del eting") another referenced nmessage. The rendering of these
"edits" and "del etes" are inportant froma security perspective.

For exanple, if Alice wites "Bob, could | borow a pen?", and Bob
reacts with a thunbs up enpji, Alice mght edit this nessage with no
change in neaning (correcting the spelling of "borrow'), or a
dramati c change in neaning ("Bob, could | borrow your Ferrari this
mont h?"). The receiver SHOULD indicate clearly that a received
message has been edited or retracted. The receiver night:

* offer an option to view previous versions of a nessage,

* show a sunmmarized or thumbnail version of a message referenced in
a reply,

* indicate clearly that a reply was to a previous version of a
message than the nost recent one.

* show a detail ed view of reaction indicating that sone reactions
referred to a previous version of the nessage.
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In addition, sone groups may have special policies or perm ssions
all owing specific types of edits or deletes. For exanple, a
nmoderator in one roommght be allowed to edit the topic of a
message, but not nodify the rest of the content. An adm nistrator
m ght be allowed to del ete nessages which violate the policy of the
group. Receiving clients MJST NOT allow parties other than the
original sender of a nmessage to edit or delete that nmessage, unless
there is a specific, concrete authorization policy which allows it.
Li kewi se, even the original sender of a message MJUST NOT be able to
change the semantics of any other portion of the nmessage except for
the contents of the NestedPart, without specific authorization

Val idation of tinestanp

The tinestanp is the time a nmessage is accepted by the hub provider
As such, the hub provider can mani pulate the tinmestanp, and the
sendi ng provi der can del ay sendi ng nessages selectively to cause the
timestanp on a hub to be later. Note that the optional franking
mechani sm di scussed in Section 5.4.1.2 of [I-D.ietf-nim-protocol]
prevents foll ower servers from nodifying the timestanp.

| *TODO*: Discuss howto sanity check | astSeen, tinmestanp and the
| M.S epoch and generation, and the linitations of this approach

Al'ternate content rendering

Thi s docunent includes a nechani sm where the sender can offer
alternate versions of content in a single nessage. For exanple, the
sender coul d send:

an plain text and an HTM. version of a text nessage

a thunbnail preview and link to a high-resolution i mage or video
versions of the same nessage in nultiple |anguages

an PNG i mage and a scal abl e vector graphics version of a |line

dr awi ng

* Ok %k

A malicious client could use this mechanismto send content that wll
appear different to a subset of the menmbers of a group and possibly
elicit an incorrect or msleading response.

Message as seen by Alice (nanager)
Xavier: Do you want me to reserve a roomfor the review nmeeting?

Message as seen by Bob (Alice’s assistant)
Xavier: @ob | need to pickup Alice’'s Ferarri keys. She’' |l confirm

Reply sent by Alice
Alice: Yes please.
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8.

9

6. Link and Mention handling

Bot h Markdown and HTM. support links. Using the exanple of an https
link, if the rendered text and the link target match exactly or are
canoni cal ly equivalent, there is no need for confirmation if the end
user selects the link

[ exanpl e. coni f oobar] (https://exanpl e. coni f oobar)
[ https://exanpl e.con foobar] (https://exanpl e. conifoobar)
[ https://exanpl e.com 443/ foobar] (https://exanpl e. com f oobar)

However, if the Iink text is different, or the schene is downgraded
fromhttps to http, the user should be presented with an alert
warning that the text is not the same.

[ https://exanpl e.conf foobar] (https://spearphishers. exanpl e/ f oobar)
[ https://exanpl e.con foobar] (http://exanpl e.com foobar)

An IMURI link to a user who has a nenber client in the M.S group in
whi ch the message was sent is considered a mention. Cients my
support special rendering of nmentions instead of treating themlike
any other type of link. |In Markdown and HTM., the display text
portion of a link is considered a rendering hint fromthe sender to
the receiver of the nessage. The receiver should use |local policy to
decide if the hint is an acceptable | ocal representation of the user
represented by the link itself. |If the hint is not an acceptable
representation, the client should instead display its canonica
representation for the user

For exanple, in the first exanple, the sender expresses no preference
about how to render the nmention. |In the second exanple, the sender
requests that the nmention is rendered as the literal URI. In the
third exampl e, the sender requests the canonical handle for Alice.

In the fourth exanple, the sender requests Alice' s first nane.

<m m://exanple.confu/alice-smth>
[mim://exanmple.comu/alice-snith](mmn://exanple.conmlu/alice-snith)
[@iceSnith](mm://exanple.conlu/alice-snith)
[Alice](mm://exanple.comu/alice-smth)

Note that in sone clients, presence of a nention for the |ocal user
may result in a different notification policy.

If the client does not support special rendering of nentions, the
application, should render the text |ike any other I|ink.

Ref er ences
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Appendi x A,  CDDL Schenas

Bel ow are Conci se Data Definition Language (CDDL) [ RFC8610] schemas

for the formats described in the body of the docunent.
A.1. Conplete Message Format Schema

m m Content = |
salt: bstr .size 16,
replaces: null / Messageld,
topicld: bstr,
expires: null / Expiration,
i nRepl yTo: null / Messageld,
extensions: {* nane => val ue },
nest edPart: NestedPart

]

Nest edPart = |

di sposition: baseDi spos / $extDi spos / unknownDi spos,

| anguage: tstr,

( NullPart // SinglePart // ExternalPart // MiltiPart)
]

Nul | Part = ( cardinality: nullpart )

Si ngl ePart = (
cardinality: single,
content Type: tstr,
content: bstr

)

External Part = (
cardinality: external
content Type: tstr,
url: tstr,
expires: uint .size 4,
size: uint .size 8,
encAl g: uint .size 2,
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key: bstr,
nonce: bstr,
aad: bstr,

hashAl g: uint .size 1,
cont ent Hash: bstr,
description: tstr,
filenanme: tstr

)

MultiPart = (
cardinality: multi
part Sermmanti cs: chooseOne / singleUnit / processAll
parts: [2* NestedPart]

)

Expiration = |
rel ati ve: bool,
time: uint .size 4

]

baseDi spos = &
unspecified: O,
render: 1,
reaction: 2,
profile: 3,
inline: 4,
icon: b5,
attachnent: 6,
session: 7,
preview 8
)
; Note: any ext_dispos take precedence
unknownDi spos = &( unknown: 9..255 )

; Messageld is derived from SHA256 hash
Messagel d = bstr .size 32

nanme = int / tstr .size (1..255)
val ue = any .size (0..4095)

nul | part
single
ext er nal
mul ti

WNEFO

chooseOne
singl eUnit
processAl

I n
=
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A 2. Inplied Message Fields
Below is a CDDL schema for the inplied nessage fields.

MessageDeri vedVal ues = |
messagel d: Messagel d,
hubAccept edTi nest anp: Ti nmest anp,
m sG oupl d: bstr,
sender Leaf | ndex: uint .size 4,
senderCientUrl: MgUri,
sender User Url: MsgUri,
roonmrl: MsgUri

]

MsgUri = tstr

Messageld = bstr .size 32

Ti mestanp = MsecsSi nceEpoch / Ext endedTi ne
; mlliseconds since start of UN X epoch
MsecsSi nceEpoch = uint .size 8

; extended tine from RFC9581

Ext endedTi ne = #6. 1001({* name => val ue })
nane = int / tstr .size (1..255)

val ue = any .size (0..4095)

Appendi x B. Ml tipart exanples

In a heterogeneous group of IMclients, it is often desirable to send
nore than one nedia type as alternatives, such that IMclients have a
choi ce of which nedia type to render. For exanple, inmagine an IM
group containing a set of clients which support a common vi deo fornmat
and a subset which only support animated G Fs. The sender coul d use
a MultiPart NestablePart with chooseOne semantics containing both

medi a types. Every client in the group chat could render something
resenbling the nedia sent. This is analogous to the multipart/
alternative [ RFC2046] nedia type.

Li kewise, it is often desirable to send nore than one nedia type
intended to be rendered together as in (for exanmple a rich text
docunent wi th enbedded i mages), which can be represented using a
Multi Part NestablePart with processAll semantics. This is anal ogous
to the multipart/mxed [ RFC2046] nedi a type.

Note that there is a nminor semantic difference between nultipart/
alternative and Multi Part with chooseOne semantics. |In nultipart/
alternative, the parts are presented in preference order by the
sender. Wth MiltiPart the receiver chooses its "best" format to
render according to its own preferences.
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M M Cont ent

Proprietary and Conmon fornmats sent as alternatives

July 2025

Thi s shows sendi ng a nmessage containing both this profile and a
proprietary nessagi ng format sinultaneously.

# MJULTI PART- 1
# message | D = h’015¢c0469¢52da0938c27cfal6702e277
35a4729746be5f 64bc5838f 754828464

#
# timestamp =

Mahy

not specified in exanple

h' 261¢c953el178af 653f e3d42641b91d814’
nul |,

h!

1
’

nul |,
nul |,

{

I

1:
2

1

"iext/narkdomn;variant:GFM-M M",

"# Wl cone!’

1

#1contentType
"appl i cation/vnd. exanmpl evendor -f ancy-i m nessage”,

# cont ent

# salt
# repl aces
# topicld

# expires =

# i nRepl yTo
# extensions
"mm://exanple.comu/alice-smth",
"mm://exanmpl e.conir/engineering_teant

never

# body (NestedPart)

T HHFH HHFEHHFH HHIFHH

h’ dc86l1lebaa718f d7c3cal59f 71a2001’

partlndex =
di sposition
| anguage

cardinality

0

part Sermanti cs

partlndex =
di sposition
| anguage
cardinality
cont ent Type
cont ent

partlndex =
di sposition
| anguage

cardinality

Expi res 8 January 2026

1

N

(1st part)
render

mul ti
= choose(ne

render

single

render

single
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B.2. Miltiple Reactions Exanple

Thi s exanpl e shows sending a reaction with nultiple separate enpjis.
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# MJLTI PART- 2

M M Cont ent

# message | D = h’ 016d4d9acef 39420bf cb686bcc6e5d3f

#
# tinmestanp

[

h' 8528dc2d92e4f 1944d62042907ab94d0’ ,

nul |,
hii,
nul |,
nul |,

{

f 70cc06b3229c051bdeba37f e0055dbc
not specified in exanple

# salt

# repl aces
# topicld
# expires
# i nRepl yTo
# extensions

1. "mm://exanple.confu/alice-snth",

2
}1
[
21
3,
21
[
[
21
1,
"text/plain;charset
h' E2 9D A4’
] i)
[
21
1 1

"iext/plain;charset
h’ FO 9F A5 B3’

21

nn
3

11
"text/plain;charset
h' FO 9F A4 9F

Mahy

=utf-8",
# cont ent

=utf-8",
# cont ent

=utf-8",
# cont ent

"mm://exanpl e.conm r/engineering_teant

July 2025

never

# body (NestedPart)

partlndex =
di sposition
| anguage

cardinality

part | ndex
di sposition
| anguage

cardinality
cont ent Type

HEHFHH HEHFHH

# part | ndex
# di sposition
# | anguage

# cardinality
# content Type

# part | ndex
# di sposition
# | anguage

# cardinality
# content Type
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0 (1st part)
reaction

mul ti

part Semmanti cs = processAl

1

reaction

single

Uni code "heart"

2

reaction

single

Uni code "party face"

3

reaction

single

Uni code "fingers crossed"
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Conpl i cat ed Nested Exanpl e
Thi s exanpl e shows separate G F and PNG inline inmages with English
and French versions of an HTM. nessage. A summary of the 11 parts
are shown bel ow.

Part Description

0 choose either G F or PNG

1 (with G F) process al

2 choose either English or French
3 Engl i sh

4 French

5 GF

6 (with PNG process all

7 choose either English or French
8 Engl i sh

9 French

10 PNG

# MULTI PART- 3

# message ID = h’011c6794e5c4ee607f 40f 4c8485a0dab
# 5f d8be7331459b1d09e4f 59693ca32b3
# timestanp = not specified in exanple

[
h' b8362793168d18c049h882d4642a2274' , # salt

nul I, # repl aces

h ', # topicld

nul I, # expires = never
nul |, # i nRepl yTo

{ # extensions

1: "mm://exanmple.conlu/alice-snith",
2: "mm://exanple.comr/engineering_tean

[ # body (NestedPart)

partindex = 0 (1lst part)
di sposition = render

| anguage

cardinality = nulti

part Semmantics = chooseOne

partlindex = 1

di sposition = render

| anguage

cardinality = nulti

part Semmantics = processAl

H* H#* HEHEHFEHH HEHEHFEHH

partlndex = 2

di sposition render
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R # | anguage
3, # cardinality = nult
o, # partSemantics = chooseOne
[
[ # partlndex = 3
1, # disposition = render
"en", # | anguage
1, # cardinality = single
# content type
"text/htm ;charset=utf-8"
# content
" <ht m ><body><h1>Wel cone! </ h1>\n" +
"<inmg src="cid:5@ocal .invalid" ’ +
"alt="Wel come i mage"/ >\ n</ body></htm >
1, # English HTML
[ # partlndex = 4
1, # di sposition = render
"fre, # | anguage
1, # cardinality = single
# content type
"text/htm ; charset=utf-8"
# content
' <ht M ><body><h1>Bi envenue! </ hl1>\n" +
"<inmg src="cid:5@ocal.invalid" ' +
"alt="1nage bi envenue"/ >\ n</body></htm >
] # French HTM.
]
], # English or French HTML (refers to G F)
[ # partlndex =5
4, # disposition = inline
R # | anguage
1, # cardinality = single
"image/gif", # content type
# content
h' dc861ebaa718f d7c3cal59f 71a2001a7’
] # GF
]
1, # G F version with English or French HTM.
[ # partlndex = 6
1, # di sposition = render
"y # | anguage
3, # cardinality = nult
2, # partSemantics = processAl
[
[ # partlndex =7
1, # di sposition = render
"y # | anguage
3, # cardinality = nult
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0, # part Semantics = chooseOne
[
[ # partlndex = 8
1, # di sposition = render
"en", # | anguage
1 # cardinality = single

# content type
"text/htm ; charset=utf-8",
# content
" <ht M ><body><h1>Wel cone! </ h1>\n" +
"<ing src="cid:10@ocal .invalid" ' +
"al t="Wel cone i nage"/ >\ n</body></htm >
1, # English HTM
[ # partlindex = 9
1, # di sposition = render
"frv, # | anguage
1, # cardinality
# content type
"text/htm ;charset=utf-8"
# content
" <ht M ><body><h1>Bi envenue! </ hl1>\n" +
"<ing src="cid: 10@ocal .invalid" ' +
"alt="1nmage bi envenue"/ >\ n</body></htnl >
] # French HTM

single

1, # English or French HTML (refers to PNG
[ # partlndex = 10
4, # disposition = inline
, # | anguage
1, # cardinality = single
"i mage/ png", # content type
# content
h' f a444237451a05a72bb0f 67037cc1669’
] # PNG

] # PNG version with English or French HTM-
] # G F or PNG (with English or French HTM.)

Appendi x C. Changel og
RFC Editor, please renpve this entire section

C.1. Changes between draft-nmahy-m m -content-01 and draft-nmahy-m m -
content -02
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C 2.

C 3.

C 4.

C. 5.

Mahy

made senmantics abstract (C++ structs) instead of using CPIMor
M ME headers

Changes between draft-mahy-mm-content-02 and draft-ietf-mm -
content-00

replaced threadld with topicld

i nRepl yTo now has a hash of the referenced nessage

clarified that replies are always to a specific version of a
nodi fi ed nessage

changed tinmestanp to a whol e nunber of nmilliseconds since the
epoch to avoid confusion

added Security Considerations section

added | ANA Consi derations section

added change | og

Changes between draft-ietf-mm-content-00 and draft-ietf-mm -
content-01

created new abstract format for attachment information, instead of
usi ng nmessage/ ext er nal - body

added di scussion of encrypting external content

clarified the difference between render and inline dispositions
created a way for the nessageld and tinestanp to be shared in the
M.S additional authenticated data field

expanded di scussi on of what can and shoul d be rendered when a
mention i s encountered; discussed how to prevent confusion attacks
with nentions.

added a lastSeen field used to ensure a nore consistent sort order
of nmessages in a room

Changes between draft-ietf-mm-content-01 and draft-ietf-mm -
content-02

consensus at | ETF 118 was to use a hash of the ciphertext in lieu
of the message ID

consensus at | ETF 118 was to use the hub accepted tinmestanp for
protocol actions |like sorting

Updat ed aut hor’ s address

Changes between draft-ietf-mm-content-02 and draft-ietf-mm -
content-03

added hash of content to external content

repl aced abstract syntax with concrete TLS Presentati on Language
and CBOR synt axes
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C. 6.

C7.

C. 8.

*  * *

* Ok X *

C 9.

Changes between draft-ietf-mm-content-03 and draft-ietf-mim-
content-04

use CBOR as the binary encoding
add nultipart exanples

Changes between draft-mahy-m m-content-04 and draft-mahy-mm -
content-05

change nmessage | D construction, and add salt

renove partlndex and nmake it inplied

mention Content ID URI (cid:) and describe using it with the
inmplicit partlndex

di scuss rendering and authorization issues for edit/delete in the
security considerations

i nclude both absolute and relative expiration tines

add specificity about nmarkdown support / create GFMM M Mar kdown
vari ant

renove tag from URLs in External Part and inplied headers

Changes between draft-mahy-m m -content-05 and draft-mahy-mm -
content - 06

remove | astSeen field

i mprove gui dance on processing MultiPart with content ID URI'S

add extra copy of the salt to Message I D construction to prevent
SHA256 | engt h ext ension attack

future-proof tinestanp format hub tinestanp

| ANA register the MM extension keys used in the draft

| ots of changes for internal consistency

rebuild all the exanples froma script. make sure the EDN and CBOR
correspond and the CDDL validates the CBOR

Changes between draft-mahy-m m-content-06 and draft-mahy-mm -
cont ent - 07

fixed a bug in the generation of nessage |IDs; regenerated them
correctly.

moved MM nessage status format into draft-mahy-ni m -nessage-
status

clarified that the salt is always 16 octets

make exanpl es uses the correct CBOR nap key for room

Aut hor’' s Addr ess

Rohan Mahy
Rohan Mahy Consul ting Services
Emai |l : rohan.ietf@mail.com

Mahy

Expi res 8 January 2026 [ Page 56]



