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Abst r act
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registration of media types for use in HITP, M Mg, and other Internet
pr ot ocol s.
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This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
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about /.

Source for this draft and an issue tracker can be found at
https://github. comietf-wg-nedi anan/ 6838hbi s/ .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Decenber 2025.
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1. Introduction

Internet application protocols (including but not linmted to HTTP
[ RFC9110] and M ME [ RFC2045]) are capable of carrying arbitrary
| abel ed content.

Those | abel s are known as nmedia types. A nedia type consists of a
top-1level type (Section 3) and a subtype (Section 4), which is
further structured into a tree (identified by a prefix). A subtype
can al so be associated with a structured syntax (identified by
suffix). Optionally, a nmedia type can be defined to all ow conpanion
data, known as paraneters.

Section 2 defines the criteria for registering media types.
Section 5 outlines the procedures used to do so. The location of the
medi a type registry is:

http://ww. i ana. or g/ assi gnnent s/ medi a-t ypes/

Section 6 outlines the procedures for nmanaging the registry for
structured syntax suffixes. It is |located at:

https://ww. i ana. or g/ assi gnnment s/ medi a-t ype- st ruct ured-suffix/
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1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when they
appear in ALL CAPS. They may al so appear in |ower or mxed case as
pl ain English words, w thout any normative neaning.

Thi s specification nakes use of the Augnented Backus- Naur Form ( ABNF)
[ RFC5234] notation, including the core rules defined in Appendi x B of
t hat docunent.

Medi a Type Registration Requirenents

Media type registrations are expected to conformto various
requirenents laid out in the follow ng sections. Note that specific
requirenents can vary depending on the registration tree

(Section 4.1).

Addi tional requirements specific to the registration of XM nedi a
types are specified in [ RFC7303].

1. Functionality

Medi a types MJUST function as actual nedia formats. Registration of
things that are better thought of as a transfer encoding, as a
charset, or as a collection of separate entities of another type, is
not allowed. For exanple, although applications exist to decode the
base64 transfer encodi ng [ RFC2045], base64 cannot be registered as a
medi a type

Thi s requirenent applies regardless of the registration tree
i nvol ved.

2. Publication

Medi a types registered in the standards tree by the | ETF MJST be
publi shed as RFCs. Media types registered in the vendor and persona
trees can be published as RFCs, but this is not required.

Standards-tree registrations for nedia types defined by other
st andards-rel ated organi zati ons MJST be descri bed by a fornal
speci fication produced by that organization

O her than I ETF registrations in the standards tree, the registration
of a nedia type does not inply endorsenent, approval, or
recomrendation by the I ANA or the | ETF or even certification that the
specification is adequate.
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Regi stration of a new top-level type requires Standards Action in the
| ETF and, hence, the publication of a RFC on the Standards Track

2.2.1. Specification Availability

A permanent and readily avail able public specification of the format
for the nedia type MIST exist for all types registered in the
standards tree. This specification needs provide sufficient detai
so that interoperability between independent inplenentations using
the nmedia type is possible. If not part of the nmedia type

regi stration proposal, this specification needs to be referenced by
it.

A specification need not be publicly available for media types
registered in the vendor and personal trees. Note, however, that the
public availability of a specification will often nmake the difference
bet ween having a nanme reserved and having the potential for usefu

i nt eroperati on.

2.2.2. Intellectual Property

The registration of media types involving patented technol ogy is
permtted. However, the restrictions set forth in BCP 79 [ RFC8179]
and BCP 78 [ RFC5378] on the use of patented technology in | ETF

St andards Track protocols must be respected when the specification of
a media type is part of a Standards Track protocol. In addition,

ot her standards-rel ated organi zati ons naki ng use of the standards
tree may have their own rules regarding intellectual property that
must be observed in their registrations.

Intellectual Property Rights (IPR) disclosures for registrations in
the vendor and personal trees are encouraged but not required.

Copyright on the registration tenplate needs to allow the 1ANA to
copy it into the | ANA registry.

2.3. Canonicalization and Interoperability

Al'l registered nmedia types MIUST enpl oy a single, canonical data
format, regardless of registration tree.

Ideally, media types will be defined so they interoperate across as
many systens and applications as possible. However, some nedia types
wi Il inevitably have probl ens interoperating across different

pl atforns. For exanple, problenms with different versions, byte
ordering, and specifics of gateway handling can arise.
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Uni versal interoperability of media types is not required, but known
interoperability issues should be identified whenever possible.
Publication of a nmedia type does not require an exhaustive revi ew of
interoperability, and the interoperability considerations section is
subj ect to continuing eval uation

The reconmmendations in this subsection apply regardl ess of the
registration tree invol ved.

2. 4. Nam ng

Al registered nedia types MJST be assigned top-level type and
subtype nanes. The conbination of these names serves to uniquely
identify the media type, and the subtype nane facet (or the absence
of one) identifies the registration tree. Both top-level type and
subt ype nanes are case-insensitive

Type and subtype nanes MJST conformto the foll owi ng ABNF:

type-name = restricted-name
subt ype-name = restricted-name

restricted-nane = restricted-nane-first *126restricted-name-chars
restricted-nane-first ALPHA / DIAT

restricted-nanme-chars ALPHA / DT /[ "t | "#" ]
R A Y A B

restricted-name-chars =/ "." ; Characters before first dot always
; specify a facet nane

restricted-name-chars =/ "+" ; Characters after |ast plus always

specify a structured syntax suffix

Note that this syntax is somewhat nore restrictive than what is

all oned by Section 5.1 of [RFC2045] or Section 4.2 of [RFC4288].
Also note that while this syntax all ows type and subtype nanmes of up
to 127 characters, inplenentation limts nmay nake such | ong nanes
problematic. For this reason, 'type-name’ and ' subtype-nanme’ SHOULD
be linted to 64 characters.

Al though this syntax treats "." as equivalent to any other character,
characters before any initial "." always specify the registration
facet. Note that this means that facet-less standards tree
registrations cannot use periods in the subtype nane.

Simlarly, the final "+" in a subtype name introduces a structured

syntax specifier suffix. Structured syntax suffix requirenments are
specified in Section 4. 2.

Not t i ngham & Resni ck Expi res 20 Decenber 2025 [ Page 6]



I nternet-Draft Medi a Type Registration June 2025

Wiile it is possible for a given nmedia type to be assigned nore than
one nane, the use of different nanes to identify the sanme nmedia type
i s di scouraged.

These requirenents apply regardl ess of the registration tree
i nvol ved.

2.4.1. Aliases

In sone cases, a single nedia type may have been wi dely depl oyed
using multiple nanes prior to registration. |In such cases, a
preferred nane MJUST be chosen for the nedia type, and applications
are required use this to be conpliant with the type's registration.
However, a list of deprecated aliases by which the type is known can
be supplied as additional information in order to assist applications
in processing the nedia type properly.

2. 5. Paraneters

Medi a types can be defined to allow or require use of media type
paraneters. Additionally, some paraneters may be automatically nade
available to the nedia type by virtue of being a subtype of a content
type that defines a set of paraneters applicable to any of its

subt ypes.

In either case, the nanes, values, and neani ngs of any paranmeters are
required to be fully specified when a nedia type is registered in the
standards tree, and should be specified as conpletely as possible
when nedia types are registered in the vendor or personal trees.

Par armet er names have the same syntax as media type names and val ues
par anet er-nane = restricted-nane

Note that this syntax is sonmewhat nore restrictive than what is
allowed by the ABNF in [ RFC2045] and anended by [RFC2231].

Par amet er names are case-insensitive and no neaning is attached to
the order in which they appear. It is an error for a specific
paraneter to be specified nore than once.

There is no defined syntax for paraneter values; therefore, it needs

to be specified upon registration. Additionally, some transports

i mpose restrictions on paraneter value syntax, so care needs be taken
tolimt the use of potentially problematic syntaxes; for exanple,

bi nary val ued parameters, while permitted in some protocols, are best
avoi ded.
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Note that a protocol can inpose further restrictions on paraneter

val ue syntax, depending on how it chooses to represent paraneters.
Both M ME [ RFC2045] [ RFC2231] and HTTP [ RFC9110] [ RFC8187] all ow

bi nary paraneters as well as paraneter val ues expressed in a specific
charset, but other protocols may be | ess flexible.

Types already registered in the standards tree should not have new
functionality added through the definition of new parameters
subsequent to the original registration. New paraneters can be used
to convey additional information that does not ot herw se change
existing functionality. An exanple of this would be a "revision"
parameter to indicate a revision |level of an external specification
such as JPEG  Sinilar behavior is encouraged for nedia types
registered in the vendor or personal trees, but is not required.

Changes to paraneters (including the introduction of new ones) is
managed i n the sane nmanner as ot her changes to the nedia type; see
Section 5.5.

2.6. Encoding
Sone transports inpose restrictions on the type of data they can
carry. For exanple, Internet nail traditionally was limted to 7bit
US-ASCI | text. Encoding schenmes are often used to work around such
transport limtations.
An "encodi ng considerations” field is provided to note what sort of
data a nedia type can consist of as part of its registration
Possi bl e values of this field are:

7bit: The content of the media type consists solely of CRLF-
delimted 7bit US-ASCI| text.

8bit: The content of the nedia type consists solely of CRLF-
delinmted 8bit text.

binary: The content consists of an unrestricted sequence of octets.

franmed: The content consists of a series of frames or packets
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without internal framing or alignnent indicators. Additional out-
of -band information is needed to interpret the data properly,
including but not imted to know edge of the boundaries between
successi ve frames and know edge of the transport nmechanism Note
that nedia types of this sort cannot be stored in a file or
transported as a stream of octets without further context;
therefore, such nedia types are thus unsuitable for use in many
traditional protocols. A commonly used transport with franed
encoding is the Real -time Transport Protocol, RTP. Additiona
rules for framed encodi ngs defined for transport using RTP are
given in [ RFC4855].

Additional restrictions on 7bit and 8bit text are given in
Section 4.1.1 of [RFC2046].

2.7. Fragnent ldentifiers

Medi a type registrations can specify how applications shoul d
interpret fragment identifiers (specified in Section 3.5 of
[ RFC3986]) associated with the nedia type.

Medi a types are encouraged to adopt fragment identifier schenes that
are used with semantically simlar nedia types. |In particular, nedia
types that use a structured syntax with a registered "+suffix" MJST
foll ow whatever fragment identifier rules are given in the structured
syntax suffix registration

2.8. Security

Al registrations of types in the standards tree MJST include an
anal ysis of security issues. A simlar analysis for nedia types
registered in the vendor or personal trees is encouraged but not
required.

Al'l descriptions of security issues need to be as accurate as
possi bl e regardl ess of registration tree. |In particular, the
security considerations MJST NOT state that there are "no security

i ssues associated with this type". Security considerations for types
in the vendor or personal tree can say that "the security issues
associated with this type have not been assessed".

There is no requirenent that nmedia types registered in any tree be
secure or conpletely free fromrisks. Nevertheless, all known
security risks need to be identified in the registration of a media
type, again regardl ess of registration tree.
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2

The security considerations section of all registrations is subject

to continuing evaluation and nodification, and in particular can be

ext ended by use of the "comments on media types" mechani sm descri bed
in Section 5.4 bel ow.

I ssues that need to be described in a security analysis of a media
type include

*

9

Processi ng of conplex nmedia types mght institute actions on a
recipient’s files or other resources. If it is possible to
specify arbitrary actions in an unrestricted fashion, it could
have devastating effects. See the registration of the
application/postscript nmedia type in [ RFC2046] for an exanpl e of
description and handling of these issues.

Any security anal ysis MJST state whether or not the format enploys
such "active content"; if it does, it MJST state what steps have
been taken (or are required be taken by applications) of the nedia
type to protect users of the nedia type.

Processi ng of conplex nmedia types might institute actions that,
while not directly harnful to the recipient, nmay result in

di sclosure of information that either facilitates a subsequent
attack or else violates a recipient’s privacy in some way. Again,
the registration of the application/ postscript nmedia type
illustrates how such directives can be handl ed.

A nmedi a type that enpl oys conpression nmay provide an opportunity
for sending a small anobunt of data that, when received and

eval uat ed, expands enornmously to consune all of the recipient’s
resources. Al nedia types should state whether or not they
enpl oy conpression; if they do, they should di scuss what steps
need to be taken to avoid such attacks.

A nmedia type mght be targeted for applications that require sone
sort of security assurance but don't provide the necessary
security mechani sns thenmsel ves. For exanple, a nmedia type could
be defined for storage of sensitive nedical information that in
turn requires external confidentiality and integrity protection
services, or which is designed for use only within a secure
environment. Types shoul d al ways docunent whether or not they
need such services in their security considerations.

Additional Information

The foll owi ng optional information should be included in the
specification of a nedia type if it is available:
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* Magi ¢ nunber(s) (length, octet values). Mgic nunbers are byte
sequences that are always present at a given place in the file and
thus can be used to identify entities as being of a given nedia

t ype.

* File nanme extension(s) commonly used on one or nore platforns to
i ndicate that sonme file contains a given nedia type.

* macOS Uni form Type Identifier (a string), if it nmakes sense to
exchange nedia of this type through user-triggered exchange
mechani snms such as copy-and- paste or drag-and-drop on nacCS and
related platforns (see [ MacOSUTIs] for definitions and syntax).

*  Wndows clipboard name (a string), if it makes sense to exchange
medi a of this type through user-triggered exchange nechani sns such
as copy-and-paste or drag-and-drop on M crosoft Wndows and
related platforns (see [w ndowsCl i pboardNanes] for definitions and
synt ax) .

In the case of a registration in the standards tree, this additiona
informati on can be provided in the formal specification of the media
type format. It is suggested that this be done by incorporating the
| ANA nedia type registration forminto the specification itself.

2.10. Non-Requirenents

Uni versal support and inplenentation of a nmedia type are NOT a
requirenent for registration

In sone environnents such as nail, information on the capabilities of
the renote nail agent is frequently not available to the sender

When this is the case, maxi numinteroperability nmight be attained by
restricting the nmedia types used to those "comon" formats expected
to be widely inplenented.

In the past, this reasoning was used to linit the nunber of possible
medi a types, and resulted in a registration process with a
significant hurdl e and delay for those registering nedia types.
However, the need for "comon" nedia types does not require limting
the registration of new nedia types. |If alinted set of nedia types
is reconmended for a particular application, that should be asserted
by a separate applicability statenent specific for that environnent.

A nmedia type intended for limted use should note this in its

registration. The "Restrictions on Usage" field is provided for this
pur pose.
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3.

3.

3.

Top- Level Media Types

The list of top-level types is maintained in the | ANA Top-Level Media
Types registry at:

https://ww. i ana. or g/ assi gnment s/ top- 1 evel - nedi a-t ypes/

Top-1 evel types can place various restrictions on the nedia types
that use them New nedia types MJUST conformto the restrictions (if
any) of their top-level type.

1. Additional Top-Level Types

In sone cases, a new nedia type may not be easily classified under
any currently defined top-level type names. Such cases are expected
to be quite rare. However, if such a case does arise, a new top-

| evel type can be defined to accommpdate it.

1.1. Required Criteria

Definitions of new top-level types are required to fulfil the
followi ng criteria:

* The top-level type is defined in a Standards Track RFC (see
Section 4.9 of [RFC8126]). This will make sure there is
sufficient comunity interest, review, and consensus.

* The | ANA Consi derations section of that RFC requests that | ANA add
this new top-level type to the registry of top-level types.

* The criteria for what types do and do not fall under the new top-
| evel type are defined clearly. This will help expert reviewers
to eval uate whether a subtype bel ongs bel ow the new type or not,
and whether the registration tenplate for a subtype contains the
appropriate information. |If the criteria cannot be defined
clearly, this is a strong indication that whatever is being tal ked
about is not suitable as a top-Ilevel type.

* The RFC clearly docunments security considerations applying to all
or a significant subset of subtypes.

* At the mininum one subtype is described. A top-level type
wi t hout any subtype serves no purpose. Please note that the
"exanpl e’ top-level describes a subtype 'exanple’
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3. 1

Addi ti onal Consi derations

Addi tional considerations for the definition of a new top-|evel type
i ncl ude:

*

Exi sting wide use of an unregistered top-level type nay be an
i ndication of a need, and therefore an argunent for formally
defining a new top-level type. On the other hand, the use of
unregi stered top-level types is highly discouraged.

Use of an | ETF Working Group to define a new top-level type is not
needed, but nay be advisable in sone cases. There are exanpl es of
new top-level type definitions without a Wrking G oup

([ RFC2077]), with a short, dedicated WG ([ RFC8081]), and with a
Working Group that included other related work

([1-D.ietf-nmedi aman-haptics]).

The docunent defining the new top-level type should include
initial registrations of actual subtypes. The exception may be a
top-level type simlar to 'exanple’. This will help to show the
need for the new top-level type, will allow checking the

appropri ateness of the definition of the new top-level type, wll
avoi d separate work for registering an initial slate of subtypes,
and wi Il provide exanples of what is considered a valid subtype
for future subtype registrations

The registration and actual use of a certain nunber of subtypes
under the new top-level type should be expected. The existence of
a single subtype should not be enough; it should be clear that new
simlar types nmay appear in the future. Oherw se, the creation
of a new top-level type is likely unjustified.

The proposers of the new top-level type and the wi der conmunity
should be willing to commit to emtting and consum ng the new top-
| evel type in environnents that they control

The fact that a group of (potential) types have (nostly) conmmon
paraneters may be an indication that these bel ong under a common
new top-1evel type

Top-1 evel types can hel p humans with understandi ng and debuggi ng.
Therefore, evaluating how a new top-1evel type hel ps humans
under stand types nmay be cruci al

Conmon restrictions may apply to all subtypes of a top-level type.
Exanpl es are the restriction to CRLF |ine endings for subtypes of
type 'text’ (at least in the context of electronic nmail), or on
subtypes of type 'multipart’.
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3.

4.

4.

* Top-level types are also used frequently in dispatching code. For
exanple "nmultipart/*" is frequently handl ed as multipart/m xed,
wi t hout understanding of a specific subtype. The top-Ilevel types
"image’, 'audio’, and 'video' are also often handl ed generically.
Docurents with these top-level types can be passed to applications
handling a wide variety of inage, audio, or video formats. HIM
generating applications can select different HTM. el enents (e.qg.
<inmg> or <audio>) for including data of different top-Ilevel types.
Applications can select different icons to represent unknown types
in different top-level types.

1.3. Negative Criteria
Negative indicators for creation of a new top-Ilevel type include:

* NMedia types are not a general type system A top-level type whose
mai n or only purpose is to map other type systens, protoco
el ements, or registration spaces is not appropriate. Exanples of
such di scouraged uses include nmappi ng nedia types to progranm ng
| anguage primtives, ontol ogies, object identifiers, URIs and URI
schenes, and file extensions. That said, nmedia types can use
paraneters to carry such information. For exanple, information on
a file extension '.dcat’ can be encoded as 'application/octet-
string; filenane=foo.dcat’.

* A new top-level type should not generate aliases for existing
wi dely used types or subtypes.

*  Top-level types with an "X-" prefix cannot be registered, and
ought not be used. See [RFC6648].

Medi a Subt ypes
1. Registration Trees

To increase the efficiency and flexibility of the registration
process, different structures of subtype nanes can be registered in
"trees," distinguished with faceted prefixes.

For exanple, a subtype that is recommended for w de support and

i npl ementation by the Internet conmunity woul d be registered in the
standards tree and not have a prefix, while a subtype that is used to
move files associated with proprietary software woul d be registered
in the vendor tree, and so its subtype nane would begin with a "vnd."
prefi x.

Not e that some previously defined nedia types do not conformto the
nam ng conventions descri bed bel ow, see Appendi x B
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4.1.1. Standards Tree

The standards tree is intended for those media types that require a
substantive revi ew and approval process in a recogni zed standards-
rel ated organi zation. For nedia types that do not require such a
process, see the vendor and personal trees.

Regi strations in the standards tree are either:
1. approved directly by the IESG or

2. registered by a recogni zed standards-rel ated organi zati on using
the "Specification Required" | ANA registration policy Section 4.6
of [RFC8126] (which inplies Expert Review), or

3. approved by the Designated Expert(s) as identifying a "conmunity
format", as described in Section 4.1.1.1

The first procedure is used for registrations froml|ETF Consensus
docunents. See Section 2.2 for publication requirenents.

In the second case, the | ESG makes a one-tine decision on whether the
registration subnmitter represents a recogni zed standards-rel ated
organi zation; after that, registration requests are perfornmed as
specified in Section 5.3. The format is required to be described by
a formal specification produced by the submitting standards-rel ated
organi zati on.

The third case is described in Section 4.1.1.1

Medi a types in the standards tree do not have faceted subtype nanes,
unl ess they are grandfathered in using the process described in
Appendi x B

The change controller of a nedia type registered in the standards

tree is assuned to be the standards-rel ated organization itself. In
the case of | ETF standards, the change controller is nornmally the
| ESG.

Modi fication or alteration of the specification uses the sane | eve
of processing (e.g., a registration submtted on Standards Track can
be revised in another Standards Track RFC, but cannot be revised in
an Informational RFC) required for the initial registration
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4.1.1.1. Community Formats in the Standards Tree

Sone formats are interoperable (i.e., they are supported by nore than
one inplenentation), but their specifications are not published by a
recogni zed standards-rel ated organi zati on. To accommbdate these
cases, the Designated Expert(s) are enpowered to approve
registrations in the standards tree that neet the followi ng criteria:

* There is a well-defined specification for the format

* That specification is not tied to or heavily associated with one
i mpl emrent ati on

* The specification is freely available at a stable |ocation

* There are multiple interoperable inplenmentations of the
specification, or they are likely to emerge

* The requested nmedia type nanme is appropriate to the use case, and
not so generic that it may be considered 'squatting

* There is no conflict with | ETF work or work at other recognised
SDCs (present or future)

* There is evidence of broad adoption

The Desi gnated Expert(s) have discretion in applying these criteria;
in rare cases, they mght judge it best to register an entry that
fails one or nore.

Note that such registrations still go through prelimnary conmunity
review (Section 5.1), and decisions can be appeal ed (Section 5.3).

4.1.2. Vendor Tree

The vendor tree is intended for nedia types associated with publicly
avai l abl e products. "Vendor" and "producer" are construed very
broadly in this context, and are considered equival ent.

A registration may be placed in the vendor tree by anyone who needs
to interchange files associated with sone product or set of products.
However, the registration properly belongs to the vendor or

organi zation producing the software that enploys the type being

regi stered, and that vendor or organization can at any time elect to
assune change control of a registration done by a third party in
order to correct or update it. See Section 5.5 for additiona

i nformation.
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When a third party registers a type on behalf of someone el se, both
entities should be noted in the Change Controller field in the
registration. One possible format for this would be "Foo, on behal f
of Bar".

Vendor tree registrations are distinguished by the |eading facet
"vnd.". That nmay be followed, at the discretion of the registrant,
by either a subtype name froma well-known producer (e.g.,

"vnd. nudpi e") or by an | ANA-approved desi gnation of the producer’s
nane that is followed by a nedia type or product designation (e.qg.
vnd. bi gconpany. f unnypi ct ures).

Whi |l e public exposure and review of nmedia types to be registered in
the vendor tree are not required, requesting review on the nedi a-
types@etf.org mailing list is encouraged, to inprove the quality of
those specifications.

Regi strations in the vendor tree may be subnmitted directly to the
| ANA, where they will undergo Expert Review Section 4.5 of [RFC8126]
prior to approval

4.1.3. Personal Tree

The personal tree is intended for nmedia types created experinmentally
or as part of products that are not distributed comercially. This
tree is sonmetinmes referred to as the "vanity" tree.

Personal tree registrations are distinguished by the |eading facet
"prs.".

The change controller of a "personal" registration is the person or
entity making the registration, or one to whomresponsibility has
been transferred as described bel ow.

Whi | e public exposure and review of nmedia types to be registered in
the personal tree are not required, requesting review on the nedia-
types@etf.org mailing list is encouraged, to inprove the quality of
those specifications.

Regi strations in the personal tree may be submtted directly to the

| ANA, where they will undergo Expert Review Section 4.5 of [ RFC8126]
prior to approval
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4.1.4. Unregistered x. Tree

Subtype nanmes with "x." as the first facet are intended exclusively
for use in private, local environnents. Subtypes using this tree
cannot be registered and are intended for use only with the active
agreenment of the parties exchanging them

The low barrier to registration in the vendor and personal trees
means it should rarely, if ever, be necessary to use unregistered
types. Therefore, use of types in the "x." tree is strongly

di scour aged.

Note that types with subtype nanes beginning with "x-" are no | onger
considered to be nenbers of this tree (see [ RFC6648]). Also note
that if a generally useful and wi dely deployed type incorrectly uses
an "x-" subtype nane prefix, it can be registered in an alternative
tree by followi ng the procedure defined in Appendi x B

4.1.5. Additional Registration Trees

New top-level registration trees may be created by | ETF Standards
Acti on.

It is explicitly assuned that these trees night be created for
external registration and nanagenent by well-known pernanent

organi zations; for exanple, scientific societies mght register nedia
types specific to the sciences they cover. |In general, the quality
of review of specifications for one of these additional registration
trees is expected to be equivalent to registrations in the standards
tree by a recogni zed standards-rel ated organi zati on.

When the |1 ETF perfornms such review, it needs to consider the greater
expertise of the requesting organization with respect to the subject
medi a type.

4.2. Structured Syntax Suffixes

Medi a types can be identified as using a well-known structured syntax
(for exanmple, XM. or JSON) using use a "+suffix" convention

A structured syntax suffix is defined as all of the characters to the
right of the left-nost "+" sign in a nedia type, including the left-
most "+" sign itself. The structured syntax suffix MJST NOT contain
nmore than one "+" sign.
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For exanple, in the "application/footbar" nmedia type "application" is
the top-level type, "foo" is the subtype name, and "+bar" is the
structured syntax suffix. A nmedia type such as "application/

f oo+bar +baz" is not registrable.

Structured syntax suffixes are required to be registered before use
by a media type registration; see Section 6. Mdia types that make
use of a structured syntax SHOULD use the appropriate suffix, and
MUST NOT use suffixes for structured syntaxes that they do not
actual |y enpl oy.

Medi a types that nmake use of a structured syntax, or simlar
separator such as a dash "-", MJST ensure that the registration is
semantically aligned, froma data nodel perspective, with existing
subtype names in the nmedia type registry. For exanple, for the nedia
types "application/foo+bar" and "application/foo+baz", the
expectation is that the semantics suggested by the subtype nane
"application/foo" are the sane between both nedia types. The

Desi gnat ed Expert MUST reject a registration if they believe the
semantics for a nmedia type registration does not align with existing
subtype names in the nmedia type registry.

Regi strants MJUST prove to the Designated Expert, such as through an
email to a public mailing list or issue tracker coment, that they

have consent fromthe existing change controller for the associated
subtype name to register the new nmedia type

4.2.1. Use Cases for Structured Syntax Suffixes

Conmon use cases for nedia types that enploy structured syntax
suf fixes incl ude:

* ldentifying use of a structured data format; for exanple "+xm ",
"+json", "+yam ", and "+cbor”

* Flagging conpression with a format such as "+zi p" or "+gzip"

* Flagging encoding in a digital signature format such as "+ w" or
"+cose”

Wiile it mght be desirable to indicate nultiple use cases

si mul t aneously using a conpound suffix (e.g., "+xml +zip"), experience
shows that suffixes are a poor basis for this; the conbinations of
suffixes quickly multiply, and there is not a well-specified
processi ng nodel that can handle them safely. Therefore, multiple
suffixes are disallowed from use.
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4.2.2. Fragnment ldentifiers and Structured Syntax Suffixes

Structured syntax suffixes are able to specify fragnent identifier
handling for all subtypes that utilise them as indicated in the
"Fragnent ldentifier Considerations" colum of the Structured Syntax
Suf fi xes registry.

I ndi vi dual subtypes can specify additional handling. To ensure
consi stent processing, precedence is determned by the foll ow ng
rules (first match wi nning):

1. Wien the structured syntax suffix defines fragnent identifier
handling and it successfully resolves the fragment identifier,
that determ nes fragnment identifier handling;

2. Oherwise, the specific nedia type determ nes fragnent identifier
handl i ng.

4.2.3. Security Considerations for Structured Syntax Suffix Processing

Processors that utilise the information in structured syntax suffixes
encounter the followi ng security considerations.

4.2.3.1. Relationships Between Types

The rel ati onshi p between a nedia type that enploys a structured
syntax suffix and the type (if any) that results fromrenoving that
suffix cannot be known nerely by exam ning the types. For exanple,
content marked "application/foo+bar" may or may not be processabl e or
valid as "application/foo" content. It may be possible to derive one
fromthe other, but that is specific to the structured syntax suffix
and/ or media type itself.

This uncertainty extends to fragnent identifier processing: per the
rules in Section 4.2.2, a fragnent identifier that m ght be valid for
an "application/foo+bar" docurment m ght not be applicable to another
"+bar" docunent, because nedi a-type specific fragment identifier
resol uti on m ght be used.

Li kewi se, the security characteristics that a processor needs to
consi der nmay change dependi ng upon whether it is solely processing
the structured syntax suffix or the entire media type. For exanple,
a processor cannot presune that the security characteristics for a
"+bar" docunent will be the sane as for a "application/foot+bar"
docunent .
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4.2.3.2. Partial Processing

An attacker m ght append structured syntax suffixes in order to trick
processors into skipping security checks. For exanple, an attacker

m ght use an "application/vnd. ns-excel . addi n. macr oEnabl ed. 12+zi p"
structured syntax suffix to trigger an unzip process into invoking

M crosoft Excel, bypassing anti-virus scanners that would normally

bl ock the file from bei ng opened.

Enterprising attackers m ght take advantage of tool chains that
partially process nmedia types in this manner. Processing of nedia
types based only on the presence of a structured syntax suffix needs
to ensure that further processing does not blindly trust the decoded
data. For exanple, proper magic header or file structure checking
could mtigate this attack

4.2.4. Additional Structured Syntax Suffixes

The primary guideline for whether a structured syntax suffix is
registrable is that it be described by a readily avail able
description, preferably within a docunent published by an established
standards-rel ated organi zation, and for which there's a reference
that can be used in a Normative References section of an RFC

5. Media Type Registration Procedures

The nedia type registration procedure is not a formal standards
process, but rather an adm nistrative procedure intended to allow
community comrent and sanity checking w thout excessive tine del ay.

Normal | ETF processes need to be followed for all |ETF registrations
in the standards tree. The posting of an Internet Draft is a
necessary first step, followed by posting to the nedia-types@etf.org
I'ist as discussed bel ow.

5.1. Prelinmnary Community Review

Notice of a potential media type registration in the standards tree
shoul d be sent to the nedia-types@etf.org mailing list for review.
Regi strations in other trees can be sent to the list for review as

well; doing so is entirely optional, but is strongly encouraged.

The purpose of this notification is to solicit comments and feedback
on the choice of type/subtype nane, the unanbiguity of the references
with respect to versions and external profiling information, and a
review of any interoperability or security considerations. The
submitter may subnit a revised registration proposal or abandon the
registration conpletely and at any tine.
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5.2. Subnmit Request to | ANA

Medi a types registered in the standards tree by the |ETF itself are
revi ewed and approved by the I ESG as part of the normal standards
process.

St andards-tree registrations by recogni zed standards-rel at ed

organi zations as well as registrations in the vendor and persona
trees are submitted directly to the I ANA, unl ess other arrangenents
were made as part of a liaison agreenent.

Regi stration requests can be sent to iana@ana.org. A web formfor
registration requests is also avail able at:

http://wwv. i ana. or g/ f or nl medi a-t ypes
5.2.1. Provisional Registrations

St andar di zati on processes often take considerable time to conpl ete.
In order to facilitate prototyping and testing, it is often hel pfu
to assign nedia types early in the process. This way, identifiers
used during standards devel opnent can remai n unchanged once the
process is conplete, and inplenentations and docunentati on do not
have to be updated.

Accordingly, provisional registrations of nedia type nanes in the
standards tree can be submitted to IANA. The only required fields in
such registrations are the nedia type nane and contact infornmation
(including the standards-rel ated organi zati on nane).

Upon receipt of a provisional registration, IANA will check the name
and contact information, then publish the registration in a distinct,
publicly-visible provisional registration |list.

Provi si onal registrations can be updated or abandoned at any tine.
When the registration is abandoned, the nedia type is no | onger
registered in any sense; it can subsequently be registered just |ike
any ot her unassi gned nmedi a type nane.

5.3. Review and Approva

Wth the exception of provisional standards-tree registrations,
registrations subnitted to the IANA will be first given to the nedia
types reviewer, who is appointed by the I ETF Applications Area
Director(s). The nedia types reviewer exam nes registration requests
to nmake sure they neet the requirenents set forth in this docunent.
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Deci si ons nmade by the nedia types reviewer may be appealed to the
| ESG using the procedure specified in Section 6.5.4 of [RFC2026].

Once a nedia type registration has passed review, the | ANA will
register the nmedia type and nake the nedia type registration
avail able to the comunity.

In the case of standards-tree registrations from other standards-

rel ated organi zations, 1ANA will also check that the submtter is in
fact a recogni zed standards-rel ated organi zation. |f the submtter
is not currently recognized as such, the IESGw |l be asked to
confirmtheir status. Recognition fromthe | ESG needs to be obtai ned
before a standards-tree regi stration can proceed.

5.4. Comments on Media Type Registrations

Conments on registered nedia types may be submtted by nenbers of the
community to the 1 ANA at i ana@ana.org. These comments will be
reviewed by the nmedia types reviewer and then passed on to the change
controller of the nmedia type if possible.

Submitters of comments may request that their coment be attached to
the nedia type registration itself; if the |ANA in consultation with
the media types revi ewer, approves, the comment will be made
accessible in conjunction with the type registration.

5.5. Change Procedures

Once a nedia type has been published by the | ANA the change
controller may request a change to its definition. The sane
procedure that would be appropriate for the original registration
request is used to process a change request.

Medi a type registrations may not be deleted; nmedia types that are no
| onger believed appropriate for use can be decl ared OBSOLETE by a
change to their "intended use" field.

Significant changes to a nedia type’s definition should be requested
only when there are serious om ssions or errors in the published
specification. When review is required, a change request may be
denied if it renders entities that were valid under the previous
definition invalid under the new definition

The change controller of a nedia type may pass responsibility to

anot her person or agency by informng the ANA; this can be done
wi t hout di scussion or review.
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The | ESG nay reassign responsibility for a nedia type. The nost
common case of this will be to enable changes to be made to types
where the author of the registration has died, fallen out of contact,
or is otherwi se unable to make changes that are inportant to the

conmmuni ty.

Regi strati on Tenpl ate

Type name:

Subt ype nane:

Requi red paraneters

Optional parameters

Encodi ng consi derati ons:

Security considerations:
Interoperability considerations:
Publ i shed specification:
Applications that use this nedia type:
Fragnment identifier considerations:

Addi tional information:
Deprecated alias nanes for this type

Magi ¢ nunber (s):
Fil e extension(s):

Maci ntosh file type code(s):

Person & email address to contact for further information:

I nt ended usage:
(One of COMMON, LIM TED USE, or OBSOLETE.)

Restrictions on usage:

(Any restrictions on where the nedia type can be used go here.)

Aut hor :

Change controller
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Provisi onal registration? (standards tree only): Yes/No

(Any other information that the author deems interesting may be added
below this line.)

"N A", witten exactly that way, can be used in any field if desired
to enphasi ze the fact that it does not apply or that the question was
not omtted by accident. Do not use 'none’ or other words that could
be m staken for a response.

Li mted-use nedia types should also note in the applications |ist
whet her or not that list is exhaustive.

6. Structured Syntax Suffix Registration Procedures

Soneone w shing to define a "+suffix" nanme for a structured syntax
for use with a new nedia type registration shoul d:

1. Check IANA's registry of media type nanme suffixes to see whether
or not there is already an entry for that well-defined structured
synt ax.

2. If there is no entry for their suffix schene, fill out the
tenpl ate (specified in Section 6.2) and include that with the
medi a type registration. The tenplate may be contained in an
Internet Draft, alone or as part of some other protoco
specification. The tenplate may al so be submitted in sone other
form (as part of another docunent or as a stand-al one docunent),
but the contents will be treated as an "I ETF Contribution" under
the gui delines of BCP 78 [ RFC5378].

3. Send a copy of the tenplate or a pointer to the containing
docunent (with specific reference to the section with the
tenplate) to the mailing list nedia-types@etf.org, requesting
review. This may be conbined with a request to review the nedia
type registration. Allow a reasonable tinme for discussion and
comrent s.

4. Respond to review coments and nake revisions to the proposed
registration as needed to bring it into line with the guidelines
given in this docunent.

5. Submit the (possibly updated) registration tenplate (or pointer
to the docunent containing it) to | ANA at iana@ ana.org

Upon recei pt of a structured syntax suffix registration request,
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1. | ANA checks the subm ssion for conpleteness; if sections are
m ssing or citations are not correct, | ANA rejects the
regi stration request.

2. | ANA checks the current registry for an entry with the sane nang;
if such a registry exists, |ANA rejects the registration request.

3. 1 ANA requests Expert Review of the registration request against
the correspondi ng gui del i nes.

4. The Designated Expert may request additional review or
di scussi on, as necessary.

5. If Expert Review recomrends registration, |ANA adds the
registration to the appropriate registry.

The initial registry content specification [ RFC6839] provides
exanpl es of structured syntax suffix registrations.

6.1. Change Procedures

Regi strations may be updated in each registry by the same nmechani sm
as required for an initial registration. |In cases where the origina
definition of the schene is contained in an | ESG approved docunent,
update of the specification also requires |ESG approval

6.2. Structured Syntax Suffix Registration Tenplate

This tenpl ate describes the fields that nust be supplied in a
structured syntax suffix registration request:

Name
Ful | name of the well-defined structured syntax.

+suf fix
Suffix used to indicate confornance to the syntax.

Ref er ences
Include full citations for all specifications necessary to
understand the structured syntax.

Encodi ng consi derations
A full citation to a section in a specification that provides
general gui dance regardi ng encodi ng consi derations for any type
enpl oying this syntax. The sane requirenents for nedia type
encodi ng considerations given in Section 2.6 apply here.

Interoperability considerations
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8.

8.

A full citation to a section in a specification that docunments any
i ssues regarding the interoperable use of types enploying this
structured syntax should be given here. Exanples would include
the existence of inconpatible versions of the syntax, issues

conbi ning certain charsets with the syntax, or inconpatibilities
with other types or protocols.

Fragment identifier considerations
A full citation to a section in a specification that docunments the
generic processing rules of fragnent identifiers for any type
enpl oying this syntax shoul d be described here.

Security considerations
A full citation to a section in a specification that provides
security considerations shared by nmedia types enploying this
structured syntax nust be specified here. The same requirenents
for nmedia type security considerations given in Section 2.8 apply
here, with the exception that the option of not assessing the
security considerations is not available for suffix registrations.

Cont act
Person (including contact information) to contact for further
i nformation.
Aut hor/ Change control |l er
Person (including contact information) authorized to change this
suffix registration
Security Considerations

Security requirements for both nedia type and nedia type suffix
registrations are discussed in Section 2.8.

I ANA Consi derati ons
1. Top-Level Types Registry
In the Top-Level Media Types registry, I ANA should link the reference

field for each top-level type to the specific subsection in question,
rat her than just the rel evant RFC
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Appendi x A. Historical Note

The nedia type registration process was initially defined for
registering nedia types for use in the context of the asynchronous
Internet mail environnent. |In this mail environment, there is a need
to limt the nunber of possible nedia types, to increase the

I'i keli hood of interoperability when the capabilities of the renote
mai | system are not known. As nedia types are used in new
environments in which the proliferation of nedia types is not a

hi ndrance to interoperability, the original procedure proved
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excessively restrictive and had to be generalized. This was
initially done in [RFC2048], but the procedure defined there was
still part of the M ME docunent set. The nmedia type specification
and registration procedure is now a separate docunent, to make it
clear that it is independent of M M

It may be desirable to restrict the use of media types to specific
environments or to prohibit their use in other environments. This
specification incorporates such restrictions into nmedia type
registrations in a systematic way. See Section 2.10 for additional
di scussi on.

Appendi x B. G andfathered Media Types

Sone media types registered prior to 1996 with unfaceted subtype
nanes, would, if registered under the guidelines in this docunent, be
given a faceted nane and placed into either the vendor or personal
trees. Reregistration of those types to reflect the appropriate
trees is encouraged but not required. Oanership and change control
principles outlined in this docunment apply to those types as if they
had been registered in those trees.

There may al so be cases where a nedia type with an unfaceted subtype
nane has been widely depl oyed without being registered. 1In these
cases, the comunity format registration process (Section 4.1.1.1)
ought be consi dered.
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