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Abst ract

Thi s docunent anal yzes the redundant ingress router failover problem
of a multicast domain, and anal yzes the possi bl e backup nodes and
advant ages of each node when depl oying multiple ingress devices to
forward the same nulticast flowin a nulticast donain.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi mum of six nonths
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1. Introduction

Mul ticast redundant ingress router failover is an inportant issue in
mul ti cast depl oynents, especially in backbone nulticast donmins or
mul ti cast provider domains. Backbone multicast domai ns or nulticast
provi der dormains are referred to as nulticast domains in the
followi ng sections. A multicast domain is a domain used to forward
mul ticast flow based on specific nulticast technol ogies, such as PIM
[ RFC7761], BIER [ RFC8279], P2MP TE tunnel [RFC4875], M.DP [ RFC6388],
etc. Static configuration, tunnel based technol ogies, such as AMI

[ RFC7450], SR P2MP policies [I-D.ietf-pimsr-p2np-policy] can also be
used. The domain may or nmay not be directly connected to the actua
mul ti cast source and receivers

The ingress device of the nmulticast domain, such as the ingress
router, can be connected to the nmulticast source by a single hop or
multiple hops. In PIM it is also called the first hop router, in
BIER, it is called the BFIR, and in P2MP TE tunnel or M.DP, it is
called the ingress LSR
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3.

The egress device of the multicast domain, such as the egress router,
may be connected to the multicast receiver by a single hop or
multiple hops. In PIM it is also called the |last hop router, in
BIER, it is called the BFER, and in P2MP TE tunnel or MDP, it is
called the egress LSR

In order to ensure the reliability of multicast flow, there may be
two or nore ingress devices or egress devices in the multicast

domai n. That neans the same nmulticast flow may enter the nulticast
domain frommultiple ingress devices of the nulticast domain. This
draft does not discuss the protection nethod between the ingress
device and the multicast source, between the egress device and the
receiver, nor does it discuss the details of the technol ogi es such as
PIMand BIER. It only discusses the issue of failover of the ingress
router of the nulticast domain.

Thi s docunent di scusses the deploynment of nmultiple ingress devices in
a nulticast domain. Wen a fault occurs, the sw tching method from
the primary ingress device to the backup ingress device and the
common fault detection methods are di scussed. The advant ages and

di sadvant ages of the swi tching methods are anal yzed to provide a
reference for multicast depl oynent.

Ter mi nol ogy
The foll owi ng abbreviations are used in this docunent:

IR The ingress router for nulticast flows in a nulticast donmain.

ER. The egress router for nulticast flows in a nulticast donmain.
SIR The IR responsible for sending the multicast flow, or the IR
whose flow is received by the ER, is called Selected-1R, or SIR for
short.

BIR The IR may or may not send nulticast flows. Milticast flows
fromIRw Il not be accepted by ER Once SIR fails, IRw Il replace
the role of SIR and nmulticast flows fromIR will be accepted by ER

This IR is called backup IR, or BIR for short.

Mul ticast Redundant |ngress Router Fail over
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Figure 1

This is a common nulticast networking scenario. The nulticast domain
includes the area fromIRto ER  The flow sent by the multicast
source enters the nmulticast donmain fromat |east one IR is forwarded
in the nulticast domain, reaches the ER is forwarded by the ER and
finally the receiver receives the nulticast flow

The ingress device IR of the nmulticast domain is a key node for the
normal forwarding of nulticast flows. Wen two or nore IRs are

depl oyed, there may be nultiple protection nodes for IR such as cold
st andby, warm standby and hot standby. These nodes are al so
described in [ RFC9026]. However, [RFC9026] mainly focuses on
signaling notifications in M/PN scenarios and does not involve the
protection node of rmultiple ingress devices in the nmulticast donain
and the inpact on nulticast flow transnmission in the nulticast

domai n.

As shown in Figure 1, a sane nulticast flow enters the nulticast
domain fromtwo IRs. Both IRs are UVH (Upfl ow Mil ticast Hop)
candidates of ER Different nmulticast technol ogies may be used in
the multicast donmain according to the depl oynent of the network
adm nistrator. Assuming that PIMtechnology is used, two nulticast
trees can be pre-established with two IRs as roots.
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3.1. Swi chover

VWhen a node or link in the multicast domain fails, the forwardi ng of
multicast flow nay be affected. However, it is not necessary to
switch multicast flowfromSIRto BIRin all cases. The follow ng
are situations where switching is not required:

* \Wen PIMis used as the nulticast forwarding protocol in a domain,
a forwarding tree of (S, G or (*, G is pre-built. Wen a node
other than SIRor alink in the forwarding tree fails, the tree is
partially rebuilt.

* \Wen BIER is used as the multicast forwarding protocol in a
mul ti cast domain, when a node other than SIRor a link in the
domain fails, there is no need to rebuild the forwarding path,
BIER forwarding will be restored as the | GP route converges.

*  When P2MP TE tunnel or MDP is used as the nulticast forwarding
protocol in a multicast domain, a forwarding LSP is pre-
establi shed. Wen a node other than the SIRin the LSP or a link
in the domain fails, the LSP may be partially rebuilt.

* \When a static nulticast tree or SR P2MP policy is used in a
mul ti cast domai n, when a node other than the SIR on the forwarding
path or a link has a problem the controller needs to recal cul ate
a new forwardi ng path to bypass the faulty node or Iink.

When a critical failure occurs, it is necessary to switch fromSIRto
BIR, for exanple: SIR encounters a device failure, or the forwarding

channel between SIR and ER fails, causing ER to be unable to receive

multicast flows fromSIR and this failure cannot be restored in a

short time. At this time, the multicast flow w |l be forwarded by
BIR ER receives the flow forwarded by BIR and forwards it to the
receiver.
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For exanple, in Figure 2, there is only one path in sone areas of the
network. IRl and Rx are key nodes in the domain. Wen IRL or Rx
fails, there is no other path between IRl and ER

*

VWen PIMis used in the nulticast domain, Rmand Rn can select Ry
as the upfl ow node, send Join nessages, and build a newtree with
| R2 as the root.

When BIER is used in the nulticast domain, |R2 should be
responsible for the forwarding role and forward flow to ER

When P2MP TE tunnel or MLDP is used in the domain, LSP initiated
fromIR2 can be built and replace the LSP initiated from|RL.

When a static multicast tree or SR P2MP policy is used in the
mul ti cast domain, the controller should build a new forwarding
path with IR2 as the root to forward the nulticast flow to ER
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3.2. Failure detection

The IR node itself and the key forwarding |link between IR and ER are
factors that affect traffic forwarding within the nmulticast donain.

In order to achieve fast switching, BIR can establish a forwarding
channel with ER in advance and monitor the status of SIR  Wen the
SIR node fails, it will take over the work of SIR  BIR can establish
a BFD [ RFC5880] session with SIRto detect the SIR status, or it can
be detected by ping and other nethods. However, it should be noted
that the detection between BIR and SIR does not represent the actual
forwardi ng path status between SIR and ER  When SIR i s working
normally, only the link between BIR and SIR fails, which may cause
BIR to make wong judgnments and switch, thereby generating
unnecessary duplicate flow In this case, ER nust support selective
reception and be conpatible with IR switching errors.

There may be problens with the forwarding path between SIR and ER,
but the link between BIR and SIR is normal and cannot be detected by
BIR  Therefore, ER can also detect the forwarding path between SIR
and ER and actively switch to BIRto forward fl ow when problens are
found. The detection between SIR and ER can be based on mul ti point
BFD [ RFC8562] . When BIER is used to forward flow in the nulticast
domain, the detection between SIR and ER can al so be based on BIER
BFD [I-D.ietf-bier-bfd]. Wen MPLS is used to forward flow in the
mul ti cast domain, BFD [ RFC5884] based on MPLS LSP can be used for
det ecti on.

4. Stand-by Modes

Detection and IR switching can be three nodes: cold standby, warm
standby, and hot standby. Wen the three nodes are used to protect
IR, the transm ssion node of nmulticast flowin the nmulticast domain
is different, and the inpact on the network is also different.

When the multicast donmain uses the PIMprotocol to forward flow, ER
will establish a multicast tree to BIR through signaling. Wen the
mul ti cast domain uses BIER to forward flow, ER will notify BIR the
request to receive multicast flow through the BIER overlay protocol.
Wien the nulticast domain uses P2MP TE or MLDP to forward flow, a
mul ticast forwardi ng channel is established fromBIRto ER The PIM
multicast tree with BIR as the root and the P2MP TE or M.DP tunnel
fromBIR to ER can al so be established in advance, and ER directly
notifies BIRto use the nulticast tree or tunnel for forwarding.
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4.1. Cold Standby Mde

In cold standby node, ER selects a SIR (e.g. IRL in Figure 1) as the
SIR and signals it to obtain the nulticast flow

Wien ER finds that it cannot receive the flow from IRl through the
detection neans in Section 3.2, ER sighals IR2 to obtain the
mul ticast flow.

* For IR, IR (including SIR and BIR) only perforns the nornal
operation of forwarding the flow according to ER request.

* For ER, ER nmust select an IR as the SIR and signal it. Wen the
SIR fails or the path between SIR and ER fails, ER nust signal BIR
to obtain the flow

* For internediate routers, they know nothing about the role of IR
they only forward packets. There is no duplicate packets in the
domai n.

In this scenario, the BIR does not need to detect the status of the
SIR  During the IR switching process, packet |oss may occur because
of the need for signaling interaction. Even if a PIMnulticast tree
or P2MP TE/ MLDP tunnel is established in advance, packet | oss may
still occur.

4.2. Warm St andby Mde

In warm standby node, the ER will signal to the SIR and BIR, such as
IRl and IR2 in Figure 2, that it needs to receive flow The SIR
(such as IRl) forwards the flowto the ER The BIR (such as | R2)
must not forward flow to the ER before the SIR fails. The BIR can
detect the SIR status by the nmethod described in Section 3.2, and
automatically forward flow to the ER when the SIR fails.

* Normally, the SIR forwards flowto the ER  Wen the SIR fails or
the path between the SIR and the ER fails, the BIR nust start
forwarding flowto the ER  The BIR can detect node failures in
the SIR using the nmethod described in Section 3.2, but may |ack
the nmethod to detect path failures fromthe SIRto the ER

* The ER does not distinguish between the SIR and the BIR  The ER
only signals to both that it needs to receive a certain flow

* For the internediate routers, they do not know the difference

between the IRs, and they are only responsible for packet
forwarding. There are no duplicate packets in the donain.
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Wien the BIR detects the SIR failure and starts forwarding flow,
packet loss will occur during the swtchover.

In sone depl oynents, the SIR and BIR may be responsible for different
mul ticast flows to share the load. For a certain multicast flow, the
SIR may be IRl, and for another multicast flow, the SIR may be | R2.
For exanple, IRl sends sonme nulticast flows to ERs and | R2 sends
other nulticast flows to ERs. Another possible deploynent is that
two I Rs can be responsible for different ERs for the sane nulticast
flow |If IRL detects a failure between IRL and ERs, IRl may notify
IR2 to forward flow to these ERs.

4.3. Hot Standby Mbode

In hot standby node, the ER signhals both IRs that it wants to receive
a certain flow Both IRs send flows to the ER  The ER nust discard
duplicate flows fromone of the IRs. 1In this case, there is no SIR

or BBR Only the ER knows which IR is the SIR

* In this node, the IR does not need to know the role of the SIR or
BIR, IR only forwards the fl ow based on the request received from
the ER

* ERw Il send flow reception signals to both IRs and discard the
duplicate flow fromthe backup BIR when it receives a duplicate
flow After switching the ER receives and forwards the flow from
the BIR It should be noted that the ER may choose different SIRs
or BIRs for different nulticast flows.

* Internmediate routers do not know the role of the IR they only
forward packets. There are duplicate packets within the domain.

In this node, BIR does not need to detect the status of SIR. ER wi |l
detect the failure of SIR Since duplicate flow packets arrive at
ER, al though packet |oss may occur when ER switches to receive and
forward flow fromBIR, the packet loss is very snmall conpared to the
previ ous two nodes.

4.4. Summary
The following table is a sinple conparison of the three nbdes. "SIR

failover" nmeans that the SIR fails or the path between the SIR and
the ER fails.
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5. |1 ANA Consi derations
Thi s docunent does not have any requests for | ANA allocation.
6. Security Considerations
Thi s docunent adds no new security considerations.
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