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1.

1.

1.

I nt roducti on

Thi s docunent exami nes the security considerations relevant to the
use of nulticast for scal able one-to-nmany delivery of application
traffic over the Internet, along with special considerations for
mul ticast delivery to clients constrained by the Wb security nodel

1. Background

Thi s docunent assunes readers have a basi c understandi ng of sone
background topics, specifically:

* The Internet threat nodel as defined in Section 3 of [RFC3552].

* The Security Considerations for UDP Usage Cuidelines as described
in Section 6 of [RFC8085], since application |layer nmulticast
traffic is generally carried over UDP

* Source-specific nulticast, as described in [RFC4607]. This
docunent focuses on interdomain nulticast, therefore any-source
mul ticast is out of scope in accordance with the deprecation of
i nterdonmai n any-source nulticast in [ RFC8815].

2. Wb Security Mbdel

The Web security nodel, while not yet docunmented authoritatively in a
single reference, nevertheless strongly influences Wb client

i npl ementations, and has generally been interpreted to require
certain properties of underlying transports such as:

* Confidentiality: A passive observer nmust not be able to identify
or access content through sinple observation of the bits being
delivered, up to the limts of metadata privacy (such as traffic
anal ysis, peer identity, application/transport/security-I|ayer
protocol design constraints, etc.).

* Authenticity: A receiver nmust be able to cryptographically verify
that the delivered content originated fromthe desired source

* Integrity: A receiver nust be able to distinguish between origina
content as sent fromthe desired source and content nodified in
some way (including through deletion) by an attacker.

* Non-linkability: A passive observer must not be able to link a
single user across nultiple devices or a single client roam ng
across nultiple networks.
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For uni cast transport, TLS [RFC8446] satisfies these requirenents,
therefore Wb Transport [webtrans] proposes to require qualifying
transport protocols to use "TLS or a senantically equival ent security
pr ot ocol ".

For wuni cast conmunication this is sensible and meani ngful (if

i npreci se) for an engineer with a grounding in security, but it is
uncl ear how or whether ’'semantic equival ence to TLS can be directly
interpreted in any meani ngful way for nulticast transport protocols.
Thi s docunent instead explicitly describes a security and privacy
threat nodel for nulticast transports in order to extend the Wb
security nodel to acconmpbdate nulticast delivery in a way that fits
within the spirit of how that nodel is generally interpreted for

uni cast .

Al t hough defining the security protections necessary to nmake
multicast traffic suitable for Web Transport is a key goal for this
docunent, many of the security considerations described here would be
equal Iy necessary to consider if a higher level nulticast transport
protocol were to be nade available via a different interface within
clients constrained by the Wb security nodel

2. Threat Model

Fundanental ly, nulticast is sinply an addressi ng scheme in which the
destination address identifies nmore than one unique receiver; that
said, this has inplications for protocol design that differ greatly
fromthose for unicast addressing

G ven the virtually unbounded potential for attacks targeting data
confidentiality and user privacy, we attenpt to nake the description
of a multicast threat nodel tractable by taking the approach of

hi ghli ghting areas in which nmulticast differs fromunicast or poses
novel challenges that are not addressed at a | ayer unconcerned with
t he addressi ng schene.

2.1. Milticast Transport Properties

Unli ke typical unicast transport protocols, nulticast transports are
naturally unidirectional. Use cases for nulticast transports
typically involve one or a small nunber of senders transmitting data
to a | arge nunber of receivers. The sender may not know who the
receivers are, or even how many of themthere are, although a sender
may require a pre-existing out-of-band relationship with receivers
for the received data to be useful, such as via distribution of
decryption keys only to authorized receivers.
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Applications built atop nulticast |IP or UDP rust provide a mechani sm

for congestion control, just as those built atop unicast |IP or UDP
must. Al though multicast applications conpliant with Section 4.1 of
[ RFC8085] will inplenent congestion control, in the context of a

threat nodel it is inportant to note that nmalicious clients m ght
attenpt to use non-conpliant subscriptions to multicast traffic as
part of a DoS attack where possible, and that some applications m ght
not be conpliant with the recomendati ons for congestion contro

i mpl ement ati ons.

I P and UDP provide no native reliability nechanism whether for

uni cast or multicast transm ssion. Protocols |everaging multicast
may add mechanisns for reliable delivery (see [RFC5740], [RFC5775],
and [quic-http-nctast] for exanples), but this may expand the attack
surface agai nst content providers if per-packet authenticity is not
provided. For exanple, in an application with unicast recovery for
obj ects constructed out of nultiple packets and which is linited to
obj ect-level authentication, if a packet is injected into the
mul ti cast streamreceivers will fail to authenticate an entire

obj ect, necessitating unicast recovery by every receiver for the
entire object. Care nust be taken to avoid such anplification attack
vect ors.

2.2. Authentication

The Web security nodel requires that data delivered to applications
must be authenticated as having originated fromthe trusted peer
(I'n the case of server-only transport-|evel authentication schenes,
such as the ubiquitous TLS server-only authentication enpl oyed

t hroughout the Wb, trust in the client nay be strongly established
at the application |ayer or weakly established as nothing nore than
precluding a man-in-the-mddle.)

In the unicast case, authentication of payloads in HTTPS is provided
by a trusted octet stream cryptographically resistant to tanpering,
boot strapped via certificate validation and trust chain verification
(either mutual or server-only, perhaps augnmented with application-

| ayer identity verification).

Aut hentication of units of transport for trusted channels (think
i ndi vi dual packets or nessages) is typically provided by a
crypt ographi ¢ authentication tag:

*  Symetric tags, such as symretric nessage authentication codes
(MACs) and authentication tags produced by authenticated
encryption (AE) algorithns. Because anyone in possession of the
keying material may produce valid synmetric authentication tags,
such keying material is typically known to at nost two parties:
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one sender and one receiver. Sone algorithms enploying synmetric
aut henti cation (such as TESLA, discussed below) relieve this
constraint by inposing sone different constraint on verification
of tagged content.

*  Asymretric tags, typically signatures produced by public key
cryptosystens. These assunme that only the sender has access to
the signing key, but inpose no constraints on dissem nation of the
signature verification key.

In both cases:

* The receiving party rmust have a neans for establishing trust in
the keying material used to verify the authentication tag.

* |Instead of directly authenticating the protected content, the tag
may protect a root of trust that itself protects
crypt ographically-1inked content. Exanples include:

- The TLS 1.3 handshake enpl oyi ng an authentication tag to reject
MtM attacks agai nst ECDH key agreenent.

- An authentication tag of a Merkle tree root protecting the
content represented by the entire tree.

* The authentication tag serves to provide integrity protection over
the unit of content to which the tag applies, with additiona
mechani sns required to detect and/or nmanage duplication/replay,
del etion/loss, and reordering within a sequence of such
aut henti cated content units.

Asymretric verification of content delivered through nulticast is
conceptual ly identical to the unicast case, owing to the asymetry of
access to the signing key; but the symmetric case does not directly
apply given that nultiple receivers need access to the sane key used
for both signing and verification, which in a nadfve inplenentation
opens up the possibility of forgery by a receiver on-path or with the
ability to spoof the source.

Mul tipl e nmechani snms providing for reliable asymetric authentication
of data delivered by multicast have been proposed over the years.

* TESLA [ RFC4082] achi eves asymetry between the sender and nultiple
receivers through tined rel ease of symmetric keying materi al
rat her than through the assuned conmputational difficulty of
deriving a signing key froma verification key in public key
cryptosystens |i ke RSA and ECDSA. It enpl oys conputationally-
i nexpensi ve symetric authentication tagging with rel ease of the
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keying material to receivers only after they are assumed to have
received the protected data, with any data recei ved subsequent to
schedul ed key rel ease to be discarded by the receiver. This
requires sone degree of time synchronization between clients and
servers and inposes | atency above one-way path delay prior to

rel ease of authenticated data to applications.

* Sinple per-packet asynmetric signature of packet contents based on
out - of - band communi cation of the signature’ s public key and
algorithm for exanple as described in Section 3 of [RFC6584].

*  Asymmretric Manifest-based Integrity (AMBI) [AMBI] relies on an
out - of - band aut henti cated channel for distribution of nmanifests
cont ai ni ng cryptographic digests of the packets in the multicast
stream Authentication of this channel may, for instance, be
provided by TLS if manifests are distributed using HTTPS from an
origin known to the client to be closely affiliated with the
mul ti cast stream such as would be the case if the manifest URL is
delivered by the origin of the parent page hosting the nedia
object. Authenticity in this case is a prerequisite of the out-
of - band channel that AMBI builds upon to provide authenticity for
the multicast data channel

Regardl ess of nmechanism the primary goal of authentication in the
mul ticast context is identical to that for unicast: that the content
delivered to the application originated fromthe trusted source.
Semantic equivalence to (D)TLS in this respect is therefore
straightforwardly achi eved by any nunber of potential mechanisns.

2.3. Integrity

Integrity in the Wb security nodel for unicast is closely tied to
the features provided by transports that enabled the Wb fromits
earliest days. TCP, the transport substrate for the original HITP,
provides in-order delivery, reliability via retransm ssion, packet
de-duplication, and nodest protection against replay and forgery by
certain classes of adversaries. SSL and TLS |later greatly

strengt hened those protections. Wb applications universally rely on
these integrity assunptions for even the nost basic operations. It
is no surprise, then, that when QU C was subsequently designed with
HTTP as the nodel application, initial requirenments included the
integrity guarantees provided by TCP at the granularity of an

i ndi vi dual stream

Mul ticast applications by contrast have different integrity
assunptions owing to the nmulticast transport |egacy. UDP, the
transport protocol atop which nmulticast applications are typically
built, provides no native reliability, in-order delivery, de-
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duplication, or protection against replay or forgery. Additionally,
UDP by itself provides no protection against off-path spoofing or
injection. Milticast has therefore traditionally been used for
applications that can deal with a nodest |oss of integrity through
application-layer mitigations such as:

* Packet indexes to reveal duplication/replay and reordering, and to
complicate off-path spoofing and injection

* Deletion coding to allow for passive recovery from |l oss/del etion

* Gaceful degradation in response to |oss/deletion, exenplified by
vi deo codecs designed to tolerate |oss

A baseline for nmulticast transport integrity that nakes sense within
the Web security nodel requires that we first define the mnimally
acceptable integrity requirenments for data that nmay be presented to a
user or otherwi se input to the browser’s trusted conputing base. W
propose that the proper mininmal standard given the variety of
potential use cases, including many that have no need for reliable or
in-order delivery, is to require protection against repl ay,
injection, and nodification and the ability to detect deletion, |oss,
or reordering. This standard will necessarily constrain confornmant
application-layer protocol design, just as the Wb security nodel
adds constraints to vanilla TCP

Integrity in nulticast, as in the unicast case, is partially provided
by the authentication nechanism for exanple, if authentication is
provi ded at packet granularity, nodified or forged packets will fai
to authenticate and will thus not be delivered to the application
Lacking a bidirectional relationship at the transport |ayer, however,
applications relying on multicast nmust otherw se provide for
detection of and/or recovery from packet duplication/replay, |oss/

del etion, and reordering. Sone of these functions, too, may be
provided by the authentication |ayer. For instance:

* TESLA prevents replay and reveal s reordering, but only across tine
intervals. An application requiring finer-grained countermeasures
agai nst duplication/replay or reordering, or indeed any
countermeasure to deletion/loss, would need to provide that via
custom support (e.g., through the introduction of packet sequence
nunbers) or via an internedi ate-layer protocol providing those
functions.

* AMBI by design provides strong protection against duplication/

replay and reveals reordering and del etion/loss of content packets
through a strict in-order manifest of packet digests.
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2.4. Confidentiality

In the unicast transport security context, confidentiality inplies
that an observer (passive or active) w thout pre-existing access to
keying material nust not be able to decrypt the bytes on the wire or
identify the content being transferred, even if that adversary has
access to the decrypted content via other nmeans. |In practice, the
former is trivially achieved through the use of authenticated key
exchange and nodern symmetric ciphers, but the latter is an idea

that is rarely possible owing to the substantial netadata in the
clear on the public Internet: traffic analysis can nake use of packet
sizes and timng, endpoint identities, biases in application-|ayer
prot ocol designs, side channels, and other such nmetadata to reveal an
often surprising amount of information about the encrypted payl oad

wi t hout needi ng access to any keying material. (Conceptually, one
coul d make many streans appear identical to a passive observer: video
streans, for exanple, could be bucketed into a snmall nunber of
bitrates with identical packet sizes and pacing via padding of the
actual content. This would increase overhead for servers and
networks, primarily in ternms of bandwi dth utilization, that may be
operationally unacceptabl e.)

Mul ticast additionally introduces the conplication that all receivers
of a stream even if such a streamis encrypted, receive the sane
payl oad (loss and duplication notwi thstanding). This introduces
novel privacy concerns that do not apply to unicast transports.

2.4.1. Privacy

In contrast to (say) unicast TLS, on-path nonitoring can trivially
prove that identical content was delivered to nultiple receivers,
irrespective of payload encryption. Furthernore, since those
receivers all require the sane keying material to decrypt the

recei ved payl oad, a conprom se of any single receiver’s device
exposes decryption keys, and therefore the plaintext content, to the
attacker.

That havi ng been said, however, there are factors and practices that
help mtigate these additional risks:
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Rose,

Miul ticast delivery is unidirectional fromcontent provider to
consumer and has no end-to-end unicast control channel association
at the transport-layer, though such associations are generally
unavoi dable at the application layer (a common case |likely being a
referring web page). Assum ng application-layer unicast contro
plane traffic is properly secured, identifiable plaintext contro
messages are linmted to | GW or M.D nessages intercepted by (and
not retransmtted with user-identifying information by) a user’s
upstreamrouter.

Notwi t hstanding linkability via data or netadata from application-
| ayer control flows, an on-path observer can thus only directly
determine that some entity downstream of that path el enent has
joined a particular multicast channel (in SSM[RFC4607],
identified by the (source, group) pair of |IP addresses). Lacking
a destination address, increasing the specificity of receiver
identification would require an observer to obtain nonitoring
points closer to the user or to mani pulate a user into revealing
met adat a out - of -band that the observer can tie to the user via
traffic anal ysis or other neans.

This is a formof k-anonynmity [k-anonynmity] not available to

uni cast transports. |In the unicast case, an on-path observer has
access to netadata specific to endpoint address pairs, including
total flow size, packet count, port and protocol, which (in

combi nation with other metadata) can later be tied to the user
site, service, and/or location assigned to each address at the
given tine.

W despread near-si nmul taneous uni cast downl oad events, such as
those triggered by the rel ease of a video gane update or of an
epi sode of a popul ar stream ng video series, expose the identities
of consuners of such content anywhere along the path from end
users’ devices to the origin through very elenentary traffic

anal ysi s, unless neasures are taken by the end user or content
provider to hide the traffic, such as by mxing it with other
traffic in a way that conplicates disentangling individual flows.
A properly-designed virtual private network (VPN) link could, for
exanpl e, obfuscate flowidentifying information in traffic to a
given user, at the expense of using greater bandw dth (for added
chaff) and of loudly signaling to passive observers the presence
of a VPN Iink.

There is no standard mechanismin the nulticast protocol ecosystem
by whi ch a passive observer may derive separate but rel ated
content or nmetadata fromthe multicast channel itself: in
particular, if a nulticast streamis encrypted using a key
delivered out-of-band, there is no general neans by which a
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2

2

passi ve observer could directly derive the source |ocation of the
keying material. For a passive observer to know what encrypted
content is being delivered to a particular user whose channe
subscriptions are known they would need to already know what
content is available via that channel, either via traffic analysis
such as in the case of passive observation of unicast TLS, or via
a priori know edge of related content that references the channel
A dragnet cataloging all content avail able through a particul ar
origin is an exanple of the latter, but could be further mtigated
via control |l ed access to index information, or via periodic
changes in nulticast source, group, or keying material, or sone
conbi nation of the three

4. 2. Per sonal Data

A sender has responsibility not to expose personal information
broadly. This is not a consideration unique to nulticast delivery:
an irresponsible service could publish a web page with Soci al
Security nunbers or push its server TLS private key into the
certificate transparency log as easily as it could nulticast persona
data to a large set of receivers

The Web security nodel partially mtigates negligence on the part of
senders by mandating the use of secure transports: prohibiting the
fetching of mixed content on a single page prevents a server from
sending private data to a browser in the clear. The main effect is
to raise the bar closer to requiring bad faith or willful
irresponsibility on the part of senders in revealing persona

i nformation.

Multicast by its very nature is not generally suitable for transport
of personal data: since the main value of |everaging a multicast
transport is to deliver the same data to a | arge pool of receivers,
such content nust not include confidential personal infornmation
Senders already have a responsibility to handle private information
in a way that respects the privacy of users: the availability of
mul ti cast transports does not further conmplicate this responsibility.

4.3. Forward Secrecy

Forward secrecy (also called "perfect forward secrecy” or "PFS' and
defined in [RFC4949]) is a counterneasure agai nst attackers that
record encrypted traffic with the intent of later decrypting it
shoul d the comunicating parties’ |ong-termkeys be conprom sed.
Forward secrecy for protocols leveraging time-limted keys to protect
a conmuni cati on session ("session keys") requires that such session
keys be unrecoverable by an attacker that |ater conproni ses the |ong-
term keys used to negotiate or deliver those session keys.
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As noted earlier, confidential content delivered via nulticast wll
necessarily inmply delivery of the sane keying material to multiple
receivers, rather than negotiation of a unique key as is typical in
the unicast case. Presunably, such receivers will need to be

i ndi vidual |y aut henticated and authorized by the content provider
prior to delivery of decryption keys. |If this authorization and key
del i very nechani sm enpl oys a forward secret unicast transport such as
TLS 1.3, then so long as these encryption keys are epheneral (that
is, rotated periodically and discarded after rotation) the nulticast
payl oads will also effectively be forward secret beyond the tine
interval of rotation, which we can consider to be the session

dur ati on.

2.4.4. Bypassing Authentication

Prot ocol s shoul d be designed to discourage inplenentations from
maki ng use of unauthenticated data. The usual approach to enforcing
this is to entangl e decryption and authenticati on where possible, for
exanmpl e via use of primtives such as authenticated encryption

While ultimately authentication checks are independent of decryption
(at least in classical cryptography), use of such primtives to

m nimze the nunber of places in which an inconplete or |azy

i npl ementation can avoid such checks constitutes best practice. TLS
1.3, for instance, mandates AE for all symetric cryptographic
operations: without witing one’s own AE ci pher inplenmentation that
pur posel y skips the authentication tag check, this |eaves
establishnent of trust in the peer certificate as the only practica
step an inplenentation can skip without inpacting the ability to make
use of the decrypted content.

The situation in nulticast is conplicated by the need for nore than
two parties to have access to synmetric keys that would used to
secure payl oads via AE in the unicast case. As discussed in

Section 2.2, it is inperative for protocols to provide, and for
receivers to | everage, sone kind of asymretry in authentication of
each content unit prior to any use of said content to elimnate the
ability for an attacker in possession of a shared symmetric key
(possi bly including an authorized receiver) to inject forged data
into a streamthat other receivers would then validate and deliver to
applications. This requirenent to perform authentication checks
throughout the lifetine of a streamthat are separate from and
orthogonal to, content decryption adds an extra di mension of risk
frominpl ementation incorrectness, because such authentication
becones an on-goi ng process rather than the result of a one-tine
certificate check at connection establishment. Protocol designers
and i npl enentors are thus strongly encouraged to sinplify or even

bl ack box such on-going authentication to nmininize the potential for
i npl ementors or users to skip such checks.

Rose, et al. Expi res 29 COctober 2026 [ Page 12]



I nternet-Draft Mul ticast Transport Security April 2026

2.5. Request/Response Binding

In addition to requiring that application data be cryptographically
aut henticated, the Wb security nodel also requires that each HITP
response nust be bound to a specific HITP request in a way that
cannot be forged by an adversary.

In the unicast case, binding of a response to a request in HTTPS is a
di rect consequence of the integrity guaranteed by the
cryptographically protected transport streamto the image of the
under|ying HTTP protocol, which itself allows for no anbiguity in

det ermi ni ng which request induced a particular response.

Request/response binding in nulticast requires additional protocol or
application-layer support as nulticast is naturally unidirectiona
and so does not carry request traffic. Any nulticast protocol
carrying Wb traffic nust provide a neans for cryptographically

bi nding the data delivered over a nulticast channel to a specific
client request. Failure to do so could, for exanple, allow an on-
pat h adversary to swap the packets between two different mnulticast
channel s both trusted by the client w thout being detected prior to
delivery to the application.

2.6. Non-linkability

Concern about pervasive nonitoring of users culmnated in the
publicati on of [RFC7258], which states that "the IETF will work to
mtigate the technical aspects of [pervasive nonitoring]." One area
of particular concern is the ability for pervasive nonitoring to
track individual clients across changes in network connectivity, such
as being able to tell when a device or connection nmigrates froma

wi red hone network to a cell network. This has notivated nitigations
i n subsequent protocol designs, such as those discussed in section
9.5 of [RFC9000]. Mgration of multicast channel subscriptions
across network connections carries the potential for correlation of
met adat a between nul ti cast channel subscriptions and unicast contro
channel s, even when control channels are encrypted, so care nust be
taken to design protocols to avoid such correl ations.

2.7. Browser-Specific Threats
The security requirements for nulticast transport to a browser follow
directly fromthe requirenent that the browser’s job is to protect
the user. Huang et al. [huang-w2sp] summarize the core browser
security guarantee as foll ows:

Users can safely visit arbitrary web sites and execute scripts
provi ded by those sites.
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The reader will find the full discussion of the browser threat nodel
in section 3 of [RFC8826] hel pful in understandi ng what foll ows.

2.7.1. Access to Local Resources

Thi s docunent covers only unidirectional multicast froma server to
(potentially many) clients, as well as associated control channels
used to manage that comuni cati on and access to the content delivered
via multicast. As a result, |local resource access can be presuned to
be limted to that already available within web applications. Note
that these resources may include fingerprint information that can be
used to identify or track individuals, such as information about the
user agent, viewport size, display resolution, a concern covered in
extensive detail in [RFC8942].

2.7.2. Injection

In the absence of any specific nmtigations, network attackers have
the ability to inject or nodify packets in a nulticast stream On-
path injection and nodification are trivial, but even off-path
injection is feasible for many networks, such as those that inplenent
no protections agai nst source address spoofing. Consequently, it is
critical that a browser prevent any such injected or nodified traffic
fromreaching large attack surfaces in the browser, such as the
renderi ng code.

2.7.3. Hostile Oigin
A hostile origin could serve a Wb application that attenpts to join
many mul ticast channels, overwhelm ng the provider’'s network with
undesired traffic.

The first line of defense is the browser itself: the browser should
at a mninum prevent joining of channels not associated with the

hosting site. In the general case, this inplies the need for a CORS-
i ke mechani smfor cross-origin authorization of nulticast channe
shari ng.

The second line of defense is the network. The user’s upstream
router can and should nonitor the user’s nulticast behavior,

i mpl ementing circuit breakers that will target unpopul ar content when
overl oaded or when an abusive subscription pattern is detected.
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2.7.4. Private Browsi ng Mdes

Browsers that offer a private browsi ng node, designed both to bypass
access to client-side persistent state and to prevent broad cl asses
of data | eakage that can be | everaged by passive and active attackers
ali ke, should require explicit user approval for joining a multicast
group given the nmetadata exposure to network el enents of | GW and M.D
messages.

2.8. Oher Threats
2.8.1. Referrer Checks

Uni cast Web traffic has a weak form of protection against

unaut hori zed use of content by third-party sites through referrer
checks. Browsers send a Referer [sic] header containing the parent
page URL in requests for objects referenced in that page, which

all ows the server to reject requests from pages not authorized to
refer to such content. This is used, for exanple, to conplicate the
hosti ng of phishing sites, which could otherw se serve only the
relatively small page HTML and direct the browser to fetch all other
page objects fromthe legitinate origin. This is not a strong
security neasure, as clients may render cached versions of such

el ements wi thout checking freshness with the origin; but it does
force the attacker to duplicate, nodify, and host nore content to
convi nci ngly nock the target site.

Protocol s enabling the delivery of Web traffic over nmulticast should
i ncl ude sone mechani smproviding a sinmilar degree of protection
agai nst unauthorized use. This is conplicated by the inherently
unidirectional nature of nulticast traffic, which precludes any
active role for the server in preventing data delivery to specific
clients. In lieu of this, protocols should be designed in a way that
all ows properly-functioning clients to unilaterally reject multicast
data delivered for objects referenced by pages that the server has
not aut hori zed.

3. Security Considerations
This entire docurment is about security.

4. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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