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Abstract

Thi s docunent defines YANG data nodels for the configuration and
managenent of Automatic Milticast Tunneling (AMI) protocol
operati ons.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six

mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 09, 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
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docunent must include Revised BSD Li cense text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Revised BSD License.
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1. Introduction

[ RFC7450] introduces the protocol definition of the Automatic

Mul ticast Tunneling (AMI) for delivering nulticast traffic from
sources in a multicast-enabled network to receivers that |ack

mul ti cast connectivity to the source network. The protocol uses UDP
encapsul ati on and uni cast replication to provide this functionality.

[ RFC8777] updates [ RFC7450] by nodifying the relay discovery
process. |t defines DNS Reverse | P AMI Di scovery (DRI AD) nmechani sm
for AMI gateways to discover AMI relays that are capabl e of
forwarding nulticast traffic froma known source | P address.

Thi s docunent defines YANG data nodels for configuring and managi ng
AMT Pr ot ocol .

The YANG nodul e defined in this docunment conforns to the Network
Management Datastore Architecture (NVDA) [ RFC8342].
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1.1. Term nol ogy

The term nol ogy for describing YANG data nodels is found in
[ RFC6020] and [ RFC7950], i ncl uding:

0 augnent

o0 dat a nodel
0 data node
o identity
o modul e

The foll owi ng abbreviations are used in this docunent and the
defi ned nodel :

AMI: Automatic Milticast Tunneling [ RFC7450].

1.2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.3. Tree Diagrans

Tree diagranms used in this document follow the notation defined in
[ RFC8340] .

2. Model Overview
AMI YANG data nodel s are defined in this docunent.

The ietf-ant.yang data nodel provides the nmethods for configuring
and nanagi ng AMI Protocol. It includes:

o Paraneters of AMI relay service, such as Relay Discovery Address,

Rel ay Address, service switch, the maxi num nunmber of tunnels and
secret key timeout.
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o Paraneters of AMI gateway service, such as Relay Discovery
Address, Relay Address, Discovery Tinmeout, Request Timeout and
Maxi mum Retransm ssi on Count.

0 AMT tunnel information, such as endpoint address and UDP port,
| ocal address and UDP port.

o0 DNS resource record used by AMI rel ay service.
2.1. Prefixes in Data Node Nanes

In this docunment, names of data nodes, actions, and other data nodel
objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. O herw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

S e S +

| Prefix | YANG nodul e | Reference |

TS o e e e e e oo - R +
i net ietf-inet-types [ RFC6991]
rt-types ietf-routing-types [ RFC8294]

i etf-yang-types [ RFC6991]

I I I I
| | i i | |
| rt | ietf-routing | [ RFC8349] |
I I I I
| | ietf-interfaces | [ RFC8343] |

Table 1. Prefixes and Correspondi ng YANG Modul es

3. AMI YANG Modul e
3.1. Tree View

The conplete tree of the ietf-ant.yang data nodel is represented as
foll owi ng. See [RFC8340] for an explanation of the synbols used.

Thi s nodel augnents the core routing data nodel "ietf-routing”

specified in [RFC8349]. The AMI nodel augnents
"/rt:routing/rt:control-plane-protocol s".
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augrment /rt:routing/rt:control-pl ane-protocols:
+--rw ant!
+--rw rel ay

liu, et al.

+- T W
| +--
|
|
|

rel ay- addr esses
rw rel ay-address* [fam |y]
+--rw famly i dentityref

+--rw anycast - prefix
+--rw | ocal - addr ess

+--rw tunnel-limt?

inet:ip-prefix
i net:ip-address
ui nt 32

+- T W

secret-key-tinmeout? ui nt 32

+--ro tunnels

| +--ro tunnel* [gateway-address gateway-port]

| +--ro0 gat eway- address i net:ip-address

| +--ro0 gat eway- port i net: port-nunber

| +--ro | ocal - address i net:ip-address

| +--ro | ocal - port i net: port-nunber

| +--ro0 state enuner ation

| +--ro rmulticast-fl ows

| | +--ro multicast-flow [source-address

| | | gr oup- addr ess]

| | +--ro source-address

| | | i p-mul ti cast-source-address

| | +--ro0 group-address

| | rt-types:ip-nulticast-group-address

| +--ro mul ticast-group-num yang: gauge32

| +--ro0 request-nmessage- count

| | yang: zer o- based- count er 64

| +--ro nmenber shi p- query- nessage- count

| | yang: zer o- based- count er 64

| +--ro menber shi p- updat e- mressage- count

| yang: zer o- based- count er 64

+--rw rel ay-dns-resource-records

| +--rwrelay-dns-resource-record* [source-address]

| +--rw sour ce-address i net:ip-address

| +--rw precedence? ui nt 32

| +--rw d-flag? bool ean

| +--rw rel ay-type? enumer ati on

| +--rw di scovery-address? i net:ip-address

| +--rw domai n- nane? i net: domai n- nane

+--ro0 rel ay-nessage-statistics

+--ro received
+--ro rel ay-di scovery yang: zer o- based- count er 64
+--r10 request yang: zer o- based- count er 64
+--ro nmenber shi p- updat e yang: zer o- based- count er 64
+--ro0 teardown yang: zer o- based- count er 64
+--ro sent

Expi r

+--ro0 rel ay-adverti sement yang: zer o- based- count er 64
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menber shi p- query yang: zer o- based- count er 64

i nconpl et e- packet yang: zer o- based- count er 64
i nval i d- mac yang: zer o- based- count er 64
unexpect ed-type yang: zer o- based- count er 64
i nval i d-rel ay-di scovery-address

yang: zer o- based- count er 64
i nval i d- menber shi p-request - addr ess

yang: zer o- based- count er 64
i nval i d- menber shi p- updat e- addr ess

yang: zer o- based- count er 64
i nconpl et e-rel ay-di scovery- nessages

yang: zer o- based- count er 64
i nconpl et e- menber shi p-r equest - nessages

yang: zer o- based- count er 64
i nconpl et e- renber shi p- updat e- nessages

yang: zer o- based- count er 64
no-acti ve- gat enway yang: zer o- based- count er 64
i nval i d-i nner - header - checksum

yang: zer o- based- count er 64

YANG
+--10
+--1r0 error
+-10
+--10
+--10
+--r10

I
+--r10
I
+--10
I
+--10
I
+--r10
I
+--10
I
+--10
+--10
I
+--10

+--rw gat enway
+--rw pseudo-interfaces
+--rw pseudo-interface* [interface]

et al.

+--rw
+--TW
+--TW
+--rw
+--rw
+--rw
+--rw
+--TW
+--TW
+--rw
+--rw
+--10
+--10
+--T0
+--T0
I

+--r0
I

+--10
I

+--T0
I

+--r0

gat eways-ti med- out yang: gauge64

interface if:interface-ref
di scovery- et hod enumer ati on

rel ay-di scovery-address? inet:ip-address
rel ay- addr ess? i net:ip-address
upstreaminterface? if:interface-ref

di scovery-ti nmeout ? ui nt 32

di scovery-retrans-count? uint32
request-ti nmeout ? ui nt 32
request-retrans-count ? ui nt 32

dest -unreach-retry-count? uint32

rel ay-port? i net: port-nunber
| ocal - addr ess? i net:ip-address
| ocal - port? i net: port-nunber
tunnel -state enumer ati on

rel ay- di scovery-message- count

yang: zer o- based- count er 64
rel ay- adverti senent - nessage- count

yang: zer o- based- count er 64
request - message- count

yang: zer o- based- count er 64
menber shi p- quer y- mnessage- count

yang: zer o- based- count er 64
menber shi p- updat e- nessage- count

yang: zer o- based- count er 64
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+--ro0 gateway-nmessage-statistics
+--ro received

| +--ro relay-advertisenment yang:

| +--ro menbership-query yang:
+--ro0 sent
+--ro rel ay-di scovery yang:
+--ro request yang:
+--ro menber shi p- updat e yang:
+--ro teardown yang:

3.2. Yang Modul e

<CCODE BEG NS> file "ietf-am @022-11-17. yang"
modul e ietf-am {

yang-version "1.1";

nanespace "urn:ietf:paranms: xm:ns:yang:ietf-am";
prefix ant;

i mport

ietf-inet-types {

prefix inet;
reference
"RFC 6991: Common YANG Data Types",

Cct ober 2025

zer o- based- count er 64
zer o- based- count er 64

zer o- based- count er 64
zer o- based- count er 64
zer o- based- count er 64
zer o- based- count er 64

}
import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types",
}
import ietf-routing-types {
prefix rt-types;
reference
"RFC 8294: Common YANG Data Types for the Routing Area”;
}
inmport ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Mddel for Interface Managenent"”;
}
inmport ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA Version)";
}
et al. Expires April 09, 2026 [ Page 7]
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organi zati on

"I ETF Mul ti cast Backbone Depl oyment (MBONED) Working G oup”;

cont act

"WG Web: <https://datatracker.ietf.org/wy/ nboned/ >
WG List: <nmilto: nboned@etf.org>

Edi t or: Yi song Liu

<mai | to:1iuyi song@hi nanobi | e. con»
Edi tor: Changwang Lin

<mai | t o: | i nchangwang. 04414@3c. con®
Edi t or: Zheng( Sandy) Zhang

<mai | t o: zhang. zheng@t e. com cn>
Edi t or: Xuesong CGeng

<mai | t 0: gengxuesong@uawei . con
Edi t or: Vi nod Kumar Nagar aj

<mai | t 0: vi nkumar @ uni per. net >";

description

"Thi s nodul e descri bes a YANG nodel for configuring and
managi ng the AMI Prot ocol

Thi s YANG nodel conforns to the Network Managenent
Dat astore Architecture (NVDA) as described in RFC 8342

Copyright (c) 2022 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.

The key words 'MJST', 'MUST NOT', 'REQU RED , ’'SHALL', ' SHALL
NOT’, ' SHOULD , ’SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";
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revision 2022-11-17 {
description
"Initial Version";
ref erence
"RFC XXXX: YANG Data Model for Autonmatic Multicast Tunneling";
}

identity address-famly {
description
"Base identity fromwhich identities describing address
famlies are derived.";

}

identity ipvd {
base address-famly;
description
"This identity represents an | Pv4 address famly.";
}

identity ipv6 {
base address-famly;
description
"This identity represents an | Pv6 address famly.";
}

typedef ip-nulticast-source-address {
type union {
type rt-types:ipv4-nulticast-source-address;
type rt-types:ipv6-nulticast-source-address;

description
"This type represents a version-neutral IP nulticast source
address. The format of the textual representation inplies
the I P version.";

}

augrment "/rt:routing/rt:control-plane-protocol s" {
description
"AMI augnentation to the routing instance nodel.";
contai ner am {
description
"Configuration paraneters for the AMI protocol.";
container relay {
description
"Paranmeters of AMI relay service.";
cont ai ner rel ay-addresses {
description
"Paraneters of AMI relay addresses.";
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list relay-address {
key "fam|ly";
description
"Each entry contains paranmeters for an AMI rel ay
address identified by the "famly' key.";
leaf famly {
type identityref {
base address-fanmly;
}
mandat ory true;
description
"Address famly.";
}
| eaf anycast-prefix {
type inet:ip-prefix;
description
"The anycast | P prefix of AMI relay discovery
address which is used when sendi ng di scovery
messages to a relay.";
}
| eaf | ocal -address {
type inet:ip-address;
description
"The uni cast | P address of AMI relay address
which is obtained as a result of the discovery
process.";

}
}

| eaf tunnel-limt {
type uint32;
description
"The total nunber of endpoints”;
}

| eaf secret-key-tinmeout {
type uint32;
description
"The timeout interval of secret key.";
}

contai ner tunnels {
config fal se;
description
"The AMI tunnel information on the relay.";
list tunnel {
key "gateway-address gateway-port"”;
description
"An entry of AMI tunnel.";
| eaf gat eway-address {
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type inet:ip-address;
description
"The | P address of AMI gateway.";

| eaf gateway-port {
type inet: port-nunber;
description
"The UDP port of AMI gateway.";

| eaf | ocal -address {
type inet:ip-address;
description
"The local |P address of AMI relay.";

| eaf | ocal-port {
type inet: port-nunber;
description
"The local UDP port of AMI relay.";

| eaf state {
type enuneration {
enum up {
description
"The AMT tunnel has been successfully
establ i shed. ";

enum est abl i shing {
description
"The AMT tunnel is being established.";
}

}

description
"The state of AMI tunnel.";
}
container nulticast-flows {
config fal se;
description
"The multicast flow information in the AMI tunnel.";
list multicast-flow {
key "source-address group-address";
description
"An entry of multicast flow";
| eaf source-address {
type ip-nulticast-source-address;
description
"The source | P address of nulticast flow";
}

| eaf group-address {
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type rt-types:ip-multicast-group-address;
description
"The group address of nulticast flow ";
}

}
}
| eaf multicast-group-num{
type yang: gauge32;
description
"Nunmber of nulticast groups."”;
}
| eaf request-nessage-count {
type yang: zer o- based- count er 64;
description
"Number of AMI request messages received
in the tunnel.";
}
| eaf menbershi p- query- nessage- count {
type yang: zer o- based- count er 64;
description
"Number of AMI menbership query nessages sent
in the tunnel.";

| eaf menber shi p-updat e- nessage- count {
type yang: zer o- based- count er 64;
description
"Number of AMI menbershi p update nmessages received
in the tunnel.";
}
}
}
cont ai ner relay-dns-resource-records {
description
"The DNS resource records of AMI relay.";
list relay-dns-resource-record {
key "source-address";
description
"An entry of AMI relay resource record.";
| eaf source-address {
type inet:ip-address;
description
"The | P address of multicast sender.";
}
| eaf precedence {
type uint32;
description
"The precedence of this record.”;

}
liu, et al. Expires April 09, 2026 [ Page 12]
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| eaf d-flag {
type bool ean;
default fal se;
description
"If the D-bit is set to true, the gateway NMAY
send an AMI Request nessage directly to the
di scovered relay address without first
sendi ng an AMI Di scovery nessage.
If the D-bit is set to false, the gateway MJST
receive an AMI rel ay adverti senent nessage
for an address before sending an AMI
Request nessage to that address.";
}
| eaf relay-type {
type enuneration {
enum enpty {
val ue 0;
description
"The relay field is enpty.";
}

enum i pv4- address {
val ue 1;
description
"The relay field contains a 4-octet |Pv4
address.";
}
enum i pv6- address {
val ue 2;
description
"The relay field contains a 16-octet |Pv6
address.";
}
enum domai n- nane {
val ue 3;
description
"The relay field contains a wre-encoded
domai n nane.";

}
}

description
"The type of Relay address.";
}
| eaf di scovery-address {
type inet:ip-address;
description
"The | P address of AMI relay discovery address.";

| eaf donai n-nanme {
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type inet:domai n- nane;
description
"The w re-encoded domai n nane of AMI relay.";
}

}
}
contai ner relay-nessage-statistics {
config fal se;
description
"Message statistics of AMI relay.";
contai ner received {
description
"Recei ved nessage statistics of AMI relay.";
| eaf rel ay-discovery {
type yang: zer o- based- count er 64;
description
"Nunmber of AMI relay discovery nessages
received.";
}
| eaf request {
type yang: zer o- based- count er 64;
description
"Nunber of AMI menbershi p request nessages
received.";

| eaf menber shi p-update {
type yang: zer o- based- count er 64;
description
"Number of AMI nmenbershi p update nessages
received.";
}
| eaf teardown {
type yang: zer o- based- count er 64;
description
"Nunmber of AMI teardown nessages received.";
}
}

cont ai ner sent {
description
"Sent nessage statistics of AMI relay.";
| eaf rel ay-advertisenent {
type yang: zer o- based- count er 64;
description
"Number of AMI relay adverti senent nessages sent.";

}

| eaf menbershi p-query {
type yang: zer o- based- count er 64;
description
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"Nurmber of AMI menbership query nmessages sent.";

}
}

container error {
description
"Error message statistics of AMI relay.";
| eaf inconplete-packet {
type yang: zer o- based- count er 64;
description
"Nunmber of nessages received with length errors
so severe that further classification could not
occur.";
}
| eaf invalid-mac {
type yang: zer o- based- count er 64;
description
"Nurmber of nessages received with an invalid
message aut hentication code (MAC).";
}
| eaf unexpected-type {
type yang: zer o- based- count er 64;
description
"Nurmber of nessages received with an unknown
message type specified.";

| eaf invalid-rel ay-discovery-address {
type yang: zer o- based- count er 64;
description
"Nunmber of AMI relay discovery nessages
received with an address other than the
configured anycast address.";

| eaf invalid-menbership-request-address {
type yang: zer o- based- count er 64;
description
"Number of AMI menbership request nessages
received with an address other than the
configured AMI | ocal address.";

| eaf invalid-nmenbershi p-updat e-address {
type yang: zer o- based- count er 64;
description
"Number of AMI menbershi p updat e nmessages
received with an address ot her than the
configured AMI | ocal address.”;
}
| eaf inconplete-rel ay-di scovery-nessages {
type yang: zer o- based- count er 64;
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description
"Number of AMI relay discovery nmessages
received that are not fully fornmed.";
}
| eaf i nconplete-nenbership-request-nessages {
type yang: zer o- based- count er 64;
description
"Number of AMI menbership request messages
received that are not fully fornmed.";
}
| eaf i nconplete-nenbershi p-updat e- messages {
type yang: zer o- based- count er 64;
description
"Number of AMI menbershi p updat e nmessages
received that are not fully fornmed.";
}
| eaf no-active-gateway {
type yang: zer o- based- count er 64;
description
"Number of AMI menbershi p update nmessages
received for a tunnel that does not exist
for the gateway that sent the nmessage."”;

| eaf invalid-inner-header-checksum {
type yang: zer o- based- count er 64;
description
"Number of AMI menbershi p update nmessages
received with an invalid I P checksum";

| eaf gateways-tinmed-out {
type yang: gaugeb4;
description
"Number of gateways that tined out because
of inactivity.";

}
Y} /'l relay
cont ai ner gateway {
description
"Paraneters of AMI gateway service.";
cont ai ner pseudo-interfaces {
description
"Paraneters of AMI pseudo-interface.";
list pseudo-interface {
key "interface";
description
"An entry of AMI pseudo-interface.";

liu, et al. Expires April 09, 2026 [ Page 16]



Internet-Draft

liu, et al.

YANG Dat a Model for AMI Cct ober 2025

| eaf interface {
type if:interface-ref;
description
"Pseudo interface.";

| eaf di scovery-nethod {
type enuneration {
enum by-ant-solicit {
description
"Find the relay address by sending an AMI
D scovery nessage.";

enum by-dns-reverse-ip {
description
"Find the relay address by DNS reverse IP
AMI Di scovery.";

}
}

description
"The method used to discover the relay address.”;

| eaf rel ay-di scovery-address {
type inet:ip-address;
description
"I P address of the AMI relay discovery address.";

| eaf rel ay-address {
type inet:ip-address;
description
"I P address of the AMI relay address."”;
}
| eaf upstreaminterface {
type if:interface-ref;
description
"Upstreaminterface.";

| eaf di scovery-tineout ({
type uint32;
description
"Initial tine to wait for a response to
a Relay Discovery nessage.";
}
| eaf di scovery-retrans-count {
type uint32;
description
" Maxi mum nunber of Relay Discovery retransm ssions
to allow before ternminating relay discovery
and reporting an error.";
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}

| eaf request-tineout {
type uint32;
description
"Initial tine to wait for a response
to a Request nessage";
}
| eaf request-retrans-count {
type uint32;
description
" Maxi mum nunber of Request retransm ssions
to all ow before abandoning a relay and restarting
rel ay discovery or reporting an error.";

| eaf dest-unreach-retry-count {
type uint32;
description
"The maxi mum nunber of tines a gateway should
attenpt to send the sane Request or Menbership
Updat e message after receiving an | CMP Desti nation
Unr eachabl e nessage. ”;

| eaf relay-port {
type inet: port-nunber;
description
"The UDP port of AMI relay.";

| eaf | ocal -address {
type inet:ip-address;
config fal se;
description
"The local |IP address of this AMI tunnel.";

| eaf |ocal-port {
type inet: port-nunber;
config fal se;
description
"The |l ocal UDP port of this AMI tunnel.";

| eaf tunnel-state {
type enuneration {
enuminitial {
description
"Initial state.";
}
enum di scoverying {
description
"The Rel ay Di scovery nessage has been sent
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and is waiting for the Adverti senent nmessage.";
}
enum requesting {
description
"The Request nessage has been sent,
waiting for the Query nmessage.";
}
enum up {
description
"The AMT tunnel is Established.";

}

config fal se;
description
"The tunnel’s state.”;

| eaf rel ay-di scovery-nessage-count {
type yang: zer o- based- count er 64;
config fal se;
description
"Nurmber of AMI relay discovery messages sent
on the interface.";

| eaf rel ay-adverti senent-nessage-count {
type yang: zer o- based- count er 64;
config fal se;
description
"Nunmber of AMI relay adverti senent nessages received
on the interface.";
}
| eaf request-nmessage-count {
type yang: zer o- based- count er 64;
config fal se;
description
"Nunmber of AMI nenbership request nessages sent
on the interface.";

| eaf menber shi p- query- message- count {
type yang: zer o- based- count er 64;
config fal se;
description
"Number of AMI menbership query nessages received
on the interface."”;

| eaf menber shi p-updat e- nessage- count {
type yang: zer o- based- count er 64;
config fal se;
description
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"Nurmber of AMI menbershi p update nessages sent
on the interface.";

}
}
}
cont ai ner gat eway-nessage-statistics {
config fal se;
description
"Message statistics of AMI Gateway.";
contai ner received {
description
"Recei ved nessage statistics of AMI Gateway.";
| eaf rel ay-advertisenent {
type yang: zer o- based- count er 64;
description
"Nurmber of AMI relay adverti senent nessages
received.";

}
| eaf menbershi p-query {
type yang: zer o- based- count er 64;
description
"Nunmber of AMI nenbership query nessages
received.";
}
}
cont ai ner sent {
description
"Sent nessage statistics of AMI Gateway.";
| eaf relay-discovery {
type yang: zer o- based- count er 64;
description
"Number of AMI relay discovery nmessages sent."
}

| eaf request {
type yang: zer o- based- count er 64;
description
"Nurmber of AMI menbership request nmessages sent.";
}

| eaf menbershi p-update {
type yang: zer o- based- count er 64;
description
"Number of AMI nmenbershi p update nmessages sent.";

| eaf teardown {
type yang: zer o- based- count er 64;
description
"Nurmber of AMI teardown nessages sent.";
}
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}
}
} /] gateway
Y/l am
} // augnent

<CODE ENDS>

4. Data Model Exanple

This section presents a sinple and illustrative exanple of how to
configure AMI

The example is represented in XM. [ WBC. REC- xm - 20081126] .

The following is an exanple configuration for an AMI rel ay service.
Thi s exanpl e configures the protocol address family (IPv4), secret
key timeout (120 nminutes), and tunnel linit (10) for AMI relay
function. In addition, the AMI anycast prefix is set to

10. 10. 10. 10/ 32 and the AMI | ocal address is configured to

10. 255. 112. 201

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<routing xm ns="urn:ietf:params:xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<ant xm ns="urn:ietf:parans:xnm :ns:yang:ietf-ant">
<rel ay>
<rel ay- addr esses>
<rel ay- addr ess>
<fam | y>i pva</fam | y>
<anycast - prefi x>10. 10. 10. 10/ 32</ anycast - pref i x>
<l ocal - addr ess>10. 255. 112. 201</ | ocal - addr ess>
</rel ay- addr ess>
</rel ay- addr esses>

<tunnel -1imt>12</tunnel-lint>
<secret-key-timeout>120</secr et - key-ti meout >
</rel ay>
</ ant >

</ control - pl ane- prot ocol s>
</routing>
</ config>
5. Security Considerations

The "ietf-am" YANG nodul e defines a data nodel that is designed to
be accessed via YANG based managenent protocols, such as NETCONF
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[ RFC6241] and RESTCONF [ RFC8040]. These protocols have to use a
secure transport layer (e.g., SSH [RFC4252], TLS [RFC8446], and QU C
[ RFC9000]) and have to use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that
are writable/creatable/deletable (i.e., config true, which is the
default). These data nodes nay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

Under /rt:routing/rt:control-plane-protocols/rt:control-plane-
pr ot ocol /:

ant/rel ay/ rel ay- addr esses/ rel ay- addr ess

This subtree specifies the IPv4 or | Pv6 address information for an
AMT relay. Mdifying the configuration may cause the AMI tunnel to
be torn down or established.

ant/rel ay/rel ay-dns-resource-records/rel ay-dns-resource-record

Thi s subtree specifies the DNS resource records configuration used
to di scover AMI relays. Mddifying this configuration nmay cause the
AMTI gateway to di scover new AMI rel ay devices, or fail to discover
AMI rel ay devices.

ant / gat eway/ pseudo-i nt erfaces/ pseudo-interface

Thi s subtree specifies the paraneters of AMI pseudo-interface for an
AMTI gateway. Mdifying this configuration may cause the AMI gat eway
to establish or tear down tunnels with multiple AMI rel ays.

Unaut hori zed access to any data nodes in these subtrees can
adversely affect the AMI subsystem of both the |ocal device and the
network. This may | ead to network mal functions, delivery of packets
to inappropriate destinations, and ot her problens.

Sone of the readable data nodes in this YANG nodul e may be

consi dered sensitive or vulnerable in sonme network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
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or notification) to these data nodes. These are the subtrees and
data nodes and their sensitivity/vulnerability:

Under /rt:routing/rt:control-plane-protocols/rt:control-pl ane-
pr ot ocol /:

ant/rel ay

ant / gat eway
Unaut hori zed access to any data nodes in these subtrees can discl ose
operational state information about the AMI relay or AMI gateway on
thi s devi ce.

6. | ANA Consi derations

RFC Ed.: In this section, replace all occurrences of 'XXXX wth the
actual RFC nunber (and renopve this note).

6.1. IETF XM. Registry

The 1ANA is requested to assign the following URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans: xm:ns:yang:ietf-ant
Regi strant Contact: The |IESG
XM.: N A, the requested URI is an XM. nanespace.

6. 2. YANG Modul e Nanes Registry

Thi s docunment registers the foll owing YANG nodul e in the "YANG
Modul e Nanmes" registry [ RFC6020]:

Nane: ietf-am

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paranms:xnl:ns:yang:ietf-am
Prefi x: ant

Ref erence: RFC XXXX
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