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Abst ract

Thi s docunent defines Asynmetric Manifest-Based Integrity (AMBI).
AMBI all ows each receiver or forwarder of a stream of nmnulticast
packets to check the integrity of the contents of each packet in the
data stream AMBI operates by passing cryptographically verifiable
hashes of the data packets inside manifest nessages, and sending the
mani f ests over authenticated out-of-band comuni cati on channel s.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Mul ticast transport poses security problenms that are not easily
addressed by the sane security mechani snms used for unicast transport.

The "I ntroduction" sections of the docunents describing TESLA

[ RFC4082], and TESLA in SRTP [ RFC4383], and TESLA with ALC and NORM
[ RFC5776] present excellent overviews of the challenges unique to
mul ti cast authentication for use cases |like wi de scale software or
video distribution with a high data transfer rate. The chall enges
are briefly summari zed here

* A MAC based on a symmetric shared secret cannot be used because
each packet has nultiple receivers that do not trust each other
and using a symetric shared secret exposes the sane secret to
each receiver.

* Asymmetric per-packet signatures can handle only very low bit-
rates because of the transport and conputational overhead
associated with signature transmi ssion and verification.

* An asymmretric signature of a larger nessage conprising nultiple
packets requires reliable receipt of all such packets, sonething
that cannot be guaranteed in a tinmely manner even for protocols
that do provide reliable delivery, and the retransm ssion of which
may anyway exceed the useful lifetinme for data formats that can
otherw se tolerate sone degree of |o0ss

Asymretric Manifest-Based Integrity (AMBI) defines a nethod for
receivers or mddl e boxes to cryptographically authenticate and
verify the integrity of a stream of packets by conparing the data
packets to a stream of packet "manifests" (described in Section 3.3)
recei ved via an out-of-band comuni cati on channel that provides

aut hentication and verifiable integrity.
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Each mani fest contains a cryptographic hash value for each packet in
a sequence of packets fromthe data stream hereafter called a
"packet digest". The packet digest is conmputed froma pseudo header
that includes the packet contents as well as a manifest stream
identifier. This happens according to a defined digest profile
(described in Section 3.4) for the data stream

Upon recei pt of a packet digest inside a manifest conveyed in a
secure channel and verification that it matches the hash cal cul at ed
froma received nmulticast data packet, the receiver has proof of the
integrity of that data packet.

Thi s docunent defines the "ietf-ambi" YANG [ RFC7950] nodel in
Section 6 as an extension of the "ietf-dorns" nodel defined in
[I-D.draft-ietf-nboned-dorns]. Also defined are new URI schenes for
transport of manifests over TLS or DITLS, and a new nedia type for
transport of manifests over HTTPS. The encodings for these are
defined in Section 4.

1.1. Conparison with TESLA

AMBI and TESLA [ RFC4082] and [ RFC5776] attenpt to achieve a simlar
goal of authenticating the integrity of streans of nulticast packets.
AMBI i mposes a higher overhead than TESLA inposes, as measured in the
amount of extra data required. |n exchange, AMBI rel axes the

requi renent for establishing an upper bound on cl ock synchronization
bet ween sender and receiver, and allows for the use case of
authenticating multicast traffic before forwarding it through the
network, while also allow ng receivers to authenticate the sane
traffic. By contrast, this is not possible with TESLA because the
data packets can’t be authenticated until a key is disclosed, so
either the m ddl ebox has to forward data packets w thout first

aut henticating themso that the receiver has themprior to key

di scl osure, or the mddl ebox has to hold packets until the key is

di scl osed, at which point the receiver can no |onger establish their
aut henticity.

The other new capability is that because AMBI provi des authentication
i nformati on out of band, authentication can be retrofitted into sone
pre-exi sting depl oynments without changing the protocol of the data
packets under sone restrictions outlined in Section 8. By contrast,
TESLA requires a MAC to be added to each authenticated nessage.
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1.2. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] and [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.3. Notes for Contributors and Revi ewers

Note to RFC Editor: Please renmpbve this section and its subsections
bef ore publication.

This section is to provide references to make it easier to reviewthe
devel opment and di scussion on the draft so far

1.3.1. Venues for Contribution and D scussi on
This docunent is in the Gthub repository at:

https://github. coml G unpyd dTrol | /ietf-dorns-cluster
(https://github.coml G unpyd dTrol | /ietf-dorns-cluster)

Readers are wel conme to open issues and send pull requests for this
docunent .

Pl ease note that contributions may be nmerged and substantially
edited, and as a rem nder, please carefully consider the Note Wl
before contributing: https://datatracker.ietf.org/submt/note-well/
(https://datatracker.ietf.org/submt/note-well/)

Substantial discussion of this document should take place on the
MBONED wor ki ng group mailing Iist (nmboned@etf.org).

* Join: https://ww.ietf.org/mailnman/listinfo/nboned
(https://ww.ietf.org/mailman/listinfo/nboned)

* Search: https://mailarchive.ietf.org/arch/browse/ mboned/
(https://milarchive.ietf.org/arch/browse/ nboned/)

1.3.2. Non-obvious doc choices

* TBD: we need a way to assert that we provide the full set of
packets for an (S,G on all UDP ports and non-UDP protocols.
Nai vel y authenticating UDP for specified ports and ignoring other
ports nmeans that an attacker could attack a separate UDP port by
injecting traffic directed at it, potentially hitting a different
application that listens on 0.0.0.0, so an (S,G with legitimtely
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authenticated UDP traffic on one port could be used to transport
UDP- based attacks to apps on another port or protocol unless they
are firewalled. Passing traffic for an (S, G subscription would
open a new channel to such targets that otherw se would not be
reachable fromthe internet for users behind e.g. a CPE with nat
or connection-state-based firewalling.

* Dropped intent to support DTLS+FECFRAME in this spec because RFC
6363 seens i nconprehensible on a few points, nost notably demux
strategy between repair and source ADUs, which as witten seens to
require specifying another layer. So support for this will have
to be a |ater separate RFC. However, for future extensibility
made manifest-streaminto a list instead of a leaf-list so that it
can be an augment target for a |later YANG extension with FEC
sel ection fromthe |ikew se-very-confusing sem -overl appi ng
registries at https://ww.iana.org/assi gnnents/rnt-fec-paraneters/
rm-fec-paraneters.xhtm (https://ww.iana.org/assignments/rnt-
fec-paraneters/rnt-fec-paraneters. xhtm ) defined by RFCs 5052 and
6363. See al so RFC 6363, RFC 6681, and RFC 6865

2. Threat Nbdel

AMBI is designed to operate over the internet, under the Internet
Threat Model described in [ RFC3552].

AMBI ains to provide Data Integrity for a nulticast data stream

buil ding on the security anchors described in Section 2.1 to do so.
The aimis to enable receivers to subscribe to and receive multicast
packets froma trusted sender wi thout damage to the Systens Security
(Section 2.3 of [RFC3552]) for those receivers or other entities.

Thus, we assume there might be attackers on-path or off-path with the
capability to inject or nodify packets, but that the attackers have
not conproni sed the sender or discovered any of the sender’s secret
keys. W assune that an attacker may have conproni sed sone receivers
of the multicast traffic, but still aimto provide the above security
properties for receivers that have not been conproni sed

Those sending nulticast traffic to receivers that include untrusted
receivers should avoid transmitting sensitive information that
requires strong confidentiality guarantees, due to the risk of
conprom se fromthose receivers. Since nulticast transnmits the sane
packets to potentially many receivers, in the presence of potentially
comprom sed receivers confidentiality of the content cannot be

assur ed.
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However, any protocol that provides encryption of the packet data
bef ore generating the packet digest can provide confidentiality
agai nst on-path passive observers who do not possess the decryption
key. This level of confidentiality can be provided by any such
protocol s w thout inmpact on AMBI's operation

2.1. Security Anchors

Establ i shing the desired security properties for the multicast data
packets relies on secure delivery of sonme other information

* Secured unicast connections (providing Data Integrity) to one or
more trusted DORMS [I-D.draft-ietf-nmboned-dorns] servers that use
the AMBI extensions to the DORMS YANG nodel as defined in
Section 6

* Secure delivery (providing Data Integrity) of a stream of
mani fests (Section 3.3)

The secured uni cast connection to the DORMS server provides the Peer
Entity authentication of the DORMS server that’s needed to establish
the Data Integrity of the data it sends.

Note that DORMS provides a nethod for using DNS to bootstrap

di scovery of the DORMS server. |In contexts where secure DNS | ookup
cannot be provided, it's still possible to establish a secure
connection to a trusted DORMS server as |long as the trusted DORMS
server’'s hostnanme is known to the receivers (renoving the need to use
DNS for that discovery). Once the server nane is known, the ordinary
certificate verification of that hostnanme while establishing a secure
htt ps connection provides the needed security properties to anchor
the rest.

Recei vi ng unaut henti cated data packets and knowi ng how to generate
packet digests fromthe mani fest profile provided by the AVB
extensions in the DORMS netadata all ows the receiver to generate
packet di gests based on the contents of the received packet, which
can be conpared agai nst the packet digests that were securely
recei ved.

Conparing the digests and finding the same answer then provides Data
Integrity for the data packets that relies on one nore property of
the di gest generation algorithm

* the difficulty of generating a collision for the packet digests
contained in the manifest.
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Taken together, successful validation of the multicast data packets
proves within the above constraints that soneone with control of the
mani fest URI streans provided by the DORMS server has verified the
sendi ng of the packets corresponding to the digests sent in that
stream of manifests.

2.1.1. Aternatives and Their Requirenents

O her protocols that can provide authentication could al so be used
for mani fest delivery if defined later in another specification. For
exanpl e a protocol that asymretrically signs each packet, as the one
defined in Section 3 of [RFC6584] does, would be a viable candidate
for a delivery protocol for manifests that coul d be delivered over a
mul ticast transport, which could have some inportant scalability
benefits.

O her nmethods of securely transmitting nmetadata equivalent to the

met adata provi ded by the "ietf-anmbi" YANG nodel could al so be used to
provi de the same security guarantees with the manifest channels.

Defi ning other such possibilities is out of scope for this docunent.

2.2. System Security

By providing the means to authenticate nulticast packets, AMBI ains
to avoid giving attackers who can inject or nodify packets the
ability to attack application vulnerabilities that m ght be possible
to exercise if those applications process the attack traffic. Mny
of the entries in the Commobn Vul nerabilities and Exposures (CVE) i st
at [CVE] (an extensive industry-w de database of software

vul nerabilities) have docunented a variety of system security

probl ems that can result from maliciously generated UDP packets.

TBD: Fold in a mention of how off-path attacks are possible from nost
pl aces on the internet for interdomain nmulticast over AMI at an

i ngest point, and how the multicast fanout downstream of that can
make it a good target if nulticast sees nore use. A diagramplus a
cl eaned-up version of the on-list explanation here is probably
appropriate: https://mailarchive.ietf.org/arch/ nmsg/ nboned/

C&FLj Pwuno3M vYvgNcD5p69l1 4/
(https://milarchive.ietf.org/arch/nsg/ nboned/

CXFLj Pwuno3M vYvgNcD5p691 4/). N ghtnmare scenario is zero-day RCE by
of f-path attacker that takes over a significant nunber of the devices
wat chi ng a naj or sports event.

See al so work-in-progress: https://squarooticus.github.io/draft-
krose-mul ticast-security/draft-krose-nulticast-security. htn
(https://squarooticus.github.io/draft-krose-multicast-security/draft-
krose-mul ticast-security. htm)
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3. Protocol Operation
3.1. Overview

In order to authenticate a data packet, AMBI receivers need to hold
these three pieces of information at the same tine:

* the data packet

* an authenticated mani fest containing the packet digest for the
dat a packet

* a digest profile defining the transformation fromthe data packet
to its packet digest

The mani fests are delivered as a stream of mani fests over an
aut henti cated data channel. Manifest contents MJST be aut henticated
before they can be used to authenticate data packets.

The mani fest streamis conposed of an ordered sequence of nanifests
that each contain an ordered sequence of packet digests,
corresponding to the original packets as sent fromtheir origin, in
the same order.

Note that a manifest contains potentially many packet digests, and
its size can be tuned to fit within a convenient PDU (Protocol Data
Unit) of the manifest transport stream By doing so, many packet
digests for the nulticast data streamcan be delivered per packet of
the mani fest transport. The intent is that even w th unicast-based
mani f est transport, nulticast-style efficiencies of scale can stil
be realized with only a relatively small unicast overhead, when
mani f ests use a uni cast transport.

3.2. Buffering of Packets and Digests

Using different comunication channels for the nanifest stream and
the data streamintroduces a possibility of desynchronization in the
timng of the received data between the different channels, so

recei vers hold data packets and packet digests fromthe manifest
streamin buffers for sone duration while awaiting the arrival of
their counterparts.

Wil e holding a data packet, if the correspondi ng packet digest for

that packet arrives in the secured manifest stream the data packet
i s authenti cated.
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Wi | e hol di ng an aut henti cated packet digest, if the corresponding
data packet arrives with a matching packet digest, the data packet is
aut henti cat ed.

Aut henticating a data packet consunes one packet digest and prevents
re-learning a digest for the same sequence nunmber with a hol d- down
time equal to the hold time for packet digests. The hold-down is
necessary because a different manifest can send a duplicate packet

di gest for the sane packet sequence nunber, either when repeating of
packet digests is used for resilience to | oss or when rotating

aut henti cation keys, so re-learning the packet digest could allow a
replay of a data packet. After authenticating a packet, the digest
and any future digests for the same data packet remain consumed if it
has been used to authenticate a data packet, ignoring repeated

di gests for the same sequence nunber until after the hol ddown tiner
expires.

Once the data packet is authenticated it can be further processed by
the receiving application or forwarded through the receiving network.

If the receiver’s hold duration for a data packet expires w thout
aut henticating the packet, the packet SHOULD be dropped as

unaut henticated. |If the hold duration of a manifest expires, packet
digests last received in that nmanifest MJUST be di scarded.

VWhen multiple digests for the sane packet sequence nunber are
received, the latest received tinme for an authenticated packet digest
shoul d be used for the expiration tine.

3.2.1. Validation Wndows
Si nce packet digests are usually smaller than the data packets, it’s
RECOMVENDED t hat senders generate and send manifests with timng such
that the packet digests in a manifest will typically be received by
subscri bed receivers before the data packets corresponding to those
di gests are received.
This strategy reduces the buffering requirenents at receivers, at the
cost of introducing sone buffering of data packets at the sender
since data packets are generated before their packet digests can be
added to manifests.
The RECOVMENDED default hold times at receivers are:
* 2 seconds for data packets

* 10 seconds for packet digests
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The sender MAY recomrend different values for specific data streans,
in order to tune different data streans for different performance
goals. The YANG nodel in Section 6 provides a nmechani smfor senders
to comuni cate the sender’s reconmendation for buffering durations.
These paraneters are "data-hold-tinme" and "di gest-hol d-tinme",
expressed in milliseconds.

Recei vers MAY deviate fromthe val ues recommended by the sender for a
variety of reasons, including their own nenory constraints or |oca
adm nistrative configuration (for exanple, it mght inprove user
experience in sonme situations to hold packets |onger than the server
recomended when there are receiver-specific delays in the nanifest
streamthat exceed the server’s expectations). Decreasing the
buffering durations recormmended by the server increases the risk of

| osi ng packets, but can be an appropriate tradeoff for specific
network conditions and hardware or nenory constraints on sone

devi ces.

Recei vers SHOULD foll ow the recomrendati ons for hold tines provided
by the sender (including the default values fromthe YANG nodel when
unspecified), subject to their capabilities and any adm nistratively
configured overrides at the receiver.

3.2.2. Preserving Inter-packet Gap

It’s RECOMVENDED t hat mi ddl e boxes forwardi ng buffered data packets
preserve the inter-packet gap between packets in the same data
stream and that receiving libraries that perform AMBI - based

aut henti cation provide nechani sns to expose the network arrival tines
of packets to applications.

The purpose for this recommrendation is to preserve the capability of
receivers to use techni ques for avail abl e bandwi dth detection or

net wor k congestion based on observation of packet times and packet
di spersal, nmaking use of known patterns in the sending. Exanples of
such techni ques include those described in [PathChirp], [PathRate],
and [ WEBR(C] .

Note that this recomrendati on SHOULD NOT prevent the transm ssion of
an aut henticated packet because the prior packet is unauthenticated.
Thi s reconmendation only asks inplenentations to delay the
transm ssi on of an authenticated packet to correspond to the

i nterpacket gap if an authenticated packet was previously transnitted
and the authentication of the subsequent packet woul d ot herw se burst
the packets nore quickly.
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Thi s does not prevent the transm ssion of packets out of order
according to their order of authentication, only the timng of
packets that are transmtted, after authentication, in the sane order
they were received.

For receiver applications, the time that the original packet was
received fromthe network SHOULD be made available to the receiving
appl i cati on.

Mani f est s

Each nmanifest has the followi ng format: ### Mnifest Layout
{#mani f est -l ayout }

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Mani fest Stream Identifier |
i e e R e o o e i ol S N B S
| Mani f est sequence number |
B i s T T i i o S o T Ji I
| Fi rst packet sequence nunber |
e L i i e i R SR
| T Packet Di gest Count | TLV Space (present iff T set) |
i e L i el T e e i b i o S SR B S
| ... TLVs (Length=TLV Space or O if T unset) ... |
B i s T T i i o S o T Ji I
| ... Packet Digests ... |
e L o i T e e th o i R SR S

1. Mani fest Stream ldentifier

A 32-bit unsigned integer chosen by the sender. This value MJST be
equal to the "id" field in the manifest-streamin the "ietf-anbi"
model . |If a manifest is seen that does not have the expected val ue
fromthe nmetadata provided for the manifest, the receiver MJST stop
processing this mani fest and di sconnect fromthis mani fest stream
It MAY reconnect with an exponential backoff starting at 1s, or it
MAY connect to an alternative manifest streamif one is known.

.1.1. WMani fest Sequence Number

A monotonically increasing 32-bit unsigned integer. Each manifest
sent by the sender increases this value by 1. On overflow it waps
to O.

It’'s RECOWENDED to expire the manifest streamand start a new stream
for the data packets before a sequence nunber wap is necessary.
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3.3.1.2. First Packet Sequence Number

A nonotonically increasing 32-bit unsigned integer. Each packet in
the data streamincreases this value by 1.

It’s RECOWENDED to expire the nanifest streamand start a new stream
for the data packets before a sequence nunber wap i s necessary.

Note: for redundancy, especially if using a manifest streamw th
unreliabl e transport, successive nmanifests MAY provi de duplicates of
the sane packet digest with the sane packet sequence nunber, using
overl appi ng sets of packet sequence nunbers. Wen received, these
reset the hold timer for the |listed packet digests.

3.3.1.3. T bit (TLVs Present)

If 1, this indicates the TLV Length and TLV space fields are present.
If 0, this indicates neither field is present.

3.3.1.4. Packet Digest Count

A 15-bit unsigned integer equal to the count of packet digests in the
mani f est .

3.3.1.5. TLV Space
A 16-bit unsigned integer with the Iength of the TLVs section
3.3.1.6. TLVs

These are Type-Length-Val ue bl ocks, back to back. These nmay be
ext ended by future specifications.

These are conposed of 3 fields:

* Type: an 8-bit unsigned integer indicating the type. Type values
in 0-127 have an 8-bit length, and type values in 128-255 have a
16-bit | ength.

* Length: a 8-bit or 16-bit unsigned integer indicating the length
of the val ue

* Value: a value with semantics defined by the Type field.

Def i ned val ues:
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Length can be 0-255. Value is filled with O
and i gnored by receiver. |

| Length MUST be 2. Value is a 16-bit

| unsigned integer nunber of seconds. When

| this field is absent or zero, it means the

| current digest profile for the current

| manifest streamis stable. A nonzero val ue
| neans the authentication is transitioning to
| a new nanifest stream and the set of digest
| profiles SHOULD be refreshed by receivers
| before this much tine has el apsed in order
| to avoid a disruption. See Section 3.5.

Table 1

1-120 and 129-248 are unassigned 121-127 and 249-255 are reserved for
experinents

Any unknown val ues MJST be skipped and ignored by the receiver, using
the Length field to skip.

The total size of the manifest in octets is exactly equal to:

Si ze of digests * packet count + 14 if T is O or Size of digests *
packet count + 16 + TLV Length if Tis 1

The total size of the TLV space is exactly equal to:
(2 + Length) sunmmed for each TLV
The total size of the TLV space MJUST exactly equal TLV Length. |If
the TLV space exceeds the TLV Length, the receiver MJST di sconnect,
and behave as if the Manifest Streamldentifier was wong. This
state indicates a failed decoding of the TLV space.

3.3.1.7. Packet Digests
Hash val ues cal cul ated according to a specific digest profile.
Packet digests are appended one after the other, aligned to 8-bit

boundaries with 0-bit padding at the end if the bit Iength of the
digests are not nmultiples of 8 bhits.
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3.4. Digest Profile

A packet digest is a nessage digest for a data packet, built
according to a digest profile defined by the sender.

The digest profile is defined by the sender, and specifies:
1. A cryptographically secure hash al gorithm ( REQUI RED)
2. A mnifest streamidentifier

3. Whiether to hash the IP payload or the UDP payl oad. (see
Section 3.4.1)

The hash algorithmis applied to a pseudoheader followed by the
packet payl oad, as determ ned by the digest profile. The conputed
hash val ue is the packet digest.

TBD: As reconmended by https://tools.ietf.org/htm /rfc7696#section-
2.2 (https://tools.ietf.org/htm /rfc7696#section-2.2), a conpanion
docunent containing the mandatory-to-inpl enment cipher suite should
al so be published separately and referenced by this docunent.

3.4.1. Payload Type
3.4.1.1. UDP vs. |IP payload validation

When the mani fest definition is at the UDP layer, it applies only to
packets with I P protocol of UDP (0x11l) and the payl oad used for

cal culating the packet digest includes only the UDP payload with

| ength as the nunber of UDP payl oad octets, as cal cul ated by
subtracting the size of the UDP header fromthe UDP payl oad | ength.

When the manifest definition is at the IP |ayer, the payl oad used for
cal culating the packet digest includes the full |IP payload of the
data packets in the (S, G. There is no restriction on the IP
protocol s that can be authenticated. The length field in the
pseudoheader is cal cul ated by subtracting the | P Header Length from
the 1P length, and is equal to the nunber of octets in the payl oad
for the digest cal culation.

3.4.1.2. Mdtivation
Ful | I P payl oads often aren’'t available to receivers wthout extra
privil eges on end user operating systens, so it’s useful to provide a

way to authenticate only the UDP payl oad, which is often the only
portion of the packet available to many receiving applications.
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However, for some use cases a full |P payload is appropriate. For
exanpl e, when retrofitting some existing protocols, some packets may
be predictable or frequently repeated. Use of an |IPSec

Aut henti cati on Header [RFC4302] is one way to di sanbi guate such
packets. Even though the shared secret neans the Authentication
Header can’'t itself be used to authenticate the packet contents, the
sequence number in the Authentication Header can ensure that specific
packets are not repeated at the IP layer, and so it’'s useful for AMB
to have the capability to authenticate such packets.

Anot her exanpl e: sone services mght need to authenticate the UDP
options [I-D.ietf-tsvwg-udp-options]. Wen using the UDP payl oad,
the UDP options would not be part of the authenticated payl oad, but
woul d be included when using the | P payl oad type.

Lastly, since (S, G subscription operates at the IP layer, it’'s
possi bl e that sonme non-UDP protocols will need to be authenticated,
and the IP layer allows for this. However, nost user-space transport
applications are expected to use the UDP | ayer authentication

3.4.2. Pseudoheader

When cal cul ating the hash for the packet digest, the hash al gorithm
is applied to a pseudoheader followed by the payload fromthe packet.
The conpl ete sequence of octets used to calculate the hash is
structured as foll ows:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T

Source Address (32 bits |1Pv4/128 bits | Pv6) |

I
!l-— B i T i T S i s S S N e s o T S !l-
| Destination Address (32 bits 1Pv4/128 bits | Pv6) |
I+- T T o T e i ol s S SR S S S e e s it eI SR R T S R S I+
| Zer oes | Pr ot ocol | Lengt h |
i T s i o S i i S R I S I S S S M
| Sour ce Port | Destination Port |
B T S i T s i i e e SEI S
| Mani fest Stream ldentifier |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Payl oad Dat a |
I+_ I

I T S T i S S e I A ST S A S S S S S
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3.4.2.1. Source Address
The 1 Pv4 or |1 Pv6 source address of the packet.

3.4.2.2. Destination Address
The 1 Pv4 or |1 Pv6 destination address of the packet.

3.4.2.3. Zeroes
Al bits set to O.

3.4.2.4. Protoco
The I P Protocol field fromlIPv4, or the Next Header field for |Pv6.
When using UDP-1ayer authentication, this value is always UDP (0x11)
but for IP-layer authentication it can vary per-packet.

3.4.2.5. Length

The length in octets of the Payl oad Data field, expressed as an
unsi gned 16-bit integer

3.4.2.6. Source Port

The source port of the packet. Zeroes if using |IP-Iayer
aut hentication for a non-UDP protocol

3.4.2.7. Destination Port

The UDP destination port of the packet. Zeroes if using |IP-1ayer
aut henti cation for a non-UDP protocol

3.4.2.8. Manifest Stream ldentifier
The 32-bit identifier for the mani fest stream
3.4.2.9. Payl oad Data

The payl oad data includes either the | P payload or the UDP payl oad,
as indicated by the digest profile.
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3.

4.

4.

5. Transitioning to G her Mnifest Streans

It’s possible for nultiple manifest streans authenticating the sane
data streamto be active at the sane tinme. The different nanifest
streans can have different hash algorithns, manifest ids, and current
packet sequence nunbers for the sanme data stream These result in
different sets of packet digests for the sane data packets, one

di gest per packet per digest profile.

It's necessary sonetines to transition gracefully fromone manif est
streamto another. The Refresh Deadline TLV fromthe manifest is
used to signal to receivers the need to transition

When a receiver gets a nonzero refresh deadline in a manifest the
sender SHOULD have an alternate mani fest streamready and avail abl e,
and the receiver SHOULD |l earn the alternate manifest stream join the
new one, and | eave the old one before the nunber of seconds given in
the refresh deadline. After the refresh deadline has expired, a
mani f est stream MAY stop transmitting and cl ose connections fromthe
server side. Wen nultiple manifest-streams are provided in the

met adata, all or all but one SHOULD contain an expire-tinme, and new
or refreshing receivers SHOULD choose a mani fest stream wi thout an
expire-tine, or with the latest expire-tinme if all manifests have an
expire-tine.

The receivers SHOULD start the refresh after a randomtine del ay

bet ween now and one hal f the nunmber of seconds in the deadline field
after the first manifest they receive containing a nonzero refresh
deadline. This tinme delay is to desynchronize the refresh attenpts
in order to spread the spike of |oad on the DORMS server while
changi ng nmanifest profiles during a | arge multicast event.

Transport Consi derations
1. Overview

AMBI mani fests MJST be authenticated, but any transport protoco
provi di ng authenticati on can be used. This section discusses severa
vi abl e options for the use of an authenticating transport, and sone
associ at ed desi gn consi derati ons.

TBD: add ALTA to the list when and if it gets further along
[1-D.draft-krose-nboned-alta]. Sending an authenticatable multicast
stream (i nstead of the bel ow unicast-based proposals) is a worthwhile
goal , else a 1% uni cast authentication overhead beconmes a new uni cast
limt to the scalability.

TBD: probably should add quic also? O naybe https is sufficient?
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TBD: add a recommrendati on about scalability, like with DORMS, when
usi ng a uni cast hash stream CDN or other kind of fanout solution
that can scale the delivery, and still generally hit the time w ndow.

4.2. HITPS

Thi s docunent defines a new nmedia type 'application/anbi’ for use
with HTTPS. URIs in the manifest-transport list with the schene
"https’ use this transport.

An HTTPS stream carrying the "application/anbi’ nmedia type is
conposed of a sequence of binary AMBI nmanifests, sent back to back in
the payl oad body (payl oad body is defined in Section 3.3 of

[ RFC7230]).

Conpl et e packet digests frompartially received mani fests MAY be used
by the receiver for authentication of data packets fromthe multicast
channel, even if the full manifest is not yet delivered.

4.3. TLS

Thi s docunent defines the new uri schene 'anbi +tls’ for use with TLS
[ RFC8446]. URIs in the manifest-transport list with the schene
"anmbi +tls’ use this transport.

A TLS stream carrying AMBI manifests is conposed of a sequence of
bi nary AMBI manifests, transmtted back to back.

Conpl ete packet Digests frompartially received mani fests MAY be used
by the receiver for authentication, even if the full manifest is not
yet delivered.

4.4. DTLS

Thi s docunent defines the new uri schene 'anbi +dtls’ for use with
DTLS [ RFC6347] .

Mani fests transported with DTLS have the tradeoff (relative to TLS or
HTTPS) that they m ght be lost and not retransmitted or reordered,
but they will not cause head-of-line blocking or delay in processing
data packets that arrived later. For sone applications this is a
wor t hwhi | e tradeoff.

Note that |oss of a single DTLS packet can result in the |oss of

mul ti pl e packet digests, which can nmean failure to authenticate
mul ti pl e data packets.
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6.

6.

6.

1.

2.

DTLS transport for manifests supports one nanifest per packet. It’'s
OPTI ONAL to provides for some redundancy in packet digests by

provi ding overlap in the packet sequence nunbers across different
mani f ests, thereby sending sone or all packet digests nmultiple tines
to avoid | oss.

Future extensions m ght define extensions that can provide nore
efficient redundancy via FEC. Those future extensions will require a
different URI schene.

Exanpl es

TBD: wal k through some exanpl es as soon as we have a build running.
Li kely to need some touching up of the spec al ong the way. ..

YANG Modul e

Tree Di agram
The tree di agram bel ow follows the notation defined in [ RFC3340].
nodul e: i etf-anbi

augnment /dorns: dor s/ dor ms: net adat a/ dor ns: sender/ dor ns: gr oup
[ dor ms: udp- stream

+--rw anbi

+--rw mani fest-streant [id]
+--rwid ui nt 32
+--rw mani fest-streant [uri]
| +--rwuri inet:uri
+--rw hash-al gorithm i ha: hash-al gorithmtype
+--rw dat a- hol d-ti me? ui nt 32
+--rw digest-hold-tine? ui nt 32
+--rw expiration? yang: date-and-ti ne

augnent /dorns: dor ns/ dor ns: net adat a/ dor ns: sender/ dor ns: gr oup:
+--rw anbi

+--rw mani fest-streant [id]
+--rwid ui nt 32
+--rw mani fest-streant [uri]
| +--rwuri i net:uri
+--rw hash-al gorithm i ha: hash-al gorithmtype
+--rw data-hol d-time? ui nt 32
+--rw digest-hold-tine? ui nt 32
+--rw expiration? yang: dat e-and-ti ne

Modul e
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<CODE BEG NS>

file ietf-anmbi @025-05-07.yang
modul e ietf-ambi {

yang-version 1.1;

namespace "urn:ietf:paranms: xnm :ns:yang:ietf-anbi";
prefix "anbi";

import ietf-dorns {
prefix "dornms";
reference "I-D.jholl and-nboned- dorns";

}

inmport ietf-inet-types {

prefix "inet";

reference "RFC6991 Section 4";
}

i mport iana-hash-al gs {
prefix "iha";
reference "draft-ietf-netconf-crypto-types”;

}
import ietf-yang-types {

prefix "yang";

reference "RFC 6991: Conmon YANG Data Types";
}

organi zation "I ETF";

cont act
" Aut hor : Jake Hol | and
<mai |t o:j hol | and@kanai . con

",
3

description
"Copyright (c) 2019 I ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
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for full legal notices.

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', ’'SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Thi s nodul e contains the definition for the AVBI data types.
It provides netadata for authenticating SSM channel s as an
augnentation to DORMS. ";

revision 2021-07-08 {
description "Draft version.";
reference
"draft-ietf-nboned-anbi";
}

groupi ng nmani fest-streamdefinition {
description
"This grouping specifies a nmanifest streamfor
authenticating a nulticast data streamwi th AMBI";
leaf id {
type uint32;
mandat ory true;
description
"The Manifest ID referenced in a manifest.";
}

list mani fest-stream {
key uri;
leaf uri {
type inet:uri;
mandat ory true;
description
"The URI for a stream of manifests.";
}
description "A URl that provides a location for the
mani f est streant;

| eaf hash-al gorithm {
type i ha: hash-al gorithmtype;
mandat ory true;
description
"The hash al gorithmfor the packet hashes within
mani fests in this stream?";
}
| eaf data-hold-time {
type uint 32;
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defaul t 2000;

units "mlliseconds";

description
"The nunber of mlliseconds to hold data packets
wai ting for a correspondi ng di gest before
di scardi ng";

| eaf digest-hold-tinme {
type uint32;
default 10000;
units "mlliseconds";
description
"The nunber of mlliseconds to hold packet
digests waiting for a correspondi ng data packet
bef ore di scardi ng”;
}
| eaf expiration {
type yang: dat e-and-ti ne;
description
"The time after which this manifest stream may
stop providing authentication for the data stream
When not present or enpty there is no known expiration.";
}
}

augnent
"/ dorns: dor ms/ dor ns: net adat a/ dor ms: sender/ dor ms: gr oup/ " +
"dor ns: udp-stream' {
description "AMBI extensions for securing UDP nulticast.";

cont ai ner anbi {
description "UDP-layer AMBI container for DORMS extension.";
list manifest-stream {
key id;
description "Manifest streamdefinition list.";
uses mani fest-streamdefinition
}
}
}

augment
"/ dorns: dor ns/ dor ns: et adat a/ dor ns: sender/ dor ns: gr oup" {
description "AMBI extensions for securing IP nulticast.";

cont ai ner anbi {
description "IP-layer AMBI container for DORMS extension.";
list mani fest-stream {
key id;
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description "Definition of a mani fest stream"”;
uses mani fest-streamdefinition;

}
}
}

}<C(I)E ENDS>

7. 1 ANA Consi derations

7.1. The YANG Modul e Nanes Registry
Thi s docunent adds one YANG nodule to the "YANG Modul e Nanes”
regi stry maintained at <https://ww.iana. org/assi gnnents/yang-

paraneters>. The following registrations are nade, per the format in
Section 14 of [RFC6020]:

nane: i etf-anbi

namespace: urn:ietf:paranms: xn:ns:yang:ietf-anbi
prefi x: anbi

reference: |-D.draft-jholl and- nboned- anbi

7.2. The XM. Registry

Thi s docunent adds the following registration to the "ns" subregistry
of the "I ETF XM. Registry" defined in [ RFC3688], referencing this
docunent .

URI: urn:ietf:parans:xm:ns:yang:ietf-anbi
Regi strant Contact: The | ESG
XM: N A the requested URI is an XM. nanespace.

7.3. Media Type

TBD: Regi ster 'application/anbi’ according to advice from
https://ww.iana.org/form nedi a-types (https://ww.iana.org/forn
medi a-t ypes)

TBD: check guidelines in https://tools.ietf.org/htm/rfc8126
(https://tools.ietf.org/htm/rfc8126)

TBD: comments from Amanda: The first is that the current | ANA

Consi derations RFC is RFC 8126 rather than 5226. The ot her point,
whi ch you may be aware of, is that while https://ww.iana.org/form
medi a-types provi des gui dance, standards-tree registrations submtted
through RFCs shoul dn’'t be submtted through that formand (unlike
vendor-tree subtypes and standards-tree subtypes docunented in other
st andards organi zati on specs) won't need to be explicitly approved by
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the | ESG desi gnated experts. Instead, the advice in RFC 6838 is that
medi a type registrations requested by | ETF-stream|-Ds be informally
reviewed on the nmedi a-types@ana.org mailing list, which the | ESG
desi gnated experts participate in.

7.4. URlI Schenes
7.4.1. TLS

TBD: register 'anmbi+tls’ as a uri schene according to advice from
https://datatracker.ietf.org/doc/htm/rfc7595
(https://datatracker.ietf.org/doc/htm/rfc7595)

7.4.2. DILS

TBD: register 'anbi +dtls’ as a uri schene according to advice from
https://datatracker.ietf.org/doc/htm/rfc7595
(https://datatracker.ietf.org/doc/htm/rfc7595)

8. Security Considerations
8.1. Predictabl e Packets

Protocol s that have predictable packets run the risk of offline
attacks for hash collisions agai nst those packets. When

aut henticating a protocol that m ght have predictable packets, it’'s
RECOMVENDED to use a hash function secure agai nst such attacks or to
add content to the packets to nake them unpredictable, such as an
Aut henti cati on Header ([RFC4302]), or the addition of an ignored
field with random content to the packet payl oad.

TBD: explain attack from generating malicious packets and then

| ooking for collisions, as opposed to having to generate a collision
on packet contents that include a sequence nunber and then hitting a
mat ch.

TBD: follow the rest of the guidelines: https://tools.ietf.org/htm/
rfc3552

8.2. Attacks on Side Applications

A multicast receiver subscribes to an (S, G and if it's a UDP

application, listens on a socket with a port nunber for packets to
arrive.
UDP applications sonetines bind to an "unspecified" address ("::" or

"0.0.0.0") for a particular UDP port, which will nmake the application
recei ve and process any packet that arrives on said port.
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10.

10.

Forwardi ng multicast traffic opens a new practical attack surface
agai nst receivers that have bound sockets using the "unspecified"
address and were operating behind a firewall and/or NAT. Such
applications will receive traffic fromthe internet only after

sendi ng an out bound packet, and usually only for return packets with
the reversed source and destination port and | P addresses.

Mul ticast subscription and routing operates at the IP layer, so when
a multicast receive application subscribes to a channel, traffic with
the I P addresses for that channel will start arriving. There is no
sel ection for the UDP port at the routing layer that prevents
multicast IP traffic fromarriving.

When an insecure application with a vulnerability is listening to a
UDP port on an unspecified address, it will receive nulticast packets
arriving at the device and with that destination UDP port. Although
the primary problemlies in the insecure application, accepting

mul ticast subscriptions increases the attack scope agai nst those
applications to include attackers who can inject a packet into a
properly subscribed nulticast stream

It’s RECOMVENDED t hat senders using AMBI to secure their traffic
include all IP traffic that they send in their DORMS netadata
information, and that firewalls using AMBI to provide secure access
to nulticast traffic block nulticast traffic destined to unsecured
UDP ports on (S, Gs that have AMBI-based security for any traffic.
This mtigation prevents new forwarding of nulticast traffic from
providing attackers with a packet inject capability access to new
attack surfaces from pre-existing insecure apps.
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