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proxying in which QU C short header packets can be forwarded and
transforned through a HTTP/ 3 proxy rather than being fully re-
encapsul at ed and re-encrypt ed.
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1. Introduction

UDP Proxying over HTTP [ CONNECT- UDP] defines a way to send datagrans
through an HTTP proxy, where UDP is used to communi cate between the
proxy and a target server. This can be used to proxy QU C
connections [QUIC], since QU C runs over UDP datagrans.

Thi s docunent uses the term"target" to refer to the server that a
client is accessing via a proxy. This target may be an origin server
hosting content, or another proxy for cases where proxies are chained
t oget her.

Thi s docunent extends the UDP proxying protocol to add signalling
about QUI C Connection IDs. QU C Connection IDs are used to identify
QUI C connections in scenarios where there is not a strict one-to-one
mappi ng between QUI C connections and UDP 4-tuples (pairs of IP
addresses and ports).
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If aclient permts proxy port reuse, once a proxy is aware of QU C
Connection IDs, it can reuse UDP 4-tuples between itself and a target
for multiple proxied QU C connections.

For proxies that are thensel ves running on HTTP/3 [HTTP3], and thus
are accessed by clients over QU C, QU C Connection IDs can be used to
treat packets differently on the link between clients and proxies.
New QUI C Connection IDs can be assigned to performtransformations to
the packets that allow for efficient forwardi ng of packets that don’'t
require full re-encapsul ation and re-encryption of proxied QU C
packets within datagrans inside the QU C connection between clients
and proxi es.

Thi s docunent defines two nodes for proxying QU C connections,
"tunnel | ed" and "forwarded":

1. Tunnelled is the default node for UDP proxying, defined in
[ CONNECT-UDP]. In this node, packets in QU C connection between
the client and target are encapsul ated inside the QU C connection
between the client and proxy. These packets use nultiple |ayers
of encryption and congestion control

2. Forwarded is the node of proxying added by this docunment. In
this node, packets in the QU C connection between the client and
target are sent with dedicated QU C Connection |IDs between the
client and proxy, and use special - purpose tranforms instead of
full re-encapsulation and re-encryption

QUI C | ong header packets between clients and targets MJST be proxied
in tunnelled nmode. QUIC short header packets between clients and
targets MAY be proxied in forwarded node, subject to negotiation
between a client and a proxy.

Forwarded node is an optim zation to reduce CPU and nenory cost to
clients and proxi es and avoid encapsul ati on overhead for packets on
the wire that reduce the effective MU ( Maxi mum Transm ssion Unit).
This makes it suitable for deploynment situations that otherw se
relied on cleartext TCP proxies, which cannot support QUI C and have
inferior security and privacy properties.

The properties provided by the forwarded node are as foll ows:

* Al packets sent between the client and the target traverse
t hrough the proxy device.

* The target server cannot know the | P address of the client solely
based on the proxi ed packets the target receives.
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* (bservers of either or both of the Iinks between client and proxy
and between proxy and target are not able to | earn nore about the
client-to-target conmmunication than if no proxy was used.

Forwar ded node does not prevent correlation of packets on the |ink
between client and proxy and the |ink between proxy and target by an
entity that can observe both links. The precise risks depend on the
negoti ated transform (Section 6.3). See Section 10 for further

di scussi on.

Both clients and proxies can unilaterally choose to disable forwarded
nmode for any client-to-target connection

The forwarded node of proxying is only defined for HITP/3 [ HTTP3] and
not any earlier versions of HITP

QUI C proxies can proxy all versions of QUC. See Section 9 for nore
i nformation.

Wi | e Forwarded node may i nprove overhead of per-packet processing,
this doesn’t necessarily inply overall throughput is inproved.
Unl i ke tunnel | ed packets, packets sent in Forwarded node are not
congestion controlled between client and proxy. Deploynents should
consi der whether or not the overhead advant ages outwei gh potentially
superior throughput afforded by client-to-proxy congestion control

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Ter mi nol ogy

Thi s docunent uses the follow ng terns:

* Client: the client of all QU C connections discussed in this
docunent .

*  Proxy: the endpoint that responds to the UDP proxying request.
* Target: the server that a client is accessing via a proxy.
* Cient-to-proxy 4-tuple: the UDP 4-tuple (client |P address,

client UDP port, proxy |P address, proxy UDP port) used to
communi cate between the client and the proxy.
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Proxy-to-target 4-tuple: the UDP 4-tuple (proxy |P address, proxy
UDP port, target |P address, target UDP port) used to communicate
bet ween the proxy and the target.

Client Connection ID (CID): a QU C Connection ID that is chosen by
the client, and is used in the Destination Connection ID field of
packets fromthe target to the client.

Target Connection ID (CID): a QU C Connection ID that is chosen by
the target, and is used in the Destination Connection ID field of
packets fromthe client to the target.

Virtual Connection ID (VCID): a fake QU C Connection |ID chosen by
the proxy that is used on the client-to-proxy 4-tuple in forwarded
node.

Client VCID: a VCID used by the proxy to send forwarded packets
fromthe target to the client.

Target VCID: a VCI D used by the client to send forwarded packets
to the target via the proxy.

Packet Transform the procedure used to nodify packets before they
enter the client-proxy |ink.

2. Pr ot ocol Overvi ew

QI

C-aware proxying involves a client, a proxy, and a target.

Al t hough mul tiple proxies can be chained together in sequence (which

is

a main notivation for enabling forwarded node), each subsequent

proxy is just treated as a target by the precedi ng proxy.

Paul y,

Fomm oo + R + Fomm oo +
I I I I
| dient +-------------- +  Proxy @ t4-------------- + Target |
I I I I I
R + R + R +
L Client-to-target connection ----------- >
<-- Cient-to-proxy --> <-- Proxy-to-target -->
4-tupl e 4-tupl e

Figure 1: Diagramof roles in QU C aware proxying
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All QU Caware proxying relies on the proxy |learning information
about QUI C connection IDs on the client-to-target QU C connection
(Section 2.1).

Forwar ded node adds the concept of Virtual Connection IDs that are
assigned by the proxy to use to identify packets on the client-to-
proxy 4-tuple (Section 2.2).

Negot ati on of nodes and assi gnment of connection IDs is described in
Section 2. 3.

2.1. Connection | D Awar eness

For a proxy to be aware of proxied QU C connection IDs, it needs to
know and correl ate three val ues:

1. The HITP streamused to proxy a client-to-target QU C connection

2. The client-chosen connection ID on the client-to-target QU C
connection, or the "client CID'

3. The target-chosen connection ID on the client-to-target QU C
connection, or the "target C D

For exanple, consider a proxy using HTTP/3 that has two clients (A
and B) connected sinultaneously, each client coming froma different

| P address and port. Each client nmakes a request to proxy a UDP fl ow
to "target.exanple.net" on port 443. |f the proxy knows that client
A's connection to the target has negotiated a client Cl D AAAAOOOO and
a target Cl D 0O000AAAA, and client B s connection to the target has
negotiated a client Cl D BBBBOOOO and a target Cl D 0000BBBB, then the
proxy woul d be able to use the sane proxy-to-target 4-tuple for both
connections, because it can route packets fromthe target to the
correct client based on Cl D AAAAOOOO or BBBBO00O0O.
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S Cient A-to-target connection ---------- >
AAAA0000 0000AAAA
E S + S +
| dient +-------------- + +
I A I I
S . + | | S . +
| | Shar ed |
| Pr oxy R + Target |
| | 4-tuple |
S SRR + | | S SRR +
| dient | | |
| B R R + |
Fommmaa - + S +
BBBB0O00O 0000BBBB
S Client B-to-target connection ---------- >

Figure 2: Exanple of sharing a proxy-to-target 4-tuple

In order to share a proxy-to-target 4-tuple between nultiple proxied
connections, the proxy MJST guarantee that the client Cl Ds do not
conflict. See Section 5.8 for nore discussion of handlng C D
conflicts.

2.2. Virtual Connection |Ds

Virtual Connection IDs (VCIDs) are QU C Connection |IDs used on the
link between a client and proxy that do not belong to the QU C
connection between the client and proxy, but instead are aliases for
particular client-to-target connections. VCIDs are only used in
forwarded node. They are established using HTTP capsul es

[ HTTP- CAPSULES] as described in Section 5.

For exanpl e, consider a proxy using HTTP/3 that has a single client
connected to it. The client-to-proxy QU C connection has CCCCO000 as
the client CI D and 0000CCCC as the proxy CID. The client has
connected to a single target through the proxy, and the client-to-
target QUI C connection has CCCCl1111 as the client CID and 1111CCCC as
the target CID. 1In order to use forwarded node, the proxy assigns
VCIDs to use on the client-to-proxy link to represent the client-to-
target connection. In this case, the VCIDs could be CCCC2222 for the
client’s VCID and 2222CCCC for the proxy's VCID that it uses to
forward to the target.
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E - + e + E - +
I I I I
| dient +-------------- + Pr oxy A + Tar get
I I I I I
S + S + S +
CCCC0000 ooooccee

<-- Cient-to-proxy -->
connection

S Cient-to-target connection ----------- >

CCCC2222 (CCCC1111) 2222CCCC (1111CCCC)
<-- Cdient-to-proxy -->
VCI Ds

Figure 3: Diagramof VCIDs in forwarded node

In order for a proxy to correctly route packets using VCIDs from
client-to-target and target-to-client, the proxy MJST guarantee that
t he mappi ngs between VClI Ds, ClDs, and 4-tupl es are unique.
Specifically, in order to route packets sent by the client, the proxy
needs to be able to observe the VCID and the client-to-proxy 4-tuple,
and map themto a specific target CID and proxy-to-target 4-tuple.

In order to route packets sent by a target, the proxy needs to be
able to observe the client CID and the proxy-to-target 4-tuple, and
map themto a specific VCID and client-to-proxy 4-tuple. Since
proxi es choose the VCID val ues, they can ensure that the VCIDs are

di sti ngui shabl e.

Servers receiving QU C packets can enpl oy | oad bal anci ng strategies
such as those described in [QJU CLB] that encode routing information
in the connection ID. Wen operating in forwarded node, clients send
QUI C packets destined for the target directly to the proxy. Since
these packets are generated using the target CID, |oad bal ancers may
not have the necessary information to route packets to the correct
proxy. The target VCID is a VCID chosen by the proxy that the client
uses when sendi ng forwarded node packets. The proxy replaces the
target VCID with the target CID prior to forwarding the packet to the
target.

Similarly, QUC requires that connection IDs aren’t reused over

mul tiple network paths to avoid linkability. The client VCIDis a

connection I D chosen by the proxy that the proxy uses when sendi ng

forwarded node packets. The proxy replaces the client CIDwith the
client VCID prior to forwarding the packet to the client. dCients

take advantage of this to avoid linkability when mgrating a client
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to proxy network path. The Virtual client CID allows the connection
I D bytes to change on the wire without requiring the connection |IDs
on the client to target connection change. To reduce the |ikelihood
of connection ID conflicts, the proxy MJST choose a client VCID that
is at least as long as the original client CID. Simlarly, clients
mul ti pl exi ng connections on the same UDP 4-tuple SHOULD choose a
client CIDthat's sufficiently long to reduce the likelihood of a
conflict with the proxy-chosen client VCID. For proxies that share a
client-facing IP and port with other proxies, support target-facing
port sharing, and cannot guarantee there are no proxies being proxied
to, the client VCID MJUST be constructed such that it is unpredictable
to the client or to guarantee no conflicts anmong all proxies sharing
an | P address and port. For such proxies, a non-enpty client VC D
MUST NOT be equal to the original client CID. See Section 10 for
nmor e di scussion on client VCID construction.

Clients and Proxies not inplenenting forwarded node do not need to
consider VCIDs since all client-to-target datagrans will be
encapsul ated within the client-to-proxy connection

2.3. Negotiating Mddes and Connection |Ds

In order to support QU C-aware proxying, both clients and proxies
need to support capsul es [HTTP- CAPSULES], which is indicated by

i ncludi ng the "Capsul e-Protocol " header field in requests and
responses. |If this header field is not included, none of the
functionality in this docunent can be used.

capsul e-protocol = ?1

To permit the proxy to share target-facing ports, the client needs to
i nclude the "Proxy-QU C Port-Sharing" header field, as defined in
Section 4. This indicates that the proxy may share target-facing
4-tuples concurrently with other QU C connections. Cdients that do
not want the target-facing 4-tuple shared will not include this
header or will provide it with a value of "?0"

pr oxy-qui c-port-sharing = ?1

To support forwarded node, both clients and proxies need to include
the "Proxy- QU C Forwardi ng" header field, as defined in Section 3.
Thi s indicates support for forwarded node, and all ows negotiation of
packet transforns to apply when forwarding (Section 6.3), along with
any paraneters for specific transforms. Clients or proxies that
don’t support forwarded nmode will not include this header field.

proxy-qui c-forwardi ng = ?1; accept-transforne"scranble,identity"; \
scranbl e- key=: abc. .. 789=:
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If neither header is supplied with a value of "?1", none of the
functionality in this docunent can be used and handling reduces to
nor mal connect - udp.

After negotiating support with header fields, clients and proxies use
the capsules defined in Section 5 to conmuni cate information about
Cl Ds and VCI Ds.

For QUI C-aware proxying w thout forwarded node, the steps are as
fol | ows:

1. The client sends the REG STER CLI ENT_CI D capsul e once it selects
a CIDthat it will use for receiving packets froma target.

2. The proxy sends the ACK CLIENT_CI D capsul e to acknow edge t hat
CID, with no associated client VCID; alternatively, the proxy can
send the CLOSE CLIENT CIDif it detects a conflict with another
Cl D.

3. The proxy sends the MAX _CONNECTI ON I DS capsule to all ow
additional registration of new connection IDs via future
REG STER_CLI ENT_CI D and REG STER_TARGET_CI D capsul es.

4. \Whenever a client stops using a particular CID, the client sends
a CLOSE CLIENT_CID. The client can also initiate new
REQ STER CLI ENT_CI D exchanges at any tine.

For QUI C-aware proxying with forwarded node, the steps are as
fol |l ows:

1. The client sends the REG STER CLI ENT_CI D capsul e once it selects
a CIDthat it will use for receiving packets froma target.

2. The proxy sends the ACK CLI ENT _CI D capsul e to acknow edge t hat
CID, with a client VCID;, alternatively, the proxy can send the
CLOSE CLIENT_CID if it detects a conflict with another CID.

3. The client sends the ACK CLIENT_VCI D capsul e to acknow edge the
client VCI D, which allows forwarded packets for that VCID to be
used.

4. The client sends the REA STER TARCET CI D capsule as soon as it
learns the target CID on the client-to-target connection.
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3.

5. The proxy sends the ACK TARGET _CI D capsul e to acknow edge t hat
CID, with a target VCID;, alternatively, the proxy can send the
CLOSE TARGET CID if it detects a conflict with another CID. Once
the client receives the target VCID, it can start sending
forwarded packets using the target VCID.

6. The proxy sends the MAX CONNECTI ON_I DS capsule to all ow
addi tional registration of new connection IDs via future
REG STER_CLI ENT_CI D and REG STER_TARGET_CI D capsul es.

7. \Wenever a client or target stops uses a particular CI D, the
client sends a CLOSE CLIENT_CID or CLOSE TARGET CI D capsule. The
client can also initiate new REG STER _CLI ENT_CI D or
REQ STER TARCET_Cl D exchanges at any tine.

Pr oxy- QUI C- For war di ng Header

Aclient initiates UDP proxying via a CONNECT request as defined in
[ CONNECT-UDP]. Wthin its request, it includes the "Proxy-QU C
Forwar di ng" header to indicate whether or not the request should
support forwarding. |If this header is not included, the client MJST
NOT send any connection |ID capsul es.

"Proxy-QU C Forwarding" is an Item Structured Header [ RFC8941]. Its
val ue MUST be a Bool ean.

If the client wants to enabl e QU C packet forwarding for this
request, it sets the value to "?1". If it doesn't want to enable
forwardi ng, but instead only provide information about QU C
Connection I Ds for the purpose of allowi ng the proxy to share a
proxy-to-target 4-tuple, it sets the value to "?0".

If advertising support for forwarding, the client MJST add an
"accept-transform' paraneter whose value is a String containing the
supported packet transforns (Section 6.3) in order of descending
preference, separated by commas. |f the proxy receives a "Proxy-

QU C Forwar di ng" header with a value of "?1" and without the "accept-
transfornt paranmeter, it MJST ignore the header and respond as if the
client had not sent the "Proxy-QU C Forwardi ng" header.

If the proxy supports QU C-aware proxying, it will include the
"Proxy- QU C Forwar di ng" header in successful HTTP responses. The

val ue indi cates whet her or not the proxy supports forwarding. |If the
client does not receive this header in responses, the client SHALL
assune that the proxy does not support this extension. |If the client
receives a transformthat it did not advertise support for, it MJST
abort the request.
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The proxy MJST include a "transform' paranmeter whose value is a
String indicating the selected transform |If the proxy does not
recogni ze or accept any of the transfornms offered by the client, it
MUST onmit this paraneter and set the header field value to "?0", or
omt the header entirely.

Clients MJST NOT send the "transform' paranmeter and servers MJST NOT
send the "accept-transfornt paraneter. Cdients MJST ignore receipt
of an "accept-transforni paranmeter and servers MJST ignore receipt of
a "transforn' paraneter.

4. Proxy-QU C Port - Sharing Header

A client may include the "Proxy-QU C Port-Sharing" header to indicate
whet her or not the proxy is permitted to share ports between this
QUI C connection and other proxied QU C connecti ons.

"Proxy-QUI C-Port-Sharing" is an Item Structured Header [RFC8941].
Its val ue MUST be a Bool ean.

Clients SHOULD send this with a value of "?1" unless the client

wi shes to prohibit this behavior. Permitting the proxy to share
ports may allow the proxy to conserve resources and support nore
clients. dients should not advertise support for port sharing
unless they are willing to share the sane 4-tuple when communi cating
with the target. Sharing ports with other QU C connections nmay
result in fate-sharing with clients that m ght be considered to be
untrusted or malicious by the target. Such fate-sharing may inpact
performance or nay |lead to being m sclassified as nalicious.

A proxy that does not support port sharing, SHOULD send "Proxy- QU C
Port-Sharing" with a value of "?0". Doing so allows clients to stop
sendi ng capsules for this extension if forwarding node is also not
support ed.

When port sharing is supported and forwarded node is not,
registration of target Connection IDs is pernitted, but is not
required since port sharing only requires denultiplexing QU C packets
in the target-to-client direction

5. Connection | D Capsul es

Connection | D awareness relies on using capsul es [ HTTP- CAPSULES] to
signal addition and renoval of Connection IDs. dients send capsul es
to | et proxies know when Connection IDs on the client-to-target QU C
connection are changing. Proxies send capsules to acknow edge or
reject these Connection IDs, and in forwarded node to let clients
know about Virtual Connection IDs to use on the client-to-proxy |ink
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Note that these capsules do not register contexts. QU C packets are
encoded using HTTP Datagrans with the context ID set to zero as
defined in [ CONNECT- UDP] .

The REGQ STER CLIENT_CID (Section 5.1) and REG STER _TARGET_CI D
(Section 5.2) capsule types allow a client to informthe proxy about
a newclient CIDor a newtarget CID, respectively. These capsule
types MIUST only be sent by a client. These capsule types share a
sequence nunber space which allows the proxy to limt the number of
active registrations. The first registration (of either client CID
or target CID) has sequence nunber 0, and subsequent registrations

i ncrement the sequence nunber by 1.

The ACK CLIENT_CID (Section 5.3) and ACK TARGET_CID (Section 5. 4)
capsul e types are sent by the proxy to the client to indicate that a
mappi ng was successfully created for a registered connection ID as
wel|l as optionally provide the Virtual Connection |IDs that can be
used in forwarded node. These capsule types MJST only be sent by a
proxy. Note that Virtual Connection IDs are always sent by the proxy
in order to avoid possible |oop attacks Section 10. 3.

The ACK CLIENT_VCID (Section 5.5) capsule type MJST only be sent by
the client and only when forwarded node is enabled. It is sent by
the client to the proxy in response to an ACK CLIENT CID capsule to
indicate that the client is ready to receive forwarded node packets
with the specified virtual connection ID. The proxy MJST NOT send
forwarded node packets to the client prior to receiving this

acknow edgenent. This capsule also contains a Statel ess Reset Token
the client nay respond with when receiving forwarded node packets
with the specified virtual connection |ID.

The CLOSE_CLIENT_CI D and CLOSE_TARCET_CI D capsul e types (Section 5.6)
allow either a client or a proxy to renove a mapping for a connection
ID. These capsule types MAY be sent by either a client or the proxy.
If a proxy sends a CLOSE CLIENT_CID wi thout having sent an

ACK CLIENT CID, or if a proxy sends a CLOSE TARGET_CI D wi t hout having
sent an ACK TARGET CID, it is rejecting a Connection ID registration.
Simlarly, if a client sends CLOSE CLI ENT_CI D wi t hout having sent an
ACK_CLI ENT_VCID capsule, the client is either rejecting the proxy-
chosen client VCID or no | onger needs the connection ID registered.
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The MAX_CONNECTI ON_I DS capsul e type Section 5.7 MJST only be sent by
the proxy. It indicates to the client the maxi mum permtted sequence
nunber for connection ID registrations. This allows the proxy to
limt the nunber of active registrations. The initial maxinumis 1
allowing the client to send 2 registrations, one with sequence nunber
0 and another with sequence nunber 1. A proxy MJST NOT send a
MAX_CONNECTI ON_I DS capsule with a value less than 1. Cdients

recei ving a MAX CONNECTI ON_I DS capsule with a value less than 1 MJST
reset the streamw th H3_DATAGRAM ERRCR error code.

When port sharing Section 4 is supported, the client MJST register
and recei ve acknow edgenents for client and target Cl Ds before using
them Packets w th unknown connection IDs received by the proxy on a
target-facing sockets that support port sharing MJST be dropped. In
order to avoid introducing an additional round trip on setup, a

REQ STER CLI ENT_CI D capsul e SHOULD be sent at the sane tine as the
client’s first flight. |If the proxy rejects the client CID, the
proxy MJST drop all packets until it has sent an ACK CLIENT _CID
capsul e and the client MJUST NOT send any packets until receiving an
ACK_CLIENT_CID. Wen port sharing is supported, a proxy SHOULD
buffer a reasonabl e nunber of incom ng packets while waiting for the
first REA STER CLIENT_CI D capsul e

Importantly, registering connection | Ds does not introduce any del ay
i n comruni cati on between client and target unless port sharing is
supported and there is an unlikely client CIDcollision. The client
and target can always comuni cate over the tunnel wi thout having to
wait for registrations to be acknow edged. Forwarded node requires
Cl Y VCI D mappi ngs be conmuni cated and acknow edged, and, as a
consequence, cannot be | everaged without a round trip. This is
particul arly pronounced when chai ni ng proxi es because registration
happens sequentially. While waiting for forwarded node to becone
enabl ed, clients SHOULD comuni cate over tunnel ed node to avoid end-
to-end del ays.

5.1. REG STER CLI ENT_CI D

The REQ STER CLIENT_CID capsule is sent by the client and contains a
single connection ID that is the client-provided connection ID on the
client-to-target QUI C connection

Regi ster CI D Capsul e {
Type (i) = see {{iana}} for the value of the capsule type
Length (i),
Connection I D (0..2040),

}

Figure 4. Register CID Capsul e Format
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Connection ID: A connection |ID being registered, which is between 0
and 255 bytes in length. The length of the connection IDis
inmplied by the length of the capsule. Note that in QU Cvl, the
| ength of the Connection IDis limted to 20 bytes, but QUC
invariants allow up to 255 bytes.

5.2. REG STER TARGET_CI D

The REQ STER TARGET_CID capsule is sent by the client and includes
the target-provided connection ID on the client-to-target QU C
connection, and the correspondi ng Statel ess Reset Token.

Regi ster Target CI D Capsule {
Type (i) = see {{iana}} for the value of the capsule type
Length (i),
Connection ID Length (i)
Connection I D (0..2040),
St at el ess Reset Token Length (i),
St at el ess Reset Token (..),

Figure 5: Register Target Cl D Capsul e Format

Connection ID Length The length of the connection |ID being
regi stered, which is between 0 and 255. Note that in QU Cvl, the
I ength of the Connection IDis Iimted to 20 bytes, but QUC
invariants allow up to 255 bytes.

Connection ID A connection ID being registered whose |ength is equal
to Connection ID Length. This is the real target CD.

St at el ess Reset Token Length The | ength of the target-provided
St at el ess Reset Token.

St at el ess Reset Token The target-provided Statel ess Reset token
allowing the proxy to correctly recognize Statel ess Reset packets
to be tunnelled to the client.

5.3. ACK CLIENT_C D

The ACK CLIENT_CID capsule is sent by the proxy in response to a
REG STER CLIENT_CID capsule. It optionally assigns a Virtual
Connection | D when forwarded node i s supported.
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5.

Acknow edge Cient CI D Capsule {

4.

Type (i) = see {{iana}} for the value of the capsule type
Length (i)

Connection ID Length (i)

Connection I D (0..2040),

Virtual Connection ID Length (i)

Virtual Connection ID (0..2040),

Figure 6: Acknowl edge Cient Cl D Capsul e Format

Connection ID Length The length of the connection |ID being
acknow edged, which is between 0 and 255. Note that in QU Cvl,
the length of the Connection IDis limted to 20 bytes, but QU C
invariants allow up to 255 bytes.

Connection ID A connection |ID being acknow edged whose length is
equal to Connection ID Length. This is the real C|lent Connection
| D.

Virtual Connection ID Length The length of the client VCID being
provided. This MJST be a valid connection ID length for the QU C
version used in the client-to-proxy QU C connection. Wen
forwarded node is not negotiated, the I ength MUST be zero. The
Virtual Connection |ID Length and Connection |ID Length SHOULD be
equal when possible to avoid the need to resize packets during
repl acenent. The client VCID Length MJST be at |east as | arge as
the Connection ID to reduce the likelihood of connection ID
conflicts.

Virtual Connection ID The proxy-chosen connection ID that the proxy
MJUST use when sending in forwarded node. The proxy rewites
forwarded node packets to contain the correct client VCID prior to
sending themto the client.

ACK_TARGET_CI D
The ACK TARGET_CID capsule is sent by the proxy in response to a

REQ STER TARCGET _CI D capsule. It optionally assigns a Virtual
Connection I D and Statel ess Reset Token if forwarded node is enabl ed.
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Acknowl edge Target CI D Capsule {
Type (i) = see {{iana}} for the value of the capsule type
Length (i)
Connection ID Length (i)
Connection I D (0..2040),
Virtual Connection ID Length (i)
Virtual Connection ID (0..2040),
St at el ess Reset Token Length (i),
St at el ess Reset Token (..),

Figure 7: Acknow edge Target Cl D Capsul e For nat

Connection I D Length The Il ength of the connection ID being
acknow edged, which is between 0 and 255. Note that in QU Cvl,
the length of the Connection IDis limted to 20 bytes, but QUC
invariants allow up to 255 bytes.

Connection ID A connection |ID being acknow edged whose length is
equal to Connection ID Length. This is the real target C D

Virtual Connection ID Length The length of the target VCID being
provided. This MJST be a valid connection ID length for the QU C
version used in the client-to-proxy QU C connection. Wen
forwarded node is not negotiated, the I ength MUST be zero. The
Virtual Connection ID Length and Connection |ID Length SHOULD be
equal when possible to avoid the need to resize packets during
repl acenent.

Virtual Connection ID The proxy-chosen connection ID that the client
MUST use when sending in forwarded node. The proxy rewites
f orwarded node packets to contain the correct target CID prior to
sendi ng t hem

St at el ess Reset Token Length The length of the Statel ess Reset Token
sent by the proxy in response to forwarded node packets in order
to reset the client-to-target QU C connection. Wen forwarded
mode i s not negotiated, the I ength MIST be zero. Proxies choosing
not to support stateless resets MAY set the length to zero.
Clients receiving a zero-length statel ess reset token MJST ignore
it.

Statel ess Reset Token A Stateless Reset Token allow ng reset of the
client-to-target connection in response to client-to-target
forwarded node packets.
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5.5. ACK_CLIENT_VCI D

The ACK CLIENT_VCI D capsule type is sent by the client in response to
an ACK CLIENT _CID capsul e that contains a virtual connection ID.

Acknowl edge O ient VCID Capsul e {
Type (i) = see {{iana}} for the value of the capsule type
Length (i)
Connection I D Length (i)
Connection I D (0..2040),
Virtual Connection ID Length (i)
Virtual Connection ID (0..2040),
St at el ess Reset Token Length (i),
St at el ess Reset Token (..),

Fi gure 8: Acknow edge dient VCI D Capsul e Format

Connection ID Length The length of the connection |ID being
acknow edged, which is between 0 and 255. Note that in QU Cvl,
the length of the Connection IDis limted to 20 bytes, but QUC
invariants allow up to 255 bytes.

Connection ID A connection |ID being acknow edged whose |length is
equal to Connection ID Length. This is the real Clent Connection
I D.

Virtual Connection ID Length The length of the client VCID being
acknow edged.

Virtual Connection ID The proxy-chosen virtual connection |ID being
acknow edged whose length is equal to Virtual Connection ID
Lengt h.

St at el ess Reset Token Length The length of the Statel ess Reset Token
that may be sent by the client in response to forwarded node
packets to reset the client-to-target connection. dients
choosing not to support stateless resets MAY set the length to
zero. Proxies receiving a zero-length statel ess reset token MJUST
ignore it.

Statel ess Reset Token A Stateless Reset Token allow ng reset of the

target-to-client forwarding rule in response to target-to-client
f orwar ded node packets.
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5.6. CLOSE_CLIENT CID and CLOSE TARGET Cl D

CLOSE_CLIENT_CI D and CLOSE_TARGET_CI D capsul e types include a single
connection ID to close. They can be sent by either clients or
pr oxi es.

Close CI D Capsul e {
Type (i) = see {{iana}} for the values of the capsule types
Length (i),
Connection I D (0..2040),

}

Figure 9: O ose Cl D Capsul e Fornat

Connection ID: A connection ID being closed, which is between 0 and
255 bytes in length. The Iength of the connection IDis inplied
by the Il ength of the capsule. Note that in QU Cvl, the |ength of
the Connection IDis limted to 20 bytes, but QU C invariants
allow up to 255 bhytes.

5.7.  MAX_CONNECTI ON_I DS

The MAX _CONNECTI ON I DS capsule is sent by the proxy to permt
addi tional connection ID registrations.

Maxi mum Connection | Ds Capsul e {
Type (i) = see {{iana}} for the value of the capsule type
Length (i)
Maxi mum Sequence Nunber (i)

}

Fi gure 10: Maxi mum Connection | Ds Capsul e Format

Maxi mum Sequence Nunmber The nmaxi mum permtted sequence nunber for
connection ID registrations. This MJST NOT be |less than 1.

5.8. Detecting Conflicts

In order to be able to route packets correctly in both tunnelled and
forwarded node, proxies check for conflicts before creating a new CID

mapping. If a conflict is detected, the proxy will reject the
client’s registration using a CLOSE_CLI ENT_CI D or CLOSE_TARGET_CI D
capsul e.

Two 4-tuples conflict if and only if all menbers of the 4-tuple
(local I P address, local UDP port, renote |IP address, and renote UDP
port) are identical
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Two Connection IDs conflict if and only if one Connection ID is equal
to or a prefix of another. For example, a zero-length Connection ID
conflicts with all connection IDs. This definition of a conflict
originates fromthe fact that QU C short headers do not carry the

| ength of the Destination Connection ID field, and therefore if two
short headers with different Destination Connection IDs are received
on a shared 4-tuple, one being a prefix of the other prevents the
receiver fromidentifying which mapping this corresponds to.

The proxy treats two mappings as being in conflict when a conflict is
detected for all elements on the left side of the mappi ng di agrans
above.

Since very short Connection IDs are nore likely to lead to conflicts,
particularly zero-length Connection IDs, a proxy MAY choose to reject
all registrations for very short Connection IDs as conflicts, in
anticipation of future conflicts.

5.9. dient Considerations

The client sends a REG STER CLI ENT_CI D capsul e before it advertises a
new client CIDto the target, and a REA STER TARGET_ClI D capsul e when
it has received a newtarget CID for the target. |In order to change
the connection ID bytes on the wire, a client can solicit new virtual
connection IDs by re-registering the same connection IDs. The client
may solicit a new target VCID by sending a REG STER TARGET_CI D
capsule with a previously registered target CID. Simlarly, the
client may solicit a new client VCID by sending a REG STER CLI ENT_CI D
with a previously registered client CID. The client MJST acknow edge
the new client VCID with an ACK CLI ENT_VCI D capsul e or close the
registration. The proxy MJST NOT send in forwarded node until

ACK_CLI ENT_VCI D has been received. Cients are responsible for
changing Virtual Connection |IDs when the HTTP streami s network path
changes to avoid linkability across network paths. Note that initial
REQ STER CLI ENT_CI D capsul es MAY be sent prior to receiving an HITP
response fromthe proxy.

Connection ID registrations are subject to a proxy-advertised limt.
Each registration has a correspondi ng sequence nunber. The client
MUST NOT send a registration capsule with a sequence nunber greater
than what the proxy advertises via the MAX CONNECTI ON | DS capsul e.
The initial MAX_CONNECTION_IDS value is 1, allow ng both sequence
numbers 0 and 1 for a total of two registrations without receiving a
MAX_CONNECTI ONI DS capsul e fromthe proxy.

Clients that cannot register new connection IDs within a reasonabl e

time due to the MAX CONNECTION IDS Iimt SHOULD abort the proxied
connection by resetting the HITP streamwi th error code NO ERROR
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This may happen, for exanple, if the target server sends a
NEW CONNECTI ON_I D frane with Sequence Number and Retire Prior To
equal to the same val ue.

Clients can cease receiving with forwarded node over an existing
tunnel while retaining the sane client-to-target connection by
creating a new tunnel with "Proxy-QU C Forwardi ng" set to "?0" and
mgrating the client-to-target connection.

5.9.1. New Proxi ed Connection Setup

To initiate QU Caware proxying, the client sends a
REG STER _CLI ENT_CI D capsul e containing the initial client CID that
the client has advertised to the target.

If the mapping is created successfully, the client will receive a
ACK CLIENT_CI D capsul e that contains the same client CI D that was
requested as well as a client VCID that the client MJST use when
sendi ng forwarded node packets, assuming forwarded node is supported.

If forwarded node is supported, the client MJST respond with an
ACK CLIENT VCID to signal to the proxy that it may start sending
forwarded node packets. |f forwarded node is not supported, an
ACK_CLI ENT_VCI D capsul e MUST NOT be sent.

Since clients are always aware whether or not they are using a QU C
proxy, clients are expected to cooperate with proxies in selecting
client CIDs. A proxy detects a conflict when it is not able to
create a unique mapping using the client CID (Section 5.8). It can
reject registrations that would cause a conflict and indicate this to
the client by replying with a CLOSE CLIENT_CID capsule. In order to
avoid conflicts, clients SHOULD select client CIDs of at |least 8
bytes in length with unpredictable values. A client also SHOULD NOT
select a client CIDthat matches the ID used for the QUI C connection
to the proxy, as this inherently creates a conflict.

If the rejection indicated a conflict due to the client CID, the
client MJST sel ect a new Connection ID before sending a new request,
and generate a new packet. For exanple, if a client is sending a
QUIC Initial packet and chooses a Connection ID that conflicts with
an existing mapping to the sane target server, it will need to
generate a new QUIC Initial.
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5.9.2. Adding New dient Connection |IDs

Since QU C connection IDs are chosen by the receiver, an endpoint
needs to comunicate its chosen connection IDs to its peer before the
peer can start using them In QUCv1l, this is perfornmed using the
NEW CONNECTI ON_I D frane.

Prior to informing the target of a new chosen client CID, the client
MJST send a REG STER CLI ENT_CI D capsul e to the proxy containing the
new client ClD

The client should only informthe target of the new client CID once
an ACK_CLIENT_CID capsule is received that contains the echoed
connection I D

If forwarded nobde is enabled, the client MIST reply to the
ACK CLIENT CID with an ACK CLI ENT _VCID capsule with the real and
virtual connection IDs along with an optional Statel ess Reset Token

5.10. Proxy Considerations

The proxy MJST reply to each REG STER CLI ENT_CI D capsule with either
an ACK CLIENT _CID or CLCSE CLIENT_CID capsul e containing the
Connection ID that was in the registration capsule.

Simlarly, the proxy MIST reply to each REG STER TARGET _CI D capsul e
with either an ACK TARGET _CI D or CLOSE TARGET_CI D capsul e contai ni ng
the Connection ID that was in the registration capsul e.

The proxy then determ nes the proxy-to-target 4-tuple to associate
with the client’s request. This will generally involve performng a
DNS | ookup for the target hostname in the CONNECT request, or finding
an existing proxy-to-target 4-tuple to the authority. The proxy-to-
target 4-tuple mght already be open due to a previous request from
this client, or another. |If the 4-tuple is not already created, the
proxy creates a new one. Proxies can choose to reuse proxy-to-target
4-tuples across multiple UDP proxying requests, or have a unique
proxy-to-target 4-tuple for every UDP proxying request. If the
client did not send a value of "?1" for the "Proxy- QU C Port - Sharing"”
header, port reuse is not permtted and the proxy MJST allocate a new
UDP 4-tupl e.

If a proxy reuses proxy-to-target 4-tuples, it SHOULD store which
authorities (which could be a domain name or IP address literal) are
bei ng accessed over a particular proxy-to-target 4-tuple so it can
avoi d performng a new DNS query and potentially choosing a different
target server | P address which could nap to a different target
server.

Pauly, et al. Expires 11 April 2026 [ Page 23]



I nternet-Draft QUI C Pr oxy Cct ober 2025

Proxy-to-target 4-tuples MJST NOT be reused across QU C and non-QU C
UDP proxy requests, since it might not be possible to correctly
demultiplex or direct the traffic. Any packets received on a proxy-
to-target 4-tuple used for proxying QU C that does not correspond to
a known CI D MJUST be dropped.

When the proxy recieves a REG STER CLI ENT_CID capsule, it is
receiving a request to be able to route traffic matching the client
CID back to the client using. |If the pair of this client CID and the
sel ected proxy-to-target 4-tuple does not create a conflict, the
proxy creates the mappi ng and responds with an ACK CLIENT_CI D
capsule. |If forwarded node is enabled, the capsule contains a proxy-
chosen client VO D. |If forwarded node is enabled, and after

recei ving an ACK CLI ENT_VCID capsule fromthe client, any packets
received by the proxy fromthe proxy-to-target 4-tuple that match the
client CID can be sent to the client after the proxy has replaced the
CIDwith the client VCID and executed the negotiated transform
(Section 6.3). |If forwarded node is not supported, the proxy MJST
NOT send a client VCID by setting the length to zero. The proxy MJST
use tunnell ed node (HTTP Datagram frames) for any | ong header

packets. The proxy SHOULD forward directly to the client for any

mat chi ng short header packets if forwarding is supported by the
client, but the proxy MAY tunnel these packets in HITP Datagram
franes instead. |If the napping would create a conflict, the proxy
responds with a CLOSE_CLI ENT_CI D capsul e.

When the proxy recieves a REG STER TARGET _CI D capsule, it is
receiving a request to allowthe client to forward packets to the
target. The proxy generates a target VCID for the client to use when

sendi ng packets in forwarded node. |f forwarded node is not
supported, the proxy MJST NOT send a target VCID by setting the
length to zero. |If forwarded node is supported, the proxy MIST use a

target VCID that does not introduce a conflict with any ot her
Connection ID on the client-to-proxy 4-tuple. The proxy creates the
mappi ng and responds with an ACK TARGET CI D capsule. Once the
successful response is sent, the proxy will forward any short header
packets received on the client-to-proxy 4-tuple that use the target
VCI D using the correct proxy-to-target 4-tuple after first rewiting
the target VCID to be the correct target ClID and executing the
negoti ated transform

Proxi es MUST choose unpredictable client and target VCIDs to avoid
forwardi ng | oop attacks.
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The proxy MUST only forward non-tunnel |l ed packets fromthe client
that are QU C short header packets (based on the Header Formbit) and
have mapped target VCIDs. Packets sent by the client that are
forwarded SHOULD be considered as activity for restarting QUC s Idle
Ti meout [QUIC].

In order to permt the client to change client-to-target connection
I Ds, the proxy SHOULD send MAX_CONNECTI ON_I DS capsul es al |l owi ng the
client additional connection ID registrations.

5.10.1. dosing Proxy State

For any registration capsule for which the proxy has sent an
acknow edgenent, any mappings last until either endpoint sends a
cl ose capsule or the either side of the HITP stream cl oses.

A client that no | onger wants a given Connection ID to be forwarded
by the proxy sends a CLOSE CLIENT_CID or CLOSE TARCGET Cl D capsul e.

If aclient’s connection to the proxy is term nated for any reason,
all mappings associated with all requests are renoved.

A proxy can close its proxy-to-target 4-tuple once all UDP proxying
requests mapped to that 4-tuple have been renoved.

6. Using Forwarded Mde

Al'l packets sent in forwarded node use a transformin which CIDs are
switched into VCIDs, and the contents of packets are either left the
sane, or nodified (Section 6.3).

Forwar ded node al so rai ses special considerations for handling
connecti on mai ntenance (Section 6.4), connection mgration

(Section 6.5), server preferred addresses (Section 6.6), ECN marKkings
(Section 6.7), and stateless resets (Section 6.8).

Forwar ded node packets are not part of the QU C connection the tunne
i s managed by, but instead an independent flow of QU C packets.

6.1. Sending Wth Forwarded Mode

Support for forwarded node is determ ned by the "Proxy-QU C
Forwar di ng" header, see Section 3.

Once the client has |earned the target server’s Connection ID, such
as in the response to a QU C Initial packet, it can send a

REQ STER TARCET CI D capsul e containing the target CID to request the
ability to forward packets.
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6

2

The client MUST wait for an ACK TARGET_CI D capsul e that contains the
echoed connection I D and target VCI D before using forwarded node.

Prior to receiving the proxy server response, the client MJUST send
short header packets tunnelled in HTTP Datagram frames. The client
MAY al so choose to tunnel sone short header packets even after
recei ving the successful response.

If the target CID registration is rejected, for exanple with a
CLOSE _TARGET _CID capsule, it MJST NOT forward packets to the
requested target CID, but only use tunnelled node. The registration
m ght also be rejected if the proxy does not support forwarded node
or has it disabled by policy.

QUI C | ong header packets MJST NOT be forwarded. These packets can
only be tunnelled within HITP Datagram frames to avoi d exposing
unnecessary connection netadat a.

When forwarding, the client sends a QU C packet with the target VCI D
in the QU C short header, using the sane 4-tuple between client and
proxy that was used for the main QU C connection between client and

pr oxy.

When forwardi ng, the proxy sends a QUI C packet with the client VCID
in the QU C short header, using the sane 4-tuple between client and
proxy that was used for the main QUI C connection between client and

proxy.

Prior to sending a forwarded node packet, the sender MJST replace the
Connection IDwith the Virtual Connection ID. If the Virtua
Connection IDis larger than the Connection ID, the sender MJUST
extend the length of the packet by the difference between the two

Il engths, to include the entire Virtual Connection ID. If the Virtua
Connection IDis smaller than the Connection ID, the sender MJST
shrink the length of the packet by the difference between the two

| engt hs.

Clients and proxies supporting forwarded node MJUST be able to handl e
Virtual Connection IDs of different |engths than the correspondi ng
Connection |Ds.

Recei ving Wth Forwarded Mde
If the client has indicated support for forwarded node with the

" Proxy- QU C Forwar di ng" header, the proxy MAY use forwarded node for
any client CID for which it has a valid nmapping.
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Once a client has sent an ACK CLIENT_VCI D capsule to the proxy, it
MJST be prepared to receive forwarded short header packets on the
4-tuple between itself and the proxy for the specified client VCID.

The client uses the Destination Connection ID field of the received

packet to deternmine if the packet was originated by the proxy, or

merely forwarded fromthe target. The client replaces the client

VCIDwith the real client CI D before processing the packet further
6.3. Packet Transforns

A packet transformis the procedure applied to encode packets as they

are sent on the link between the client and proxy, along with the

i nverse decode step applied on receipt. Wen sending packets, the

packet transformis applied after replacing a CIDwith a VCID. Wen

recei ving packets, the packet transformis applied before replacing a

VCIDwith a CD

Sinple transforns can be nodel ed as a function as foll ows:

| nput s:

1. A QU C short header packet with a VCID.

2. The node (encode or decode).

3. The direction (client-to-proxy or proxy-to-client).

4. Any configuration information negotiated at startup

Qut put :

* A UDP payl oad that confornms to the QU C invariants [RFC8999] and
does not nodify the Connection |D.

More conpl ex transform behaviors could have internal state, but no
such transfornms are presented here.

Packet transforns are identified by an | ANA-regi stered nane, and
negotiated in the HITP headers (see Section 3). This docunent
defines two initial transforns: the identity transformand the
scranbl e transform
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6.3.1. The identity transform

The identity transform does not nodify the packet in any way. When
this transformis in use, a global passive adversary can trivially
correlate pairs of packets that crossed the forwarder, providing a
conpact proof that a specific client was conmunicating to a specific
target.

The identity transformis identified by the value "identity"
Section 11. 3.

Use of this transformis NOT RECOMMENDED if the scranble transformis
supported by both the client and the proxy. Inplenentations MAY
choose to not inplenent or support the identity transform depending
on the use cases and privacy requirenments of the depl oynent.

6.3.2. The scranble transform

The scranbl e transforminpl ements | ength-preserving unaut henti cated
re-encryption of QU C packets while preserving the QU C invariants.
VWhen the scranble transformis in use, a global passive adversary
cannot sinply conpare the packet contents on both sides of the proxy
to link the client and target. However, the scranble transform does
not defend agai nst anal ysis of packet sizes and tinming, nor does it
protect privacy against an active attacker. For exanple, an active
attacker that is able to nodify packets prior to being scramnbled by
the proxy can mani pul ate the packets in ways that will cause themto
be recogni zable (either by interfering with the material that is used
for the IV, or by changing sizes or tinming of packets).

Depl oynments that inplenment the version of the scranble transform
defined in this document MJST use the value "scranble-dt". The
finalized version is expected to use the reserved val ue "scranbl e”
Section 11.3.

The scranble transformis initialized using a 32-byte random
symretric key. \When offering or selecting this transform the client

and server each generate the key that they will use to encrypt
scranbl ed packets and MJUST add it to the "Proxy-QUJ C Forwardi ng"
header in an sf-binary paranmeter naned "scranbl e-key". |f either

side receives a scranble transformwi thout the "scranbl e-key"
paraneter, forwarded node MJST be di sabl ed. Note that each side
(client and server) generates its own "scranbl e-key" that it uses
when sendi ng scramnbl ed packets; the value received in the "scranble-
key" paraneter is thus used to unscranbl e packets received fromthe
peer.
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This transformrelies on the AES-128 bl ock cipher, which is
represented by the syntax AES-ECB(key, plaintext_block) as in

[ RFC9001]. The correspondi ng decryption operation is witten here as
AES- ECB-i nv(key, ciphertext _block). It also uses AES in Counter Mode
([ SP800-38A], Section 6.5), which is represented by the syntax AES-
CTR(key, iv, input) for encryption and decryption (which are
identical). |In this syntax, iv is an array of 16 bytes containing
the initial counter block. The counter is increnented by the
standard increnenting function ([ SP800-38A], Appendix B.1l) on the
full block width.

In brief, the transform applies AES in counter node (AES-CTR) using
an initialization vector drawn fromthe packet, then encrypts the
initialization vector with AES-ECB. The detailed procedure is as
fol | ows:

1. Let ki1, k2 = scranble_key[:16], scranble_key[16: 32].

2. Let L be the Connection ID I|ength.

3. Let cid = packet[1:L+1], i.e., the Connection ID.

4. Let iv = packet[L+1:L+17], i.e., the 16 bytes follow ng the
Connection | D.

5. Let ctr_input = packet[0] | packet[L+17:].

6. Let ctr_output = AES-CTR(k1, iv, ctr_input).

7. Let header = ctr_output[0] & Ox7F. This ensures that the Header
Formbit is zero, as required by the QU C invariants ([RFC8999],
Section 5.2).

8. Encrypt iv with the block cipher: encrypted iv = AES-ECB(k2, iv).

9. Produce the output packet as:
header | cid | encrypted_iv | ctr_output[1:].

The inverse transform operates as foll ows:

1. Decrypt the AES-CTR initialization vector:
iv = AES-ECB-inv(k2, packet[L+1:L+17]).

2. Compute the other variables exactly as in the forward transform
(AES- CTR encryption and decryption are identical.)

3. Produce the output: header | cid | iv | ctr_output[1:].
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The encryption keys used in this procedure do not depend on the
packet contents, so each party only needs to perform AES
initialization once for each connection

NOTE: The security of this arrangenent relies on every short-header
QUI C packet containing a distinct 16 bytes foll owi ng the Connection
ID. This is true for the original ciphersuites of QU Cvl, but it is
not guaranteed by the QU C Invariants. Future ciphersuites and QU C
versions could in principle produce packets that are too short or
repeat the values at this location. Wen using the scranble
transform clients MUST NOT of fer any configuration that could cause
the client or target to violate this requirenent.

6.4. Connection Mi ntenance in Forwarded Mde

When a client and proxy are using forwarded node, it is possible that
there can be long periods of tine in which no ack-eliciting packets
(see Section 2 of [QU C RETRANSM SSI ON]) are exchanged between the
client and proxy. |If these periods extend beyond the effective idle
timeout for the client-to-proxy QU C connection (see Section 10.1 of
[QUIC]), the QUIC connection might be closed by the proxy if the
proxy does not use forwarded packets as an explicit |iveness signal
To avoid this, clients SHOULD send keepalive packets to the proxy
before the idle timouts woul d be reached, which can be done using a
PI NG frane or another ack-eliciting frane as described in

Section 10.1.1 of [QU (.

6.5. Handling Connection Mgration

If a proxy supports QU C connection migration, it needs to ensure
that a migration event does not end up sending too many tunnelled or
forwarded packets on a new path prior to path validation.

Specifically, the proxy MUST limt the nunber of packets that it wll
proxy to an unvalidated client address to the size of an initial
congestion wi ndow. Proxies additionally SHOULD pace the rate at

whi ch packets are sent over a new path to avoid creating

uni ntenti onal congestion on the new path.

When operating in forwarded node, the proxy reconfigures or renoves
forwarding rules as the network path between the client and proxy

changes. In the event of passive migration, the proxy automatically
reconfigures forwarding rules to use the latest active and vali dated
network path for the HITP stream In the event of active mgration,

the proxy removes forwarding rules in order to not send packets with
the sane connection ID bytes over nultiple network paths. After
initiating active mgration, clients are no |longer able to send
forwarded node packets since the proxy will have renpved forwarding
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rules. dients can proceed with tunnelled node or can request new
forwarding rules via REG STER CLI ENT_CI D and REQ STER TARGET_CI D
capsul es. Each of the acknow edgi ng capsules will contain new
virtual connection IDs to prevent packets with the same connection ID
byt es being used over nultiple network paths. Note that the client
CID and target CID can stay the same while the target VCID and client
VCI D change

6.6. Handling Server Preferred Addresses

QU C allows servers to tell clients about a preferred address the
server would like to use (Section 9.6 of [QUC]). Wen this happens,
the client can migrate to the preferred address.

VWhen a client using a proxy wants to mgrate to the preferred address
of the target server, it needs to create a new UDP proxying request
to the proxy (using the nethod defined in [ CONNECT- UDP]) and using
the preferred I P address of the target as the host to which to
connect. This is the behavior clients using a proxy will have
regardl ess of using the QU C aware mechani sns defined in this
docunent. Fromthe proxy’s perspective, the mgrating request is
separate fromthe original request.

Note that clients can be aware of the target address being used for
the original proxy request by | ooking at next-hop paraneter on a
Proxy- St at us header sent by the proxy in its response (Section 2.1.2
of [RFC9209]). This allows a client to knowif it ought to mgrate
to the preferred address, or is already connected to the preferred
address. To support the ability of clients to do this, proxies

i npl ementing this specification SHOULD send the Proxy-Status header
in responses and include the next-hop paraneter.

6.7. Handling ECN MarKking

Explicit Congestion Notification marking [ECN] uses two bits in the
I P header to signal congestion froma network to endpoints. Wen
usi ng forwarded node, the proxy replaces | P headers for packets
exchanged between the client and target; these headers can include
ECN mar ki ngs. Proxi es SHOULD preserve ECN marki ngs on forwarded
packets in both directions, to allow ECN to function end-to-end. |If
the proxy does not preserve ECN nmarkings, it MJUST set ECN narks to
zero on the I P headers it generates.

Forwar ded node does not create an IP-in-1P tunnel, so the guidance in

[ ECN- TUNNEL] about transferring ECN marki ngs between inner and outer
| P headers does not apply.
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A proxy MAY additionally add ECN markings to signal congestion being
experienced on the proxy itself.

Forwar di ng ECN mar ki ngs i ntroduces certain active attacks. See
Section 10.2 for nore detail.

6.8. Stateless Resets for Forwarded Mbde QU C Packets

VWhile the lifecycle of forwarding rules are bound to the lifecycle of
the client-to-proxy HITP stream a peer may not be aware that the
stream has termnated. |f the above mappings are | ost or renoved

wi t hout the peer’s know edge, they may send forwarded node packets
even though the client or proxy no | onger has state for that
connection. To allowthe client or proxy to reset the client-to-
target connection in the absence of the mappi ngs above, a stateless
reset token corresponding to the Virtual Connection ID can be

provi ded.

Consider a proxy that initiates closure of a client-to-proxy QU C
connection. If the client is tenporarily unresponsive or
unreachabl e, the proxy m ght have consi dered the connection cl osed
and renoved all connection state (including the stream mappi ngs used
for forwarding). |If the client never |earned about the closure, it
m ght send forwarded node packets to the proxy, assumi ng the stream
mappi ngs and client-to-proxy connection are still intact. The proxy
will receive these forwarded node packets, but won't have any state
corresponding to the destination connection IDin the packet. |[If the
proxy has provided a statel ess reset token for the target VCID, it
can send a statel ess reset packet to quickly notify the client that
the client-to-target connection is broken

6.8.1. Stateless Resets fromthe Target

Reuse of proxy-to-target 4-tuples is only possible because QU C
connection I Ds allow distinguishing packets for nultiple QU C
connections received with the same 5-tuple. One exception to this is
St at el ess Reset packets, in which the connection IDis not used, but
rat her popul ated with unpredictable bits followed by a Statel ess
Reset token, to make it indistinguishable froma regul ar packet with
a short header. 1In order for the proxy to correctly recognize

St at el ess Reset packets, the client SHOULD share the Statel ess Reset
token for each registered target CID. When the proxy receives a

St at el ess Reset packet, it can send the packet to the client as a
tunnel | ed datagram Al though Statel ess Reset packets | ook |ike short
header packets, they are not technically short header packets and do
not contain negotiated connection IDs, and thus are not eligible for
f orwar ded node.
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7.

Exanpl e Exchange

Consider a client that is establishing a new QU C connection through
the proxy. 1In this exanple, the client prefers the scranble
transform but also offers the identity transform It has selected a
client D of 0x31323334. In order to informa proxy of the new QU C
client CID, the client also sends a REG STER CLI ENT_CI D capsul e.

The client will also send the initial QU C packet with the Long
Header formin an HITP dat agram
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dient Server
STREAM 44): HEADERS  -------- >

:met hod = CONNECT

:protocol = connect-udp

:schene = https

:path = /target. exanpl e. coni 443/

rauthority = proxy.exanmple.org

pr oxy-qui c-port-sharing = ?1

proxy-qui c-forwardi ng = ?1; accept-transforne"scranble,identity"; \
scranbl e- key=: abc. .. 789=:

capsul e-protocol = ?1

STREAM 44): DATA === >
Capsul e Type = REGA STER CLIENT_CI D
Connection I D = 0x31323334
St at el ess Reset Token = Token

S STREAM 44): DATA
Capsul e Type = MAX_CONNECTI ON_I DS
Maxi mum Sequence Number = 3

DATAGRAM  eeea-e-- >
Quarter Stream|ID = 11
Context ID =10
Payl oad = Encapsulated QU C initi al

S STREAM 44) : HEADERS
:status = 200
proxy-qui c-forwarding = ?1; \
transform="scranble"; \
scranbl e- key=: ABC. . . 321=:
capsul e-protocol = ?1

Cmmmmmm - STREAM 44): DATA
Capsul e Type = ACK CLIENT_CID
Connection I D = 0x31323334
Virtual CID = 0x62646668

The proxy has acknow edged the client CID and provided a client VCID.
Even if there were Short Header packets to send, the proxy cannot
send forwarded node packets because the client hasn’t acknow edged
the client VCD.

The proxy indicates to the client that it will allow connection ID

registrations with sequence nunbers 0-3, allowi ng for registrations
beyond the initial maxi mum of 1.
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STREAM 44): DATA  a-eee--- >
Capsul e Type = ACK CLI ENT_VCI D
Connection | D = 0x31323334
Virtual CID = 0x62646668
St at el ess Reset Token = Token

The client acknow edges the client VCID. The proxy still doesn't
have any Short Header Packets to send, but, if it did, it would be
able to send with forwarded node.

/* Wait for target server to respond to UDP packet. */

Smmmme--- DATAGRAM
Quarter Stream | D
Context ID=0
Payl oad = Encapsulated QU C initial

11

/[* All dient -> Target QUI C packets nust still be encapsulated */

DATAGRAM  eeeao--- >
Quarter Stream I D = 11
Context ID=20
Payl oad = Encapsul ated QUI C packet

/* Forwarded node packets possible in Target -> Client direction */

<-------- UDP Dat agram
Payl oad = Forwarded QUI C SH packet

The client may receive forwarded node packets fromthe proxy with a
Virtual client CID of 0x62646668 which it will replace with the real
client CID of 0x31323334. Al forwarded node packets sent by the
proxy will have been nodified to contain the client VCI D instead of
the client CID, and processed by the negotiated "scranbl e" packet
transform However, in the unlikely event that a forwarded packet
arrives before the proxy’s HITP response, the client will not know

which transformthe proxy selected. In this case, the client wll
have to ignore the packet or buffer it until the HITP response is
recei ved.

Once the client |earns which Connection ID has been selected by the
target server, it can send a new request to the proxy to establish a
mappi ng for forwarding. In this case, that IDis 0x61626364. The
client sends the foll owi ng capsul e:
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STREAM 44): DATA  —-em---- >
Capsul e Type = REQ STER TARGET_CI D
Connection I D = 0x61626364

- STREAM 44) . DATA
Capsul e Type = ACK TARCGET _CID
Connection I D = 0x61626364
Virtual Connection | D = 0x123412341234
St at el ess Reset Token = Token

/[* Cient -> Target QUI C short header packets nmay use forwarded node */

UDP Datagram  —e------ >
Payl oad = Forwarded QU C SH packet

Upon receiving an ACK TARCET CID capsule, the client starts sending
Short Header packets with a Destination Connection ID of
0x123412341234 directly to the proxy (not tunnelled), and these are
rewitten by the proxy to have the Destination Connection ID
0x61626364 prior to being forwarded directly to the target. 1In the
reverse direction, Short Header packets fromthe target with a
Destination Connection ID of 0x31323334 are nodified to replace the
Destination Connection IDwth the client VCI D of 0x62646668 and
forwarded directly to the client.

8. Packet Size Consi derations

Since Initial QU C packets nmust be at |east 1200 bytes in length, the
HTTP Dat agram franmes that are used for a QU C-aware proxy MJIST be
able to carry at |east 1200 bytes.

Additionally, clients that connect to a proxy for purpose of proxying
QUI C SHOULD start their connection with a | arger packet size than
1200 bytes, to account for the overhead of tunnelling an Initial QU C
packet within an HTTP Datagram franme. |If the client does not begin
with a larger packet size than 1200 bytes, it will need to perform
Pat h MIU ( Maxi mum Transm ssion Unit) discovery to discover a |arger
path size prior to sending any tunnelled Initial QU C packets.

Once a proxied QUI C connections noves into forwarded node, the client
SHOULD initiate Path MIU di scovery to increase its end-to-end MU

9. QUIC Version Invariance
QUI C proxies only need to understand the Header Formbit, and the
connection ID fields from packets in client-to-target QU C

connections. Since these fields are all invariant across future QU C
versi ons [I NVARI ANTS], QUI C proxies can proxy all versions of QU C
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10.

10.

While QUIC proxies can proxy all versions of QU C, sone optiona
capabilities are limted to certain versions. Specifically, sone of
the connection ID registration capsules in Section 5 include a

St atel ess Reset Token field. This field is defined in [QU C] and not
part of [INVARIANTS]. |If a future QU C version renoves or changes

t he behavi or of Stateless Reset Tokens, the Statel ess Reset Token
field in each capsul e MUST have a | ength of zero.

When forwardi ng node is enabled, the client and target MAY negoti ate
any QUIC version, and MAY send packets of that version through the
forwardi ng path. The proxy does not know what version they are
using, so it can only require that these packets conformto the QU C
i nvari ants for short-header packets ([RFC8999], Section 5.2).

QUIC version 1 specifies a Fixed Bit (a.k.a. the "QU C bit") with a
fixed value to support sharing a 5-tuple with other protocols such as
DTLS, but the QUIC invariants do not guarantee the value of this bit.
Accordingly proxies with forwardi ng node enabled MJUST NOT rely on
this bit for protocol identification, and SHOULD send and accept the
grease_quic_bit transport paraneter [QU C CGREASE] to avoid
ossification of the forwarding node path.

Security Considerations

Proxi es that support this extension SHOULD provi de protections to
rate-limt or restrict clients from opening an excessi ve nunber of
proxi ed connections, so as to limt abuse or use of proxies to |launch
Deni al - of - Servi ce attacks.

Sendi ng QUI C packets by forwardi ng through a proxy wi thout tunnelling
exposes clients to additional information exposure and
deanonym zati on attacks which need to be carefully considered.

Anal ysi s shoul d consi der both passive and active attackers which may
be global or localized to the network paths used on one side of the
proxy. The follow ng sections highlight deanonym zation risks with
usi ng forwarded node.

1. Passi ve Attacks

A passive attacker ains to deanonym ze a client by correlating
traffic across both sides of the proxy. Wen using forwarded node
with the identity packet transform (see Section 6.3.1), such
correlation is trivial by matching a subset of QU C packet bytes as
packets enter the proxy on one side and exit on the other. Packet
transforns such as scranble mitigate this by cryptographically
preventing such byte conparisons (see Section 6.3.2).
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10.

Regar dl ess of which packet transformis used, both tunnelled and
forwarded node are still vulnerable to size and timng attacks,

wi t hout the addition of techniques that go beyond the analysis in
this docunment, such as paddi ng and addi ng chaff packets. Such

techni ques coul d be supported in future packet transforns, subject to
addi tional security analysis.

Unl i ke tunnel | ed node where packets are fully encapsul ated in the
client-to-proxy connection, clients using forwarded node to access
multiple target servers over the sanme client-to-proxy connection
expose the nunber of target servers they are comunicating with on
each connection to passive attackers that can observe the client-to-
proxy traffic. This additional netadata reveal ed on each packet
simplifies size and tim ng attacks.

2. Active Attacks

An active attacker is an adversary that can inject, nodify, drop, and
vi ew packets in the network. Sone active attacks have different
effects between forwarded node and tunnell ed node, but active attacks
can be used to correlate flows in either node

Both tunnel |l ed node and forwarded node (regardl ess of packet
transforn) are vulnerable to packet injection in the target-to-client
direction. An attacker can inject a burst of packets with a known
QUI C Connection I D and see which Connection IDis used for the
correspondi ng burst on the proxy-to-client network path.

Forwarded node is vulnerable to sonme active attacks that tunnel ed
nmode is not. For exanple, packet injection with a known QU C
Connection I D can al so happen in the client-to-proxy direction, which
only affects forwarded node since tunnell ed node sends packets within
an authenticated and integrity protected QU C connection to the proxy
(see [RFC9001]). None of the packet transforns defined in this
docunent provide integrity protection. Even if a packet transform
did provide integrity protection, attackers can inject replayed
packets. Protection against replayed packets is simlarly provided
by QU C in tunnelled node, but not provided by any of the forwarded
nmode packet transforns defined in this docunent. Simlarly,

Forwar ded node packets are vulnerable to active attacks when [ ECN
mar ki ngs are forwarded. Specifically, an attacker could enbed a
signal over a series of packets by clearing or setting ECN bits.

This attack is possible without injecting, dropping, or nodifying the
QUI C packet, but instead nodifying the packet’s |IP header.
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10.

11.

11.

11.

An active attacker can nodi fy packets in the client-to-proxy
direction, which would cause a tunnelling proxy to silently drop
packets, while a forwarding proxy would forward the packets. In this
way, forwarded node is |less vulnerable to flow recognition based on
corrupting a portion of packets in a burst.

3. Connection ID Registration Attacks

Chai ni ng of proxies using forwarded node introduces the risk of
forwarding | oop attacks. Proxies are known to be vul nerable to one
such forwarding | oop attack when sharing an | P address and port with
ot her proxies, supporting target-facing port sharing, and proxying to
other proxies. Preventing client VCID conflicts across proxies
sharing an | P address and port mitigates one such forwarding | oop
attack. Conflicts can be avoided by partitioning the client VCID
space across proxies, using sufficiently | ong and random val ues, or
by ot her neans.

I ANA Consi derations
1. HITP Header Fields
Thi s docunent registers the "Proxy-QUJ C Forwardi ng" and "Proxy- QU C
Port-Sharing" header fields in the "Hypertext Transfer Protocol

(HTTP) Field Nane Registry" <https://ww.iana.org/assi gnnents/http-
fields>.

o e e e e e e e e oo oo S o e e e e oo S
| Fi el d Nane | Status | Structured Type | Ref erence
oo S Fom e oo -
| Proxy- QU C Forwardi ng | pernmanent | Item | This docunent

| Proxy-QUI C Port-Sharing | pernmanent | Item | This docunent
o e e e e e e oo R o e e e oo T

Figure 11: Registered HTTP Header Fields
2. Proxy QUIC Forwardi ng Paraneter Nanes

Thi s docunent establishes a new registry, "Proxy QU C Forwarding
Par anet er Nanes", for paraneter nanes to use with the "Proxy-QU C
Forwar di ng" header field, in

<https://ww. i ana. or g/ assi gnnent s/ masque/ nasque. xht m >.

Regi strations in this registry are assigned using the Specification
Required policy (Section 4.6 of [|ANA-PQOLICY]).
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o +
.......................... +

| Parameter Name |

+---------------------!-+
__________________________ +

| accept-transform |
on {{forwardi ng-header}} |

o e e e e +
__________________________ +

| transform |
on {{forwardi ng-header}} |

o +
.......................... +

| scranbl e-key |
on {{scranble-transforn}} |

e +
__________________________ +

Figure 12: Initia

11. 3. Packet Transform Nanes

Proxy QUI C Forwar di ng Par anet er

QUI C Proxy

Descri ption |

contai ns supported transforns |

i ndi cates sel ected transforns |

contains key for scranble transform |

Names

Cct ober 2025

Thi s docunent

Thi s docunent

Thi s docunent

Thi s docunent establishes a new registry for packet transform nanes
in <https://ww.iana.org/assi gnnent s/ masque/ masque. xhtm > and defi nes

two initial transforms: "i

finalization

depl oynent s t hat

dentity" and "scramble". Prior to

i mpl ement the version of the scranble

transformdefined in this docunent should use the val ue "scranbl e-

dt".
subm tted,
the draft nunber.

Once the design team proposa
the wire identifier wll
Regi strations in this registry are assigned using

is adopted and a new draft i
becone "scranbl e- XX"

S

where XX is

the Specification Required policy (Section 4.6 of [|ANA-PCLICY]).

[} el sl sty e
| Transform | Description | Specification | Notes
| Name I I I
| identity | no | This Document | Section
| | transformation | | Section 6.3.1
S S S S
| scramble | Reserved (will | This Docunent | Section
| | be used for | | Section 6.3.2
| | final version) | |
N oo o - o m e e e oo - o m e e e oo -
Table 1: Initial Packet Transform Nanes
11.4. Capsul e Types

Thi s docunent

below will be replaced wt

Pauly, et al. Exp

h | ower val ues before publication

ires 11 April 2026

registers six new values in the "HTTP Capsul e Types"

registry established by [HTTP- CAPSULES]. Note that the codepoints
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12.

12.

Paul y,

E oo sl oo
Capul e Type | Val ue | Specification |
E oo b ooy ey oo
REG STER CLIENT_CID | Oxffe600 | This Document |
--------------------- S
REG STER TARGET_CID | Oxffe601 | This Document |
--------------------- T e T L T T T T
ACK_CLIENT_CI D | Oxffe602 | This Document |
--------------------- oo+
ACK_CLI ENT_VCI D | Oxffe603 | This Docunment |
--------------------- S
ACK_TARGET_CI D | Oxffe604 | This Document |
--------------------- T e T L T T T T
CLOCSE_CLIENT_CI D | Oxffe605 | This Document |
--------------------- oo+
CLOSE_TARGET_CI D | Oxffe606 | This Docunment |
--------------------- S
MAX_CONNECTION IDS | Oxffe607 | This Docunent |
--------------------- T e T L T T T T

Tabl e 2: Regi stered Capsul e Types

Al of these new entries use the follow ng values for these fields:

St at us:
Ref er ence:

provi sional (permanent when this docunment is published)

Thi s docunent

Change Controller: |ETF

Cont act :
Not es:

masque@etf.org

None
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Appendi x A.  Appendix A Exanple of a Forwarded Mdde QU C Packet

The following is an exanple of a QUI C packet that could have been
sent by a client or proxy in Forwarded Mode.

Original QU C Destination Connection ID
002e9184ch0022ca7aecf 1128c91d809e1b6853f
Virtual QU C Destination Connection ID
0123456789abcdef 0123456789abcdef 01234567
Original QU C Packet Generated for a Peer.
50002e9184ch0022ca7aecf 1128c91d8
09e1b6853f 1ba3bed7043a2163202304

8def 32f 4f 8f 260c290490413d24eab

Forwar ded node packet with the identity transform
500123456789abcdef 0123456789abcd

ef 012345671ba3bed7043a2163202304

8def 32f 4f 8f 260c290490413d24eab

Forwar ded node packet with scranbl e key
f 13a915f 96f b8919d9d8655488f f ea5778cac8cf f bc27cd38c173bchad955cf f
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320123456789abcdef 0123456789abcd
ef 012345678ebe6906e16ec5f c90a02c
0109994c3f ed03f 9d5d88c5f 408bb6
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