MASQUE D. Schi nazi

I nternet-Draft A. Singh
I ntended status: Standards Track Googl e LLC
Expires: 19 July 2026 15 January 2026

Proxyi ng Bound UDP in HTTP
draft-ietf-msque-connect-udp-listen-11

Abst r act

The mechanismto proxy UDP in HTTP only allows each UDP proxying
request to transmit to a specific host and port. This is well suited
for UDP client-server protocols such as HITP/ 3, but is not sufficient
for some UDP peer-to-peer protocols |like WDbRTC. This docunent
proposes an extension to UDP proxying in HITP that enabl es such use-
cases.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
masque. gi thub. i o/ draft-ietf-nmasque-connect-udp-listen/draft-ietf-
masque- connect -udp-listen.htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-ietf-masque-
connect -udp-listen/.

Di scussion of this docunent takes place on the MASQUE Wirki ng G oup
mailing list (mailto: msque@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ masque/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/msque/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-masque/draft-ietf-nmasque-connect - udp-
i sten.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The mechanismto proxy UDP in HITP [ CONNECT- UDP] all ows creating
tunnel s for communi cati ng UDP payl oads [UDP] to a fixed host and
port; this enables proxying of HITP/3 connections, since they run
over UDP. Simlarly, the HTTP CONNECT nethod (see Section 9.3.6 of
[HTTP]) allows proxying HTTP/ 1. x and HTTP/ 2, which run over TCP
Conbi ni ng both allows proxying the majority of a Web Browser’s HITP
traffic. However WebRTC [ WebRTC] relies on ICE [ICE] to provide
connectivity between two Web browsers, and ICE relies on the ability
to send and receive UDP packets to nmultiple hosts. While in theory
it mght be possible to acconplish this using multiple UDP proxying
HTTP requests, HITP semantics [HTTP] do not guarantee that distinct
requests will be handled by the same server. This can lead to the
UDP packets being sent fromdistinct |IP addresses, thereby preventing
I CE fromoperating correctly. Consequently, UDP proxying requests
cannot enabl e WbRTC connectivity between peers.

Thi s docunent describes an extension to UDP Proxying in HTTP that
al | ows sendi ng and receiving UDP payl oads to multiple hosts within
the scope of a single UDP proxying HITP request.

1.1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses term nol ogy from [ CONNECT- UDP] and not ati ona
conventions from[QUI C]. This docunent uses the ternms Bool ean, List,
and String from Section 3 of [STRUCTURED- FI ELDS] to specify syntax
and parsing. This docunent uses Augnented Backus-Naur Form and
parsing/serialization behaviors from [ ABNF].

2. Bound UDP Proxying Mechani sm
I n unextended UDP proxying requests, the target host is encoded in
the HTTP request path or query. For bound UDP proxying, the target

is either conveyed in each HTTP Datagram (see Figure 4), or
regi stered via capsules and then conpressed (see Figure 1).
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3.

1.

When perfornming URI Tenpl ate Expansion of the UDP proxying tenplate
(see Section 3 of [CONNECT-UDP]), the client follows the sane

tenpl ate as unextended UDP proxying and sets the "target _host" and
the "target _port" variables to one of its targets. It adds the
Connect - UDP- Bi nd header field as specified in Section 6 to request
bind. If the proxy supports bound UDP proxying, it returns the
Connect - UDP- Bi nd response header field value set to true.

VWhen "target _host" and "target_port" are set to a valid target, the
client is requesting bound UDP proxying but would accept fallback to
unext ended UDP proxying to that target. |If the client doesn't have a
specific target, or if it wants bound UDP proxying w thout fall back,
it sets both the "target _host" and the "target_port" variables to the
"*' character (ASCI| character 0x2A). Note that the '*' character
MJST be percent-encoded before sending, per Section 3.2.2 of

[ TEMPLATE] .

Context ldentifiers

As wi th unextended UDP proxying, the semantics of HITP Datagrans are
conveyed by Context IDs (see Section 4 of [CONNECT-UDP]). Endpoints
first allocate a new Context I D (per [ CONNECT-UDP], clients allocate
even Context |Ds while proxies allocate odd ones), and then use the
COVPRESSI ON_ASSI GN capsul e (see Section 3.1) to convey the semantics
of the new Context IDto their peer. This process is known as

regi stering the Context ID.

Each Context I D can have either conpressed or unconpressed semantics.
The unconpressed variant encodes the target |IP and port into each
HTTP Dat agram Conversely, the conpressed variant exchanges the
target I P and port once in the capsule during registration, and then
relies on shared state to map fromthe Context IDto the IP and port.

Context 1D O was reserved by unextended UDP proxying to represent UDP
payl oads sent to and fromthe "target host" and "target port" from
the URI tenplate. Wen the nmechanismfromthis docunent is in use

* if the "target_host" and "target_port" variables are set to '*’,
then context ID O MJUST NOT be used in HITP Dat agr ans.

* otherwi se, HITP Datagrans with context ID O have the sane
semantics as in unextended UDP proxyi ng.

The COVPRESSI ON_ASSI GN capsul e

The Conpression Assign capsule (capsule type 0x11) is used to
regi ster the senmantics of a Context ID. It has the followi ng format:
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COVPRESSI ON_ASSI GN Capsul e {
Type (i) = 0x11,
Length (i),
Context ID (i),
I P Version (8),
[P Address (32..128)],
[UDP Port (16)],

Figure 1: Conpression Assign Capsul e For nmat
It contains the follow ng fields:

I P Version: The IP Version of the following I P Address field. MJST
be O, 4 or 6. Setting this to zero indicates that this capsule
regi sters an unconpressed context. Qherw se, the capsule
regi sters a conpressed context for the I P address and UDP port it
carries.

I P Address: The I P Address of this context. This fieldis ontted
if the IP Version field is set to 0. Oherwise, it has a length
of 32 bits when the corresponding IP Version field value is 4, and
128 when the IP Version is 6

UDP Port: The UDP Port of this context, in network byte order. This
fieldis omtted if the P Version field is set to O.

When an endpoi nt receives a COMPRESSI ON _ASSI GN capsul e, it MJST
either accept or reject the corresponding registration

* if it accepts the registration, first the receiver MJST save the
mappi ng from Context 1D to address and port (or save the fact that
this context IDis unconpressed). Second, the receiver MJST
return a COVWPRESSI ON_ACK capsule with the Context ID set to the
one fromthe recei ved COVWRESSI ON _ASSI GN capsul e back to its peer,
indicating it has accepted the registration

* if it rejects the registration, the receiver MJST respond by
sendi ng a COVPRESSI ON_CLOSE capsule with the Context ID set to the
one fromthe recei ved COVPRESSI ON _ASSI GN capsul e.

As mandated in Section 4 of [CONNECT-UDP], clients can only allocate
even Context |IDs, while proxies can only allocate odd ones. Since
the value 0 was reserved by unextended UDP proxying, the Context |ID
val ue of COVPRESSI ON_ASSI GN can never be zero.
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Endpoi nts MUST NOT send two COVPRESSI ON_ASSI GN capsul es with the sane
Context ID. If a recipient detects a repeated Context ID, it MJST
treat the capsule as malforned. Receipt of a malformed capsul e MIUST
be treated as an error processing the Capsule Protocol, as defined in
Section 3.3 of [HITP- DGRAM .

If the unconpressed context is closed, the proxy MJST NOT open new
compressed contexts. In such a case, the proxy opening contexts
results in tuples not desired by the client reaching it thereby
nullifying the IP restriction property of unconpressed conpression
cl ose as described in Section 8. 1.

Only one Context ID can be used per IP-port tuple. |If an endpoint
detects that both it and its peer have opened a Context ID for the
same tuple, the endpoint MJST close the Context ID that was opened by
the proxy. |f an endpoint receives a COVWRESSI ON ASSI GN capsul e
whose tupl e mat ches another open Context ID, it MJST treat the

capsul e as nal f or ned.

Endpoi nts MAY pre-enptively use Context |IDs not yet acknow edged by
the peer via COWRESSI ON_ACK, know ng that those HTTP Dat agrans can
be dropped if they arrive before the correspondi ng COVWRESSI ON_ASSI GN
capsule, or if the peer rejects the registration.

3.2. The COWPRESSI ON_ACK capsul e

The Conpression Acknow edgnment capsul e (capsul e type 0x12) serves to
confirmregistration of a context ID that was received via a
COVPRESSI ON_ASSI GN capsul e.

COVPRESSI ON_ACK Capsul e {
Type (i) = 0x12,
Length (i),
Context ID (i),
}

Fi gure 2: Conpression Acknow edgnent Capsul e For mat

An endpoint can only send a COMPRESSI ON_ACK capsule if it received a
COVPRESS|I ON_ASSI GN capsule with the sane Context ID. |If an endpoint
recei ves COWPRESSI ON_ACK capsule for a context IDit did not attenpt
to register via COVWRESSI ON ASSI G\, that capsule is considered

mal f or med.
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3.3. The COWPRESSI ON_CLOSE capsul e

The Conpression C ose capsul e (capsul e type 0x13) serves two

purposes. It can be sent as a direct response to a received
COVPRESS|I ON_ASSI GN capsule, to indicate that the registration was
rejected. It can also be sent later to indicate the closure of a

previ ously assigned registration.

COVPRESSI ON_CLOSE Capsul e {
Type (i) = 0x13,
Length (i),
Context 1D (i),
}

Fi gure 3: Conpression C ose Capsul e Fornmat

Once an endpoint has either sent or received a COWRESSI ON CLOSE f or
a given Context ID, it MJST NOT send any further datagrans with that
Context ID. Since the value 0 was reserved by unextended UDP

proxyi ng, a COVWPRESSI ON _CLOSE capsule with Context ID set to zero is
mal f or med.

Endpoi nts MAY cl ose any context regardl ess of which endpoint
registered it. This is useful for exanple, when a mapping is unused
for along tine. Another potential use is restricting sone targets
(see Section 8.1).

Once a registration is closed, endpoints can instead use an
unconpressed Context I D to exchange UDP payl oads for the given
target, if such a context has been registered (see Section 4).

4. Unconpressed Operation

If the client wishes to send or receive unconpressed datagrans, it
MUST first send a COVPRESSI ON _ASSI GN capsul e (see Figure 1) to the
proxy with the IP Version set to zero. This registers the Context ID
as being unconpressed semantics: all HITP Datagrams with this Context
I D have the follow ng format:

Unconpr essed Bound UDP Proxyi ng Payl oad {
I P Version (8),
| P Address (32..128),
UDP Port (16),
UDP Payl oad (..),

Fi gure 4: Unconpressed Bound UDP Proxying HTTP Dat agram For mat
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It contains the followi ng fields:

IP Version: The IP Version of the following IP Address field. MJST
be 4 or 6.

| P Address: The | P Address of this proxied UDP packet. Wen sent
fromclient to proxy, this is the target host to which the proxy
will send this UDP payl oad. Wen sent fromproxy to client, this
represents the source | P address of the UDP packet received by the
proxy. This field has a length of 32 bits when the correspondi ng
IP Version field value is 4, and 128 when the IP Version is 6

UDP Port: The UDP Port of this proxied UDP packet in network byte
order. \When sent fromclient to proxy, this is the target port to
which the proxy will send this UDP payl oad. Wen sent from proxy
to client, this represents the source UDP port of the UDP packet
recei ved by the proxy.

UDP Payl oad: The unnodified UDP Payl oad of this proxi ed UDP packet
(referred to as "data octets" in [UDP]).

A client MJUST NOT open an unconpressed Context IDif one is already
open. |If a server receives a request to open an unconpressed Cont ext
ID and it already has one open, then the server MJST treat the second
capsule as malforned. Note that it’'s possible for the client to

cl ose the unconpressed context and reopen it later with a different
Context 1D, as long as there aren’t two unconpressed contexts open at
the sane tine. Only the client can request unconpressed contexts.

If a client receives a COWRESSI ON_ASSI GN capsule with the I P Version
set to 0, it MJST treat it as nualforned.

5. Conpressed Operation

Endpoi nts MAY choose to conpress the I P and port information per
datagram for a given target using Context IDs. This is acconplished
by registering a conpressed Context |D using the COVWRESSI ON _ASSI GN
capsul e (see Figure 1).

If the Context IDin an HTITP Dat agram mat ches one previously
regi stered for conpressed operation, the rest of the HTTP Dat agram
represents the UDP payl oad:

Conpressed Bound UDP Proxyi ng Payl oad {
UDP Payl oad (..),

}
Fi gure 5: Conpressed Bound UDP Proxying HTTP Dat agram For nat
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It contains the follow ng field:

UDP Payl oad: The unnodified UDP Payl oad of this proxied UDP packet
(referred to as "data octets" in [UDP]).

6. The Connect - UDP-Bi nd Header Field

The " Connect - UDP- Bi nd" header field s value is a Boolean Structured
Field set to true. dients and proxy both indicate support for this
ext ensi on by sending the Connect-UDP-Bi nd header field with a val ue
of ?1. Once an endpoint has both sent and received the Connect - UDP-
Bi nd header field set to true, this extension is enabled. Any other
val ue type MJUST be handled as if the field were not present by the
recipients (for exanple, if this field is defined multiple times, its
type becomes a List and therefore is to be ignored). This docunent
does not define any paraneters for the Connect-UDP-Bi nd header field
val ue, but future docunments might define paraneters. Receivers MJST
i gnore unknown paraneters.

7. The Proxy-Public-Address Response Header Field

Upon accepting the request, the proxy MJIST sel ect at |east one public
I P address to bind. The proxy MAY assign nore addresses. For each
sel ected address, it MJST sel ect an open port to bind to this
request. Fromthen and until the tunnel is closed, the proxy SHALL
send packets received on these I P-port tuples to the client. The
proxy MJST communi cate the sel ected addresses and ports to the client
usi ng the "Proxy-Public-Address" header field. The header field is a
List. Each nmenber of the List is a String, conprised of the ip-port
tuple. The format of the String is defined using IP-literal,

| Pv4address, and port from Section 3.2 of [URI].

i p-port-tuple = DQUOTE ( IP-literal / IPv4address ) ":" port DQUOTE
Figure 6: Proxy Address Fornat

When a single IP-Port tuple is provided in the Proxy-Public-Address
field, the proxy MJST use the sane public IP and Port for the

remai nder of the connection. When multiple tuples are provided,

mai ntai ni ng address stability per address fanm |y i s RECOVVENDED.

Note that since the addresses are conveyed in HTTP response headers,
a subsequent change of addresses on the proxy cannot be conveyed to
the client.

If the proxy only shares | P addresses froma single address famly,

that indicates that the proxy only supports that famly. The client
SHOULD NOT attenpt to register conpressed contexts or send

Schi nazi & Singh Expires 19 July 2026 [ Page 9]



I nternet-Draft CONNECT- UDP Bi nd January 2026

unconpressed datagrans intended for targets whose | P address fanmilies
were not indicated via the I P addresses listed in the Proxy-Public-
Addr ess header field, as the proxy will drop those datagrans and
reject those registrations.

8. Proxy Behavi or

After accepting the bound UDP proxying request, the proxy uses an
assigned | P address and port to transmt UDP payl oads received from
the client to the target I P Address and UDP Port specified in each
HTTP Dat agram received fromthe client. The proxy uses the sane
ports to listen for UDP packets from any authorized target and
forwards themto the client by encapsul ating themin HITP Dat agrans,
usi ng the correspondi ng Context |D.

If the proxy receives UDP payl oads that don't correspond to any
registration (i.e., no conpression for the given target was ever
established and there is no unconpressed registration), the proxy
will either drop the datagramor tenporarily buffer it (see Section 5
of [ CONNECT- UDP] ) .

8.1. Restricting IPs

If a client does not wish to receive datagrans from unknown senders,
it can close the unconpressed registration (or not open it in the
first place). |In that scenario, the proxy effectively acts as a
firewall agai nst unwanted or unknown I Ps.

9. Security Considerations

The security considerations described in Section 7 of [ CONNECT- UDP]
al so apply here. Since TURN can be run over this mechani sm

impl ementors will benefit fromreview ng the security considerations
in Section 21 of [TURN].

Si nce unextended UDP proxying requests carry the target as part of
the request, the proxy can protect unauthorized targets by rejecting
requests before creating the tunnel, and communi cate the rejection
reason in response header fields. The unconpressed context allows
transporting datagrans to and fromany target. Clients that keep the
unconpressed context open need to be able to receive from al

targets. |If the UDP proxy woul d reject unextended UDP proxying
requests to sonme targets (as recomrended in Section 7 of

[ CONNECT- UDP] ), then for bound UDP proxying requests where the
unconpressed context is open, the UDP proxy needs to perform checks
on the target of each unconpressed context datagramit receives.
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10.

11.

11.

11.

Note that if the conpression response ( COVWRESSI ON_ACK OR

COVWPRESSI ON_CLOSE) cannot be i medi ately sent due to flow or
congestion control, an upper limt on how many conpressi on responses
the endpoint is willing to buffer MUST be set to prevent nenory
exhaustion. The proxy MJST abort the request streamif this limt is
reached.

Oper ational Considerations

When noving traffic between unconpressed and conpressed contexts, the
effective MU will change. This can hinder Datagram Packeti zation
Layer PMIU Di scovery (DPLPMIUD) between the client and the target
[DPLPMIUD]. To avoid that, if an endpoint intends to use
conmpression, it SHOULD request it as early as possible.

I ANA Consi derati ons
1. HITP Fields
This docunent will request I ANA to register the followi ng new itens

in the "HITP Field Name" registry maintained at
<https://wwv. i ana. or g/ assi gnnents/ http-fiel ds>:

| Field Nane | Structured Type |
| Connect - UDP- Bi nd | ITtem |
o e e e e e oo oo o e e e e oo +
| Proxy-Public-Address | List |
g o e e oo +

Tabl e 1: New Fiel ds
Al'l of these new entries use the follow ng values for these fields:
Status: provisional (permanent if this docunent is approved)
Ref erence: This docunent
Comments: None
2. Capsul es
Thi s docunent will request | ANA to register the followi ng newitens

to the "HTTP Capsul e Types" regi stry naintai ned at
<https://wwv. i ana. or g/ assi gnnent s/ masque>:
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[ Sl bl oo s
| Value | Capsule Type |
B el sl
| 0x11 | COVPRESSI ON_ASSI GN |

Tabl e 2: New Capsul es
Al of these new entries use the follow ng values for these fields:

Status: provisional (permanent if this docunment is approved)
Ref erence: This docunent
Change Controller: |ETF
Contact: MASQUE Worki ng Group masque@etf.org
(mailto: masque@etf. org)
Not es: None
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Appendi x A,  Exanpl e

In the exanple below, the client is configured with URI Tenpl ate
"https://exanple.org/.well-known/ masque/

udp/{target _host}/{target_port}/" and listens for traffic on the
proxy, eventually decides that it no |longer wants to listen for
connections fromnew targets, and linmts its comunication with only
203.0.113.11: 4321 and no other UDP target.

dient Server
STREAM 44) : HEADERS -------- >

:met hod = CONNECT

:protocol = connect-udp

:schene = https

:path = /.well-known/ masque/ udp/ YRA RA
rauthority = proxy.exanple.org
connect-udp-bind = ?1

capsul e-protocol = ?1

e STREAM 44) : HEADERS
:status = 200
connect -udp-bind = ?1
capsul e- prot ocol ?1
proxy-public-address = "192.0. 2. 45: 54321", \
"[2001: db8: : 1234] : 54321"

/1l Register Context ID 2 to be used for unconpressed UDP payl oads
/1 tol/fromany target.

CAPSULE eeeae- >

Type = COVPRESSI ON_ASSI GN
Context ID = 2
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I P Version =0
/1 Proxy confirms registration
S CAPSULE
Type = COMPRESSI ON_ACK
Context ID = 2

/] Target talks to Client using the unconpressed context.

- DATAGRAM
Quarter Stream|ID = 11
Context ID = 2
IP Version = 4
| P Address = 192.0. 2. 42
UDP Port = 1234

UDP Payl oad = Encapsul at ed UDP Payl oad

/1 dient responds on the same unconpressed context.

DATAGRAM  eeeeaaa- >
Quarter StreamID = 11
Context ID = 2
IP Version = 4
| P Address = 192.0. 2. 42
UDP Port = 1234

UDP Payl oad = Encapsul at ed UDP Payl oad
/1 Another target talks to Client using the unconpressed context.

Cemmmmman DATAGRAM
Quarter Stream I D = 11
Context ID = 2
I P Version 4
| P Addr ess 203.0.113.11
UDP Port = 4321
UDP Payl oad = Encapsul at ed UDP Payl oad

/1 dient responds on the same unconpressed context.

DATAGRAM eeeeaaa- >
Quarter Stream|ID = 11
Context ID = 2
IP Version = 4
|P Address = 203.0.113.11

UDP Port = 4321
UDP Payl oad = Encapsul at ed UDP Payl oad
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/1 Register 203.0.113.11:4321 to conpress it in the future.

CAPSULE eeeeea- >
Type = COVPRESSI ON_ASSI GN
Context ID =4
IP Version = 4
| P Address = 203.0.113.11
UDP Port = 4321

/1 Proxy confirms registration.

Commmmmaa CAPSULE
Type = COVPRESSI ON_ACK
Context ID =4

/1 Omt IP and Port for future packets intended for
/1 203.0.113.11: 4321 hereon.

DATAGRAM  eeeea--- >
Context ID = 4
UDP Payl oad = Encapsul at ed UDP Payl oad

<emmmm--- DATAGRAM
Context ID = 4
UDP Payl oad = Encapsul at ed UDP Payl oad

/'l Request packets without a correspondi ng conpressed Context
/1 to be dropped by closing the unconpressed Context.

CAPSULE eeeeaaa >
Type = COWPRESSI ON_CLOSE
Context ID= 2

/1l Context ID 4 = 203.0.113.11:4321 traffic is accepted,
/1 and other traffic is dropped at the proxy.

Appendi x B. Conparison with CONNECT-1 P

Wil e the use-cases described in Section 1 could be supported using
I P proxying in HTTP [ CONNECT-1P], it would require that every HITP
Datagram carries a conplete |P header. This would lead to both
inefficiencies in the wire encoding and reduction in avail abl e

Maxi mum Transmi ssion Unit (MIU). Furthernore, Web browsers woul d
need to support |IPv4 and | Pv6 header generation, parsing, validation
and error handli ng.
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